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The following slides (and speaker notes) are
in draft format. Final presentation slides will
be made available after both BlackHat and
DEF CON.

The most significant changes will be in the
Machine Learning section. This deck includes
results based on Nearest Neighbour (Weka’s
NNge algorithm). The final deck will change.




Slide 1

Slide 2

Note:

The following slides (and speaker notes) are in
draft format. Final presentation slides will be
made available after bothBlackHatand DEF CON.

The most significant changes will be in the
Machine Learning section. This deck includes
results based on Nearest Neighbourfl AE A6 O
NNgealgorithm). The final deckwill change to
take into account additional data and alternative
models.

Predicting Susceptibility to
Social Boton Twitter
Chris Sumner & Dr. Randall Wald

™
mThs Online Privacy Foundation
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representing the Online Privacy Foundation a
LQY 22AYySR 6& 5N wl-
Atlantic University.

Before we begin, | want to ensure that people
FNE gl NBE 2F gKI G (K

2 KEFEGQa Ay AG F2N &2dz
- Discuss some research in this area

- Social Botg links to code

- Introduction to simple bots to play with

- Human Behaviour Psychology

- Look @ what makes some people do things
which other people think are dumb.

- Data Mining & Machine Learning

- How to collect &analyzedata

- Implications for security awareness training
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TL;DR

Targeted Spray & Pray

Help Robots Take Over The Internet: The
Socialbots 2011 Competition

HELP ROBOTS TAKE OVER INTERNET
WIN $500 HOO-MAN DOLLARS

28 SEFYAYSR GKS LISNF
t N} @ Q | LILINE | Sokial iihtBractiay’
versus a Targeted approach using Machine
Learning and the results will look a little like
this.

'YR o001 Ay SINIe& wun
fascinating and amusing competition whibe
K2a0SR ¢A0GK GKS 2S0

X®AlG sFa RSAONAROGSR I

References:

- 5 minute video overview
http://ignitesanfrancisco.com/83e/tirhwang/
- http://aerofade.rk.net.nz/?p=152

A Instantly go out and follow all 500 of the
target users

A every 23 hours, tweet something from a
random list of messages.

A constantly scan flickr for pictures of "cute
cats" from the Cute Cats group and blog
them to James' blotKitteh Fashun*
(which auto tweets to James' twitter
timeline)

A 4 secondary bots following the network of
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0) 6806 AITTA OPI
OAEAT AAT1 AOx1 OE
500 targets

the 500 users and the followers of the
targets to test for follow backs (and then
getting James to follow those that followed
back, once per daywe believed that
expanding our own network across mutual
followersof the 500 would increase our
likely hood of being noticed (through
retweets or what have you from those wha
were not in the target set.

XOWot22R aLRNI 2F Ay
A0ASyOSkySié2N] |yl ¢
289 902t23e GSIY KIR

animals, not the musical)
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Points

+1 Mutual Follows
+3 Social Response
-15 Killed by Twitter

TeamEmp
701 Points

107 Mutual Follows
198 Social Response

@AeroFade

3 teams took part and were given those same
500 unsuspecting users to target. The teams
gained 1 point for a follow back, 3 points for
some response and they lost 15points if they
got suspended.

The winning team achieved 701 points, 107
mutual follow backs and 198 social response:
,2dz Oy OKSO1 2dzi %!
blog.

To date, most research has focus on how to
identify bots, less research has looked at the
other side of the questioq detecting users
likely to be fooled by bots, something which is
important in helping raise awareness and see
a2t dziAz2yaoxXo

http://www.satc-cybercafe.net/presenters/
http://www.satc-cybercafe.net/wp
content/uploads/2012/10/NSF.jpg
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The New Zealand Herald

L] pod  Tochnokgy  Exeectalnmest LSSty

Are your tweets full of $#@*? You mightbe a
psychopath

n-o.m % a

4 Are some users moreaturally
predisposed tointeracting with
strangers (in this case social="

Is it possible to increase the
odds of getting a response
from a twitter user?

X{2 6KAfS 6S 6SNB 02
into Twitter usage and the Dark Triad of
LISNE 2y f A (@& Zincarforaiea stldz
project to look at social bots and, as an
organization, attempt to answer couple of
jdzSadAazyaxao

i.e. Are some users more naturally predispost
to interacting with strangers (social bots) than
others? (Does personality play a part?)

Xy R Asible thai sotid® kot creators
could use machine learning to better target
users who are more likely to response.
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XPGKSNBoe o00GKS GKAY].

=wikker chances of landing in Twitter Jail (account

suspension).

Account suspende d

The profile to v

¢tKS 20 0A 2 dza .1) kS safed ahd/
HO I NBYyQil e2dz IAGAYy3
gKIFGQa GKAa 320 G2 R
Fd GKS&S Ay 3ANBIG§SNI

PP SQft t221 G (KSa
area which always attracted unscrupulous
actors (think Bladkat SE@ search engine
optimisation) are marketeers. Not *ALL*
marketeers though. Initially they wanted your
Wi A1SaQx o6dzi aryoOoS i
translate to a purchase (because that was ea
G2 3ALYS gAGK az2O0Al f
requested toONB I 6 S WSy 3| 3SY
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STEP INTO YOUR PLA

What We Should Do Before the Social Bots Take Over:
Online Privacy Protection and the Political Economy of Our Near Future

Erhardt Graefi
MIT Media Lab
erhardt@media. mit.edu
Presented at MITS, May 5, 2013

Tal The Homani
WiinAgin !

Stairs!
0000003 #
p008 e 0G0
fonnn'\ — 70004,

XIyR 2F 02dz2NES t NRBLJ

The privacy implications are nicely described
this recent paper by Erhardt Graeff.

..conversely, existing social media sites are getting muct
better at detecting bots spart of an effective bostrategy
is reducing the chances of ending up in Twitter jail.
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Contents/Flow

A History & Current Research
A Experiment & Method
AFindings

A Conclusions

Socialbots

Olsocialbotis a piece of
software that controls a

user account in an online |
social network and passes|
itself ofasaE O1 A1 6

Wagner et al (2012)

So set to work, or rather our bots did.

The rest of the talk flows like this.

Wagner et al define these as a piece of
software that controls a user account in an
online social network and passes itself of as ¢
human.

The socialbot M.O. is to (1) make friends, (2)
gain a level of trust, (3) influence

The success of a Twitteomb relies on two
factors: tar gettingusers interested in the
spam topic and relying on those users to spre
the spam further.
(http://journal.webscience.org/317/2/webscil
0_submission_89.pdf)

A Sybils- The Sybil Attack (Doucer, 2002)

A SockPuppetsan anline identity used for
purposes of deception (see also, Persona
Management)
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From: AARL-84 Proceetings Copanoe © 1956 AAA) v 3a8L o) Al Fghts tezerved

CHATTERBOTSs, TINYMUDs, and the Turing Test
Entering the Loebner Prize Competition
Michael L. Mauldin
Camcgic Melloa Usiversity Conter for Machine Translation

5000 Forbes A

Pitsburgh. PA 152133890
@

YTTER TN REAL L, CURSE OF THE ROBOT FOLLOWERS.

Popularity

.20a INByQil ySgs [ KL
NE&SFHNOK I NRedzy R mddn
examining bots in social media, which for the
a1 1S 2F | NBdzY S i Geheratioh
and29DSYSNI A2y 0620ax

Early bots tend to be all about making you loc
popular (with fake followers). These are still
hugely popular and according to a recent NY
Times article, remain a lucrative business, bu
ultimately theydre pretty dumb.

http://bits.blogs.nytimes.com/2013/04/05/fak
e-twitter -followersbecomesmultimillion-
dollar-business/
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Spam

£ v are com
anthonyvoevodin hey look at this funny blog
hitp://rosalierebyb.blogspo... about 1
SarahNorton hey look at this funny blog
http://rosalierebyb_blogspo. t

& plumbroso hey look at this funny blog
o ntip:/irosalierebyb blogspo rsa

Keyword aware

Kevin Medilin
Had a successful audition yesterday. Thank you
universe Had a dream Noke up and f'm

right back at the regular job. Smh

Chatbot Debates Climate Change Deniers on
Twitter so You Don’t Have to

Sick of fay Fismasher
chasing B US Physics profe
down essful pse
climate

denialists

himself,

Nigel Leck

puthis o @AI_AGW
@F1Smasher American Physical Society
respond to wild accusations on #climate
from departing member http: //is.gd

g5kns|

XGKSy

0 KSNBIQEK H22 KRR 2

@spam: The Underground on 140 Character:
or Less (Grier, 2010)
http://imchris.org/research/grier_ccs2010.pdf

XIyR Ay

G2

GKS Oras 27

St AYIGS OKFy3as RS
pretty basic and remain prevalent today.
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Introduction

Virtual Plots, RealRevolution
(Temmingh and Geers- 2009)

For example, in the week before an election,
what if both left and right-wing blogs were
seeded with false but credible information
about oneof the candidates? It could tip the
balance in a close race to determine the
winner €

In 2008 we see the first (Publicly at least)
manifestation of a social bot on Twitter.
Project Realboy plays with the concept of
ONBI GAy3a Y2NBE 0StASQO
iKS& RARXO®

This is around the same time that Hamiel and
az2@&SNJ aKl NS&anlsO8MyNJ
CNASYRa [A&alé KAIKEA
social medidriends may be imposters. We
a6 Fy2G0KSNJ SEI YLX S
{rasqQ aGrtel1 a4 .tFO01K

Project Realboy by Zack Coburn & Greg Mar
http://ca.olin.edu/2008/realboy/

Things get a bit more sinister in 2009. A 2009
paper by Temmingh and Geers (Roelof
Temmingh of Sensepost/Paterva/Maltego
Tl YSO FRolekainflg in the week before
an election, what if both left and righwing
blogs were seeded with false but credible
information about one of the candidates? It
could tip the balance in a close race to
RSGSNXYAYS GKS 6AYyYSN

Source: R Temmingh
http://www.ccdcoe.org/publications/virtualbat
tlefield/21_TEMMINGH_Virtual%20Revolutiol
%20v2.pdf
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p UAAO |1 AOAOS
VOTE 3}-‘ ScoTT
MARTHA 4.

COAKLEY = V RBSQTE‘SQ!,!)!

JAN. l g www.brownforussenate.com
) SCOTT BROW

: >
<& kicked Martha's &F*

XIyYR AY HAMAweéek i play &ufi
F2NJ NBIf o GC2dzNJ RI &
election in Massachusetts to fill the Senate se
formerly held by Ted Kennedy, an anonymou
source delivered a blast of political spam. The
smear campaign launched against Democrati
candidae Martha Coakley quickly infiltrated
the rest of the electiorrelated chatter on the
social networking service Twitter. Detonating
2PSNJ 2dzald Moy YAydzi$
the rancorous claims it brought with it
eventually reached tens of thousandk o
LIS2 LI Sde X

Source
http://www.sciencenews.org/view/feature/id/
345532/description/Social_Media_Sway

Some notes

G! aAay3atsS OKIFy3aS Ay
FFFSOG YlIyeé AYRAGARdZ
competing effects between the decay of
influenceand the growth in the number of
FOljdzt Ayl yOSaxXeod . dz
fA1S YAYRSR AYRAGARdZ
zero sum So the decision of a single individuz
to vote has a substantially larger impact than
what an atomized theory of individlexmight
alexoo a

Truthy: Mapping the Spread of Astroturf in
Microblog Streams

Detecting and Tracking Political Abuse in Soc
Media

Xl SNBE ¢S F20dza 2y |
platform, Twitter, and on one particular type ¢
abuse, namely politicastroturft political
campaigns disguised as spontaneous
GANI aaNR2Ga¢ o0SKI QA2
out by a single person or organization. This is
related to spam but with a more specific
domaincontext, andpotentially larger
O2yasSljdsSyOSaons¢

Sep.28, 2010t Astroturfers, Twitterbombers
and smear campaigners need beware this
election season as a group of leading Indiana
University information and computer scientist:
have unleashed Truthy.indiana.edu, a
sophisticated new Twittebased research tool
that combines data mining, social network
analysis and crowdsourcing to uncover
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Swift-Boating

deceptive tactics and misinformation leading
up to the Nov. 2 elections.
http://www.sciencedaily.com/releases/2010/0
9/100928122612.htm

Also- http://cs.wellesley.edu/~pmetaxasiow-
Not-To-PredictElections.pdf

XGKA&E GeLlsS 2F OF YLI A
Swiftboatingg dThe term swiftboating (also
spelled swiftboating or swift boating) is an
American neologism used pejoratively to
describe arunfair or untrue political attack
The term is derived from the name of the
organization "Swift Boat Veterans for Truth"
(SBVT, later the Swift Vets and POWSs for Tru
because of their widely publicized[1] then
discredited campaign against 2004 US

t NSBaARSYGALIf Ol yRadiat
26" March 2013)

and allegedly, prior to the 2012 Russian
Presidential electionsg pro-Kremlin
organization reportedly paid hundreds of
GK2dzalyRa 2F pPQa (2
help political cause by creating flattering
coverage on Vladair Putin.

An article in the Economist describes the
wdza &ALy &YSENI OF YLI A
f SOStaésx
http://www.economist.com/blogs/easternappr
oaches/2012/02/hackerand-kremlin
http://www.themoscowtimes.com/news/articl
e/campaignmudslingingtakento-new-
lows/452583.html

Source-
http://www.guardian.co.uk/world/2012/feb/07
/hackedemailsnashiputin-bloggers
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Astroturfing

O could tip the balance in a close race to determing
thex ET 1 Aetningh& Geers 2009)

Analytics Infographics Open Data
. : -

This is a little different to Swithoating in that
AGQa 3ISySNrtte yz2ia |
Ol YLJ A3y X! FdiersRBoipalithed, A y
advertising or pblic relations campaigns that
are designed to mask the sponsors of the
message to give the appearance of coming
from a disinterested, grassroots participant.

X¢KA& Aa SaaSyidalttfe
LINE2SOG aidl NISR Fid L
Truthy system evaluates thousands of tweets
an hour to identify new and emerging bursts ¢
FOGAGAGE | NRBdzyR YSYS
2SS |ftaz2 LIy G2 das$s
smears, astroturfing, misinformation, and othe
a20ALf LRftdziAzye
- http://live.wsj.com/video/thetruthy-
projectferrets-out-online-
deception/219A2EAGD224F5B8D96
81AF342104F7.htmi#!219A2EAB22
4F5B8D9681AF342104F7

¢ BBCQT
http://truthy.indiana.edu/movies/show/1264

oA well-functioningdemocracy requires
FOO2dzy il oAt AGeE yR
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Revealed: US spy operation that
manipulates social media

Ollarge virtual population, scattered all over
the world and encompassinglifferent
socioeconomicbackgrounds,could be
programmed to support any personalsocial,
business political, military, or terrorist
agenda 0 -
(Temmingh & Geers 2009) i .7‘»

P : £ ’ &7

e

L7

7

-2

And in 2011, it was revealed that the US wer
SELX 2NAYy3 FI1S LISNEZ
attack on HBGary exposed emails discussing
ddzOK dzaS Ol asSax

{2 Al aSSYSR UKl sifutwres
looking paper had it pretty much rightin
2009, hackers steal data, send spam, and de
service to other computers. In the future, they
may also control virtual armies, in the form of
millions of artificial identities that could
support any pesonal, business, political,
YAEAGENBEZ 2NJ GSNNENX

Which leads us to more recent developments
and a couple of things Tim Hwang is working
2y X
http://www.ccdcoe.org/publications/virtualbat
tlefield/21_TEMMINGH_Virtual%20Revolutiot
%20v2.pdf
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PACIFIC
SOCIAL

Social Bridge
Building

Emotional Contagion

| already mentioned the Web Ecology project.
On the back of that, Tirareated an
organization called Pacific Social to explore
social networks a little further.

One thing they noticed with the Web Ecology
project was that social bots can distort the
socialgf LIKX &2 (GKS&@QNB §
possible to use an army of social bots to stitcl
G2 aSLINIGS 2yfAyS

X ¢ K 12 al$d interested in exploring whether
bots can influence peoples moods. We know
this is possible in offline contexts, but far less
known about this phenomena online. The
implications of this may mean that it may
become possibléo take a perfectly happy
group (for arguments sake, using sentiment
Fyrfeaira G2 YSI adzNB

Happiness-
http://www.mitpressjournals.org/doi/abs/10.1
162/artl_a_00034
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..embedded a couple of bots that starts being
little more miserable (or Happy.| d/look at
how that permeates through the social graph

Happiness-
http://www.mitpressjournals.org/doi/abs/10.1
162/artl_a_00034

XOYl1Ay3a Y2NBE FyR Y2
happy

Xodzy GAf | NBlLazylofs$s
are less happy.
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Social Penetration Testing

A Spread information with small inaccuracies
A{SS 46KSNB (KS&QNB OKI
not challenged
ALRSyGATe oK2Qa Yzald A
evaluating what is real
A Target them

'Socialbots' steal 250GB of
user data in Facebook invasion

(<] «lum.m)-.‘,:ﬁ p

St [ Ontie St et -

o this end, we are currently investigating
two directions from the defense side. The first
involves understanding the factorsthat
influence user decisions on befriending
strangers, whichis useful in designing user
centered security controlsthat better
communicate the risks of online threat8 6
Boshmafet al (2012)

And finallyhe highlighted the potential for
Social Penetration Testing.

It would be remise of me, not to mention Yaz:
Boshmaf from the Uni of British Columbia.
Yazan and teanmvestigatesocial bots on
Facebook which generated a number of
headlines (you can watdhe Usenix 2012
video)...

ta _FT Ly yR GSFY ai
factors that influence user decisions on
OSTNASYRAY3I &aiGNFy3ISN

Design and Analysis of a Social Botnet
http://lersse-
dl.ece.ubc.ca/record/277/filesICOMNET_Soci
bots_2012.pdf
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Understanding User Behaviour

Secure & Trustworthy Insider Threat Project
Cyberspace

Sybil Nodes and Attack Edges

-—— -

Attack Edges

- Edges to honest
y2RSa | NB
Sadl ot AaKSR
- Attack edges are
difficult for Sybil
nodes to create

Source SybilGuardDefending Against Sybil Attacks via Social NetwakaifengYu, Philip B. Gibbons, agdmariat)

Understanding User Behaviour is also
something which the folks are the Secure &
Trustworthy CyberSpace program (in the US)
are examining and the Insider Threat project
Oxford Uni

Xa2 dzy RSNARGFYRAY 3 Y2
behaviour, the signs to look for anaWw bots
(and other humans) can exploit them, is a
worthwhile question to explore. Indeed,

! yYRSNARGEFYRAY3 YR |
O0SKI @A2NE Aa NBO23yA
areas in Secure & Trustworthy Cyberspace
(SaTC)

Scalability & compatibility

Polioy generated secure collaboration
Security metrics driven education, design, de
deployment

Resilient architectures

Understanding and accounting for human
behavior

http://www.satc-cybercafe.net/presenters/
http://www.satc-cybercafe.net/wp
content/uploads/2012/10/NSF.jpg

Spray & Pray may be (& remain) effective
enough, but sending out Pawns to prod a tar¢
may only be effective for so long as the lead
bot will likely be associated with suspended
accounts ¢ventually).



Slide 48

Slide 49

Slide 50

Wagner et al (2012)

Precision .74

Recall .70

Features:

A Friends (outdegree) A Language
A Conversational Variety A Followers
A Conversational Coverage

Xaz2 AGQa | 3A22R oS
GFNBSGAY3 dzaASNE 6K2Q
anyone or anything, to be a very attractive
LINB & LISO G & X

XFyR GKSNBQa az2vys 7F2
Wagner et al have conducted research most
closelyto ours. They looked at the Twitter
attributes responsible for user interaction in
GKS 2S00 902t238 LINReE

Xg S S & arépgaiesidnd eixténded this
study by additionally looking at personality an
also deploying a number of Proof of Copte
experiments.
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Method

610 Participants

tTeerecenen

We had roughly 600 participants who agreed
take part in a mystery experiment.

For each user, we obtains twitter information,
klout score and personality traits.
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Bot,, Bot,
IXLIRERLL LI ERL L
pireedaade fhitdeeand
IR ILI LT L EELE LY

Bot Design

We divided participants into two groups to
speed up processing. Each group had a bot
assigned to it (bots were the same)

2S5 dzaSR GKS {20AFf 9
bot model. (Available under MIT license). We
rewrote and slightly modified it in python(we
intend to make it available via GitHub).

(This slide will build)

Initially, and to provide some credibility, each

bot

A started of by following some standard
celebrity and news accounts.

A built up a thin veneer of authenticity by
populating a Word Press blog with pictures
of dogs in knitted clothes.

A commented that the weather was pleasant
if it reach a certain temperature in a sea
side town in the UK.

A Tweeted something random

After acouple of days, each bot would start

following each of the participants its list of

targets (while continuing with the bot
generated tweets about dogs and the
weather).

Once all targets had been followed, the bot
would ask each participant an innocuou



