
 

 

 

 
 

  



 

 

Slide 1 
Note:

The following slides (and speaker notes) are in 
draft format.  Final presentation slides will be 
made available after both BlackHatand DEF CON.

The most significant changes will be in the 
Machine Learning section.  This deck includes 
results based on Nearest Neighbour (7ÅËÁȭÓ
NNgealgorithm). The final deck will change to 
take into account additional data and alternative 
models.
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Predicting Susceptibility to 

Social Bots on Twitter

Chris Sumner & Dr. Randall Wald
chris@onlineprivacyfoundation.org& rwald1@fau.edu

 

²ŜƭŎƻƳŜ ǘƻ ΨtǊŜŘƛŎǘƛƴƎ {ǳǎŎŜǇǘƛōƛƭƛǘȅ ǘƻ {ƻŎƛŀƭ 
.ƻǘǎ ƻƴ ¢ǿƛǘǘŜǊΩ Φ LΩƳ /ƘǊƛǎ {ǳƳƴŜǊΣ 
representing the Online Privacy Foundation and 
LΩƳ ƧƻƛƴŜŘ ōȅ 5ǊΦ wŀƴŘŀƭƭ ²ŀƭŘ ŦǊƻƳ CƭƻǊƛŘŀ 
Atlantic University. 
 
Before we begin, I want to ensure that people 
ŀǊŜ ŀǿŀǊŜ ƻŦ ǿƘŀǘ ǘƘŜ ǘŀƭƪ ƛǎ ŀƴŘ ƛǎƴΩǘΦ 
 
²ƘŀǘΩǎ ƛƴ ƛǘ ŦƻǊ ȅƻǳ 
- Discuss some research in this area 
- Social Bots ς links to code 
- Introduction to simple bots to play with 
- Human Behaviour Psychology 
- Look at what makes some people do things 
which other people think are dumb. 
- Data Mining & Machine Learning 
- How to collect & analyze data 
- Implications for security awareness training 
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Targeted Spray & Pray

 

²Ŝ ŜȄŀƳƛƴŜŘ ǘƘŜ ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ ŀ Ψ{ǇǊŀȅ ϧ 
tǊŀȅΩ ŀǇǇǊƻŀŎƘ ǘƻ ǳƴǎƻƭƛŎƛǘŜŘ social interaction 
versus a Targeted approach using Machine 
Learning and the results will look a little like 
this.   
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!ƴȅƻƴŜ ƪƴƻǿ ǿƘƻ ǘƘƛǎ Ǝǳȅ ƛǎΚΦΦΦΦ LǘΩǎ ¢ƛƳ 
IǿŀƴƎΧΦ  
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!ƴŘ ōŀŎƪ ƛƴ ŜŀǊƭȅ нлмм LΩŘ ǎǘǳƳōƭŜŘ ǳǇƻƴ ǘƘƛǎ 
fascinating and amusing competition which he 
ƘƻǎǘŜŘ ǿƛǘƘ ǘƘŜ ²Ŝō 9ŎƻƭƻƎȅ tǊƻƧŜŎǘΧ 
ΧΦƛǘ ǿŀǎ ŘŜǎŎǊƛōŜŘ ŀǎΧ 
 
References: 
- 5 minute video overview - 
http://ignitesanfrancisco.com/83e/tim-hwang/ 
- http://aerofade.rk.net.nz/?p=152 
 
Å Instantly go out and follow all 500 of the 

target users 
Å every 2-3 hours, tweet something from a 

random list of messages. 
Å constantly scan flickr for pictures of "cute 

cats" from the Cute Cats group and blog 
them to James' blog "Kitteh Fashun" - 
(which auto tweets to James' twitter 
timeline) 

Å 4 secondary bots following the network of 



 

the 500 users and the followers of the 
targets to test for follow backs (and then 
getting James to follow those that followed 
back, once per day) - we believed that 
expanding our own network across mutual 
followers of the 500 would increase our 
likely hood of being noticed (through 
retweets or what have you from those who 
were not in the target set. 
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Ȱ)ÔȭÓ ÂÌÏÏÄ ÓÐÏÒÔ ÆÏÒ ÉÎÔÅÒÎÅÔ ÓÏÃÉÁÌ 
ÓÃÉÅÎÃÅȾÎÅÔ×ÏÒË ÁÎÁÌÙÓÉÓ ÎÅÒÄÓȢȱ

 

ΧΦΨōƭƻƻŘ ǎǇƻǊǘ ƻŦ ƛƴǘŜǊƴŜǘ ǎƻŎƛŀƭ 
ǎŎƛŜƴŎŜκƴŜǘǿƻǊƪ ŀƴŀƭȅǎƛǎ ƴŜǊŘǎΩΦ ¢ƛƳ ŀƴŘ ǘƘŜ 
²Ŝō 9ŎƻƭƻƎȅ ǘŜŀƳ ƘŀŘΧ 
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500 targets

 

ΧǎŜƭŜŎǘŜŘ рлл targets who all liked cats (the 
animals, not the musical) 
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Points
+1   Mutual Follows
+3   Social Response
-15  Killed by Twitter

 

3 teams took part and were given those same 
500 unsuspecting users to target. The teams 
gained 1 point for a follow back, 3 points for 
some response and they lost 15points if they 
got suspended. 
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Team Emp
701 Points
107  Mutual Follows
198  Social Response

ς ×ÅÅËÓ ÌÁÔÅÒȣ

@AeroFade 

The winning team achieved 701 points, 107 
mutual follow backs and 198 social responses.  
¸ƻǳ Ŏŀƴ ŎƘŜŎƪ ƻǳǘ Ϫ!ŜǊƻCŀŘŜΩǎ ¢ǿƛǘǘŜǊ ŀƴŘ Ƙƛǎ 
blog.   
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To date, most research has focus on how to 
identify bots, less research has looked at the 
other side of the question ς detecting users 
likely to be fooled by bots, something which is 
important in helping raise awareness and seek 
ǎƻƭǳǘƛƻƴǎΦΧΦ 
 
http://www.satc-cybercafe.net/presenters/ 
http://www.satc-cybercafe.net/wp-
content/uploads/2012/10/NSF.jpg 
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Χ{ƻ ǿƘƛƭŜ ǿŜ ǿŜǊŜ ŎƻƴŘǳŎǘƛƴƎ ƻǳǊ нлмн ǎǘǳŘȅ 
into Twitter usage and the Dark Triad of 
ǇŜǊǎƻƴŀƭƛǘȅΣ ǿŜ ŦƛƎǳǊŜŘ ǿŜΩŘ incorporate a side 
project to look at social bots and, as an 
organization, attempt to answer couple of 
ǉǳŜǎǘƛƻƴǎΧΦ 
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Are some users more naturally 
predisposed to interacting with 

strangers (in this case social 
bots)? 

 

i.e. Are some users more naturally predisposed 
to interacting with strangers (social bots) than 
others? (Does personality play a part?) 
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Is it possible to increase the 
odds of getting a response 

from a twitter user?

 

ΧŀƴŘ ƛǎ ƛǘ Ǉƻǎsible that social bot creators 
could use machine learning to better target 
users who are more likely to response.   
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ΧΦǘƘŜǊŜōȅ όǘƘŜ ǘƘƛƴƪƛƴƎ ƎƻŜǎύ ǊŜŘǳŎƛƴƎ ǘƘŜ 
chances of landing in Twitter Jail (account 
suspension). 
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Who Cares?

 

¢ƘŜ ƻōǾƛƻǳǎ ǉǳŜǎǘƛƻƴǎ ŀǊŜΧ.1) who cares and 
нύ ŀǊŜƴΩǘ ȅƻǳ ƎƛǾƛƴƎ ǘƘŜ ōŀŘ Ǝǳȅǎ ŀƴ ƛŘŜŀΦ оύ 
ǿƘŀǘΩǎ ǘƘƛǎ Ǝƻǘ ǘƻ Řƻ ǿƛǘƘ ǇǊƛǾŀŎȅΦ ΦΦ ǿŜΩƭƭ ƭƻƻƪ 
ŀǘ ǘƘŜǎŜ ƛƴ ƎǊŜŀǘŜǊ ŘŜǇǘƘΣ ōǳǘΧ  
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Ȱ)Æ ÉÔ ÃÁÎ ÂÅ ÍÅÁÓÕÒÅÄȟ 
ÉÔ ÃÁÎ ÂÅ ÍÁÎÉÐÕÌÁÔÅÄȱ

 

ΦΦǿŜΩƭƭ ƭƻƻƪ ŀǘ ǘƘŜǎŜ ƛƴ ƎǊŜŀǘŜǊ ŘŜǇǘƘΣ ōǳǘ ƻƴŜ 
area which always attracted unscrupulous 
actors (think BlackHat SEO ς search engine 
optimisation) are marketeers. Not *ALL* 
marketeers though.  Initially they wanted your 
ΨƭƛƪŜǎΩΣ ōǳǘ ǎƛƴŎŜ ǘƘŀǘ ŘƻŜǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ 
translate to a purchase (because that was easy 
ǘƻ ƎŀƳŜ ǿƛǘƘ ǎƻŎƛŀƭ ōƻǘǎύΣ ǘƘŜȅΩǊŜ ōŜƛƴƎ 
requested to ŎǊŜŀǘŜ ΨŜƴƎŀƎŜƳŜƴǘΩΦ   
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ΧŀƴŘ ƻŦ ŎƻǳǊǎŜ tǊƻǇŀƎŀƴŘƛǎǘǎΦ 
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The privacy implications are nicely described in 
this recent paper by Erhardt Graeff.  
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..conversely, existing social media sites are getting much 
better at detecting bots so part of an effective bot strategy 
is reducing the chances of ending up in Twitter jail. 
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So set to work, or rather our bots did. 
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Contents/Flow

ÅHistory & Current Research

ÅExperiment & Method

ÅFindings

ÅConclusions

 

The rest of the talk flows like this. 
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Socialbots

Ȱ! socialbot is a piece of 
software that controls a 
user account in an online 
social network and passes 
itself of as a ÈÕÍÁÎȱ 
(Wagner et al) Wagner et al (2012)ȱ 

 

Wagner et al define these as a piece of 
software that controls a user account in an 
online social network and passes itself of as a 
human. 
 
The socialbot M.O. is to (1) make friends, (2) 
gain a level of trust, (3) influence 
 
The success of a Twitter-bomb relies on two 
factors: tar- getting users interested in the 
spam topic and relying on those users to spread 
the spam further.  
(http://journal.webscience.org/317/2/websci1
0_submission_89.pdf) 
 
Å Sybils - The Sybil Attack (Doucer, 2002) 
Å SockPuppets - an online identity used for 

purposes of deception (see also, Persona 
Management) 
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.ƻǘǎ ŀǊŜƴΩǘ ƴŜǿΣ /ƘŀǘǘŜǊōƻǘǎ ŦŜŀǘǳǊŜŘ ƛƴ 
ǊŜǎŜŀǊŎƘ ŀǊƻǳƴŘ мффпΦ Lƴ ǘƘƛǎ ǘŀƭƪ ǿŜΩǊŜ ǊŜŀƭƭȅ 
examining bots in social media, which for the 
ǎŀƪŜ ƻŦ ŀǊƎǳƳŜƴǘΣ ǿŜΩƭƭ ǎǇƭƛǘ ƛƴǘƻ м

st
 Generation 

and 2
nd

 DŜƴŜǊŀǘƛƻƴ ōƻǘǎΧ 

 
 

Slide 24 
Popularity

Photo Credit : http://mashable.com/2009/04/01/social-media-cartoon-the-twitter -follower-bots/  

Early bots tend to be all about making you look 
popular (with fake followers). These are still 
hugely popular and according to a recent NY 
Times article, remain a lucrative business, but 
ultimately theyôre pretty dumb. 
 
http://bits.blogs.nytimes.com/2013/04/05/fak
e-twitter -followers-becomes-multimillion-
dollar-business/ 
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Spam

 

ΧǘƘŜƴ ǘƘŜǊŜΩǎ ƎƻƻŘ ƻƭŘ-ŦŀǎƘƛƻƴŜŘ ǎǇŀƳΧΦ 
 
@spam: The Underground on 140 Characters 
or Less (Grier, 2010) 
http://imchris.org/research/grier_ccs2010.pdf 
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Keyword aware

 

ΦΦǎƻƳŜ ōƻǘǎ ŀǊŜ ŀƭƭ ŀōƻǳǘ ƘǳƳƻǳǊΧ 
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ΧŀƴŘ ƛƴ ǘƘŜ ŎŀǎŜ ƻŦ Ϫ!Lψ!D²Σ ǎƻƳŜ ǊŜǎǇƻƴŘ 
ǘƻ ŎƭƛƳŀǘŜ ŎƘŀƴƎŜ ŘŜƴƛŜǊǎΧ  ¢ƘŜǎŜ ŀǊŜ ŀƭƭ 
pretty basic and remain prevalent today. 
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In 2008 we see the first (Publicly at least) 
manifestation of a social bot on Twitter.  
Project Realboy plays with the concept of 
ŎǊŜŀǘƛƴƎ ƳƻǊŜ ōŜƭƛŜǾŀōƭŜ ōƻǘǎΦ  IŜǊŜΩǎ ǿƘŀǘ 
ǘƘŜȅ ŘƛŘΧΦ 
 
This is around the same time that Hamiel and 
aƻȅŜǊ ǎƘŀǊŜŘ ǘƘŜƛǊ ǘŀƭƪ άSatan Is On My 
CǊƛŜƴŘǎ [ƛǎǘέ ƘƛƎƘƭƛƎƘǘƛƴƎ ǘƘŀǘ ǎƻƳŜ ƻŦ ȅƻǳǊ 
social media friends may be imposters.  We 
ǎŀǿ ŀƴƻǘƘŜǊ ŜȄŀƳǇƭŜ ƻŦ ǘƘŀǘ ƛƴ ǘƘŜ нлмл Ψwƻōƛƴ 
{ŀƎŜΩ ǘŀƭƪ ŀǘ .ƭŀŎƪƘŀǘΦ 
 
Project Realboy by Zack Coburn & Greg Marra - 
http://ca.olin.edu/2008/realboy/ 

 
 

Slide 29 Virtual Plots, Real Revolution 
(Temmingh and Geers- 2009)

ȰFor example, in the week before an election, 
what if both left and right-wing blogs were 
seeded with false but credible information 
about one of the candidates? It could tip the 
balance in a close race to determine the 
winnerέ

 

Things get a bit more sinister in 2009. A 2009 
paper by Temmingh and Geers (Roelof 
Temmingh of Sensepost/Paterva/Maltego 
ŦŀƳŜύ ǎǘŀǘŜǎ άFor example, in the week before 
an election, what if both left and right-wing 
blogs were seeded with false but credible 
information about one of the candidates? It 
could tip the balance in a close race to 
ŘŜǘŜǊƳƛƴŜ ǘƘŜ ǿƛƴƴŜǊέΦ   
 
 
Source: R Temmingh 
http://www.ccdcoe.org/publications/virtualbat
tlefield/21_TEMMINGH_Virtual%20Revolution
%20v2.pdf 
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V

ρ ÙÅÁÒ ÌÁÔÅÒȣ

 

ΧŀƴŘ ƛƴ нлмл όƛŦ ƴƻǘ ŜŀǊƭƛŜǊύ we see it play out 
ŦƻǊ ǊŜŀƭΦ  άCƻǳǊ Řŀȅǎ ōŜŦƻǊŜ ǘƘŜ нлмл ǎǇŜŎƛŀƭ 
election in Massachusetts to fill the Senate seat 
formerly held by Ted Kennedy, an anonymous 
source delivered a blast of political spam. The 
smear campaign launched against Democratic 
candidate Martha Coakley quickly infiltrated 
the rest of the election-related chatter on the 
social networking service Twitter. Detonating 
ƻǾŜǊ Ƨǳǎǘ моу ƳƛƴǳǘŜǎΣ ǘƘŜ ά¢ǿƛǘǘŜǊ ōƻƳōέ ŀƴŘ 
the rancorous claims it brought with it 
eventually reached tens of thousands of 
ǇŜƻǇƭŜΦέΧΦ   
 
Source - 
http://www.sciencenews.org/view/feature/id/
345532/description/Social_Media_Sway 
 
Some notes  
ά! ǎƛƴƎƭŜ ŎƘŀƴƎŜ ƛƴ ǘƘŜ ŘŜŎƛǎƛƻƴ ǘƻ ǾƻǘŜ Ŏŀƴ 
ŀŦŦŜŎǘ Ƴŀƴȅ ƛƴŘƛǾƛŘǳŀƭǎΧΦ.ŜŎŀǳǎŜΧΦ ǘƘŜǊŜ ŀǊŜ 
competing effects between the decay of 
influence and the growth in the number of 
ŀŎǉǳŀƛƴǘŀƴŎŜǎΧΧΦΦ .ǳǘ ŀǎ ǇŜƻǇƭŜ ƘŀƴƎ ƻǳǘ ǿƛǘƘ 
ƭƛƪŜ ƳƛƴŘŜŘ ƛƴŘƛǾƛŘǳŀƭǎΧ ŎŀǎŎŀŘŜǎ ǿƛƭƭ ƴƻǘ ōŜ 
zero sum So the decision of a single individual 
to vote has a substantially larger impact than 
what an atomized theory of individuals might 
ǎŀȅΧΦΦ ά 
 
Truthy: Mapping the Spread of Astroturf in 
Microblog Streams 
Detecting and Tracking Political Abuse in Social 
Media 
άΧIŜǊŜ ǿŜ ŦƻŎǳǎ ƻƴ ŀ ǇŀǊǘƛŎǳƭŀǊ ǎƻŎƛŀƭ ƳŜŘƛŀ 
platform, Twitter, and on one particular type of 
abuse, namely political astroturf τ political 
campaigns disguised as spontaneous 
άƎǊŀǎǎǊƻƻǘǎέ ōŜƘŀǾƛƻǊ ǘƘŀǘ ŀǊŜ ƛƴ ǊŜŀƭƛǘȅ ŎŀǊǊƛŜŘ 
out by a single person or organization. This is 
related to spam but with a more specific 
domain context, and potentially larger 
ŎƻƴǎŜǉǳŜƴŎŜǎΦέ 
 
 
Sep. 28, 2010 τ Astroturfers, Twitter-bombers 
and smear campaigners need beware this 
election season as a group of leading Indiana 
University information and computer scientists 
have unleashed Truthy.indiana.edu, a 
sophisticated new Twitter-based research tool 
that combines data mining, social network 
analysis and crowdsourcing to uncover 



 

deceptive tactics and misinformation leading 
up to the Nov. 2 elections. 
http://www.sciencedaily.com/releases/2010/0
9/100928122612.htm 
 
Also - http://cs.wellesley.edu/~pmetaxas/How-
Not-To-Predict-Elections.pdf 
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Swift-Boating  

ΧǘƘƛǎ ǘȅǇŜ ƻŦ ŎŀƳǇŀƛƎƴ Ƙŀǎ ŀ ƴŀƳŜΣ 
Swiftboating ς άThe term swiftboating (also 
spelled swift-boating or swift boating) is an 
American neologism used pejoratively to 
describe an unfair or untrue political attack. 
The term is derived from the name of the 
organization "Swift Boat Veterans for Truth" 
(SBVT, later the Swift Vets and POWs for Truth) 
because of their widely publicized[1] then 
discredited campaign against 2004 US 
tǊŜǎƛŘŜƴǘƛŀƭ ŎŀƴŘƛŘŀǘŜ WƻƘƴ YŜǊǊȅέ ό²ƛƪƛpedia ς 
26

th
 March 2013) 
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Photo Credit : http:// www.guardian.co.uk/world/2012/feb/07/hacked-emails-nashi-putin-bloggers  

and allegedly, prior to the 2012 Russian 
Presidential elections, a pro-Kremlin 
organization reportedly paid hundreds of 
ǘƘƻǳǎŀƴŘǎ ƻŦ ϷΩǎ ǘƻ ƴŜǘǿƻǊƪ ƻŦ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ 
help political cause by creating flattering 
coverage on Vladamir Putin. 
 
An article in the Economist describes the 
wǳǎǎƛŀƴ ǎƳŜŀǊ ŎŀƳǇŀƛƎƴǎ ŀǎ ǊŜŀŎƘƛƴƎ άŦŀǊŎƛŎŀƭ 
ƭŜǾŜƭǎέΣ 
http://www.economist.com/blogs/easternappr
oaches/2012/02/hackers-and-kremlin 
http://www.themoscowtimes.com/news/articl
e/campaign-mudslinging-taken-to-new-
lows/452583.html 
 
Source - 
http://www.guardian.co.uk/world/2012/feb/07
/hacked-emails-nashi-putin-bloggers 
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Astroturfing

ȰIt could tip the balance in a close race to determine 
the ×ÉÎÎÅÒȱ Temmingh& Geers, 2009)

 

This is a little different to Swift-boating in that 
ƛǘΩǎ ƎŜƴŜǊŀƭƭȅ ƴƻǘ ŀ ǎƳŜŀǊ 
ŎŀƳǇŀƛƎƴΧ!ǎǘǊƻǘǳǊŦƛƴƎ - refers to political, 
advertising or public relations campaigns that 
are designed to mask the sponsors of the 
message to give the appearance of coming 
from a disinterested, grassroots participant. 
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Χ¢Ƙƛǎ ƛǎ ŜǎǎŜƴǘƛŀƭƭȅ ǿƘŀǘ ƎŀǾŜ ǊƛǎŜ ǘƻ ¢ǊǳǘƘȅΣ ŀ 
ǇǊƻƧŜŎǘ ǎǘŀǊǘŜŘ ŀǘ LƴŘƛŀƴŀ ¦ƴƛǾŜǊǎƛǘȅ ǘƻ ά¢ƘŜ 
Truthy system evaluates thousands of tweets 
an hour to identify new and emerging bursts of 
ŀŎǘƛǾƛǘȅ ŀǊƻǳƴŘ ƳŜƳŜǎ ƻŦ ǾŀǊƛƻǳǎ ŦƭŀǾƻǊǎΦέΧ 
ά²Ŝ ŀƭǎƻ Ǉƭŀƴ ǘƻ ǳǎŜ ¢ǊǳǘƘȅ ǘƻ ŘŜǘŜŎǘ ǇƻƭƛǘƛŎŀƭ 
smears, astroturfing, misinformation, and other 
ǎƻŎƛŀƭ Ǉƻƭƭǳǘƛƻƴέ 
- http:/ /live.wsj.com/video/the-truthy-

project-ferrets-out-online-
deception/219A2EA6-4D22-4F5B-8D96-
81AF342104F7.html#!219A2EA6-4D22-
4F5B-8D96-81AF342104F7 

 
 ς BBCQT 
http://truthy.indiana.edu/movies/show/1264 
 
άA well-functioning democracy requires 
ŀŎŎƻǳƴǘŀōƛƭƛǘȅ ŀƴŘ ǘǊǳǎǘΧέ 
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And in 2011,  it was revealed that the US were 
ŜȄǇƭƻǊƛƴƎ ŦŀƪŜ ǇŜǊǎƻƴŀΩǎΦ ¢ƘŜ ŀƴƻƴȅƳƻǳǎ 
attack on HBGary exposed emails discussing 
ǎǳŎƘ ǳǎŜ ŎŀǎŜǎΧ 
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Ȱ! large virtual population, scattered all over 
the world and encompassing different 
socioeconomic backgrounds, could be 
programmed to support any personal, social, 
business, political, military, or terrorist 
agendaȢȱ 

(Temmingh& Geers, 2009)

 

{ƻ ƛǘ ǎŜŜƳŜŘ ǘƘŀǘ ¢ŜƳƳƛƴƎƘ ŀƴŘ DŜŜǊΩs future 
looking paper had it pretty much right - άIn 
2009, hackers steal data, send spam, and deny 
service to other computers. In the future, they 
may also control virtual armies, in the form of 
millions of artificial identities that could 
support any personal, business, political, 
ƳƛƭƛǘŀǊȅΣ ƻǊ ǘŜǊǊƻǊƛǎǘ ŀƎŜƴŘŀΦέ 
 
Which leads us to more recent developments 
and a couple of things Tim Hwang is working 
ƻƴΧ 
http://www.ccdcoe.org/publications/virtualbat
tlefield/21_TEMMINGH_Virtual%20Revolution
%20v2.pdf 
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I already mentioned the Web Ecology project. 
On the back of that, Tim created an 
organization called Pacific Social to explore 
social networks a little further.   
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Bridge BuildingSocial Bridge

Building

 

One thing they noticed with the Web Ecology 
project was that social bots can distort the 
social grŀǇƘΣ ǎƻ ǘƘŜȅΩǊŜ ŜȄŀƳƛƴƛƴƎ ǿƘŜǘƘŜǊ ƛǘΩǎ 
possible to use an army of social bots to stitch 
ǘǿƻ ǎŜǇŀǊŀǘŜ ƻƴƭƛƴŜ ŎƻƳƳǳƴƛǘƛŜǎ ǘƻƎŜǘƘŜǊΧ 
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Emotional Contagion

 

Χ¢ƘŜȅΩre also interested in exploring whether 
bots can influence peoples moods.  We know 
this is possible in offline contexts, but far less is 
known about this phenomena online.  The 
implications of this may mean that it may 
become possible to take a perfectly happy 
group (for arguments sake, using sentiment 
ŀƴŀƭȅǎƛǎ ǘƻ ƳŜŀǎǳǊŜ ǘƘƛǎύΧ 
 
Happiness  - 
http://www.mitpressjournals.org/doi/abs/10.1
162/artl_a_00034 
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..embedded a couple of bots that starts being a 
little more miserable (or Happy).Χŀƴd look at 
how that permeates through the social graph 
 
Happiness  - 
http://www.mitpressjournals.org/doi/abs/10.1
162/artl_a_00034 

 
 

Slide 41 

 

ΧΦƳŀƪƛƴƎ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ǳǎŜǊǎ ŀ ƭƛǘǘƭŜ ƭŜǎǎ 
happy 
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ΧΦǳƴǘƛƭ ŀ ǊŜŀǎƻƴŀōƭŜ ŎƘǳƴƪ ƻŦ ǘƘŜ ǎƻŎƛŀƭ ƎǊŀǇƘ 
are less happy.  
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Social Penetration Testing

ÅSpread information with small inaccuracies

Å{ŜŜ ǿƘŜǊŜ ǘƘŜȅΩǊŜ ŎƘŀƭƭŜƴƎŜŘ ϧ ǿƘŜǊŜ ǘƘŜȅΩǊŜ 
not challenged

ÅLŘŜƴǘƛŦȅ ǿƘƻΩǎ Ƴƻǎǘ ƛƴŦƭǳŜƴǘƛŀƭ ōǳǘ ǿƻǊǎǘ ŀǘ 
evaluating what is real

ÅTarget them

 

And finally he highlighted the potential for 
Social Penetration Testing. 
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It would be remise of me, not to mention Yazan 
Boshmaf from the Uni of British Columbia.  
Yazan and team investigate social bots on 
Facebook which generated a number of 
headlines (you can watch the Usenix 2012 
video)... 
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ȰTo this end, we are currently investigating 
two directions from the defense side. The first 
involves understanding the factors that 
influence user decisions on befriending 
strangers, which is useful in designing user-
centered security controls that better 
communicate the risks of online threatsȢȱ

Boshmafet al (2012)

 

!ǎ ¸ŀȊŀƴ ŀƴŘ ǘŜŀƳ ǎǘŀǘŜΦ ΨǳƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŜ 
factors that influence user decisions on 
ōŜŦǊƛŜƴŘƛƴƎ ǎǘǊŀƴƎŜǊǎΩΦ   
 
Design and Analysis of a Social Botnet 
http://lersse-
dl.ece.ubc.ca/record/277/files/COMNET_Social
bots_2012.pdf 
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Understanding User Behaviour

Secure & Trustworthy 
Cyberspace

Insider Threat Project

 

Understanding User Behaviour is also 
something which the folks are the Secure & 
Trustworthy CyberSpace program (in the US) 
are examining and the Insider Threat project at 
Oxford Uni 
 
Χǎƻ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƳƻǊŜ ŀōƻǳǘ ƘǳƳŀƴ 
behaviour, the signs to look for and how bots 
(and other humans) can exploit them, is a 
worthwhile question to explore.  Indeed, 
ά¦ƴŘŜǊǎǘŀƴŘƛƴƎ ŀƴŘ ŀŎŎƻǳƴǘƛƴƎ ŦƻǊ ƘǳƳŀƴ 
ōŜƘŀǾƛƻǊέ ƛǎ ǊŜŎƻƎƴƛȊŜŘ ƛƴ ƻƴŜ ƻŦ ǘƘŜ р ƪŜȅ 
areas in Secure & Trustworthy Cyberspace 
(SaTC) 
Scalability & compatibility 
Policy generated secure collaboration 
Security metrics driven education, design, dev, 
deployment 
Resilient architectures 
Understanding and accounting for human 
behavior 
 
 
http://www.satc-cybercafe.net/presenters/ 
http://www.satc-cybercafe.net/wp-
content/uploads/2012/10/NSF.jpg 
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Sybil Nodes and Attack Edges

honest
nodes

Sybil
nodes

- Edges to honest 
ƴƻŘŜǎ ŀǊŜ άƘǳƳŀƴ 
ŜǎǘŀōƭƛǎƘŜŘέ
- Attack edges are 
difficult for Sybil 
nodes to create

Attack Edges

Source: SybilGuard: Defending Against Sybil Attacks via Social Networks, (HaifengYu, Phillip B. Gibbons, and SumanNath)   

Spray & Pray may be (& remain) effective 
enough, but sending out Pawns to prod a target 
may only be effective for so long as the lead 
bot will likely be associated with suspended 
accounts (eventually). 
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Χǎƻ ƛǘΩǎ ŀ ƎƻƻŘ ōŜǘ ǘƘŀǘ ōƻǘ ŎǊŜŀǘƻǊǎ ǿƛƭƭ ŦƛƴŘ 
ǘŀǊƎŜǘƛƴƎ ǳǎŜǊǎ ǿƘƻΩƭƭ ǉǳƛǘŜ ƭƛǘŜǊŀƭƭȅ ǘŀƭƪ ǘƻ 
anyone or anything, to be a very attractive 
ǇǊƻǎǇŜŎǘΦΧ 
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Wagner et al (2012)

Precision .74

Recall .70

Features:

ÅFriends (out-degree)

ÅConversational Variety 

ÅConversational Coverage 

Features:
ÅLanguage
ÅFollowers
ÅXxxx

 

ΧŀƴŘ ǘƘŜǊŜΩǎ ǎƻƳŜ ŦƻǊƳ ƛƴ ǘƘƛǎ ǊŜǎǇŜŎǘΦ  
Wagner et al have conducted research most 
closely to ours. They looked at the Twitter 
attributes responsible for user interaction in 
ǘƘŜ ²Ŝō 9ŎƻƭƻƎȅ ǇǊƻƧŜŎǘΦ  ¢ƘŜȅ ŦƻǳƴŘΧΦ 
 
ΧǿŜ ŜǎǎŜƴǘƛŀƭƭȅ repeated and extended this 
study by additionally looking at personality and 
also deploying a number of Proof of Concept 
experiments. 
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Method
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610 Participants

 

We had roughly 600 participants who agreed to 
take part in a mystery experiment. 
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For each user, we obtains twitter information, 
klout score and personality traits. 
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Bota Botb

 

We divided participants into two groups to 
speed up processing.  Each group had a bot 
assigned to it (bots were the same) 
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²Ŝ ǳǎŜŘ ǘƘŜ {ƻŎƛŀƭ 9ŎƻƭƻƎȅ tǊƻƧŜŎǘΩǎ ǿƛƴƴƛƴƎ 
bot model. (Available under MIT license).  We 
rewrote and slightly modified it in python.  (we 
intend to make it available via GitHub). 
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(This slide will build) 
Initially, and to provide some credibility, each 
bot  
Å started of by following some standard 

celebrity and news accounts. 
Å built up a thin veneer of authenticity by 

populating a Word Press blog with pictures 
of dogs in knitted clothes. 

Å commented that the weather was pleasant 
if it reach a certain temperature in a sea 
side town in the UK. 

Å Tweeted something random 
After a couple of days, each bot would start 
following each of the participants in its list of 
targets (while continuing with the bot 
generated tweets about dogs and the 
weather). 
 
Once all targets had been followed, the bot 
would ask each participant an innocuous 


