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Number of Malware Samples Per Day as per 

Kaspersky Labs. 
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Why File Based SandBox.. 

• AV researchers need to be able to keep up 

 

 

• Average Response time for Human Analysts  

– 30 – 45 minutes Research. 

– Not scalable 

 

 

• Response time for File Based SandBox  

– Normally couple of minutes 

– Scalable with machines 
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Sand Box (VPC,.) 

 

 

 

 

 

 

 

 Kernel Trap 

Behavior  Input Flow  
Application Trap  

SB Monitor 

Design Architecture for a File Based Sandbox 

SB Trap 

SB - CPU 
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Hot Knives through Butter: 

Bypassing File Based 

Sandboxes 

 
Abhishek Singh , Zheng Bu 
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Evasion techniques 

• New Modern Trend:  Human Interaction ..   

– Trojan UpClicker (wrapper around Poison Ivy,)   

– APT BaneChant 

 

• Configuration 

– Trojan Nap aka Khelios back from dead 

 

• Classic Detection 

– Checking for VM related processes.  

– Yes malware are still using them. 

 

•  Environment Specific Evasions.  

– Version Checks, Embedded Iframe              
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Human Interaction ..  

 

 
• Hooking to a Mouse  .. SetWindowsHookEx() 

 

 

 

• Message Boxes ..  
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Assembly code for Mouse Hook Trojan UpClicker 
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Mouse Clicks 
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Human Interaction…  

Message Box in a JavaScript  
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Configuration Specific Evasions 

 

 

• Employ the configuration of a sandbox. 

 

      Limited time to execute,  
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Configuration Specific Evasion  

• Extended Sleep calls  …10 minute timeout here 
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Configuration Specific Evasion .. Sleep calls 

Java Script 
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Configuration Specific Checks 

• Time Trigger Malware.. Trojan Hastati 
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Configuration Specific Checks 
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Configuration Specific Evasion..Hiding 

Processes 

• Deregister from the PsSetCreateProcessNotifyRoutine. 
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Hiding Processes 

• Deregister from the PsSetCreateProcessNotifyRoutine. 
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Classic Detection Techniques for Bypassing File 

based SandBoxes.  

• Enumerating List of services. 

 

• Checking for Product ID keys. 

 

• Checking for IO Port . 

 

• Checking for processes and DLL specific to the File 

based Sandboxes.   
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Processes Specific to File Based Sandboxes 
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Classic Techniques…. Yes Malwares are still using it.  

Enumerating Processes and Services of a Virtualized 

environment. 
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Enumerating processes and Services.  
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Do not Sleep Yet .. We have a Demo 
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Demo 

 
• Trojan UpClicker….  

 

   Gets Activated only when left mouse button is clicked up.  
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Demo 
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Environment Specific Evasion 

 
   

 

File Based Sandbox provides specific environment for 

execution of a sample.  
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Environment Specific Evasion: Version Checks  

• Application Version Checks 
– Flash 0day exploit “LadyBoyle”, Feb 5th 2013  
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Environment Specific Evasion: Flash case  

• Flash Player, Windows Viewer will not render Iframe Tags.. 

• Sandbox, by opening this file alone, can not reveal the attack 
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Environment Specific Evasion: GIF case 

• 0x3b: End of GIF data stream  

• Contextual information is needed to reveal this attack 
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Environment Specific: More Complicated Case 

• It appears to be a harmless blog site 

• Turned out to be a location of an object for the malware 

to download 
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What’s hiding in this Cartoon Hero? 

• After 

endofimage, 

comes FFD9, 

which is 

“Unknown 

Padding” 
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What’s hiding in this Cartoon Hero? 

• The malware extract the padding data and decrypt, 

finally come up with the actual C&C msg, in the form of a 

ini file. 
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Catch me if you can! 

• While you are reading this, similar images may be flying 

around in your network 

 

 

 

 
• Isolated File Based Sandbox itself does NOT have the 

environment to trigger malicious behaviors of these files 
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Performance of  File based Sandboxes against 

Anti Analysis Techniques… 

 

 

Sandboxes Human 

Interaction 

Iframe 

Flash/JPG 

Sleep 

Calls 

V-Check IO 

Ports 

VM 

Processes 

Sandbox1 No No Yes No Yes Yes 

Sandbox2 No No Yes No Yes Yes 

Sandbox3 Yes No Yes No Yes Yes 
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Take Away 

• File based sandboxes not effective in detecting advanced 

malware. 
–Designed as research tool, long way to go for prime time 

–Most of the File Based Sandboxes can only provide an activity report, not 

classification 

–Most of the File Based Sandboxes are not hardened for advanced 

malware analysis  

 

• Virtual Execution Environment must be hardened & 

obfuscated for advanced evasions 
–Many old malware like Khelios, PushDo and Poison Ivy have resurrected 

with sandbox evasions 

–Many of the recent 0day attacks leverage these evasions as well 

–A never ending battle 

 

•  
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Take Away 

 

•Advanced attacks are stateful, understanding the context 

of the attack via multi-flow analysis are needed to fill the 

gap 

 

 

• Multi-flow & Multi-Vector correlation between set of events 

is required to capture the behavior of the advanced threats.  
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Q&A 

 

• Follow the research blog: 

– http://www.fireeye.com/blog/ 

 

• Follow us on twitter:  

– https://twitter.com/FireEye 

 

http://www.fireeye.com/blog/
https://twitter.com/FireEye

