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The inspiration behind
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- Thelnternet is rife with text that combines example code with
natural language description of ignctionality

- Why not use this data to train machine learning models to
automatically reverse engineer software?

-Such an approach harnessesthé& 6 G ONB g RZ¢ & KA
knowledge than the mind of any omealware reverse engineer

- Asthe web changes such an approach would automatically stay uj
to date with the latest programming idioms a@dPIs



6 invincea | Sound crazy? Is this even possible?
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KEY RESEARCH QUESTIONS
Typical web technical document:

What judgments can we
make about the capability
profile of a malware sample
based on this entirely
automatic approach?

=l stackoverflow ===

How to get screenshot of a window as bitmap object in C++?

1 Answer

. you should call the PrintWindow API:

7 void CScreenShotDlg: :OnPaint()

w
How does this approach v s
compare with systems that MO ind - ::Finaindou( 8, TC -catcuiator 1)
rely on explicit encodings of 1/ Take scresnanoc
expert knowledge to } dc Giesarendc),
automatically analyze I

malware?
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We took 53 malware samples, unpacked them, and took the
union of the function names appearing in their Import
Address Tables.

Then we downloaded the entire body of Stack Overflow
postings (6.5 million in all), loaded them into a database and
iIndexed their text using a full text indexiggstem (SQLite3,

to be precise).

Finally, we counted the number of posts in which each
symbol appears
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Occurrences of symbols found in malware in Stack Overflow posts
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Number of posts where symbol occurs
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Overall77.6% of the function call
names found in the malware
appeared somewhere in the

Stack Overflow postsThe mean
number of posts for the function
calls was 3195.78, with a standard
deviation of 37034.2.

Punchline the DLL functions
called by a sample of malware
binaries are discussed explicitly
on the web

If we could mine these web
documents, could we
automatically say something
about what the malware does?



25 i 2 2 Extracting useful information from the mapping:
' invincea semantic networks for malware symbols

4. Heyalliwant to login onto my works webpage with wininet, this is my current code: I CREATING A SIMPREMANTIMAP OFTHE
MALWAREPI
2 int main()
w { .
NFERNEF=hEnet-|TREErEE0pen| "Useragent /1.0, INTERNET_OPE Ourmethod is based on eoccurrence of a .,
if(!hInet) Yt gl NB al YLX SQa FdzyOu Az

{ 20-word windows within theStackOverflow
printf("hInet Failed!\n"); posts
return -1;

} By calculating overall call occurrence as well as

n;mcRﬁH—heunﬂ'Erﬁm-ﬂInter‘netConnectAl( hInet,"app.tamigo.c pairwise ceoccurrence relationships, we build

if (!hConnection) up a network of cenccurrence probabilities.

{ This statistical relationship strongly suggests
|I"'_‘E""“-‘Eﬂ"“Ha"dlEll‘*"“f'_ ) functional and semantic dependence.
printf("InternetConnectA failed!\n");
return -1;

} Theedgeweight between two imported

function calls isomputed by the following
HINTERNET hRequest = |4t EpOpenReques tA@ncommeerom—reeep equation, which is equivalent to the minimum
1 1 LINEGlOoAfAGE 2F aOFEt |¢
F LILJISEF N yOS 2F &aOFtt . € |

|Callg N Callg| |Cally N Callp|

man(

ICally] ' [Callg]

their co-occurrence count as well.

Approved for Public Release, Distribution Unlimited. The views expressed are those of the author and do not reflectahe oﬁg
policy or position of the Department of Defense or the U.S. Government.



N e StackOverflonBased Semantic Network
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GRAPHICAL CLUSTER
STRUCTURE

Thisexample and most others
exhibit a graph in which almost
all nodes are mutuallgeachable

Graphical cluster structure align:
with intuitive sense of shared
meaning and functional
dependency betweesymbols
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Graphdepicting Stack Overflow post eoccurrence relationship$or strings in a
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Zoomed in view: network componert
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winifiet c++ connect webpage

Zoomedin view: edge labeled with posiags
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The next step, actionable intelligence:
Explicitrecognition of malware capabilities

A Basic idea:

I We have a list of predefined capabilitieakes
screenshatlogs keystrokas

I And a set of textual strings that we observe in a
malware sample, such as file paths, registry keys and
function names

I We would like to know @pability|symbo) for each
capability given each symbol observed in the sample

A Research problem: Can we somehow compute
these probabilities by training on the
StackOverflowcorpus?



Computing capability profiling model based $tackOverflowposts

A To computeP(capability|symbol)

- |posts_referencing capability N posts with_symbol|
P(capability|symbol) =

|posts_with_symbol|

To learn our model, pull out all symbols occurring in the malware corpus under analysis

ComputeP (capability|symbol) for every possible capability to symbol pair, caching them in a
database as we go

After this training phase, finding the probability of a capability given a symbol is a single constant
time lookup of a mapping between symbol/capability and probability

Computing probability for a capability given a string of symbols can be performed as follows :

o Io Do Do

X
1— |l_[ 1 — P(capability|symbol;)
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StackOverflovapproach allows for minimal work in defining capabillities

Defining our capability patterns in a configuration file \ |In contrast to rules
S— based approaches,
# format is capability name : StackOverflow query terms (jfaflr]|r]£] our [)EittEEFl]ES
¢ - general categories -- takes very little work
"memory allocation":"tags:memory OR tags:heap OR title:memory", ‘
"string operations":"tags:string OR tags:unicode", \ EBEB(:EiLJE;EB .
"file operation§" : "ti.tlm:—.\:fi.le", StackOve rﬂovvs a
"process operations":"title:process", ..
"database operations":"tags:*sql*", I|\/|r]£] (3()r[)l155, our
"cryptography activity":"tags:*crypt", ih iNniti
"shellcode related":"tags:shellcode OR title:shellcode", Ca,'lllaatblllty d?flrgtlgns
Wil Stay up 1o date
# -- network related -- th y RPI d
"network connectivity":"tags:socket OR title:socket OR title:tcp OR title:udp OR title:icmp", Wi new S an
"network share activity": "tags:samba OR tags:SMB OR tags:CIFS", i
"web browser related activity": "tags:*browser*", | F)r()g!réirT]rT]lr]gl trEEF]FjES
"portscan activity": "tags:*portscan*",
"SMTP transmission": "tags:SMTP OR tags:sendmail”, \ Pre“mlnary empII’ICa|
"HTTP transmission": "tags:HTTP", FEBESLJ|tSS If](jl(ZéitEE
"ICMP transmission":"title:icmp OR tags:icmp", T
"DNS transmission":"title:DNS OR tags:DNS", E;)/E;tEBrT1 Ei;:(:t]FEi(:)/ 1S
"irc activity":"tags:IRC title:IRC", on par with expert
# -- 0 related -- rules based
"system service activity": "tags:service OR tags:system-service", 1
"authentication activity": "title:active AND title:directory", approaCheS bUt Wlth
”p;ivi;ege elevation": "titlﬁ:elgvation OR title:privilege OR tags:privilege OR tags:elevation", \/Eif;tl)/ |EES§ES \A/()rk( to
"thread injection": "title:thread AND title:injection",
"anti-antivirus activity": "title:anti AND title:virus", (:rEBEitEE rlJIEEE;
"error handling": "tags:error AND tags:handling",

"keylogging": "tags:*keylog* OR title:*keylog* OR title:keystroke OR tags:keystroke",
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cryptography activity
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CryptUnprotectData

0.
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calls are associated with what malware capabillities
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graphical user interface related ---
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GetPaletteEntries
GetNextDlgTabItem
ScrollDC
IsDlgButtonChecked
ValidateRect
StrokePath
CreatePalette
ExcludeClipRect
SetWorldTransform
RealGetWindowClass
InvalidateRgn
GetBkColor
PolyBezier
GradientFill
CloseFigure
CreatePatternBrush
CommDlgExtendedError
FillPath
MapWindowPoints
glPolygonOffset
glFogfv
SetMapMode
CreatePolygonRgn
InflateRect
IsDialogMessage
AdjustiWindowRect
SetROP2

CombineRgn
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