
CrowdSource:  Applying machine learning to web technical documents to 
automatically identify malware capabilities 

 
Joshua Saxe, Rafael Turner, Kristina Blokhin, Jose Nazario 

 
Invincea Labs 

A DARPA Cyber Fast Track research effort 

1 
Approved for Public Release, Distribution Unlimited.  The views expressed are those of the author and do not reflect the 

official policy or position of the Department of Defense or the U.S. Government. 



- The Internet is rife with text that combines example code with 
natural language description of its functionality 

 
- Why not use this data to train machine learning models to 

automatically reverse engineer software? 
 

- Such an approach harnesses the ǿŜō άŎǊƻǿŘΣέ ǿƘƛŎƘ ƘƻƭŘǎ ƳƻǊŜ 
knowledge than the mind of any one malware reverse engineer  

 
- As the web changes such an approach would automatically stay up 

to date with the latest programming idioms and APIs 
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The inspiration behind 
/ǊƻǿŘ{ƻǳǊŎŜΧ 
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Sound crazy?  Is this even possible? 
Χ ǿƘŀǘ ŀǊŜ ǘƘŜ ǊŜǎŜŀǊŎƘ ǉǳŜǎǘƛƻƴǎΚ 

KEY RESEARCH QUESTIONS 

 

What judgments can we 
make about the capability 
profile of a malware sample 
based on this entirely 
automatic approach? 

 

How does this approach 
compare with systems that 
rely on explicit encodings of 
expert knowledge to 
automatically analyze 
malware? 
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Typical web technical document: 
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We took 53 malware samples, unpacked them, and took the 
union of the function names appearing in their Import 

Address Tables. 
 

Then we downloaded the entire body of Stack Overflow 
postings (6.5 million in all), loaded them into a database and 
indexed their text using a full text indexing system (SQLite3, 

to be precise). 
 

Finally, we counted the number of posts in which each 
symbol appears. 
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Lƴƛǘƛŀƭ ŜǾƛŘŜƴŎŜ ǘƘŀǘ ƛǘΩǎ ŦŜŀǎƛōƭŜ Χ 
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tǊƻƳƛǎƛƴƎ ǊŜǎǳƭǘǎ Χ 

Overall 77.6% of the function call 
names found in the malware 
appeared somewhere in the 
Stack Overflow posts.  The mean 
number of posts for the function 
calls was 3195.78, with a standard 
deviation of 37034.2. 

 

Punchline: the DLL functions 
called by a sample of malware 
binaries are discussed explicitly 
on the web 

 

If we could mine these web 
documents, could we 
automatically say something 
about what the malware does? 
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Extracting useful information from the mapping: 
semantic networks for malware symbols 

CREATING A SIMPLE SEMANTIC MAP OF THE 
MALWARE API 

 

Our method is based on co-occurrence of a 
ƳŀƭǿŀǊŜ ǎŀƳǇƭŜΩǎ ŦǳƴŎǘƛƻƴ Ŏŀƭƭ ƴŀƳŜǎ ǿƛǘƘƛƴ 
20-word windows within the StackOverflow 
posts. 

 

By calculating overall call occurrence as well as 
pairwise co-occurrence relationships, we build 
up a network of co-occurrence probabilities.  
This statistical relationship strongly suggests 
functional and semantic dependence. 

 

The edge weight between two imported 
function calls is computed by the following 
equation, which is equivalent to the minimum 
ǇǊƻōŀōƛƭƛǘȅ ƻŦ άŎŀƭƭ !έ ŀǇǇŜŀǊƛƴƎ ƎƛǾŜƴ ǘƘŜ 
ŀǇǇŜŀǊŀƴŎŜ ƻŦ άŎŀƭƭ .έ ŀƴŘ ǾƛŎŜ ǾŜǊǎŀΥ 
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Here InternetOpenA and InternetConnectA occur 
ǿƛǘƘƛƴ нл ǿƻǊŘǎ ƻŦ ŜŀŎƘ ƻǘƘŜǊΣ ǎƻ ǿŜ ŀŘŘ άмέ ǘƻ ǘƘŜƛǊ 
co-occurrence count. 

Next InternetCloseHandle and HttpOpenRequestA 
ƻŎŎǳǊ ǿƛǘƘƛƴ нл ǿƻǊŘǎ ƻŦ ŜŀŎƘ ƻǘƘŜǊ ǎƻ ǿŜ ŀŘŘ άмέ ǘƻ 
their co-occurrence count as well. 
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StackOverflow Based Semantic Network 
for One άKbotέ Lw/ ōƻǘ 

GRAPHICAL CLUSTER 
STRUCTURE 

 

This example and most others 
exhibit a graph in which almost 
all nodes are mutually reachable 

 

Graphical cluster structure aligns 
with intuitive sense of shared 
meaning and functional 
dependency between symbols 
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StackOverflow Based Semantic Network for One 
άKbotέ ǎŀƳǇƭŜ 
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Graph depicting Stack Overflow post co-occurrence relationships for strings in a 
ǎƛƴƎƭŜ άKbotέ Lw/ ōƻǘ ǎŀƳǇƭŜ 

Zoomed in view: network component? 

Zoomed in view:  edge labeled with post tags 
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The next step, actionable intelligence: 
Explicit recognition of malware capabilities 

ÅBasic idea:  
ïWe have a list of predefined capabilities (takes 

screenshot, logs keystrokes) 
ïAnd a set of textual strings that we observe in a 

malware sample, such as file paths, registry keys and 
function names 
ïWe would like to know P(capability|symbol) for each 

capability given each symbol observed in the sample 
 

ÅResearch problem: Can we somehow compute 
these probabilities by training on the 
StackOverflow corpus? 
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Computing capability profiling model based on StackOverflow posts 

Å To compute P(capability|symbol) 

 

 

 

 

Å To learn our model, pull out all symbols occurring in the malware corpus under analysis 

Å Compute P(capability|symbol) for every possible capability to symbol pair, caching them in a 
database as we go 

Å After this training phase, finding the probability of a capability given a symbol is a single constant 
time lookup of a mapping between symbol/capability and probability 

Å Computing probability for a capability given a string of symbols can be performed as follows : 
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tǊƻōŀōƛƭƛǘȅ ǘƘŀǘ ŀƭƭ ǎȅƳōƻƭ άǎŜƴǎƻǊǎέ ŀǊŜ ǿǊƻƴƎ 
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StackOverflow approach allows for minimal work in defining capabilities 

 
Å In contrast to rules 

based approaches, 
defining our patterns 
takes very little work 

Å Because 
StackOverflow is a 
living corpus, our 
capability definitions 
will stay up to date 
with new APIs and 
programming trends 

Å Preliminary empirical 
results indicate 
system accuracy is 
on par with expert 
rules based 
approaches but with 
vastly less work to 
create rules 
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Defining our capability patterns in a configuration file 
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¦ǎƛƴƎ ǘƘŜ ŀǇǇǊƻŀŎƘ ƻǳǘƭƛƴŜŘ ŀōƻǾŜΣ ƻǳǊ ƳƻŘŜƭ άƭŜŀǊƴǎέ ǿƘŀǘ ŦǳƴŎǘƛƻƴ 
calls are associated with what malware capabilities 
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