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Motivation

Not for 1337 H4X0| 25

You WILL have to learn how the attacks work,
understand the (fairly small) amount of math

You WILL have to learn about hardware design,
software programming of both target & software, etc

You WILL get frustrated, run into bugs with my tools,
and have to fix/debug them yourself
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THE SIDE CHANNEL

CouzN OFLynn




Main Channel

<€




Main Channel
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Power Channel.

CryptoPro 9000
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Power Channel.




Data Bus Line




Data Bus Line




Power Channel.




Power Model?

1. Hamming Distance

2. Hamming Weight




Side Channel.



Presenter
Presentation Notes
The objective of side-channel analysis is to derive the secret information stored inside the device. In particular we often use the power usage of the device to derive some data or calculation that cannot (easily) be physically probed, such as point (C) in this device.
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More Detail of AES

1-Byte of Key (Subkey)

1-Byte of Input (Plaintext)

Bitwise XOR

Substitution-Box (Lookup Table)




RoKo RoKy RoK; RoK3 RoK4 RoKs RoKe RoK7 RoKs RoKo RoK1o RoK1s RoK12 RoK13 RoK14 RoK1s

PO ‘ P PZ ‘ P3 P4 ‘ PS ‘ P6 P? ‘ PB P ‘ PlO Pll ‘ P12 P13 ‘ Pl-ﬂ P15
g i sl e s i s e s e i
B e N N R A e
S S S S S S S S
: s o p s b T_,_ y
I~ ™~ ™~ I~
~ ~ ~ ~
\\ ~N Y SN
~L ~L ~L ~L
~ ~
RIKO RlKl RIKZ R1K3 R1K4 R1K5 RIKE R1K7 RIKB R1K9 RIKIO RlKll RlKll R1K13 R1K14 R1K15
4 C 4 - - - a




Simple 4-Bit Example




Simple 4-Bit Example

Plain Text " Unavailable Output

]




Input Hyp. Key Hyp Result Hyp HW
Plaintext

0100 (4)
0111 (7)
0010 (2)
0001 (1)
0000 (0)
0110 (6)
0101 (5)

0010 (2)
0010 (2)
0010 (2)
0010 (2)
0010 (2)
0010 (2)
0010 (2)

Correlation Analysis

0110 (6)
0101 (5)
0000 (0)
0011 (3)
0010 (2)
0100 (4)
0111 (7)




Simple Example Failings

e ‘Attacking’ XOR not ideal

* |n real systems attack non-linear functions:
— S-Box (original & most common)

— MixCols (e.g. xtime() )




Correlation Power Analysis

1. Input many plaintexts & measure power
2. For keyguess =0,1,2,3,....,254,255:

Based on known plaintext calculate S-Box output for
each trace

Use ‘power model’ to predict what power trace
should look like

Measure correlation between model & measured
over all traces
3. Keyguess resulting in highest correlation is
probably correct




Correlation Power Analysis

In Sections 3.2.2 and 3.2.3 we found that the matched filter provides the maxi-
mum signal-to-noise ratio at the filter output at time r = 7. We described a correla-
tor as one realization of a matched filter. We can define a correlation receiver
comprised of M correlators, as shown in Figure 4.7a, that transforms a received
waveform, r(7), to a sequence of M numbers or correlator outputs, z/(T) (i=1,..., M).

*Each correlator output is characterized by the following product integration or cor-
relation with the received signal:

-T
z;(T) = l r(t)s;(t) dt =1 M (4.15)

=0

The verb “to correlate” means “to match.” The correlators attempt to match
the incoming received signal, r(7), with each of the candidate prototype waveforms,
s;(t), known a priori to the receiver. A reasonable decision rule is to choose the
waveform, s,(f), that matches best or has the largest correlation with r(t). In other
words, the decision rule is

Choose the 5,(f) whose index

corresponds to the max z,(7T) (4.16)

e.g. From “Digital Communications” by Bernard Sklar
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www.ChipWhisperer.com

GIT Repository for tools shown here

GIT Repository for hardware designs
Mailing List for discussion
Wiki for Documentation




Current Software Tools

ChipWhisperer-Capture

e Capture tools, interfaces to OpenADC + target
boards

e Records traces

ChipWhisperer-Analyzer
* Applies attacks to power traces




About the Tools

e All tools Open Source (GPL License)

e Written in Python using PySide for GUI

e Uses trace file format from DPA Contest V3,
which publishes some example captures,
along with special project file format




Fa
B.| Chip Whisperer Capture Application = | E 24 Trace Preview
L.ur
Chip Whisperer Capture Application
0.9
General OpenADC-Serial Simple Serial DPAContesty'3
Scope: |Open.ﬁ.DC -Serial - | 0.8
Target: |5imple Serial - |
I
Trace Format: |DP.-5.Cn:-ntest1.-'3 - | 0.7
| Key Settings Capture Settings
0.6
Encryption Key:
I w 4 Mumber Traces 0 +| Traces =0
2B 7E 15 16 28 AEDZ2 AS ABFF 1588 09 CF 4F 3C u 0.5
I o '
) 7] Use Key Generate | |Start Capture | |Cancel Capture >
' 0.4
Results
TextI
| extIn 0.3
Text Out
' 0.2
Test Capture
0.1
| Capture 1
Fixed Plaintext
DEl 0.1
|

0.2

e Runs on Windows/Linux/Mac
e Supports multiple different targets

e Dockable preview window (to right) shows power as measurements occurring

0.3




[ -
! Chip Whizperer: Analyzer

File  Traces

Trace View Power Analysis Results Table

Analysis Options 1 4 5

2B 16 28 b2 Ab
0.8340 0.7789 08727 0.7816 08123

Traces: 0 |2 to 100 12 Byte Selection Attack Statistics AD 25 3A 3¢ Qa
0.4477 04397 04638 04483 04887

Points: 0 || to 1088/%] [AlBytes v | Enable 6E 5C 35 B
Al TracesfRound [100 0.4362 0.4308 0.4488 0.4445 0.4753

51 EE 5E 11 ED

Attack Options Traces/Step |1 : 0.4326 04227 04433 0.4401 0.4663
Mo W1 M2 M3 M4 MS Me WTF FE A3 D& 07 0

—_ < Total Rounds |1 |2
Key Round [First | @i@s PuPu Pz @i B @ 04281 04116 04375 04372 04509

Madel [Hamming Weight | Go 20 PER = 0B 1D
[— 0.4180 04116 04358 0.4180 04392

_ . 24 2% DB FF 79
View QOptions 04170 04113 04129 04093 04370

Byte Highlight Option aE oD 92 3 9F
0.4054 04094 04119 04056 04262

8 9F  aC 92 04
|2 v||7e v |15 v ||16 |[28 v ||ae v|[d2 v|[a6 v ||ab v |[f7 ~|[15 v ||88 v |[09 v ||cf ~|[4f v][3 ~| 0.4030 0.4063 0.4102 0.4050 04255

44 FE 7 Bl 70
04023 03981 04038 04033 04174

D& 0C  SB 06 FB
0.4020 03976 04038 03983 0.4124

Point = Max Only SE Fa 73 27 33
04013 03971 04001 0.3980 04058

Redraw FC OF 09 41  H
— 0.3992 0.3960 0.3988 03975 0.4049

|

Correlation (Simple) - |

oMo o

E?h—'

og o

0o 01 02 03 04 a5 08 a7 08 09 10 11 12 13 14 15

| Copy top | 1 = levels from table, |Copy Key to LEVE|| Modify Highlight Level: 1 = | Clear ALL |

Table Options

Analysis Byte 2

Difference

1 1
500 200
Sample Mumber
B=13 BE=14
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Presenter
Presentation Notes
Note we need a high-speed oscilloscope in this example. The device is running at 24 MHz, and we need to measure the peaks of the current consumption.

A shunt has been inserted in the VCC-INT for the FPGA, which is what the oscilloscope is measuring. Such a setup is fairly typical, as the following recent papers show:


Is this Really Typical?

Author I Work __________|Year |Scope _|Cost(sec, 01

Dario Carluccio

Youssef Souissi et
al.

Dakshi Agrawal et
al.

F.X. Standaert et
al.

Electromagnetic Side Channel 2005
Analysis Embedded Crypto
Devices

Embedded systems security:
An evaluation methodology
against Side Channel Attacks

The EM Side—Channel(s)

Using subspace-based
template attacks to compare
and combine power and
electromagnetic information
leakages

Infiniium
5432D MSO

Infiniium
54855

100 MHz, 12
bit

1 GHz
bandwidth

$8000

$20 000

$1000

$7500

36



Comparison of PGE for Synchronous and ASynchronous Sampling
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Comparison of PGE for Synchronous and ASynchronous Sampling
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Comparison of PGE for Synchronous and ASynchronous Sampling
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Comparison of PGE for Synchronous and ASynchronous Sampling
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Explaining Trigger ‘Jitter’

Sample Clock

Device Clock

Sample Clock

Device Clock




Can We Do Better?

File Control Setup Measure Analyze  Utilities Help 14 May 2012 6:20 P

4,00 G5afs 64,0 kpts

QRN 220~ KICT) - Sl

FFT freqlfl)

Source off F 32 mv
? 832 mv
¢ 832 mv
? 832 mv



Presenter
Presentation Notes
We could get away with a much slower speed, provided we can guarantee we can sample at that peak.
Synchronizing the sample clock and device clock gives us such a guarantee. The architecture of such a system would look as follows:


Comparison of PGE for Synchronous and ASynchronous Sampling
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Using 4x Source Clock B

File Control Setup Measure Analyze Utilities Help 14 May 2012 6:22 PM

4, 80 GSEU’S 64.0 kpts

H= B

o[ <o il EXEEEI "

FFT freq[fIJ KT P- lj[l]
Source off FogdE my




Synchronization,
Synchronization,
Synchronization




Tips for using a Normal Oscilloscope

e Can hack scope to output sampling time-base,
run D.U.T. from this clock or derived from this
clock

e Some scopes tell you time between trigger &
first sample, use this to upsample, shift offset,
and downsample traces

— Agilent calls this XOffset’ parameter

e Sample at highest possible rate &
downsample yourself




Global Success Rate

0.8

Inductive Pickup, OpenADC 96 MS/s
H—Field Probe, OpenADC 96 M5/s

0.6 - -1
Inductive Pickup, DSO 2GS/s
H-Field Probe, DSO 2 GS/s Ry

04} / ]

r
02 ) -
0 A L. . ¥ Sl - | | [
0 500 1000 1500 2000 2500 3000 3500

Number Of Traces

4000




What about Phase Shift?

BATRS

S




Desired Capture HW

Trigger In

—

Clock In
—

Phase Shift Control

v

Clock Variable

Fixed
Adj.

Input 2

>~ VREF

—

!

Multiplier Phase Shift

_.\_
105 MHz

@

Variable Gain Amplifier

Sample Source

-
»

Controller

| 4

To Computer

DDR Sample Memory (optional)

See “A Case Study of Side-Channel Analysis using Decoupling Capacitor Power
Measurement with the OpenADC” by Colin O’Flynn & Zhizhang Chen
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e ZTEX has Higher
Speed USB interface

* More options on
FPGA size for future
development

51



ZTEX Adapter Board

QAXK-DIR CLK-PLL

:fl S to APCircuits for sponsoring this!




ZTEX Adapter Board
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Here is a table of features offered by a few of the boards. Only a few have actually been tested, the untested ones could have issues limiting their usefulness!

Board Name

Awnet LX9
Microboard

Digilent Inc
Mexsys 3

Digilent Inc
Mexsys 2
SASEBO-W

DLP-HS-FPGA

S0 LX9 Board

ZTEX

Papilio Butterfly
Cne

Xess

FPGA

Spartan 6 LX9

Spartan 6 LX16

Spartan 6 LX150

Spartan 352004

Spartan 6 LX9

Spartan 6 LX9/L¥25

XC35200E/XC35500E - Small/Medium

Spartan 6 LX25

FPGA Size

Medium

Medium

Small

Huge

Small

Medium

Medium/Large

Medium

Ext
Mem

Yes -
64MB

Yes -

16MB

Mo

Yes -
32Mme

Yes -
32Me

Yes -
B4MB

Mo

Yes -
32me

USE Speed

Slow (USB-Serial
only)

High Speed

High Speed

Very High Speed
(FT2232H 60MB/s)

High Speed
(FT2232H, 20
MB/s)

MNone/Slow - Serial
Only (can add
external)

Very High Speed
(FX2)

Slow (USB-Serial
only)

Medium (USE Full
Speed)

Cost (USD)

589

5199 (5119
academic)

31600

3150

363

$130/5200

5507580

3120

Extra I/0 Pins

Mo

Yes

Yes

Yes

Yes (not many)

Yes

Yes (enough for
3+ DpenADCs)

Yes

Yes (not many)

Tested

NO

NO

Yes

Yes

MO

Yes

NO

NO

Country

USA

USA

USA

Japan

USA

Australia

Germany

USA?

USA

Other FPGA Boards (from Wiki)

Notes

Onginal board used for OpenADC

OpenADC fits directly in

OpenADC fits directly in

Includes smartcard reader, shunts,
used in DPA Contest V4

Available from Digikey/Mouse

Currently no distributors, shipping
cost high to North America. PCB edge
connector required to interface

Awailable in LX3-LX150 versions,
needs power supply board in addition
to FPGA board

Open source design




Synchronous Sampling Scope

POWER IN
SIG GEN B-1BV DC BVA

IDO - . C |
[ =

e CleverScope with CS810 Option
* PicoScope PS6000
e Almost any high-speed analog FPGA/ADC Board
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Your First Attack
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Should | Attack a “Smartcard”?

R laa e f__,ﬁ |
J - A mﬂ%’g’ &@M@] :

IMEG Q6324 C 2 56

57



So What do you Do? .

R .—.1 o !-‘: |r_‘1',ﬂ- - ~
J - - Al LUU%% G

ATMegalll6324C2 56

58


Presenter
Presentation Notes
We can demo an attack against a programmable Smart Card. Here is one I’ll be using – but note the smart card is really just a microcontroller. These cards contain a normal consumer microcontroller (Atmel AtMega163) – we will make our life easier by using the microcontroller directly.
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Presenter
Presentation Notes
THIS is my recommended first attack. It’s much easier since you only need a normal AVR microcontroller, USB-Serial Converter, and the acquisition hardware. No SmartCard, SmartCard Reader, and SmartCard programmer.




What does this Look Like?




- A PCB Version L
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Multi-Target Victim .

" B iz
3.679 MHz

oY
ECLKOUT

abaingaza

A

\

o
y/
P
b

8/328
(>

HE".

|
¥ |
GN"- . §

(o)(¢)
(jSin i P ERRRR I L EIRLENT SR APCircuits for sponsoring this!

ATMegaB8/48/16

it o o Mg it o

NewAE.com
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Let’s Do This: Shopping List

AtMega8 / AtMega48 Cables/Connectors
7.37 MHz Crystal Breadboard

22pF Capacitors c LW
100 ohm resistors apture

220uF (or bigger) Serial-USB Adapter
capacitor Power?
1uF Ceramic Capacitor

0.1uF Ceramic Capacitor

AVR Programmer

63



Notes on Step 1

ldeally Get ATMega8-16PU

— AtMega48A also works, note ‘A’ suffix means a smaller
geometry used in Production = smaller power
signature

Crystal not 100% needed but makes life easier

Example here uses Colorado Micro Devices
USB2UART, many other manufactures of
USB/Serial Cables

Need Capture HW too — OpenADC used here, can
use general purpose scope (Tiepie suggested as
Differential versions, Picoscope popular too)




Step 2: Build your Target HW

e See schematic in ref material
* Insert resistor in power line

* Need AVR programmer. Can use:
— AVR-ISP MK-II
— Arduino setup as programmer

— Lots of other cheap AVR programmers (see EBay)




Step 2: Continued (Testing)

- . |

E Termite 2.9 (by CompuPhase]

| COME 38400 bps, 841, no handshake | | Settings | | Clear | [ About || Close |

KEBESEAEBEDEEEFFOFZFIFAFEF7FEFYFA,
pl14BAFZ278ARED 331051807 030I3EY9A,
rh743Ca0 519AB4FZCDAABABIYARTTED

b

Use serial port to confirm working




Step 3: Characterize

P — e RN
w | &WR / OpentDC Capture dpp A —

* Probe connected to
VCC rail, not across
shunt




Step 3: Characterize




Step 3: Characterize

2.2UF Ceramic Capacitor

+680uF Electrolyctic

+100 ohm series resistor




Characterize




Step 3: Shunt




Step 3: Characterization Cont’d Ll

Results Preview

Persistence Mode in Scope
—0.4
4000 4010 4020 4030 4060
X Limits: 4000 4063

¥ Limits: -0, 50000 + 0.50000 = |¥| Persistance AdeSt gain’ trigger, etC tO get

Gain Settings Trigger Mode re I ia b | e S|g n a |

Gain Mode: High @ Low Setting: @) Rising Ed Falling Edge
Gain = 16.703125 dB High Level Low Lewvel

Clock Settings Sample Settings

Clock Source Internal @ External Max Samples: 43150 F ixed P I a | ntext

Ext Phase Adjust 0 SamplesCapture 5000 =

Capture Settings

Mumber Traces 0 *| Traces =0

Start Capture | | Cancel Capture Mew Key | Fixed Plaintext




Step 4: Acquire

AESExplorer Capture Application [ , . .
General CpenADC Simple Serial DPAContest3 U S e A ES EX p I O re r Ca pt U re a p p I |Cat I O n )

written in Python with PySide

Serial Port: |COM23 onnect Disconnect | | Reset

Gain Settings Trigger Mode . InCIUdEd On BIaCkhat CD
e B et @ tomiond Capture ~2500 traces, 6000
samples/capture

Clock Settings Sample Settings

Clock Source Internal @ External Max Samples: 24573

Ext Phase Adjust S SamplesCapture &000
Status

ExtFreq:

DCM Locked: True

Results Preview

1000 2000 3000
¥ Limits: 1] + 6000
' Limits: -0.50000 =] 0.50000 = Persistance

Test Capture

Capture 1

Fixed Plaintext




re| » | capture-2012.11.08-19.22.38 - | 44 | Search capture-2012.11

ein library = Share with = Burn Mew folder

=
Mame Date modified

-~

=] keey.bet
|| text_inbat
|| text_out.tet

|| wave.bd

text_in.txt & wave.txt are the needed files




B.'| Chip Whisperer: Analyzer

Trace View Paower Analysis

Results Table
e

3 4 5 6 7 8 9 10 11 12 13 14 15 16
{TE 15 16 28 AE D2 AB AB F7 15 83 09 CF 4F 3C
4: 25687 20518 24093 21376 25501 20055 25947 20327 23764 1953.8 25039 19730 27566 27961 43351
39 06 51 A 87 AS 8F a3 DE 3D FO 70 B7 71 3A
11131 9447 12988 9714 12464 11320 13077 11742 11423 12125 11014 12878 12384 10892 17991
1 52 A 78 D6 FB Do 4B 8F 84 8C 21 83 ccC 83
1083.8 865.0 1169.5 9264 10664 11140 11644 10250 10931 10867 10716 12291 11581 1057.2 16718
09 6C 28 AR 3E B5 AT ac 0c 71 Al 60 CE AF DA
10161 8629 1137.3 9018 9988 10785 9306 10248 10266 10681 10405 11363 10828 10568 1468.2
77 5C A 1A D& AB 40 DC F1 4E 38 oA B9 OF 7B
1177.2 8686 8619 10495 8647 9732 10347 9775 9995 9857 9885 10151 9083 0769 04568 14570 ~

View Options

Byte Highlight Option

[lv} 01 02 03 04 05 08 o7 03 09 10 11 12 13 14 15

@ »|[7e =15 v|[16 »|[28 v|lae v|ld2 v|[a6 v|lb v||7 +|[15 ~v|ls8 v|los w|[cFf ~|lsf ¥|lxc v

| Copy top | 1 |5 levels from table, |C0py KE\,rb:Levell Modify Highlight Level: 1 [ | Clear ALL |

| Redraw |

Analysis Byte 0

Difference

3000

Sample Number
B=8 B=9 B=10
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SMARTCARD STUFF
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Attacks against Smart Card

""\
_—
Shuntto ~ %

measure —gs Clock, Sync, etc
e
current .

T g B T



Presenter
Presentation Notes
We have brought the clock & synchronization signals out. I’ve also added a small resistor (20 ohms) which we measure power consumption across.









Presenter
Presentation Notes
These pins expose the SmartCard signals. Note we can plug an AVR into the SmartCard reader too if you have trouble finding an actual SmartCard.




SmartCard Capture

Note we use a resistive divider to scale the 5V signals to 3V — the 5V signal would
immediately destroy the FPGA board!




SmartCard Capture - Cheap
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MAGNETIC FIELD PROBES
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ROHDE&SCHWARZ

International [change location] » Sitemap

Products

» Home

Products
R&S®HZ-15 Probe Set

for E and H near-field emission measurements with test receivers and spectrum analyzers

> Test & Measurement

> Aerospace & Defense
¥ Microwave Key Facts

> Wireless
Communications Key Facts
Testers & Systems

¥ Oscilloscopes

> Signal & Spectrum
Analyzers

¥ Signal Generators

» Metwork Analyzers

» Drive Test Tools

» EMC & Field Strength
Test Solutions

> Power Meaters &
Violtmeters

» Audio Analyzers Related Products

» 3pecial, electrically shielded magnetic field probes
Probe tips adapted to near-field measurement
High-resolution measurements
Easy-to-determine magnetic field orientation

Easy operation and handling

» Modular Instruments
) = D Analyze
¥ Video & TV Generators & > RASPFSC Speclrum Analyzer

Analyzers » R&ESEFSH4/R&S®FSHE Spectrum Analyzer
> Broadband Amplifiers » R&SSFSHIR&S®FSH18 Spectrum Analvzer
> Power Supplies

ey P =

PRICING INFORMATION
Rohde & Schwarz HZ-15 Probe set for E and H nearfield emissions

Rohde 8 Schwarz HZ-16 Preamplifier
3 GHz, 20 dB, for HZ-15

TestEquity Price $2,505

Add to Add to
Qunﬁ Cart

TestEquity Price $670
Addio | Addte |

Quote Cart




ETS-Lindgren

-
At
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Refurbished Test Equipment

ETS-Lindgren / EMCO 7405 Near Field Probe Set
Near Field Probe Set

The ETS 7405 is a passive, near field probe set designed as a diagnostic aid for locating and
characterizing sources of E and H field emissions. The Y405 Set probes terminate in a BMC connector
and are designed for use with a signal analyzing device such as a spectrum analyzer ar an
ascilloscope.

Refurbished Item Description List Our
Product Price Price
7405 Mear Field Probe Set 52,095.00 'f;ﬁ Call to Order
740501 Mear Field Probe Set with 5£2,395.00 'f;ﬂ Call to Qrder
Preamplifier




EMI SNIFFER™ PROBE PRICE LIST
November 17, 2007

Std. Nominal
Length(s)

E101 $300 H-field, General Purpose Miniature 2"

E201 $500 H-field, Micro Probe 2"

E301 5350 H-field, Long Reach, Bendable 6", 9" & 12" *
E401 $450 H-field, Right Angle Coil 3", 6", 9"& 12"~

Model: Price Each: Type:

E501 $450 H-field, High Discrimination (dual coil) 2"
E601 $230 E-field, High Sensitivity 3", 6", 9" & 12"
E701 $200 E-field, High Resolution 3", 6" 9"& 12"

* Custom lengths available on special order
Availability: All H-field and E-field probes listed above are stock.

Quantity Discounts:
5% for two probes, 10% for 3 probes, 15% for 4-5 probes, types may be mixed.

e Kit of 5 H-field probes, one of each type: $1,650 (@ 19% discount) (Specify
stock lengths of E301 & E401 probes)

e Kit of 1 each Of 5 H-field and 2 E-field probes: $1,950 (@ 21% discount)
(Specify stock lengths of E301, E401, E601 & E701 probes)




PRICING INFORMATION

Instek GKT-006A EMI Probe Kit Set TestEquity Price $1,580

7-piece near field probe set Adde Add to
Quote Cart




DIY: Example

Length of Semi-Rigid cable with SMA Connectors (S3 surplus) can be
turned into a simple magnetic loop:
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Wrap entire thing in non-conductive tape (here |
used self-fusing + polyimide) to avoid shorting
out anything:

92



DIY: Some Useful References

Probing the Magnetic Field Probe

Introduction

How they work

http //www cmpllance cIub comarchlve/old arhlve/030718 htm
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DIY: Some Useful References

Elke De Mulder: Electromagnetic Techniques and Probes for Side-Channel
Analysis on Cryptographic Devices
http://www.cosic.esat.kuleuven.be/publications/thesis-182.pdf

94
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PRE-AMPLIFIER
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Signal is too weak to be picked
up, requires pre-amplifier in
addition to probe.




woaxial : . ZFL-1000LN
Low Noise Amplifier  Zri-1000LN

50Q2 0.1 to 1000 MHz -

Features
» wideband, 0.1 to 1000 MHz
* low noise, 2.9 dB typ.

* protected by US Patent, 6,943,629 CASE STYLE: Y460

Connectors Mode Price Oity.
SMA ZFL-1000LN(+) %8995 (1-9)
Applications BRACKET (OPTION “B") $2.50 (1+)
* VHF/UHF + RoHS compliant in accordance
* cellular with EU Directive (2002/95/EC)

= small signal amplifier
The +Suffix identifies RoHS Compliance. See our web sile

for RoHS Compliance methodologies and qualifications.

Low Noise Amplifier Electrical Specifications

Assuming we are making a probe, there is no need to purchase the expensive pre-
amplifier offered by that manufacture. Here is a 20 dB amplifier for $90, it was shown

being used in another photo.




Pre-amplifier: Buying One

ZFL-1000LN
GAIN

[ [
—_—12V = =15V 16V

400 600 800
FREQUENCY (MHz)




re-Amplifier: Making One

BGA2801

MMIC wideband amplifier

Rewv. 3 — 19 April 2012 Product data sheet

Product profile

1.1 General description

5 n Monolithic M [ ; band amplifier with internal
miatching circuit in a 6-p :

Features and benefits

Internally matched to 50 0

A gain o 2 dB at 250 MHz i

Ouiput p at 1 dB gain compre

Supply current

Reverse is

Good linearity wi econd order and third order products
MNoise figure = 4 dB at 950 MHz

1.3 Applications
u LME IF amplifiers
ose low noise wideband amplifier for frequencies be

2. Pinning information

Table 1.  Pinning

Description Simplified outline  Graphic symbaol

GHD
RF_OUT

~ $0.60

99
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.~ Pre-Amplifier: Making One =
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080342013 22816 PM  BGAZ301 LMA Exarnple

1:  1MHz 16.75dB
2 FiMHz 21.44dR
1 44/ 3 189MHz 21.61dB
4; 347hiHz 21.46dE
3
4
e — ¥ S == i —
4RefZ
“1dB
! 20dB =100 '
= X gain
nJ
(~80 — 400+ MHz)
Sm
Cal
Start =1 MHz Center = 200.5 MHz Stop = 400 kHz
. Span =399 MHz
Tx At =25 dB

521 dB



08034203 2:30:54 PM

BGAZS0T LMA Example

1. 0.10MHz 16.65dB
2 0.78MHz 17.37dE
1 4dB/ 3 HB13MHz 17.28d8
4. 9.32MHz 18.18dE
AN
Sm
Cal
Start = 0.1 MHz
=3
TH AR =25 dB
521 dB

16 dB =40x gain

(0.1 — 10 MHz)

Center = 5.05 MHz
Span =9.9MHz

Stop =10 MHz

<Ret:
2146
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Differential Probe

e

From “Side Channel
Analysis of AVR XMEGA
Crypto Engine” by llya

" Kizhvatov 106
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Common-Mode Noise




Background

V=IR
l.e. say sighature was 0.2 mA,

shunt was 75 ohms
0.0002x75=0.015=15mV
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Differential Probe

e

From “Side Channel
Analysis of AVR XMEGA
Crypto Engine” by llya

" Kizhvatov 110




What was that? -

o or?
Mouser Part #: 940-Z0D1000 Seean Coay

Manufacturer Part #: ZDio00
Real Time Awvailability &
Manufacturer:

Description: Stock: 1 Can Ship Immediately
On Order: O

Lifecycle: Factory Lead-Time: 2 Weeks

Enter Quantity: Minimum: 1

m Multiples: 1

Pricing [ CAD)
Shipping Restrictions:

T O

Customers Also Bought...

111



We don’t need 1000 MHz..

Mouser Part #:
) Manufacturer Part #:
i :4-_.;]' Manufacturer:

L I
SrgErimags Description:

Lifecycle:

Shipping Restrictions:

ages are for reference only
=2 Product Specifications

S40-ZD200
ZO200

Teledyne LeCroy

Test Probes ZO0OMHZ 3.5 PF 1MOHM
ACTV DIFF PRE +-20V

@ Mew At Mouser

ol Page 2,736, Mouser Enhanced
Catalog

™ page 2,756, POF Catalog Page
™ Data Sheet

[EEF] This product may require a licanse
to export from the United States.

Sea an Error?

Real Time Availability )

Stock: 5 Can Ship Immediately
On Order: O

Factory Lead-Time: 1 Week

Enter Quantity: Minimum: 1

m Multiples: 1

Pricing {CAD)

1: 51.665.69

To add to a project, please Log In.




Uh what about E-Bay?

HP AGILENT 1154A 500 MHZ DIFFERENTIAL PROBE " NEW "

i Like Want ¥} Owm

[tem condition: Mew other (see details)
e Agilent

Price: US $999.99

Best Offar

HBilllielater18 months financing available
Subject to credit approval. see terms

Shipping: $21.00 Standard Int'l Shipping | == dstails

Inte ams may be subject to customs

: Malaysia, Malaysia
Ships to: Worldwide

Delivery: Varies for items shipped from an international location




ANALOG

Low Cost 270 MHz

DEVICES Differential Receiver Amplifiers

AD8129/AD8130

FEATURES
High speed
AD8130: 270 MHz, 1090 V/ps @ G=+1
AD8129: 200 MHz, 1060 V/ps @ G=+10
High CMRR
94 dB min, dcto 100 kHz
80dB min @ 2 MHz
70dB @ 10 MHz
High input impedance: 1 MQ differential
Input common-mode range +10.5V
Low noise
AD8130: 12.5 nV/VHz
AD8129:4.5

got a pretty good probe.

This chip is < S5 in single-unit
quantities! Add a voltage supply & a
few resistors/capacitors and you’ve

CONNECTION DIAGRAM

ADB129/
an[T] AD8130

-vs [2] [7] +vs
70 [3] 8] out
REF [4] [5]FB n;

Figure 1.

The AD8129/ADS8 0 are differential-to-single-ended amplifiers
with extremely

CMRR at high frequency. Therefore, they




- LFull Details on ChipWhisperer Wiki /4

Whitepaper
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YOU SAID REAL SYSTEMS!
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Capture
Hardware %

117



Running Encryptions

Authentication Commands:
e Commands proving a device has access to a key
Encryption Communications:

e Send 802.15.4 device encrypted block, it will
decrypt it first, and then reject it

Encrypted Bootloader:
 Send device firmware file




Synchronization

119
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AND FINALLY...
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What does this Mean to YOU

If you are a MANAGER:




What does this Mean to YOU

If you are an ENGINEER:

* Good standard practice helps many issues (change keys,
don’t use same key everywhere, etc.)

e If someone doesn’t want to use good practice because
it’s “too expensive” or “too difficult logistically”, use

side-channel analysis as one example of how keys can
be leaked

e Can protect against SCA but beyond this presentation




What does this Mean to YOU

If you are an ad-hoc RESEARCHER:

e Basic principles are straight-forward

 Hardware doesn’t need to be expensive, SCA is
something you can do in your spare time

e This tool/presentation is about learning, you will need
to do work yourself to duplicate even basic results
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- SASEBO-W Board L

http://www.morita-tech.co.jp/SAKURA/en/hardware.html

--------

-------------

T
LA VLA,

LECR R R TS
j :
- Sack: chunoc] Al

Blanchre] Fuab

3 |E lion BOurl !
B S A¢

- - TR - -
.....



ef ALK F0 ¢ 126



o 0 0

© o

Arduino

N\
Xt
N\
N\
N\
-
.

127



-~ AVR: Different AES Libraries =

avr-crypto-lib in C Straightforward C avr-crypto-lib in ASM

128
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Where to Go from Here?
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Actions You Can Take

Read the White Paper for more details including a ‘Buying

Guide’ to start playing around — be SURE to check for updates

toiton
Join Mailing List & discuss

Two Good Books to get you Going:

Power Analysis Attacks

Understanding
Cryptography

A Textbook for Students and Practitianers

£ Springer

Read original DPA Paper by Kocher, look at CHES & COSADE
Proceedings

HINT: Local universities often have access to all these, so use a

computer on their network.(e.g. from library)
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Questions Etc.

Visit me on internet: newae.com/blackhat
chipwhisperer.com

E-mail me: coflynn@newae.com
Mailing List: chipwhisperer.com
Twitter: colinoflynn

Please fill out Speaker Surveys!

131
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