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Part One: Information gathering

A Why do we care?
A If you connect to a device surely you already know the platform?
A Embedded devices are mostly based on Linux anyway aren't they?

A Allows you to focus your testing on only supported functionality




nccoroup®

USB Background stuff
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UNIVERSAL SERIAL BUS
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Overview of the USB enumeration phase

A What is enumeration for? enumerate
A Assign an address @
A Speed of communication (O )
A Power requirements ‘wj
A Configuration options

A Device descriptions

A Identify class drivers

A Lots of information exchange i implemented in many different ways

Image from :http://fewalk2.blog117.fc2.com



The USB enumeration phase

< Get Device descriptor

> Set Address

< Get Device descriptor

< Get Configuration descriptor
< Get String descriptor O

< Get String descriptor 2

< Get Configuration descriptor
< Get Configuration descriptor
> Set Configuration
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Enumeration phase peculiarities

A Why is the device descriptor initially requested twice?
A Why are there multiple requests for other descriptors?

A Class-specific descriptors:

< Get Hub descriptor
< Get HID Report descriptor
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Different USB stack implementations

A Typical components of a USB stack
A Windows USB driver stack

A Linux USB stack

A Embedded Access USB stack

Image from: blogs.msdn.com
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ypical components of a USB stack

A Host Controller hardware

A USB System software:
A Host Controller Driver i Hardware Abstraction Layer
A USB Driver

A Class drivers

A Application software

Image from: www.wired.com



Windows USB driver stack

Uszer Mode

Kernel Mode

USE Clent
Driver Layer

USB 30 Driver Stack

Ushdex lib

Application
Winush . dll Client Driver
Client Driver Client Driver

Ushd sys

Winush.sys Ushecegp.sys

Client Driver
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Legend

Client or Class Driver

Microsoft-Provided
Helper Libraries

Microsoft Provided
Inbox drivers

Usbhub3.sys

UUSE Driver

Stack Layer

Uex01000.sys

Usbixhci.sys

URB,
I0CTL

Data Flow

USB 2.0 Driver Stack

Usbhub.sys

Usbport.sys

Usbehci.sys Usbohci.sys

Usbuhci.sys

Image from: msdn.microsoft.com




Linux USB stack NCCYrouUp

(user-space) (Class drivers) (vendor-specific)

URBs or func parms
usbdevfs/ usbcore
procts services

URB

usb operations: | URB or dev*

-

1 callbacks(urb)

Image from: www.linux-usb.org



Embedded Access USB stack ncegroup®

EUSB Device Stack
User Application

-

EUSB Device Software
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USB interaction requirements

A Need to capture and replay USB traffic

A Full control of generated traffic

A Class decoders extremely useful

A Support for Low/High/Full speed required

A USB 3.0 a bonus
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USB testing i gold-plated solution

A Commercial test equipment
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USB testing T the cheaper approach

A Facedancer (http://goodfet.sourceforge.net/hardware/facedancer21)



http://goodfet.sourceforge.net/hardware/facedancer21
http://goodfet.sourceforge.net/hardware/facedancer21
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Best solution: A combination of both

USBS00
Packet-Master

Target

Facedancer
hoard

Control PC

A Device data can be carefully crafted
A Host response data can be captured
A Microsecond timing is also recorded
A All class-specific data is decoded
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Information enumeration
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arget list

A Windows 8

A Ubuntu Linux 12.04 LTS
A Apple OS X Lion

A FreeBSD 5.3

A Chrome OS

A Linux-based TV STB
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Installed drivers and supported devices

A Enumerating supported class types i standard USB drivers
A Enumerating all installed drivers

A Other devices already connected
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Where is USB class information stored?

Value  Meaning Meaning
bLength 18 Walid Length bLength g Valid length
hedUSE 0x0200 | Spec Version binterfaceMumber |0 Zero-based Mumber
- of this Interface.
bDevicellass 0x09  |Hub bAlternateSetting |0 value used to select
bDeviceSubiClass 0x00 Full Speed Hub this alternative
bDeviceProtocol 0x01 setting for the

interface identified
in the prior field

Device DeSC”ptor bMumEndpoints 3 Mumber of
endpoints used by
this interface
(excluding endpoint

TEra).
binterfaceClass 0x06 Image
binterfaceSubClass | 0x01
binterfaceProtocol 0x01
ilnterface 0 Index of string

descriptar

describing this

Interface

Interface Descriptor
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Installed drivers and supported devices

A Drivers are referenced by class (Device and Interface descriptors)
A Also, by VID and PID:

id\Vendor 0x090C ) Silicon Motion, Inc. -
Taiwan
idProduct 01000 | Memory Bar

A For each device class VID and PID values can be brute-forced
(can easily be scripted using Facedancer)

AAl t hough there may be some shortcutsé.
A Valid PIDs and VIDs are available (http://www.linux-usb.org/usb.ids)




. . ] %
Enumerating installed drivers NCCorove

Not installed: %

< Get Device descriptor

> Set Address

< Get Device descriptor

< Get Configuration descriptor
< Get String descriptor 0

< Get String descriptor 2

< Get Configuration descriptor
< Get Configuration descriptor
> Set Configuration

All communication stops
after nSet Configur

N
Installed: «

< Get Device descriptor

> Set Address

< Get Device descriptor

< Get Configuration descriptor
< Get String descriptor 0

< Get String descriptor 2

< Get Configuration descriptor
< Get Configuration descriptor
> Set Configuration

> Set Idle (HID)
< Get HID Report descriptor
> Set Report (HID)
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Sniffing the bus - Other connected devices

A Data from other devices will be displayed on other addresses

F
7= Bulk Transfer (SPLIT" Addr Endp Data (D bytes) Status
L Class Transfer " 0x2 Ok
anllin.
121 Control Transfey® Addr iEndp Data {4 bytes) Status

= | Vendor Reguesy)

II 0x0 | FTF B4 124C| OK

==] Bulk Transfer (SPLIT) Addr Endp Data (D bytes) Status
4 Class Transfer 0x08| 0x2 Ok

== Bulk Transfer (SPLIT) Addr Endp Data (0 bytes) Status
4 Claszs Transfer ox08| 0x2 OK

A Controlling other devices? (untested)
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Fingerprinting techniques

A Descriptor request patterns
A Timing information

A Descriptor types requested

A Responses to invalid data

A Order of Descriptor requests
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OS Identification

Linux-based TV STB

< Get Max LUN (Mass Storage)
> CBW: INQUIRY

< MSC Data In

< CSW - Status Passed

> CBW: TEST UNIT READY

< CSW - Status Passed

> CBW: READ CAPACITY

< MSC Data In

< CSW - Status Passed

> CBW: MODE SENSE
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Windows 8

< Get Max LUN (Mass Storage)

> CBW: INQUIRY

< MSC Data In

< CSW - Status Passed

> CBW: INQUIRY

< MSC Data In

< CSW - Status Passed

> CBW: READ FORMAT CAPACITIES
< MSC Data In

< CSW - Status Passed



Application identification NCCOroYP

gphoto2 (Linux)

> Image:
< Image:
> Image:
< Image:
< Image:
> |mage:
< Image:
< Image:
> |mage:
< Image:
< Image:
> |mage:
< Image:

OpenSession
OK
GetDevicelnfo
Devicelnfo

OK
GetStoragelDs
StoragelDs

OK
GetStoragelnfo
Storagelnfo

OK
CloseSession
OK

A P h o Metrs app (Windows 8)

> Image: OpenSession

< Image: OK

> Image: GetDevicelnfo

< Image: Devicelnfo

<Image: OK

> Image: SetDevicePropValue
> Image: DeviceProperty
<Image: OK

< Image: DevicelnfoChanged

DeviceProperty includes some text:
/ Windows/6.2.9200

MTPClassDriver /6.2.9200.16384
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% P/ P %
2 2% B & % 3
% ot ° S D, o  2H
% v 6 Q ! K R
€ D% A ® %

A Wwindows 8 (HID) i 3 x Get Configuration descriptor requests (others have two)
A Apple OS X Lion (HID) i Set Feature request right after Set Configuration

A FreeBSD 5.3 (HID) i Get Status request right before Set Configuration

A Linux-based TV STB (Mass Storage) i Order of class-specific requests
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W Capturel3 W Captureld W Capturel5 we Capturelf B Capture17*
a4 18 T T] 4, 18 #4185 #4 18
3.038975 5 3.150,387 § 2,648 082 5 3658 858 5 3235 349 8
#2028 #20., 28 #20., .28 #20,, 28 #20,,.2%
2.085.990 5 32114035 28930735 39088055 32823080 5
W25 40 WZ5. 40 wzo. 40 w26 40 W20 40
2,104.993 5 3,232 408 5 29240815 29308725 3,201,385
w2181 w2181 w181 #3181 #3181
2,110,995 3 3,238,409 5 2,930,084 5 3945674 5 3,307,380 &
Wha...70 wha..70 ®hZ..70 whz. 70 w8z 70
3.122 997 8 3,249,410 8 2,841,083 4 3957 B7E 4 3.318,389 &
#71...97 #71..97 &71.,.97 E71,.97 w7197
3127 999 8 3254413 § 2,940,068 § 3082077 8 3.324,370 8
#90,_112 %98, 112 woL. 112 #98.. 112 #5812
3 E370%45 33334305 20281035 4000 888 5 3TEEATD 5
®113._ 124 w113 124 #113__ 124 #113. 124 #113. 124
3,543,095 5 2,338,431 5 2,032,104 5 4,000,826 5 276814725
W125._ 145 W125_ 145 W125. 145 W125. 145 w125 145
3,548,096 3 3,344,433 3 3.037,108 3 2011867 3 3760473 8
w1at. 151 w14t 151 ¥140..151 #1460, 151 #1480, 181
3,556,058 & 33524358 3.045,107 & %.019,689 4 37744754
B8z, 157 B182. 167 E182. 157 2182, 187 #1852 167
3.555 099 5 3,388 437 § 3.048,109 5 2,022 850 s 377 ATRS
®158..190 ®158..190 ®158..190 #15E. 190 #1528, 190
3.502.101 5 3,355 438 5 3.051.109 5 2.025.891 5 2.780.477 5
wi91_199 wi91_199 wigl_ 198 wig1_ 199 wig1_ 193
2812.11235 3403 44T 5 3089118 5 4 0556898 5 23834 4805

=== End of === End of === End of === End of === End of Capture ===
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I nf or mat i on NCCAPEr

W Capturel3 W Captureld W Capturel5 we Capturelf B Capture17*
a4 18 T T] 4, 18 #4185 #4 18
3.038.575 5 3150 387 s 2 848,082 s 3.658 858 3 32385345
#20...25 #20...25 #20...25 #20.,.25 #20..25
3.085.990 s 2.211.403 5 2.893.073s 3.908.608 5 3.282.300 5
[F-] [F] 826, 40 w26, 40 w26, 40
31049932 5 3.232.408 5 29240815 3.930672s 3.201.3085 5
wal. 81 w1 81 #3181 w41 81 w41 81
3,110,995 5 3,238 409 5 2 930,084 3 3 945,874 3 3,307,388 5
#8270 #8270 #4270 #8270 8270
3.122 597 3 3.249,410 8 2.941,083 3 3.957 878 3 3.319,389 3
#71..97 #71.,.97 71,97 #71.,.597 #71..57
3.127.999 s 3.254.413 s 2.540.088 3 3.982 877 3 3.324,370 8
#5112 #38..112 #93,.,112 03,112 #98_.112
38370945 3333430 s 3.028.103 s 4.000.838 5 3785470 s
#113...124 #113...124 w113, 124 #i13.,.124 #113...124
3.543.095 5 3.330.431 5 3.022.104 5 4,008,886 5 3.781.4725
125,145 w125 145 #125. 145 W125. 145 Wi25.. 145
3,548,098 3 3,344 433 5 3,037,108 3 4.011,887 3 3,788,473 3
CEETI | | =122 1581 | 148 181 | [ =148 121 | #1468 1581 |
#191...199 I #191...199 I c #191...199
38121125 I 2,403,447 5 I I 3.089,118 s I 2834 4883
#158...180 #158..190 #158,,190 #158...190
3388438 5 3.051.109 5 4.025.891 5 3.780.477 5
w191, 159 #191..198 w191, 159 Wig1., 199
3812.1125 2,403,447 5 3.080.118 5 4055608 5 2.824,4805
=== End of === End of === End of === End of === End of Capture
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Using timing information? (work in progresse )

A Large amount of variance over entire enumeration phase:
A 4.055s, 3.834s, 3.612s, 3.403s, 3.089s

A Much greater accuracy between specific requests:
A Between String Descriptor #0 and #2 requests - 5002us, 5003us, 5003us, 4999us, 5001us

A If we know the OS can we potentially determine the processor speed?
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Descriptor types requested

A Microsoft OS Descriptors (MOD)
AUsed for Aunusual 0 devices cl asses

A Devices that support Microsoft OS Descriptors must store a special USB string
descriptor in firmware at the fixed string index of OXEE. The request is:

bmRequestType | bRequest wWValue | windex | wlength | Data

1000 00008 GET_DESCRIFTOR | 0x03EE | 0x0000 | Ox12 Returned
String
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Responses to invalid data

A Different USB stacks respond to invalid data in -

wAVy

different ways 42000 0133528
2€XrXorxr
. . V230111101 :

A Maximum and minimum values £110100110)

A Logically incorrect values

A Missing data

AIn some cases: Crashes (potential vulnerabilities)

A Other cases: Unique behaviour

Image from: windows7.iyogi.com
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Invalid data unique elements? NCCOoUp

Windows (all versions)

If you send a specific, logically incorrect HID Report descriptor this happens:



n n e
Invalid data unique elements? NCCYroOUP

Windows (all versions)

If you send a specific, logically incorrect HID Report descriptor this happens:

Your PC ran into a probiem and needs to restart. We're just

collecting some error info, and then we'll restart for you. (81%

compiete)

f you'd See 1O Rncw Mmose yOu ¢ 20arch oane aler for ths error SYSTEM THREAD EXCERTON SOT e

~EDPARSE S¥YS
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Order of Descriptor requests

A Some USB stacks request data from devices in a different order
A Different drivers may request different descriptors multiple times

A Sometimes descriptors are re-requested after enumeration is complete
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Demo: umap
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Umap overview

A Supported device classes can be enumerated

A Operating system information can be enumerated

A Devices with specific VID/PID/REV can be emulated

A The enumeration phase and class-specific data can be fuzzed

A Endpoint protection systems configuration can be assessed

A Endpoint protection systems USB protection can be circumvented
A USB host implementations can be comprehensively tested
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Part Two: Potentially exploitable
USB bugs

Image from: www.biro-media.hr
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