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Part One: Information gathering 
 

ÅWhy do we care? 

 

ÅIf you connect to a device surely you already know the platform? 

 

ÅEmbedded devices are mostly based on Linux anyway aren't they? 

 

ÅAllows you to focus your testing on only supported functionality 

 



USB Background stuff 
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Overview of the USB enumeration phase 
 

 

 

ÅWhat is enumeration for? 

ÅAssign an address 

ÅSpeed of communication 

ÅPower requirements 

ÅConfiguration options 

ÅDevice descriptions 

ÅIdentify class drivers 

ÅLots of information exchange ï implemented in many different ways 
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The USB enumeration phase 

< Get Device descriptor 

> Set Address 

< Get Device descriptor 

< Get Configuration descriptor 

< Get String descriptor 0 

< Get String descriptor 2 

< Get Configuration descriptor 

< Get Configuration descriptor 

> Set Configuration 

 
 

 

 



Enumeration phase peculiarities 
 

 

 

ÅWhy is the device descriptor initially requested twice? 

 

ÅWhy are there multiple requests for other descriptors? 

 

ÅClass-specific descriptors: 

 
< Get Hub descriptor 
 
< Get HID Report descriptor 

 



Different USB stack implementations 
 

 

 

ÅTypical components of a USB stack 

 

ÅWindows USB driver stack  

 

ÅLinux USB stack 

 

ÅEmbedded Access USB stack 
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Typical components of a USB stack 

 
 

 

 

ÅHost Controller hardware 

 

ÅUSB System software: 

ÅHost Controller Driver ï Hardware Abstraction Layer 

ÅUSB Driver 

 

ÅClass drivers 

 

ÅApplication software 
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Windows USB driver stack 

Image from: msdn.microsoft.com 



Linux USB stack 

Image from: www.linux-usb.org 



Embedded Access USB stack 
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Interacting with USB 
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USB interaction requirements 
 

 

 

ÅNeed to capture and replay USB traffic 

 

ÅFull control of generated traffic 

 

ÅClass decoders extremely useful 

 

ÅSupport for Low/High/Full speed required 

 

ÅUSB 3.0 a bonus 

 



USB testing ï gold-plated solution 
 

 

 

ÅCommercial test equipment 



USB testing ï the cheaper approach 
 

 

 

ÅFacedancer (http://goodfet.sourceforge.net/hardware/facedancer21) 

 

 

 

 

 

 

http://goodfet.sourceforge.net/hardware/facedancer21
http://goodfet.sourceforge.net/hardware/facedancer21


Best solution: A combination of both 
 

 

 

 

 

 

 

 

ÅDevice data can be carefully crafted 

ÅHost response data can be captured 

Å Microsecond timing is also recorded  

Å All class-specific data is decoded  

 



Information enumeration 
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Target list 
 

 

 

ÅWindows 8 

ÅUbuntu Linux 12.04 LTS 

ÅApple OS X Lion 

ÅFreeBSD 5.3 

ÅChrome OS 

ÅLinux-based TV STB 

 



Installed drivers and supported devices 
 

 

 

ÅEnumerating supported class types ï standard USB drivers 

 

ÅEnumerating all installed drivers 

 

ÅOther devices already connected 

 

 



Enumerating supported class types 

Where is USB class information stored? 

Device Descriptor 

Interface Descriptor 



Installed drivers and supported devices 
 

 

 

ÅDrivers are referenced by class (Device and Interface descriptors) 

ÅAlso, by VID and PID: 

 

 

 

 

ÅFor each device class VID and PID values can be brute-forced     

(can easily be scripted using Facedancer) 

ÅAlthough there may be some shortcutsé. 

ÅValid PIDs and VIDs are available (http://www.linux-usb.org/usb.ids) 

 

 

 



Enumerating installed drivers 

Not installed: 

All communication stops 

after ñSet Configurationò 

Installed: 



Sniffing the bus - Other connected devices 

 
 

 

 

ÅData from other devices will be displayed on other addresses 

 

 

 

 

 

 

 

 

ÅControlling other devices? (untested) 

 

 



Fingerprinting techniques 
 

 

 

ÅDescriptor request patterns 

 

ÅTiming information 

 

ÅDescriptor types requested 

 

ÅResponses to invalid data 

 

ÅOrder of Descriptor requests 

 

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=IshB3umJWCTTuM&tbnid=XMBqesvL0ksuOM:&ved=0CAUQjRw&url=http://www.blackberryos.com/general-discussion/17394-blackberry-os-6-have-fingerprint-scanning.html&ei=LqfNUdCrM-jC0QWc4oHQAw&bvm=bv.48572450,d.d2k&psig=AFQjCNGg-mPEy5vzT9KRIT9C72dH82dIyA&ust=1372518544527164


OS Identification 

Linux-based TV STB Windows 8 

< Get Max LUN (Mass Storage) 

> CBW: INQUIRY 

< MSC Data In 

< CSW - Status Passed 

> CBW: TEST UNIT READY 

< CSW - Status Passed 

> CBW: READ CAPACITY 

< MSC Data In 

< CSW - Status Passed 

> CBW: MODE SENSE 

< Get Max LUN (Mass Storage) 

> CBW: INQUIRY 

< MSC Data In 

< CSW - Status Passed 

> CBW: INQUIRY 

< MSC Data In 

< CSW - Status Passed  

> CBW: READ FORMAT CAPACITIES 

< MSC Data In 

< CSW - Status Passed 



Application identification 

gphoto2 (Linux) ñPhotosò Metro app (Windows 8) 

> Image: OpenSession 

< Image: OK 

> Image: GetDeviceInfo 

< Image: DeviceInfo 

< Image: OK 

> Image: GetStorageIDs 

< Image: StorageIDs 

< Image: OK 

> Image: GetStorageInfo 

< Image: StorageInfo 

< Image: OK 

> Image: CloseSession 

< Image: OK 

 

> Image: OpenSession 

< Image: OK 

> Image: GetDeviceInfo 

< Image: DeviceInfo 

< Image: OK 

> Image: SetDevicePropValue 

> Image: DeviceProperty 

< Image: OK 

< Image: DeviceInfoChanged 

DeviceProperty includes some text: 
/ Windows/6.2.9200 

MTPClassDriver /6.2.9200.16384  



Request patterns unique elements? 

ÅWindows 8 (HID) ï 3 x Get Configuration descriptor requests (others have two) 

ÅApple OS X Lion (HID) ï Set Feature request right after Set Configuration 

ÅFreeBSD 5.3 (HID) ï Get Status request right before Set Configuration 

ÅLinux-based TV STB (Mass Storage) ï Order of class-specific requests 



Timing information (work in progressé) 



Timing information (work in progressé) 



Using timing information? (work in progressé) 

 

ÅLarge amount of variance over entire enumeration phase: 

Å4.055s, 3.834s, 3.612s, 3.403s, 3.089s 

 

ÅMuch greater accuracy between specific requests: 

ÅBetween String Descriptor #0 and #2 requests - 5002us, 5003us, 5003us, 4999us, 5001us 

 

ÅIf we know the OS can we potentially determine the processor speed? 

 



Descriptor types requested 
 

ÅMicrosoft OS Descriptors (MOD) 

 

ÅUsed for ñunusualò devices classes 

 

ÅDevices that support Microsoft OS Descriptors must store a special USB string 

descriptor in firmware at the fixed string index of 0xEE. The request is: 

 

 



Responses to invalid data 
 

ÅDifferent USB stacks respond to invalid data in 

different ways 

 

ÅMaximum and minimum values 

 

ÅLogically incorrect values 

 

ÅMissing data 

 

ÅIn some cases: Crashes (potential vulnerabilities)  

 

ÅOther cases: Unique behaviour 
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Invalid data unique elements? 

Windows (all versions) 

 

If you send a specific, logically incorrect HID Report descriptor this happens: 



Invalid data unique elements? 

Windows (all versions) 

 

If you send a specific, logically incorrect HID Report descriptor this happens: 



Order of Descriptor requests 
 

ÅSome USB stacks request data from devices in a different order 

 

ÅDifferent drivers may request different descriptors multiple times 

 

ÅSometimes descriptors are re-requested after enumeration is complete 



Demo: umap 
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Umap overview 
 

ÅSupported device classes can be enumerated 

ÅOperating system information can be enumerated 

ÅDevices with specific VID/PID/REV can be emulated 

ÅThe enumeration phase and class-specific data can be fuzzed 

ÅEndpoint protection systems configuration can be assessed 

ÅEndpoint protection systems USB protection can be circumvented 

ÅUSB host implementations can be comprehensively tested  



Part Two: Potentially exploitable 

USB bugs 
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