
Methodologies For Hacking 
Embedded Security Appliances 

(How we break really expensive 
boxes) 



About The Speakers 

ÅMark Carey is the Chief Scientist for Peak 
Security. 
ïOver 22 years of experience in engineering and 

security. 

- Keeper of secrets, bringer of ideas. 

ÅRob Bathurst if the VP of Engineering. 
ïHas over 12 years in security design and large-

scale engineering projects. 

ïHerder of cats, wrangler of interns. 

 



ÅThe Company 

ïPeak is a veteran owned small business 
specializing in innovation and creative solutions to 
security problems.   

ïIf you have a security problem, that no one else 
can help with, you might be able to hire the 
DƘƻǎǘōǳǎǘŜǊǎΤ ŦŀƛƭƛƴƎ ǘƘŀǘΣ ǘƘŜǊŜΩǎ ǳǎΦ 

ÅJust kidding 

ïhttp://www.peaksec.com 

 

Peak Security, Inc. 

http://www.peaksec.com


Before We Get Started 

Å²ŜΩŘ ƭƛƪŜ ǘƻ ǘƘŀƴƪ ǎƻƳŜ ƻŦ ǘƘŜ ǇŜƻǇƭŜ ǿƘƻΩǎ 
work helped us make this possible 
ïJoe Grand (You should all know him from TV) 

ïEmerson Tan (The wonders of methylene chloride) 

ïCƭȅƭƻƎƛŎΩǎ silicon device attacks 
(http://www.flylogic.net/blog/) 

ï9ǾŜǊȅƻƴŜ ǿƘƻΩǎ ŜǾŜǊ ǎŎǊŜǿŜŘ ǿƛǘƘ ŀƴ !ǊŘǳƛƴƻΣ !±wΣ 
ARM, MIPS, etc. 

ïFinally to our families who gave us support as we 
littered our houses with archaic electronics 

http://www.flylogic.net/blog/


Methodologies  

ÅProblems with the industry 

ïThe security industry has very few public methods 
for hardware evaluation  

ïaŀƴȅ ŎƻƴǎƛŘŜǊ ƛǘ ǘƻ ōŜ άǾƻƻŘƻƻέ 

ïWe have organizations that create methods (SANS, 
OWASP, etc.), but none that have a good one for 
hardware  

 



Defining A Good Method 

ÅMust be repeatable by a competent 
hardware/software engineer 

ÅMust not require unreasonable equipment 

ÅMust not require huge $$$ 

ÅWith a little effort and desire can actually be 
completed 



Addressing The Gap 

Å¢ƘŜ ǎŜǊƛŜǎ ƻŦ ǎǘŜǇǎ ǿŜΩƭƭ ǇǊŜǎŜƴǘ ǿƛƭƭ ƘŜƭǇ ȅƻǳ 
evaluate a device for possible security 
vulnerabilities  

ÅShow a series of repeatable tasks that will allow 
you to begin the hardware and software 
evaluation 

Å²ŜΩƭƭ ōŜ ǎǘŀƴŘƛƴƎ ǳǇ ŀ ǎƛǘŜ ƻǇŜƴ ǘƻ ǘƘŜ 
community to be used to share information on 
devices that people are working on cracking   



Getting Down To Business 

Å ¸ƻǳΩƭƭ ƴŜŜŘ ŀ ŦŜǿ ƪŜȅ ǇƛŜŎŜǎ ƻŦ ǇƘȅǎƛŎŀƭ ŜǉǳƛǇƳŜƴǘ ŀƴŘ ǎƻŦǘǿŀǊŜ ǘƻƻƭǎ 
Å Most of these items are not expensive and can be acquired for $500-

$1000 
Å ! ŦŜǿ ƻŦ ǘƘŜ ōƛƎ ƛǘŜƳǎ όǿŜΩƭƭ ŎƻǾŜǊ ǘƘŜǎŜ ƛƴ ŘŜǘŀƛƭύ 

ï Your Brain 
ï A Voltmeter 
ï Surface Mount Soldering/Hot Air Rework Station 
ï Soldering Stuffs 
ï Magnifying Glass 
ï Microscope 
ï Bus Pirate 
ï Spare Parts 
ï Debugging Interfaces 
ï IDA Pro 

 



Your Brain 

ÅRemember SAFETY SAFETY SAFETY 

ÅElectricity can kill and maim and kill 

ÅAlways be aware of your surroundings when 
soldering 

ÅWear safety glasses 

Å5ƻƴΩǘ ŘƛŜ 

 



A Voltmeter 

ÅAbsolutely needed to do circuit probing 
ÅUsed to test various parts for electrical resistance 
ÅbŜŜŘŜŘ ǘƻ ǘŜǎǘ ǘƘŜ ŎƛǊŎǳƛǘ ǾƻƭǘŀƎŜ ǎƻ ȅƻǳ ŘƻƴΩǘ ŘŜǎǘǊƻȅ 

your Bus Pirate 
ÅCheck diode conductivity 
ÅUSB Volt Meters are great for recording directly to your 

computer 
ÅVolt Meters can go from very cheap all the way into the 

high hundreds (Fluke) 
Å²ŜΩƭƭ ōŜ ǳǎƛƴƎ ŀ Ϸсл ¦{. ƳƻŘŜƭ ŦǊƻƳ SparkFun 

Electronics 
 
 



Surface Mount Soldering/Hot Air 
Rework 

ÅCan be bought on Amazon for ~$160 for a 
decent model 

ÅExtremely good for removing surface mount 
components without destroying your board 

 



Soldering Elements 

Å²ŜΩƭƭ ƴŜŜŘ ǎƻƳŜ ƻŦ ǘƘŜǎŜ ƛǘŜƳǎ ǘƻ ŀŘŘ 
and remove components to the board 

ÅSolder wick (used to remove solder) 

ÅInsulated tweezers or micro-forceps 

ÅSolder 

ÅFlux 

ÅChip puller 



Magnifying Glass 

ÅGo to amazon, they can be found cheaply 
there 

Å²ŜΩǊŜ ǳǎƛƴƎ ŀ ǊŀǘƘŜǊ ŜȄǇŜƴǎƛǾŜ ƻƴŜ όϤϷмулύΣ 
but they can be super cheap and effective 

ÅThe higher power, the better 

ÅaŀƪŜ ǎǳǊŜ ƛǘΩǎ Ǝƻǘ ŀ ƭƛƎƘǘ 

ÅPro-tip: Get some Rain-x or anti-fog spray so 
ȅƻǳ ǿƻƴΩǘ ŦƻƎ ǳǇ ȅƻǳǊ Ǝƭŀǎǎ ǿƘŜƴ ȅƻǳ ŜƴŘ ǳǇ 
breathing on it 

 



USB Microscope 

ÅUsed for all kinds of micro examination 

Å{ƻƳŜ ǘƘƛƴƎǎ ǿŜΩƭƭ ǳǎŜ ƛǘ ŦƻǊ 

ïExamining contacts for broken solder 

ïChip numbers (very important) 

ïBoard traces 

ïAnything else we find on our desk when we get 
board 



A Bus Pirate 

ÅNo, not that kind of pirate 
Å¦ǎŜŘ ǘƻ ǊŜŀŘ ŀƴŘ ǿƛǊŜ ǘƻ ŀƭƳƻǎǘ ŜǾŜǊȅ Ǌŀǿ άōǳǎ 
ǇǊƻǘƻŎƻƭέ όŀƭƳƻǎǘύ 
ÅVery gentle learning curve 
ÅNot the best for scripting for things we like to do 

such as dumping SPI flash or I2C in an automated 
way. 
ÅVery active community 

ÅGo get one 
(https:// www.sparkfun.com/products/9544) 

 
 

https://www.sparkfun.com/products/9544
https://www.sparkfun.com/products/9544
https://www.sparkfun.com/products/9544


Spare Parts 

ÅeBay is great for spare parts. Search for 
άǎŀƳǇƭŜ ǇŀŎƪǎέ ǘƘŀǘ Ŏƻƴǘŀƛƴ ǊŜǎƛǎǘƻǊǎΣ 
capacitors, inductors, diodes, LEDs, etc. 

ÅSpare parts are needed to replace blown one. 
You will at some point wreck one (or more) of 
these on a board 

Å!ƴ ŜȄŀƳǇƭŜ ƻŦ ǘƘŜ ǿŀȅ ǿŜΩƭƭ ǳǎŜ ǘƘŜǎŜ 
ïUsing a resistor to tie a pin to ground or VCC to 

change signals on chips 

 



PARTS! 



Debugging Interfaces 

ÅLŦ ǘƘŜ ŘŜǾƛŎŜ ȅƻǳΩǊŜ ǘŜǎǘƛƴƎ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀ 
JTAG (Joint Test Action Group) interface, we 
can put one on 

ÅA good debugging set will contain 
ïJTAGs 

ïA BDM (Background Debugger Mode Interface) 

ïISP (In-System Programming) Device 

ÅWe will use all these in various ways to access 
the device software/firmware 



IDA Pro 

ÅTotally worth it, single best way to disassemble 
and analyze software 
Å¢ǳǊƴǎ ǘƘŜ ŎƻƳǇƛƭŜŘ ŎƻŘŜ ƛƴǘƻ ά/ ƭƛƪŜέ ŎƻŘŜ ŦƻǊ 

analysis 
ÅDownside, bit on the expensive side 
ÅHex-Rays also have x86 32bit and ARM 

decompilers. 
ÅIDA (https://www.hex-

rays.com/products/ida/index.shtml)  

https://www.hex-rays.com/products/ida/index.shtml
https://www.hex-rays.com/products/ida/index.shtml
https://www.hex-rays.com/products/ida/index.shtml


IDA Easy / Hex Editor Hard 



Define The Device 

ÅWhat is its marketing name? 

ÅIs it a third party device (i.e. cable modem)? 

ÅDoes it have a non-obvious name? 

ÅDoes it have a part number from the 
manufacture? 

ÅDoes it have an FCC ID? 



Marketing Name 

ÅThe OEM Process introduces a lot of hardware 
ƻǳǘ ǘƘŜǊŜ ǘƘŀǘΩǎ ŀŎǘǳŀƭƭȅ ŎƻƳƳƻŘƛǘȅΦ   

ï! ƭŀǊƎŜ ƴǳƳōŜǊ ƻŦ t/ ōŀǎŜŘ άǎŜŎǳǊŜ ŀǇǇƭƛŀƴŎŜǎέ 
are rebranded Intel servers. 

ÅEMC devices 

Å{ǳƴΩǎ ±нл ŀƴŘ ±пл ƭƛƴŜǎ 

ÅRSA Appliances 

 



Third-Party Devices 

ÅDid someone give it to you or your company? 



Non-Obvious Names and Knockoffs 

ÅWonderful Chinese knock offs like: 

ïThe HiPhone or the APhone A6 (Running Android 
Jelly Bean) 

 

 



Manufactures Part Numbers 



Board Markings 

 



FCC IDs 

ÅFCC IDs are required for almost all modern 
electronic devices  

Å¢Ƙƛǎ ƛǎ ŎŀǳǎŜŘ ōȅ ǘƘŜ wC ŜƳƛǎǎƛƻƴ ǘƘŜȅ άƳƛƎƘǘέ 
have during operation 

ÅThey will always have them if they have a 
radio transmitter 

 



C// L5ǎ /ƻƴǘΩŘ 

ÅWe can find the ID in a nice database 
(http://transition.fcc.gov/oet/ea/fccid/) 

ÅFCC IDs have 2 parts 
ïThe Grantee Code (first three letters) 
ïProduct Code (the rest) 

ÅExample: iPad mini with FCC ID BCGA1455 
ïIf we search for it we get 26 results 
ïClick the detail of the top entry and get all the filing documents 
ïChose Internal 2 (we just like it) 
ïSee the pretty insides 
ïWe can get all kinds of stuff in these documents like user 

manuals and more diagrams/drawings 
 

http://transition.fcc.gov/oet/ea/fccid/


C// L5ǎ tŀǊǘ мрΧ 9ǊǊ оΦ 



No Board Numbers!?! 

ÅwŜƳŜƳōŜǊ ǘƘŀǘ ŎƘƛǇǎ ŘƻƴΩǘ ƭƛŜ όƴƻǊƳŀƭƭȅύ 

ÅCatalog the chips on the board (take lots of 
photos) 

Å[ƻǘǎ ƻŦ άŎǳǎǘƻƳέ ŎƘƛǇǎ ŎƻƳŜ ŦǊƻƳ ŜȄŎŜǎǎ ŀƴŘ 
end up on eBay or chip wholesalers  

ÅAn example would be a device labeled 
άSpansionέ Ƙŀǎ ŀ ƘƛƎƘ ŎƘŀƴŎŜ ƻŦ ōŜƛƴƎ ŀ b!b5 
flash EEPROM device  



How To Get Chip Information 

Åaƻǎǘ ŎƘƛǇ ƳŀƴǳŦŀŎǘǳǊŜǎ ǿƛƭƭ άǇǊƛǾŀǘŜ ƳŀǊƪŜǘέ 
parts that are very close to their public market 
chips 
ïMarvell, for example, makes a large number of 

silicon devices for Seagate, Western Digital, and 
Samsung 

ï¢ƘŜǎŜ άǇǊƛǾŀǘŜ ŎƘƛǇǎέ ŀǊŜ ǳǎǳŀƭƭȅ ŜƳōŜŘŘŜŘ !wa 
processors with additional parts like memory IO 
peripherals (Marvell uses an 88i prefix code for 
these a lot of these chips)  



Iƻǿ ¢ƻ DŜǘ /ƘƛǇ LƴŦƻǊƳŀǘƛƻƴ /ƻƴǘΩŘ 

ÅYou can often derive information about a given 
chip from similar chips by the manufacture 
ïRemember all chip manufactures have a NRE cost to 

their chips, so the more they can reuse designs the 
better 

ïYou can get things like the location of JTAG or BDM 
ports, pins to apply voltage to, addressing, data, bus 
connections, etc. 

ïWe can also make some educated guesses about 
whether a chip might be a SPI Flash or I2C EEPROM 
device  



Iƻǿ ¢ƻ DŜǘ /ƘƛǇ LƴŦƻǊƳŀǘƛƻƴ /ƻƴǘΩŘ 

ÅYou can get all kinds of information from 
public sources 

ïDƻƻƎƭŜ όǿƘƻ ŘƻŜǎƴΩǘ ǳǎŜ Google?) 

ïMouser 

ïDigiKey 

ïManufactures website 

ïCall the manufacture, sales people love to talk 

 

 



Iƻǿ ¢ƻ DŜǘ /ƘƛǇ LƴŦƻǊƳŀǘƛƻƴ /ƻƴǘΩŘ 

ÅWays to identify a component 

ïLook for logos (used to save space) 

ïLookup visual chip directories 

Åhttp://how -
to.wikia.com/wiki/Howto_identify_integrated_circuit_(
chip)_manufacturers_by_their_logos/all_logos 

Åhttp://www.advanced-tech.com/ic_logos/ic_logos.htm 

 

http://how-to.wikia.com/wiki/Howto_identify_integrated_circuit_(chip)_manufacturers_by_their_logos/all_logos
http://how-to.wikia.com/wiki/Howto_identify_integrated_circuit_(chip)_manufacturers_by_their_logos/all_logos
http://how-to.wikia.com/wiki/Howto_identify_integrated_circuit_(chip)_manufacturers_by_their_logos/all_logos
http://how-to.wikia.com/wiki/Howto_identify_integrated_circuit_(chip)_manufacturers_by_their_logos/all_logos
http://www.advanced-tech.com/ic_logos/ic_logos.htm
http://www.advanced-tech.com/ic_logos/ic_logos.htm
http://www.advanced-tech.com/ic_logos/ic_logos.htm


Iƻǿ ¢ƻ DŜǘ /ƘƛǇ LƴŦƻǊƳŀǘƛƻƴ /ƻƴǘΩŘ 

Å{ǘƛƭƭ ŎŀƴΩǘ ŦƛƴŘ ŀƴȅǘƘƛƴƎΚ 

ï̧ ƻǳΩǊŜ ǎŎǊŜǿŜŘ όƧǳǎǘ ƪƛŘŘƛƴƎΣ Ƴƻǎǘƭȅύ 

ÅWe can still succeed 

ïExamine all the board components 

ïLook for the power feed, trace it to the PMIC 
(power regulation components) 

ïIdentify the ground plane, this will help identify 
chips by pin out 

 



Common Layout Components 

ÅSPI chips are laid out like this: 

 

 

 

ÅI2C chips are laid out like this: 

 



Notice anything odd about them? 

ïSPI and I2C can be identified by the position of the 
VSS (ground) and VCC/VDD (positive) in most 
cases 

ïPin 4 and 8 are Ground and VCC.  

ïIf the chip has a write protection tied to the Vcc 
ǘƘǊƻǳƎƘ ŀ пΦтƪ hƘƳ ǊŜǎƛǎǘƻǊ ƛǘΩǎ Ƴƻǎǘ ƭƛƪŜƭȅ ŀ {tL 
flash ROM  
ÅWhy? 

ÅBecause it keeps the chip writable by the software for 
firmware updates 

. 



How To Get Chip Information Fin 

ÅYou should now have enough info to estimate if the 
device is:  
ïA power conservation system 
ïA fully functional computer 
ïA IO sub-processor from a VAX 
ïMystery meat 

ÅAlso remember to take the date into consideration 
ïWhen did the chip arrive on market 
ïIs it out of production now 
ïDoes it have known weaknesses (clock glitching, power 

glitching, differential current draw analysis, other side-
channel attacks, etc.) 



Bring On The Attack - Physical 

Å Epoxy Removal 101 (I hate that stuff) 
ïEpoxy is: 

ÅAn adhesive, plastic, paint, or other stuff made from a class of synthetic 
thermosetting polymers containing epoxide groups 

ïWhat does this mean for us: 
ÅThis stuff is a pain to remove after it dries 
ÅIt could contain some dangerous chemical 
ÅWe use polyfunctional amines, acids, acid anhydidres, phenols, alcohals, and 

thiols ǘƻ ǊŜƳƻǾŜ ǾŀǊƛƻǳǎ ŜǇƻȄƛŜǎΦ 5hbΩ¢ ¢w¸ ¢IL{ !¢ Iha9Φ 

ïSAFETY TIPS: 
ÅDo this ONLY in a well-ventilated area. 
ÅDo this ONLY someplace fireproof. 
ÅDo this ONLY on a TEST DEVICE, not the one you need to get the info from 
ÅDo this with a buddy 
ÅUse a respirator (hard to see, but good not to die) 
ÅBe aware of any DMCA violations you may be running afoul of 

 



Bring On The Attack - Physical 

ÅHeat Removal 
ïThe simplest way to remove epoxy 

ïHeat removal relies on two principles 
ÅThermal differential to cause micro-fracturing between the 

board the epoxy 

ÅMost bonding agents will relax their homopolymerisation 
bonds between 200-500 degrees Centigrade, which will 
allow us to slice them away 

ïThe heat technique can be used on metal-
impregnated epoxies, as well, but may require a much 
ƘƛƎƘŜǊ ǘŜƳǇŜǊŀǘǳǊŜΣ ŀƴŘ ŘŜǎǘǊƻȅ ǿƘŀǘ ȅƻǳΩǊŜ ǿƻǊƪƛƴƎ 
to get at. 



Bring On The Attack - Physical 

ÅHeat removal prerequisites 
ïMore ventilation 
ïA hot air source (Hot air rework station) 
ïA buddy (to pull you off a burning board) 
ïA very sharp Xacto knife with a heat resistant handle 

and a small blade 
ïA very sharp Xacto knife with a heat resistant handle 

and a large blade  
ÅWe use several to allow the hot ones to cool as we keep 

cutting 

ïA magnification station (read what we were talking 
about earlier) 



Bring On The Attack - Physical 

ÅHeat Removal Demo Video  

ÅThe Venue is a little funny about chemical 
experiments on their property. 



Bring On The Attack - Physical 

ÅWhat if the device coms encapsulated in an unusual 
form factor? 

ÅCards 
ïCircuit cards and Laminate Layer Removal 
ÅThis technique was shown by Emerson Tan and Co. 

ïMethylene Chloride Card Facing Technique 
ÅThis technique is appropriate for plastic coated cards, which use a 

flexible layer circuit material to put traces on, but coat it with a 
ƭŀƳƛƴŀǘŜŘ ƭŀȅŜǊ ƻŦ ǇƭŀǎǘƛŎ ƻǾŜǊ ǘƘŀǘ ŎƛǊŎǳƛǘ άōƻŀǊŘέ ƳŀǘŜǊƛŀƭ. 
ÅThe technique works by way of dissolving the bonds between the 

organic molecules in the plastic. 
ÅLǘ ǿƛƭƭ ŎŀǳǎŜ ǘƘŜ ŎŀǊŘΩǎ ƻǳǘŜǊ ǇƭŀǎǘƛŎ ƭŀȅŜǊǎ ǘƻ ǎƭƻǳƎƘ ƻŦŦΣ ƘƻǇŜŦǳƭƭȅ 

leaving the insides in-tact. 
 
 



Bring On The Attack - Physical 

ÅObtaining Concentrated Methylene Chloride 
ïMethylene Chloride is a compound found in a large number of 

household compounds in trace amounts. 
ÅThings like floor refinishing gel are a good bet for low density Methylene 

Chloride.   
ÅIƻǿ ȅƻǳ Řƛǎǘƛƭƭ ƛǘ ƛǎ ōŜȅƻƴŘ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘƛǎ ŘƛǎŎǳǎǎƛƻƴΣ ŀƴŘ ŘǳŜ ǘƻ ƭƛŀōƛƭƛǘȅ LΩƳ 

not going to cover it.  

ïWe will say, if you figure out how, do it outside and be very careful. 
Talk to a chemist, not the Internet. 

ïYou can also order it online. 
ïSafety Precautions 

ÅBe sure to use Nitrile gloves to the elbow, and a metal pan!   
ÅNitrile is non-reactive with Methylene Chloride. 
ÅMetal is non-reactive with Methylene Chloride. (Non-alkali metals, like 

stainless steel, or aluminum really.)  
Å5hbΩ¢ 5h ¢IL{ !¢ Iha9Η 

 



Bring On The Attack - Physical 

ÅBack to the fun! 

ÅwŜƳƻǾƛƴƎ ǘƘŜ ŎŀǊŘΩǎ ƻǳǘŜǊ ƭŀȅŜǊǎΥ 

ïIn order to remove the cards outer layers, steep 
the card in the gel. 

ïDepending on how concentrated the methylene 
chloride is, and what the ambient temperature is, 
it will take between 5 and 30 minutes to dissolve 
the outer layers on the card. 



Bring On The Attack - Physical 

ÅOur victim before: 

ïPayPal OTP (One Time Password) Card 

ïStill has a case on it 

ï²Ŝ ŘƻƴΩǘ ƭƛƪŜ ǘƘŀǘ 


