Methodologies For Hacking
Embedded Security Appliances

(How we break really expensive
boxes)
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About The Speakers

A Mark Carey is the Chief Scientist for Peak
Security.

I Over 22 years of experience in engineering and
security.

- Keeper of secrets, bringer of ideas.

A Rob Bathurst if the VP of Engineering.

I Has over 12 years in security design and krge
scale engineering projects.

i Herder of cats, wrangler of interns.
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Peak Security, Inc.

A The Company

I Peak Is a veteran owned small business
specializing In innovation and creative solutions to
security problems.

I If you have a security problem, that no one else
can help with, you might be able to hire the
DK2aU00dza0SNBRT FlFAfAY3I |

AJust kidding
I http://www.peaksec.com
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http://www.peaksec.com

Before We Get Started

A2 SQR tA1S G2 O0KFYy]l az2y
work helped us make this possible

'|'
" Cf & f glicbh de0ice attacks

- Joe Grand (You should all know him from TV)
Emerson Tan (The wonders of methylene chloride)

(http://www.flylogic.net/blog/)
OPSNEZ2YS 9gK2Qa SOSNI aONB
ARM, MIPS, etc.

Finally to our families who gave us support as we
littered our houses with archaic electronics
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Methodologies

A Problems with the industry

I The security industry has very few public methods
for hardware evaluation

ialyeé O2YAaAARSNI AGO G2 oS
I We have organizations that create methods (SANX

OWASP, etc.), but none that have a good one for
hardware
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Defining A Good Method

A Must be repeatable by a competent
hardware/software engineer

A Must not require unreasonable equipment
A Must not require huge $$$

A With a little effort and desire can actually be
completed
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Addressing The Gap

ACKS aSNASa 2F auasSLia ¢S
evaluate a device for possible security
vulnerabilities

A Show a series of repeatable tasks that will allow
you to begin the hardware and software
evaluation

A2 SQff oS adltyRAY3 dzLJd |
community to be used to share information on
devices that people are working on cracking
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Getting Down To Business

A 2dQftf ySSR I FS¢ (1Seé& LASOSa 27F L
A g/loosg (g)f these items are not expensive and can be acquired for-$500
1
Al FTSg 2F UKS o0A3 AGSYa 6¢SQff 0O2¢
I Your Brain
A Voltmeter
Surface Mount Soldering/Hot Air Rework Station
Soldering Stuffs
Magnifying Glass
Microscope
Bus Pirate
Spare Parts
Debugging Interfaces

|
|
|
|
1
:
|
|
|
I IDA Pro
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Your Brain

A Remember SAFEBAFETSAFETY
A Electricity can kill and maim and kill

A Always be aware of your surroundings when
soldering

A Wear safety glasses
A52y Qi RAS
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A Voltmeter

A Absolutely needed to do circuit probing
A Used to test various parts for electrical resistance

PN U~ A . U

AbSSRSR (2 0Sait UKS OANDdz
your Bus Pirate

A Check diode conductivity

A USB Volt Meters are great for recording directly to your
computer

A Volt Meters can go from very cheap all the way into the
high hundreds (Fluke)

A2SQff 0S dzaAy3 ISpakEun ! { .
Electronics
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Surface Mount Soldering/Hot Air
Rework
A Can be bought on Amazon for ~$160 for a
decent model

A Extremely good for removing surface mount
components without destroying your board




Soldering Elements

A2 SQff YySSR az2ys 2F G¢
and remove components to the board
A Solder wick (used to remove solder)
A Insulated tweezers or micrforceps 4 ..
A Solder 2 I

A Flux

A Chip puller
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Magnifying Glass

A Go to amazon, they can be found cheaply
there

A2 SQNB dzaAy 3 | NI 0KSNJ
but they can be super cheap and effective

A The higher power, the better

Aal 1S adzNd A0Qa 320 |

A Protip: Get some Rain or antifog spray so

62dz 62y Q0 F23 dzLJ & 2 dz
breathing on it
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USB Microscope

A Used for all kinds of micro examination
A{2YS GKAyYy3IE ¢6SQff dza
I Examining contacts for broken solder
I Chip numbers (very important)
| Board traces

I Anything else we find on our desk when we get
board
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A Bus Pirate

A No, not that kind of pirate

Al &SR U2 NBIFIR I yYR 6ANS
LINE(i202t¢é oIt Yzé"u

A Very gentle learning curve

A Not the best for scripting for things we like to do
such as dumping SPI flash or 12C in an automate
way.

A Very active community

A Go get one
(https:// www.sparkfun.com/products/954y
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Spare Parts

A eBay is great for spare parts. Search for
agal YL S LI O1a¢ OKFG ¢
capacitors, inductors, diodes, LEDs, etc.

A Spare parts are needed to replace blown one.
You will at some point wreck one (or more) of
these on a board

Aly SEFYLX S 2F (GKS &I ¢
I Using a resistor to tie a pin to ground or VCC to

change signals on chips
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Debugging Interfaces

ALT GKS RSOAOS &2dzQNB
JTAG (Joint Test Action Group) interface, we
can put one on

A A good debugging set will contain
I JTAGS
I A BDM (Background Debugger Mode Interface)
I ISP (Ilsystem Programming) Device

A We will use all these in various ways to acces:
the device software/firmware
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IDA Pro

A Totally worth it, single best way to disassemble
and analyze software

ActdzZNya GKS O2YLWAf SR 2 R
analysis
A Downside, bit on the expensive side

A HexRays also have x86 32bit and ARM
decompilers

A IDA https://www.hex-
rays.com/products/ida/index.shtnl
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IDA Easy / Hex Editor Hard
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Define The Device

A What is its marketing name?
Als it a third party device (i.e. cable modem)?
A Does it have a nenbvious name?

A Does it have a part number from the
manufacture?

A Does it have an FCC ID?
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Marketing Name

A The OEM Process introduces a lot of hardwar:
2dzi UOKSNB UGKFGQa | Oic
il fFNBS ydzYoSNI 2F t/ o

are rebranded Intel servers.
AEMC devices

A{ dzy Qa +Hn | YR +
ARSA Appliance -
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Third-Party Devices

A Did someone give it to you or your company?
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Non-Obvious Names and Knockoff:

A Wonderful Chinese knock offs like:

I The HiPhone or the APhone A6 (Running Android
Jelly Bean)




Manufactures Part Numbers




Board Markings
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FCC IDs

A FCC IDs are required for almost all modern
electronic devices

ACKAAd A& Ol dzZaSR 0@ UK
have during operation

A They will always have them if they have a
radio transmitter
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C// L5& /2y

A We can find the ID in a nice database
(http://transition.fcc.gov/oet/ealfccid/)
A FCC IDs have 2 parts
I The Grantee Code (first three letters)
I Product Code (the rest)

A ExampleiPadmini with FCC ID BCGA1455

I If we search for it we get 26 results

i Click the detall of the top entry and get all the filing documents
I Chose Internal 2 (we just like it)
|
|

- See the pretty insides

" We can get all kinds of stuff in these documents like user
manuals and more diagrams/drawings
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No Board Numbers!?!

AwWSYSYOSNI GKI GO OKALKA |

A Catalog the chips on the board (take lots of
photos)

Al 204 2F aOdzaidz2Yé OKAL
end up on eBay or chip wholesalers

A An example would be a device labeled
Spansioa Kl a | KAIK OKI
flash EEPROM device
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How To Get Chip Information

Aa2ald OKALI YI ydzFIl Ol dzNX
parts that are very close to their public market
chips
I Marvell, for example, makes a large number of
silicon devices for Seagate, Western Digital, and
Samsung

I¢CKSAS aLINAGIFGS OKALKAE |
processors with additional parts like memory 10

peripherals (Marvell uses an 88i prefix code for
these a lot of these chips)
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| 26 ¢2 DSO / KALJ L

A You can often derive information about a given
chip from similar chips by the manufacture
I Remember all chip manufactures have a NRE cost to

their chips, so the more they can reuse designs the
better

I You can get things like the location of JTAG or BDM
ports, pins to apply voltage to, addressing, data, bus
connections, etc.

I We can also make some educated guesses about
whether a chip might be a SPI Flash or 12C EEPROM

device
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| 26 ¢2 DSO / KALJ L

A You can get all kinds of information from
public sources
iD223ftS 6gKooBRpbay Qi dza
I Mouser
I DigiKey
I Manufactures website
I Call the manufacture, sales people love to talk
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| 26 ¢2 DSO / KALJ L

A Ways to identify a component
I Look for logos (used to save space)

I Lookup visual chip directories

Ahttp://how -
to.wikia.com/wiki/Howto identify integrated circuit (
chip) manufacturers by their logos/all l0gos

Anttp://www.advancedtech.com/ic logos/ic logos.htm

Ame =N T DK
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| 26 ¢2 DSO / KALJ L

A{GAEE OFLyQi FAYR Fyei
i, 2dzZQNBE 4A4ONBGSR o2dzad 177
A We can still succeed

I Examine all the board components

I Look for the power feed, trace it to the PMIC
(power regulation components)

I Identify the ground plane, this will help identify
chips by pin out
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Common Layout Components

A SPI chips are laid out like this:

ss[]+ s[]vop
miso []2 7|_] AOLD
WP []3 6[_] scK
GND [|4 5] mosI

A 12C chips are laid out like this:

Pin Configurations

Pin Name Function
8-lead PDIP
AO-A1 Address Inputs
L,

SDA Serial Data Aol 1 sbvee
SCL Serial Clock Input A102 7Hwe

NC 3 6 [JSCL
WP Write Protect GND [ 4 5[] SDA
NC No Connect




Notice anything odd about them?

I SPIl and 12C can be identified by the position of the
VSS (ground) and VCC/VDD (positive) iIn most
cases

I PIn 4 and 8 are Ground and VCC.

I If the chip has a write protection tied to thécc
UKNRdz2K | nd1tl1 hKY Nba.
flash ROM

AWhy?

ABecause it keeps the chip writable by the software for
firmware updates
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How To Get Chip Information Fin

A You should now have enough info to estimate if the
device Is:

I A power conservation system
I A fully functional computer

I A lO sulprocessor from a VAX
I Mystery meat

A Also remember to take the date into consideration
I When did the chip arrive on market
I Is it out of production now

I Does it have known weaknesses (clock glitching, power

glitching, differential current draw analysis, other side
channel attacks, etc.)
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Bring On The AttackPhysical

A Epoxy Removal 101 (I hate that stuff)
I Epoxy is:
A An adhesive, plastic, paint, or other stuff made from a class of synthetic
thermosetting polymers containing epoxide groups

I What does this mean for us:
A This stuff is a pain to remove after it dries
A It could contain some dangerous chemical

A We usepolyfunctionalamines, acids, aciahhydidres phenolsalcohals and
thiolsil 2 NBY23S OF NA2dza SLI2EASA® 5hbQt¢

I SAFETY TIPS:
A Do this ONLY in a welentilated area.
A Do this ONLY someplace fireproof.
A Do this ONLY on a TEST DEVICE, not the one you need to get the info from
A Do this with a buddy
A Use a respirator (hard to see, but good not to die)
A Be aware of any DMCA violations you may be running afoul of
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Bring On The AttackPhysical

A Heat Removal

I The simplest way to remove epoxy
I Heat removal relies on two principles

A Thermal differential to cause micifoacturing between the
board the epoxy

A Most bonding agents will relax thetiomopolymerisation

bonds between 20600 degrees Centigrade, which will
allow us to slice them away

I The heat technique can be used on metal

iImpregnated epoxies, as well, but may requwe a much

KAIKSNI GSYLISNY GdzNB s | yR
to get at.
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Bring On The AttackPhysical

A Heat removal prerequisites

I More ventilation

I A hot air source (Hot air rework station)
I A buddy (to pull you off a burnirtwpard)
|

I A very sharp Xacto knife with a heat resistant handle
and a small blade

I A very sharp Xacto knife with a heat resistant handle
and a large blade

AWe use several to allow the hot ones to cool as we keep
cutting

I A magnification station (read what we were talking
about earlier)

¢ @
® ‘0PE/\I-(
d



Bring On The AttackPhysical

A Heat Removal Demo Video

A The Venue is a little funny about chemical
experiments on their property.
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Bring On The AttackPhysical

A What if the device coms encapsulated in an unusual
form factor?

A Cards

| Circuit cards and Laminate Layer Removal
A This technigue was shown by Emerson Tan and Co.

I Methylene Chloride Card Facing Technique

A This technique Is appropriate for plastic coated cards, which use a
flexible layer circuit material to_put traces on, but coat it with a
fFYAYFOGSR fFeSN 27 LX FaGA0O 20¢

A The technique works by way of dissolving the bonds between the
organic molecules in the plastic.

ALG o6Aff OFdzaS GKS O NRQ& 2dzi SN
leaving the insides Hact.

¢ @
® ‘0PE/\I-(
d



Bring On The AttackPhysical

A Obtaining Concentrated Methyler@hloride

I Methylene Chloride is a compound found in a large number of
household compounds In trace amounts

A Things like floor refinishing gel are a good bet for low density Methylene
Chloride.

Al 2¢ e2dz RAaAUOATE AG Aad 0Se2yR 0UKS &ac
not going to cover it.

I Wewill say if you figure out howdo it outside andoe very careful.
Talkto a chemist, not the Internet.

T You can also order it online.
I Safety Precautions

A Be sure to use Nitrile gloves to the elbow, and a metal pan!
A Nitrile is nonreactive with Methylene Chloride.

A Metal is nonreactive with Methylene Chloride. (Nealkali metals, like
stainless steel, or aluminum really.)

A5hbQ¢ 5h ¢IL{ !'!¢ | ha9H
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Bring On The AttackPhysical

A Back to the fun!
AwSY2@0Ay3 (GKS OF NRQa
I In order to remove the cards outer layers, steep
the card Iin the gel

I Depending on how concentrated the methylene
chloride Is, and what the ambient temperature Is,
it will take betweens and 30 minutes to dissolve
the outer layers on the card.
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Bring On The AttackPhysical

A Our victim before:
I PayPal OTP (One Time Password) Card
| Still has a case on it
i2S R2y QO tA1S GKIF O
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