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About Us e e iy

Lucas Apa CarlosPenagos

Vulnerability Research
Exploitation
Cryptography
Reverse Engineering

ICS/SCADA ]

Argentina Colombia
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COMPREHENSIVE COMPUTER SECURITY SERVICES

Agenda

Motivation

Industries and Applications
Wireless Standards

Journey of Radio Encryption Keys
Vendorl Wireless Devices
Vendor2 WirelesPevices
Vendor3Wireless Devices
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COMPREHENSIVE COMPUTER SECURITY SERVICES

Motivation

Critical Infrastructures becoming targets

Insider attacks (Lately)

Devices connected to Internet

nRIF&a (G2 NBIFIOK (KS t[/ 2
Stealth and precise attacks
Incident response at hazardous sites
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Copper wires are used to monitor and control
Corrosion, Ductility, Thermal Conductivity
Cost of wires, trenching, mounting and installation

Industrial Wireless Solutions
Eliminate cosof hardwiring, logistics, installation
Heavy machinery involved
Remote control and administration (Geography)
Minimize Safety Risk & Dangerous Boxes
Adds durability
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Industries and Applications. -

Plungeilift/artificial lift optimization
Wellhead automation

RTUEFM I/O extensions
Cathodigorotection monitoring
Hydrogensulfide (H2Sinonitoring

Oil & Gas

Tanklevel monitoring
Pipelinecathodicprotection
Rectifiervoltage monitoring
Gagliguid flow measurement

Pipelinepressure and valve
monitoring
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Industries and Appllcatlons (2)

Transformertemperature
Naturalgas flow

Poweroutage reporting
Capacitor bank control

KV, Amp, MW, MVAR reading

Energy— Utilities

Remotepumping stations
Watertreatment plants
Water distribution systems

Wastewatersewer collection systems

Waste & Waterirrigation systems/agrlculture
Waste Water € — ‘
blackhat )
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Industrial Wireless Challenge

Defeat electromagnetic interference (EMI)
Handle signadttenuation andreflections
Reliability is far more important than Speed
Higher transmitter power levels

Sitesurveys to assess the consistency and
reliability of the plant

Mainly using 2.4Ghz or 900Mhz (ISM Band)
b2 ao0odzaAySaaéd LINRPG202ft a

black

USA 2013 Sy



EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Cryptographic Key Dlstrlbutlon (WS

Distribute secrets on a large number of nodes
Base stations with clusters surrounding
Limitations:

Deployment in public or hostile locations

Postdeployment knowledge

Limited bandwidth and transmission power
Methods for crypto key distribution:

Out-of-band

In-band

Factory preloaded

black =
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IEEE 802.15.4 St-anpl-ard-- | &

Wireless Radios (Low Power/Speed)

Set the encryption algorithm and AES Key
Upper Layer Responsibility
Each node can have an AClI

MAC for upper layers:

ZigBee
WirelessHart

ISA SP100

IETF IPv6LOWPAN

LSA 2013
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ZlgBeQOO7(Standard Securlty Mode

Suite of high level communlcathmotocols
Based on IEEE 802.15.4 (Low level layers)
ISM radio bands

Trust Center introduced in 2007
Individually Commissioned
( ) /T:

Network Key (AES 12f) — %
(Commissioning tool) ||H
G—
black =

Preiinstalled (Factory Installed)
Managed by the Trust Center
USA 2013
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ZigBedPro 200 /(HighSecurity Mode)

Many enhancements
More memory requirements
New keys introduced

MasterKey TA

Master Key hithWK(ifﬁey
Unsecured Transpott
Out-of-band Techniqud LinkKeyTB
Secureother keys N——— N—
Link Key Il—*El
Unicast
Unique between nodes Masterkey_TA
Netwwork Key
Regenerated at Intervals MasterKey AB MasterKey AB
Needed to join the NWK ) LinkKeyAB LinkKeyAB
blackhat (1)
USA 2013 b
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EndUser Node Key Storage

Shared Secret
Same Firmware or Same Radio Key

Device Company Kesttack
Buy samdevice (BugameKey)
Remove Radio Module
Connect to USB Interface
Interact: APE AT Command Mode
Send frames using the unknowgry

Warning: Not possible if exists a F(élieﬁ‘BEncryption Key

black a2t
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Company Profile (+1990)

Frequency Hopping Wireless Devic

Great for long or short range wireless
SCADA applications

Secure proprietary FHSS with 128 bit A
encryption

Hazardous location approvals, Perfect | °
outdoor Ethernet SCADA or indoor PL(
messaging

30+ miles point to point with high gain
antennas

black hot
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Vendorl Keyistribution = -

df + Sy R2 NRasytt®uBe afd intuitivBefault values built into
the software work well for initial installationand testing making it
easy for firsttime users. <Vendorl Toatranagesall important
settings to ensure that the network performs correcthflUser Guide)

= | RF Encryption: A 128t

Netwark, Narne IndusztrialF acility

—— encryption level key is
suggested for the user.

Blank:No encrypted packets

5-7 CharsField is translated
Into a 40bit encryption level.

1524 CharsField is translated
into a 128bit encryption level.
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Same algorithm

Bad ANSI C function

¢
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220CString@@QAEEXZ : CString::CString(void)

] 3 Time
[esp+2Ch+var_ 4], 1
ds:time

eax ;3 Seed
ds:srand

esp, 8

ecx, [esp+ZBh+var_1C]

Empty@CString@@QAEXXY ; CString::Emptyiv

ebp, ds:rand
[esp+2Bh+var_14], 8

loc_420F3D:

call ebp rand
mov esi, eax
mov edi, 3

oid)
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Attacking Weak PRNG -

C\>passgen.exe

201304-04 21:39:08 =2365136748->knc6gadr40565d3j8hbrs6o0

LSA 2013

e .\‘
(E2Y) N



