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Contact

= Github:
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IMAS - Security Control Mapping

Device Access: Run-time:

App Access:

Data At Rest:

Lightning Connector

MDM Remote Cintrol

IMAS Availability

= Available Today on github

= June 2013: hReader audit refresh

= July / Aug 2013: Active Research

" AuQ ISep 2013: = Time Permitting Research:
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AppStore/ Malware:

Data in Transit:

Out of Scope
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Security Areas:
= App authentication

= Encrypted SQLite

= Data at rest protection

= App at rest security

= Device Passcode check

= Jailbreak detection

= Debugger attach detect

®* FIPS compliance openSSL

= Applicable OWASP Mobile
Risks (6 out of 10)

OWASP Mobile Top 10 Risks

M1 - Insecure
Data Storage
M7 - Security

Decisions Via
Untrusted Inputs

MS9 - Broken
Cryptography

MS5 - Poor
Authorizationand
Authentication

M8 - Side Channel
Data Leakage

M10 - Sensitive
Information
Disclosure



