
 
 

SOCIAL KLEPTO 
Silent Corporate Espionage under Your Nose 

 
By Barracuda Labs 



SOCIAL KLEPTO:  The Facts 
u  What 
•  The one who infiltrates and then abuses social networks to glean vital, sensitive 

business intelligence from key employees within your organization  

u  Why 
•  Because stealing money is illegal and stealing customers is not 
•  No physical hacking involved; out of target network 

u  How 
•  Comfort level on social networks: Facebook, Twitter, Google+, LinkedIn 
•  Too much company and employee information on the Internet 
•  Big data analysis 



STEALING CUSTOMERS: The Old Way 
u  2011: Marcone Supply vs. 1st Source Servall 

u  New York Supreme Court 

u  Two sales reps left with old customer lists 

u  Took list of 3,300 existing customers 

u  Resulted in 640 customers stolen 

u  $12 million in revenue loss 

u  About 4% of the overall revenue 

“A few months after 
the deal closed, 
however, Marcone 
noticed that many of  
Wagner's best 
customers were no 
longer placing orders." 



HOW MUCH IS A CUSTOMER WORTH? 
u  Formula 
•  CLV :  Customer Lifetime Value 

•  CLV = M * ( R / (1+I-R)) 

•  M = Annual Gross Profit 

•  R = Customer Retention Rate 

•  I = Discount Rate 

u Example 
•  Network Security Service 

•  $200K/Year Gross Revenue 

•  $60K/Year Gross Profit 

•  Retention Rate = 90% 

•  Discount Rate = 10% 

•  CLV = $60,000 ( 0.9/(1+0.1-0.9)) 

•           = $270,000 



VALUE OF A “SALES QUALIFIED LEAD” 
LEAD%STAGE% CONVERSION%

RATE%
RATIO%TO%
CUSTOMER% LEAD%VALUE%

INQUIRIES( 3%( 505.1 $535  

MARKETING(QUALIFIED(LEADS( 55%( 15.2 $17,820  

SALES(ACCEPTED(LEADS( 40%( 8.3 $32,400  

SALES(QUALIFIED(LEADS( 30%( 3.3 $81,000  

NEW(CUSTOMERS(
  

1 $270,000((

!



Social Klepto: How To 



STEPS TO STEALING LEADS 
1.  Create bait (fake) LinkedIn accounts 

2.  Connect with sales representatives at competitors 

3.  Monitor activity and new connections of that competitor  

4.  Identify new qualified leads with appropriate data 
analysis tools 

5.  Contact and steal the lead 



1.  Customer Prospect 

2.  Job Recruiter 

3.  Old Colleague 

4.  Good-Looking Person 

FOUR TYPES OF BAITS 



HOW TO MAKE ‘CUSTOMER PROSPECT’ 
u  Blend Job History and Descriptions from similar people 

u  Join industry-related LinkedIn Groups 

u  Connect with people in the industry or around the target 

u  Monitor for 2nd & 3rd level connections 

u  Send requests to targets 



HOW TO MAKE ‘OLD COLLEAGUE’ 
u  Choose low-level position at target company 

u  Connect with others from the same company 

u  Monitor for 2nd & 3rd level connections 

u  Send requests to targets 



HOW TO MAKE ‘JOB RECRUITER’ 
u  Stage the account, set appropriate profile content (e.g., 
recruiting experiences, open connector, etc.) 

u  Connect with people around the target 

u  Monitor for 2nd & 3rd level connections 

u  Send mail about higher-level job opening 



HOW TO MAKE ‘GOOD LOOKING PERSON’ 



WAYS TO BUILD A CONNECTION BASE 
1.  Send a lot of requests 

2.  Connect to a network of fake accounts 

3.  Buy connections 

4.  Set account as “open to accept” accounts 



BUYING CONNECTIONS / OPEN CONNECTORS 



SOCIAL KLEPTO WEB INTERFACE 



CREATE BAIT ACCOUNTS 



Company X 
Barracuda 













RESULTS 



FORTUNE 50 QUALIFIED LEAD 



RENEWAL / DISPLACEMENT OPPORTUNITY 



MAJOR SALES PROJECT UNDERWAY 



HOW TO NOT GET ROBBED 



CHANGE DEFAULT PROFILE SETTINGS 



TURN OFF ACTIVITY BROADCASTS 



CHROME EXTENSION:  
 ONE-CLICK LINKEDIN PRIVACY SETTINGS 

https://chrome.google.com/webstore/detail/one-click-privacy-setting/ndbgecgajaalmppafcopncbpblkgikif 

http://bit.ly/cuda1click 

 

 



OTHER USES OF SOCIAL KLEPTO 
•  M&A Intel 

•  Hiring Intelligence 



Thank You 


