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–  Installa?on	
  Op?ons	
  
–  Recommended	
  Base	
  
Configura?on	
  

•  OWASP	
  Core	
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  Set	
  
–  GitHub	
  Repo	
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  Tests	
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  DAST	
  XML	
  to	
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  Patches	
  

•  Advanced	
  Usage	
  
Examples	
  
–  DAST/WAF	
  Integra?on	
  
–  HMAC	
  Token	
  Valida?on	
  
–  Bayesian	
  Analysis	
  

•  Trustwave	
  SpiderLabs	
  
Commercial	
  Rules	
  Feed	
  
–  Virtual	
  Patches	
  
–  IP	
  Reputa?on	
  
– Malware	
  Detec?on	
  



http://www.modsecurity.org/ 



Web	
  Server	
  PlaWorm	
  (IIS/Nginx)	
  

ModSecInit()	
  

ModSecNewConnec?on()	
  

ModSecNewRequest()	
  

ModSecProcessRequest()	
  

Lightweight	
  Apache	
  Layer	
  

APR	
  

PCRE	
  

Libxml	
  

Lua	
  

ModSecurity	
  
SecRuleEngine	
   SecAuditEngine	
   SecRule	
  

Cross-­‐PlaForm	
  Support:	
  
Standalone	
  ModSecurity	
  API	
  



•  Install	
  Binaries	
  from	
  OS	
  Repositories	
  
–  Fedora	
  Core,	
  CentOS	
  and	
  RedHat	
  Enterprise	
  Linux	
  

•  #	
  yum	
  install	
  mod_security	
  
–  Debian	
  or	
  Ubuntu	
  

•  #	
  apt-­‐get	
  install	
  libapache-­‐mod-­‐security	
  
•  Web	
  Admin	
  Panels	
  

•  cPanel	
  
•  Pros	
  

–  Easy	
  Installa?on	
  
•  Cons	
  

– May	
  not	
  be	
  the	
  latest	
  version	
  

InstallaJon	
  OpJons	
  –	
  OS	
  Repos	
  



InstallaJon	
  OpJons	
  -­‐	
  MSI	
  Installer	
  



•  Download	
  Source	
  Archive	
  
–  $	
  wget	
  h=p://www.modsecurity.org/download/modsecurity-­‐

apache_2.7.0.tar.gz	
  
•  Download	
  from	
  Repository	
  

–  svn	
  export	
  h=ps://mod-­‐security.svn.sourceforge.net/svnroot/mod-­‐security/
m2/trunk	
  modsecurity-­‐trunk	
  

•  Dependencies	
  
–  Required	
  

•  Apache	
  Portable	
  Run?me	
  (APR)	
  
•  APR-­‐U?l	
  
•  Mod_unique_id	
  
•  PCRE	
  
•  libxml2	
  

–  Op?onal	
  
•  Lua	
  5.1	
  
•  libcurl	
  

InstallaJon	
  OpJons	
  –	
  Source	
  Code	
  



•  Configure	
  
–  $	
  ./configure	
  

•  New	
  Performance	
  Op?ons	
  for	
  v2.7.0	
  
–  -­‐-­‐enable-­‐pcre-­‐jit	
  
–  -­‐-­‐enable-­‐lua-­‐cache	
  

•  Make	
  
–  $	
  make	
  

•  Make	
  Install	
  
–  $	
  sudo	
  make	
  install	
  

•  Ac?vate	
  in	
  h6pd.conf	
  
–  LoadFile	
  /usr/lib/libxml2.so	
  
–  LoadFile	
  /usr/lib/liblua5.1.so	
  
–  LoadModule	
  security2_module	
  modules/mod_security2.so	
  

ConfiguraJon,	
  CompilaJon	
  and	
  
InstallaJon	
  



Example	
  Config	
  AcJvaJon	
  



OWASP	
  ModSecurity	
  Core	
  Rule	
  Set	
  
(CRS)	
  



Download	
  from	
  GitHub	
  Repo	
  



$ ./rulestest.pl -s 127.0.0.1:80 tests/*41* 
 

ModSecurity rules test report generated to STDOUT on Wed Oct 17 10:08:28 
2012 
Produced by rulestest.pl, (c) Trustwave Holdings Inc, 2012 

 

## reading tests file rulestest.conf 

 

## reading tests file tests/modsecurity_crs_41_sql_injection_attacks.tests 

OK: SQL Comment Sequence Detected (981231) (sig=%E2%80%98%20or%201%3D1--
%20-,hostname=mysite), status = 403, no events received 

OK: SQL Comment Sequence Detected (981231) (sig=SELECT%2F*avoid-spaces*
%2Fpassword%2F**%2FFROM%2F**%2FMembers,hostname=mysite), status = 403, no 
events received 

OK: SQL Comment Sequence Detected (981231) (sig=%E2%80%98%20or
%201%3D1%23%0A,hostname=mysite), status = 403, no events received 

… 

Use	
  Regression	
  Test	
  Suite	
  



CRS	
  Demo	
  

http://www.modsecurity.org/demo/ 



CRS	
  Demo	
  

http://www.modsecurity.org/demo/ 



OWASP	
  Zed	
  A=ack	
  Proxy	
  (ZAP)	
  

https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project 



<aler?tem>	
  
	
  	
  <pluginid>40005</pluginid>	
  
	
  	
  <alert>SQL	
  InjecJon</alert>	
  
	
  	
  <riskcode>3</riskcode>	
  
	
  	
  <reliability>1</reliability>	
  
	
  	
  <riskdesc>High	
  (Suspicious)</riskdesc>	
  
	
  	
  <desc>SQL	
  injec?on	
  is	
  possible.	
  	
  User	
  parameters	
  submi6ed	
  will	
  be	
  formulated	
  into	
  a	
  SQL	
  query	
  for	
  database	
  
processing.	
  	
  If	
  the	
  query	
  is	
  built	
  by	
  simple	
  'string	
  concatena?on',	
  it	
  is	
  possible	
  to	
  modify	
  the	
  meaning	
  of	
  the	
  query	
  by	
  
carefully	
  crahing	
  the	
  parameters.	
  	
  Depending	
  on	
  the	
  access	
  right	
  and	
  type	
  of	
  database	
  used,	
  tampered	
  query	
  can	
  be	
  
used	
  to	
  retrieve	
  sensi?ve	
  informa?on	
  from	
  the	
  database	
  or	
  execute	
  arbitrary	
  code.	
  	
  MS	
  SQL	
  and	
  PostGreSQL,	
  which	
  
supports	
  mul?ple	
  statements,	
  may	
  be	
  exploited	
  if	
  the	
  database	
  access	
  right	
  is	
  more	
  powerful.	
  
	
  	
  	
  	
  	
  	
  	
  	
  This	
  can	
  occur	
  in	
  URL	
  query	
  strings,	
  POST	
  paramters	
  or	
  even	
  cookies.	
  	
  Currently	
  check	
  on	
  cookie	
  is	
  not	
  supported	
  
by	
  Paros.	
  	
  You	
  should	
  check	
  SQL	
  injec?on	
  manually	
  as	
  well	
  as	
  some	
  blind	
  SQL	
  injec?on	
  areas	
  cannot	
  be	
  discovered	
  by	
  
this	
  check.	
  
	
  	
  	
  	
  	
  	
  	
  	
  </desc>	
  
	
  	
  <uri>h=p://192.168.168.128/vicnum/vicnum5.php</uri>	
  
	
  	
  <param>player</param>	
  
	
  	
  <a6ack>test%27INJECTED_PARAM'INJECTED_PARAM</a6ack>	
  
-­‐-­‐CUT-­‐-­‐	
  
</aler?tem>	
  
	
  

ZAP	
  (v	
  1.4)	
  XML	
  Report	
  Data	
  

https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project 



Auto-­‐Convert	
  DAST	
  XML	
  to	
  
ModSecurity	
  

https://github.com/SpiderLabs/owasp-modsecurity-crs/tree/master/util 



$ ./zap2modsec.pl -f zap-vicnum.xml 
=========================================================== 
Vulnerability[3] -  Type: SQL Injection 
Found a SQL Injection vulnerability. 
Validating URL: http://192.168.168.128/vicnum/vicnum5.php 
URL is well-formed 
Continuing Rule Generation 
Current vulnerable Param(s): player 
SQL Injection (uricontent and param) rule successfully generated and 
saved in ./modsecurity_crs_48_virtual_patches.conf. 
=========================================================== 
--CUT-- 
 
************ END OF SCRIPT RESULTS ***************** 
Number of Vulnerabilities Processed:  5 
Number of ModSecurity rules generated:   2 
Number of Unsupported vulns skipped:     2 
Number of bad URLs (rules not gen):      0 
**************************************************** 
 

Script	
  Usage	
  



# 
# OWASP ZAP Virtual Patch Details: 
# ID: 13 
# Type: SQL Injection 
# Vulnerable URL: vicnum/vicnum5.php 
# Vulnerable Parameter: player 
# 
SecRule REQUEST_FILENAME "vicnum/vicnum5.php" "chain,phase:
2,t:none,block,msg:'Virtual Patch for SQL 
Injection',id:'13',tag:'WEB_ATTACK/SQL_INJECTION',tag:'WASCTC/
WASC-19',tag:'OWASP_TOP_10/A1',tag:'OWASP_AppSensor/CIE1',tag:'PCI/
6.5.2',logdata:'%{matched_var_name}',severity:'2'" 
        SecRule &TX:'/SQL_INJECTION.*ARGS:player/' "@gt 0" 
"setvar:'tx.msg=%{rule.msg}',setvar:tx.sql_injection_score=+%
{tx.critical_anomaly_score},setvar:tx.anomaly_score=+%
{tx.critical_anomaly_score}" 
 

New	
  Virtual	
  Patches	
  



•  In	
  order	
  to	
  integrate	
  DAST/WAF,	
  
the	
  scanner	
  needs	
  to	
  be	
  run	
  as	
  a	
  
service	
  
– Not	
  as	
  a	
  client	
  desktop	
  app	
  
– Need	
  an	
  API	
  Service	
  

•  Using	
  Arachni	
  Scanner	
  
– Wri6en	
  by	
  Tasos	
  Laskos	
  
(@Zap0tek)	
  

– Developed	
  in	
  Ruby	
  
–  XMLRPC	
  service	
  

DAST	
  <-­‐>	
  WAF	
  IntegraJon	
  

http://arachni-scanner.com/ 



Web	
  Client	
  
• Sends	
  web	
  request	
  
• This	
  ini?ates	
  web	
  
assessment	
  of	
  resource	
  
(e.g.	
  login	
  page)	
  

Web	
  Server	
  w/
ModSecurity	
  
• Use	
  Lua	
  API	
  to	
  
communicate	
  w/Arachni	
  
RPC	
  

•  Ini?ate	
  Scan	
  
• Pull	
  Report	
  
• Update	
  Protec?ons	
  

Arachni	
  Scanning	
  
Host	
  
• RPC	
  Service	
  
• Targeted	
  Assessments	
  
• Generate	
  Reports	
  

WAF	
  <-­‐>	
  DAST	
  IntegraJon	
  Workflow	
  

HTTP	
  
RPC	
  

Assess	
  Resource	
  



•  Ini?ate	
  an	
  Arachni	
  Scan	
  
SecRule &RESOURCE:ARACHNI_SCAN_COMPLETED "@eq 0" 
"chain,phase:5,t:none,log,pass" 

 SecRule &ARGS "@gt 0" "exec:/etc/apache2/
modsecurity-crs/base_rules/arachni_integration.lua” 

 

•  Disable	
  ModScurity	
  for	
  Arachni	
  Scanning	
  
SecRule REMOTE_ADDR "@ipMatch 192.168.168.128" 
"chain,phase:1,t:none,nolog,pass" 

 SecRule REQUEST_HEADERS:User-Agent 
"@beginsWith Arachni/" "ctl:ruleEngine=Off" 

ModSecurity	
  Rules	
  



1.   192.168.168.1 - - [05/Apr/2012:11:35:47 -0400] "POST /vicnum/vicnum5.php 
HTTP/1.1" 200 1022 "http://192.168.168.128/vicnum/" "Mozilla/5.0 
(Macintosh; Intel Mac OS X 10.6; rv:11.0) Gecko/20100101 Firefox/11.0” 

 

Apache	
  Access	
  Log	
  



Lua: Executing script: /etc/apache2/modsecurity-crs/base_rules/
arachni_integration.lua 
Arachni: Host: 192.168.168.128 
Arachni: Filename: /vicnum/vicnum5.php 
Arachni: URL to scan is: http://192.168.168.128/vicnum/vicnum5.php 
Arachni: Request Method is: POST 
Arachni: Arg Name: player and Value: test. 
Arachni: Updated ARGS table is: --- 
player: test 
 
Arachni: Updated Cookies table is: --- {} 
 
Arachni: Yaml output of vectors is: --- 
- inputs: 
    player: test 
  type: form 
  method: POST 
  action: http://192.168.168.128/vicnum/vicnum5.php 
 

Scanning	
  Script	
  IniJated	
  



I, [2012-04-05T11:33:32.006918 #3771]  INFO -- System: RPC Server started. 
I, [2012-04-05T11:33:32.007164 #3771]  INFO -- System: Listening on 192.168.168.128:44604 
I, [2012-04-05T11:35:47.390623 #3746]  INFO -- Call: dispatcher.dispatch [192.168.168.128] 
I, [2012-04-05T11:35:47.419363 #3748]  INFO -- Call: modules.load [192.168.168.128] 
Arachni - Web Application Security Scanner Framework v0.4.1 [0.2.5] 
       Author: Tasos "Zapotek" Laskos <tasos.laskos@gmail.com> 
                                      <zapotek@segfault.gr> 
               (With the support of the community and the Arachni Team.) 
 
       Website:       http://github.com/Zapotek/arachni 
       Documentation: http://github.com/Zapotek/arachni/wiki 
 
 
I, [2012-04-05T11:35:47.451187 #3748]  INFO -- Call: plugins.load [192.168.168.128] 
I, [2012-04-05T11:35:47.447358 #3837]  INFO -- System: RPC Server started. 
I, [2012-04-05T11:35:47.453383 #3837]  INFO -- System: Listening on 192.168.168.128:61420 
I, [2012-04-05T11:35:47.459832 #3748]  INFO -- Call: opts.set [192.168.168.128] 
I, [2012-04-05T11:35:47.487119 #3748]  INFO -- Call: framework.run [192.168.168.128] 

Arachni	
  RPC	
  Service	
  



Re-retrieving collection prior to store: resource 
Wrote variable: name "__expire_KEY", value "1333644233". 
Wrote variable: name "KEY", value "192.168.168.128_/vicnum/vicnum5.php". 
Wrote variable: name "TIMEOUT", value "3600". 
Wrote variable: name "__key", value "192.168.168.128_/vicnum/vicnum5.php". 
Wrote variable: name "__name", value "resource". 
Wrote variable: name "CREATE_TIME", value "1333640632". 
Wrote variable: name "UPDATE_COUNTER", value "1". 
Wrote variable: name "min_pattern_threshold", value "50". 
Wrote variable: name "min_traffic_threshold", value "100". 
Wrote variable: name "arachni_scan_initiated", value "1". 
Wrote variable: name "arachni_instance_info_port", value "30118". 
Wrote variable: name "arachni_instance_info_token", value "c5ab2feb9072ed8e7737f7d526e7b254". 
Wrote variable: name "traffic_counter", value "1". 
Wrote variable: name "request_method_counter_POST", value "1". 
Wrote variable: name "NumOfArgs_counter_1", value "1". 
Wrote variable: name "args_names_counter_player", value "1". 
Wrote variable: name "ARGS:player_length_4_counter", value "1". 
Wrote variable: name "ARGS:player_alpha_counter", value "1". 
Wrote variable: name "LAST_UPDATE_TIME", value "1333640633". 
Persisted collection (name "resource", key "192.168.168.128_/vicnum/vicnum5.php"). 

ModSecurity’s	
  RESOURCE	
  CollecJon	
  



1.   192.168.168.1 - - [05/Apr/2012:11:35:47 -0400] "POST /vicnum/vicnum5.php 
HTTP/1.1" 200 1022 "http://192.168.168.128/vicnum/" "Mozilla/5.0 
(Macintosh; Intel Mac OS X 10.6; rv:11.0) Gecko/20100101 Firefox/11.0" 

2.   192.168.168.128 - - [05/Apr/2012:11:35:48 -0400] "POST /vicnum/
vicnum5.php HTTP/1.1" 200 1107 "-" "Arachni/0.4.1" 

3.  192.168.168.128 - - [05/Apr/2012:11:35:48 -0400] "POST /vicnum/
vicnum5.php HTTP/1.1" 200 1022 "-" "Arachni/0.4.1” 

4.  192.168.168.128 - - [05/Apr/2012:11:35:48 -0400] "POST /vicnum/
vicnum5.php HTTP/1.1" 200 1022 "-" "Arachni/0.4.1" 

5.  192.168.168.128 - - [05/Apr/2012:11:35:48 -0400] "POST /vicnum/
vicnum5.php HTTP/1.1" 200 1116 "-" "Arachni/0.4.1” 

6.  192.168.168.128 - - [05/Apr/2012:11:35:48 -0400] "POST /vicnum/
vicnum5.php HTTP/1.1" 200 1100 "-" "Arachni/0.4.1" 

7.  192.168.168.128 - - [05/Apr/2012:11:35:48 -0400] "POST /vicnum/
vicnum5.php HTTP/1.1" 200 1081 "-" "Arachni/0.4.1” 

8.  192.168.168.128 - - [05/Apr/2012:11:35:48 -0400] "POST /vicnum/
vicnum5.php HTTP/1.1" 200 1082 "-" "Arachni/0.4.1” 

9.  … 

Apache	
  Access	
  Log	
  



Arachni: Previous scan was initiated, checking scan status. 
Arachni: Port info: 30118 and Token info: c5ab2feb9072ed8e7737f7d526e7b254 
Arachni: Scan completed - calling for report. 
Arachni: Yaml Results: --- 
- cwe: '79' 
  description: "Client-side code (like JavaScript) can\n                    be injected 
    into the web application which is then returned to the user's browser.\n                    This 
    can lead to a compromise of the client's system or serve as a pivoting point for 
    other attacks." 
  references: 
    ha.ckers: http://ha.ckers.org/xss.html 
    Secunia: http://secunia.com/advisories/9716/ 
  variations: [] 
  _hash: d241855ec9dd4694f6eaf28e28a0913f 
  mod_name: XSS 
  var: player 
  elem: form 
  url: http://192.168.168.128/vicnum/vicnum5.php 
  cvssv2: '9.0' 
  method: POST 

Pulling	
  Arachni	
  Report	
  



Wrote variable: name "min_pattern_threshold", value "50". 
Wrote variable: name "min_traffic_threshold", value "100". 

Wrote variable: name "arachni_scan_initiated", value "1". 

Wrote variable: name "arachni_instance_info_port", value "30118". 

Wrote variable: name "arachni_instance_info_token", value 
"c5ab2feb9072ed8e7737f7d526e7b254". 

Wrote variable: name "traffic_counter", value "2". 

Wrote variable: name "request_method_counter_POST", value "2". 

Wrote variable: name "NumOfArgs_counter_1", value "2". 

Wrote variable: name "args_names_counter_player", value "2". 

Wrote variable: name "ARGS:player_length_4_counter", value "2". 

Wrote variable: name "ARGS:player_alpha_counter", value "2". 

Wrote variable: name "LAST_UPDATE_TIME", value "1333640642". 

Wrote variable: name "xss_vulnerable_params", value "player". 
Wrote variable: name "sqli_vulnerable_params", value "player". 
Wrote variable: name "arachni_scan_completed", value "1". 
Persisted collection (name "resource", key "192.168.168.128_/vicnum/
vicnum5.php"). 

Updated	
  RESOURCE	
  Data	
  



SecRule TX:/XSS-ARGS:/ ".*" "id:'999003',chain,phase:
2,t:none,msg:'XSS Attack Against Known Vulnerable 
Parameter.',logdata:'%{matched_var}'" 
        SecRule MATCHED_VARS_NAMES "-ARGS:(.*)$" 
"chain,capture" 
                SecRule TX:1 "@within %
{resource.xss_vulnerable_params}" 
 
 
SecRule TX:/SQL_INJECTION-ARGS:/ ".*" 
"id:'999004',chain,phase:2,t:none,msg:'SQLi Attack Against 
Known Vulnerable Parameter.',logdata:'%{matched_var}'" 
        SecRule MATCHED_VARS_NAMES "-ARGS:(.*)$" 
"chain,capture" 
                SecRule TX:1 "@within %
{resource.sqli_vulnerable_params}" 

ModSecurity	
  CorrelaJon	
  Rules	
  



•  On-­‐Demand	
  Arachni	
  Scan	
  Ini?ated	
  
192.168.168.128 - - [05/Apr/2012:11:43:54 -0400] 
"POST /vicnum/vicnum5.php HTTP/1.1" 200 1022 "-" 
"Arachni/0.4.1" 

•  Report	
  Pulled	
  and	
  Vulnerability	
  Data	
  Iden?fied	
  
[05/Apr/2012:11:44:02 --0400] [192.168.168.128/
sid#b819f888][rid#b98cf7f8][/vicnum/vicnum5.php]
[9] Set variable 
"RESOURCE.sqli_vulnerable_params" to "player". 
	
  
•  Time-­‐to-­‐Fix	
  

–  8	
  seconds	
  J	
  

Time-­‐to-­‐Fix	
  Metric	
  



•  Inspect	
  Outbound	
  HTML	
  for	
  the	
  following	
  elements:	
  
–  Href,	
  form	
  ac?on	
  
–  frame,	
  iframe	
  
–  Loca?on	
  response	
  header	
  (h6p	
  3xx	
  status)	
  
–  PostBack	
  
–  Hidden	
  fields,	
  etc	
  

•  Inject	
  HMAC	
  tokens	
  to	
  validate	
  data.	
  
–  Prevents	
  data	
  manipula?on.	
  

•  Working	
  with	
  HMAC	
  (RFC	
  2104)	
  algorithm.	
  
•  Don’t	
  need	
  to	
  change	
  the	
  applica?on.	
  

HMAC	
  Token	
  ValidaJon	
  



Protocol	
  

Data	
  to	
  be	
  authen?cated	
  Data	
  to	
  be	
  checked	
  



SecEncryptionEngine On 
SecEncryptionParam "hmac” 
SecEncryptionKey "rand" "KeyOnly” 
SecEncryptionMethodrx "HashHref” 
“product_id” 
 
SecRule REQUEST_URI 
"@validateEncryption product_id"  
"phase:2,id:1001,deny" 
 

ModSecurity	
  v2.7.0	
  DirecJves	
  



	
  

Response	
  body	
  before	
  MACing:	
  
	
  
<html	
  dir="LTR"	
  lang="br"><head>	
  
<?tle>	
  ModSecurity	
  Test	
  Crypto	
  </?tle>	
  
	
  
<li><a	
  href=h6p://192.168.0.101:80/catalog/index.php?product_id=71&osCsid=12345>NEW</a></li>	
  
</meta></head></html>	
  

	
  
Response	
  body	
  Aher	
  MACing:	
  
<html	
  dir="LTR"	
  lang="br"><head>	
  
<?tle>	
  ModSecurity	
  Test	
  Crypto	
  </?tle>	
  
	
  
<li><a	
  href=

h6p://192.168.0.101:80/catalog/index.php?
product_id=71&osCsid=12345&hmac=371fd57625df12abcd5646352ffd8432>NEW</a></li>	
  

</head></html>	
  
	
  

Example	
  

Data	
  to	
  be	
  Authen?cated	
  

Data	
  Authen?cated	
  



•  Automa?on	
  to	
  iden?fy	
  injec?on	
  points	
  
–  NetSparker	
  
–  Arachni	
  
–  Sqlmap	
  
–  Havij	
  

•  Manual	
  tes?ng	
  to	
  develop	
  working	
  SQLi	
  payloads	
  
–  An	
  itera-ve	
  process	
  of	
  trial	
  and	
  error	
  

1.  Send	
  ini?al	
  payloads	
  and	
  observe	
  DB	
  responses	
  
2.  Use	
  obfusca?on	
  tac?cs	
  (comments,	
  encodings,	
  etc…)	
  
3.  Send	
  payload	
  and	
  observe	
  DB	
  response	
  
4.  Repeat	
  steps	
  2	
  -­‐	
  3	
  

Common	
  SQL	
  InjecJon	
  Methodology	
  



div	
  1	
  union%23%0Aselect	
  1,2,current_user	
  
div	
  1	
  union%23foo*/*bar%0Aselect	
  1,2,current_user	
  
div	
  1	
  union%23foofoofoofoo*/*bar%0Aselect	
  
1,2,current_user	
  
div	
  1	
  union%23foofoofoofoofoofoofoofoofoofoo*/*bar
%0Aselect	
  1,2,current_user	
  
…	
  
div	
  1	
  union
%23foofoofoofoofoofoofoofoofoofoofoofoofoofoofoofo
ofoofoofoofoofoofoofoofoofoofoofoofoofoofoofoofoof
oo*/*bar%0Aselect	
  1,2,current_user	
  

IteraJve	
  TesJng	
  Example	
  



Time-­‐to-­‐Hack	
  Metric	
   Speed	
  Hacking	
   Filter	
  
Evasion	
  

Avg.	
  #	
  of	
  Requests	
   170	
   433	
  

Shortest	
  #	
  of	
  Requests	
   36	
   118	
  

Avg.	
  Dura?on	
  (Time)	
   5	
  hrs	
  23	
  mins	
   72	
  hrs	
  

Shortest	
  Dura?on	
  (Time)	
   46	
  mins	
   10	
  hrs	
  

Time-­‐to-­‐Hack	
  Metrics	
  



•  Blacklist	
  filtering	
  will	
  only	
  slow	
  down	
  determined	
  a6ackers	
  
•  A6ackers	
  need	
  to	
  try	
  many	
  permuta-ons	
  to	
  iden?fy	
  a	
  

working	
  filter	
  evasion	
  
•  The	
  OWASP	
  ModSecurity	
  Core	
  Rules	
  Set’s	
  blacklists	
  SQLi	
  

signatures	
  caught	
  several	
  hundred	
  a6empts	
  before	
  an	
  
evasion	
  was	
  found	
  

	
  
Ques?ons	
  
•  How	
  can	
  we	
  use	
  this	
  methodology	
  to	
  our	
  advantage?	
  
•  What	
  detec?on	
  technique	
  can	
  we	
  use	
  other	
  than	
  regular	
  

expressions?	
  

Filter	
  Evasion	
  Conclusions	
  



•  RegEx	
  detec?on	
  is	
  binary	
  
–  The	
  operator	
  either	
  matched	
  or	
  it	
  didn’t	
  
–  Need	
  a	
  method	
  of	
  detec?ng	
  aBack	
  probability	
  

•  Bayesian	
  analysis	
  has	
  achieved	
  great	
  results	
  in	
  An?-­‐SPAM	
  efforts	
  for	
  email	
  
•  Can’t	
  we	
  use	
  the	
  same	
  detec?on	
  logic	
  for	
  HTTP	
  data?	
  

–  Data	
  Source	
  
•  Email	
  –	
  OS	
  level	
  text	
  files	
  
•  HTTP	
  –	
  text	
  taken	
  directly	
  from	
  HTTP	
  transac?on	
  

–  Data	
  Format	
  
•  Email	
  –	
  Mime	
  headers	
  +	
  Email	
  body	
  
•  HTTP	
  –	
  URI	
  +	
  Request	
  Headers	
  +	
  Parameters	
  

–  Data	
  Classifica?on	
  
•  Non-­‐malicious	
  HTTP	
  request	
  =	
  HAM	
  
•  HTTP	
  A6ack	
  payloads	
  =	
  SPAM	
  

Bayesian	
  Analysis	
  for	
  HTTP	
  



•  OSBF-­‐Lua	
  by	
  Fidelis	
  Assis	
  
–  Orthogonal	
  Sparse	
  Bigrams	
  with	
  Confidence	
  Factor	
  (OSBF)	
  
–  Uses	
  space	
  characters	
  for	
  tokeniza?on	
  (which	
  means	
  that	
  it	
  
factors	
  in	
  meta-­‐characters)	
  

–  Very	
  fast	
  
–  Accurate	
  classifiers	
  
–  h6p://osbf-­‐lua.luaforge.net/	
  

•  Moonfilter	
  by	
  Chris?an	
  Sie}es	
  
– Wrapper	
  script	
  for	
  OSBF	
  
–  h6p://www.sie}es.net/sohware/moonfilter/	
  

•  Integrate	
  with	
  ModSecurity’s	
  Lua	
  API	
  

OSBF-­‐Lua	
  



A6ack	
  Detected?	
  
(Using	
  the	
  OWASP	
  
ModSecurity	
  CRS)	
  

No	
   Train	
  as	
  HAM	
  

Yes	
   Train	
  as	
  SPAM	
  

Training	
  the	
  OSBF	
  Classifiers	
  



1.  Non-­‐malicious	
  user	
  data	
  does	
  not	
  trigger	
  any	
  blacklist	
  rules	
  
2.  Lua	
  script	
  trains	
  OSBF	
  classifier	
  that	
  payloads	
  are	
  HAM	
  
 
Lua:	
  ExecuJng	
  script:	
  /etc/h=pd/modsecurity.d/bayes_train_ham.lua	
  
	
  Arg	
  Name:	
  ARGS:txtFirstName	
  and	
  Arg	
  Value:	
  Bob.	
  
	
  Arg	
  Name:	
  ARGS:txtLastName	
  and	
  Arg	
  Value:	
  Smith.	
  
	
  Arg	
  Name:	
  ARGS:txtSocialScurityNo	
  and	
  Arg	
  Value:	
  123-­‐12-­‐9045.	
  
	
  Arg	
  Name:	
  ARGS:txtDOB	
  and	
  Arg	
  Value:	
  1958-­‐12-­‐12.	
  
	
  Arg	
  Name:	
  ARGS:txtAddress	
  and	
  Arg	
  Value:	
  123	
  Someplace	
  Dr..	
  
	
  Arg	
  Name:	
  ARGS:txtCity	
  and	
  Arg	
  Value:	
  Fairfax.	
  
	
  Arg	
  Name:	
  ARGS:drpState	
  and	
  Arg	
  Value:	
  VA.	
  
	
  Arg	
  Name:	
  ARGS:txtTelephoneNo	
  and	
  Arg	
  Value:	
  703-­‐794-­‐2222.	
  
	
  Arg	
  Name:	
  ARGS:txtEmail	
  and	
  Arg	
  Value:	
  bob.smith@mail.com.	
  
	
  Arg	
  Name:	
  ARGS:txtAnnualIncome	
  and	
  Arg	
  Value:	
  $90,000.	
  
	
  Arg	
  Name:	
  ARGS:drpLoanType	
  and	
  Arg	
  Value:	
  Car.	
  
	
  Arg	
  Name:	
  ARGS:sendbu6on1	
  and	
  Arg	
  Value:	
  Submit.	
  
	
  Low	
  Bayesian	
  Score:	
  .	
  Training	
  payloads	
  as	
  non-­‐malicious.	
  
	
  

Theory	
  of	
  OperaJon	
  -­‐	
  HAM	
  



1.  A6acker	
  sends	
  malicious	
  payloads	
  during	
  ini?al	
  tes?ng	
  phase	
  
2.  Payloads	
  are	
  caught	
  by	
  our	
  blacklist	
  rules	
  
3.  Lua	
  script	
  trains	
  OSBF	
  classifier	
  that	
  payloads	
  are	
  SPAM	
  
 
[Thu Nov 03 15:21:08 2011] [error] [client 
72.192.214.223] ModSecurity: Warning. Pattern match 
".*" at TX:981231-WEB_ATTACK/SQL_INJECTION-
ARGS:artist. [file "/etc/httpd/modsecurity.d/crs/
base_rules/modsecurity_crs_48_bayes_analysis.conf"] 
[line "1"] [data "Completed Bayesian Training on 
SQLi Payload: @@new 
union#sqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlm
apsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsq
l\\x0aselect 1,2,database#sqlmap\\x0a()."] [hostname 
"www.modsecurity.org"] [uri "/testphp.vulnweb.com/
artists.php"] [unique_id "VCqlxsCo8AoAADYJV3kAAAAH"] 
	
  

Theory	
  of	
  OperaJon	
  -­‐	
  SPAM	
  



•  Previous	
  evasion	
  payload	
  is	
  now	
  caught	
  
 
[Thu Nov 03 15:28:18 2011] [error] [client 72.192.214.223] 
ModSecurity: Warning. Bayesian Analysis Alert for ARGS:artist with 
payload: "@@new 
union#sqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlmapsqlm
apsqlmapsqlmapsqlmapsqlmapsqlmapsql\nselect 1,2,database#sqlmap
\n()" [file "/etc/httpd/modsecurity.d/crs/base_rules/
modsecurity_crs_48_bayes_analysis.conf"] [line "3"] [msg "Bayesian 
Analysis Detects Probable SQLi Attack."] [data "Score: 
{prob=0.99999999965698,probs={0.99999999965698,3.4301898614548e-10},cl
ass=\\x22/var/log/httpd/spam\\x22,pR=5.5841622861233,reinforce=true}"] 
[severity "CRITICAL"] [tag "WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/
WASC-19"] [tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag 
"PCI/6.5.2"] [hostname "www.modsecurity.org"] [uri "/
testphp.vulnweb.com/artists.php"] [unique_id 
"bcjElMCo8AoAADYlSXMAAAAI"] 
	
  

Theory	
  of	
  OperaJon	
  -­‐	
  Unknown	
  



•  h6p://www.modsecurity.org/documenta?on/	
  
–  Wiki	
  Reference	
  Guide	
  

•  ModSecurity	
  Handbook	
  (Free	
  Ge�ng	
  Started	
  Guide)	
  
–  h6ps://www.feistyduck.com/books/modsecurity-­‐handbook/
ge�ngStarted.html	
  

•  Community	
  User	
  Mail-­‐list	
  
–  h6p://lists.sourceforge.net/lists/lis?nfo/mod-­‐security-­‐users	
  

•  Twi6er	
  
–  h6p://twi6er.com/modsecurity	
  

•  Bug	
  Repor?ng	
  (Jira)	
  
–  h6ps://www.modsecurity.org/tracker/	
  

Where	
  To	
  Get	
  Help?	
  



•  Ryan	
  Barne6	
  
–  rbarne6@trustwave.com	
  
– Twi6er:	
  @ryancbarne6	
  

•  ModSecurity	
  
– security@modsecurity.org	
  
– Twi6er:	
  @modsecurity	
  

Thank	
  You/Contact	
  Info	
  


