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ÅWhat is it about? 

ïHarnessing GPUs with browser-based botnets for 
distributed and cheaper cracking 

 

ÅWhy should I care? 

ï¸ƻǳΩǊŜ ŘƻǳōǘŦǳƭ ǘƘŀǘ ǘƘŜ Dt¦ Ŏŀƴ ŜǾŜǊ ōŜ ƘŀǊƴŜǎǎŜŘ 
for general-purpose computation in a browser 

ïYou think that only άŀŘǾŀƴŎŜŘ ŀǘǘŀŎƪŜǊǎέ Ŏŀƴ break 
your crypto or the crypto of the products you use 

Introduction 



ÅIntroduction 

ÅBetter browser-based botnets 

ÅGet permanent code execution in the browser 

ÅCommunication 

ÅLeveraging the GPU from within the browser 

ÅWhat for? 

ÅExamples? 

ÅConclusion 
 

Agenda 



ÅSenior Security Consultant at iSEC Partners  

ÅI mainly do application security 

ÅPast experience as a game developer 

ïWorked on game engines and GPU optimizations 

ÅBased in San Francisco 

 

Who am I? 



INTRODUCTION 



ÅCracking 

ïGeneral-purpose computing  

ïNeeds parallel computations 

ÅGPU vs CPU 

ÅFPGA? 

 

Basics 

Nvidia.com 



GPU Farm? 

Bitcoinminer.com 





ÅGPU Parallelism is almost 
doubling every year 

 

ÅWay faster evolution 
than CPU 
 

Evolution GPU-CPU 
Chapter 1. Introduction 

 

 

2  CUDA C Programming Guide Version 4.2 
 

 

Figure 1-1. Floating-Point Operations per Second and 

Memory Bandwidth for the CPU and GPU 

NVidia CUDA/OpenCL C programming guide 



ÅΨwŜƴǘƛƴƎΩ Dt¦ ǇƻǿŜǊ 

ÅCluster GPU Quadruple Extra Large Instance 

ï33.5 EC2 Compute Units (2 x Intel Xeon X5570, quad-core) 

ïн Ȅ b±L5L! ¢Ŝǎƭŀ άCŜǊƳƛέ aнлрл Dt¦ǎ 

ï2.10$ to 2.60$ hourly 

 

ÅNVIDIA Tesla limitations for cracking 
 

ÅExpensive? 

EC2 Instances? 



ÅDefinition 

 

ÅWhat for? 

 

ÅReal practicality for general purpose computing? 

 

ÅάZeroAccessέ ōƻǘƴŜǘ 

ïάнΦт Ƴƛƭƭƛƻƴǎ ŀƴƴǳŀƭƭȅ ƛƴ bitcoin ƳƛƴƛƴƎέ ό{ƻǇƘƻǎύ 

Botnet? 



Å New on-chip graphics on recent CPUs 
 

Å Intel Ivy Bridge (2011) and Intel HD 4000 
ïGreat support for recent techno 
ïRelatively decent computing power 
ïLow power consumption / heat ς (discreet!) 

 

Å Intel Haswell (2013) and GT3/GT2 
ïάHaswell ƛǎ ŀ ƎǊŀǇƘƛŎǎ ƳƻƴǎǘŜǊέ ΨSŜƳƛ !ŎŎǳǊŀǘŜΩ 

ï~2.5x as fast as HD 4000x for GT3 while keeping low power use 
 

Å Intel Skylake (2015) 
ïPotentially a fully flexible graphics pipeline? 

 

Not everyone has powerful 
graphic cards, though 



ÅPC sales are diminishing 

ÅMarket got bigger 
ïHave to attack more systems 

ÅExpensive? 
ïYes for recent and patched systems 

(the ones with better GPUs, generally) 

Traditional Botnet? 

0-days estimations per platform ōȅ άǘƘŜ Grugqέ - Forbes 



ÅDifference with classic botnet 

ïPrice 

ïPotentially multiplatform 

ïMore difficult to detect 

ïDifferent use 

ïLimitations 

Browser Based Botnet 



ÅDifference with classic browser-based botnet 

ïMore flexible, only one task 

ïWith which technologies? 

ïTo crack what? 

Browser Based Botnet for Cracking 


