Harnessing GP2Us
Building Better Browser Based Botnets
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A What is it about?

I Harnessing GPUs with browgsaised botnets for
distributed and cheaper cracking

A Why should | care?
i, 2dzOQNB R2dz0 G Fdzf GKIF G
for generatpurposecomputation in a browser
i You thinkthatonlyd  R@F Yy OS R |bieakl
your crypto or the crypto of the products you use
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A Introduction

A Better browserbased botnets

A Get permanent code execution in the browser
A Communication

A Leveraging the GPU from within the browser
A Whatfor?

A Examples?

A Conclusion
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A Senior Security Consultant at iISEC Partners
A 1 mainly do application security

A Past experience as a game developer
I Worked on game engines and GPU optimizations

A Based in San Francisco
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A Cracking

I Generalpurpose computing

I Needs parallel computations
A G P U/S C P U BRoOVERT WPA-PSK Password Recovery

A F PG A’) pico scs/ms01-43 [ 1,756,800

i7-920 | 4,000

AMD Radeon HD
o B 103,000

nvipia Tx aso [ 30,000

Nvidia.com
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A GPUParallelism iglmost
doublingeveryyear

A Way fasterevolution
than CPU
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HWIDIA GPU Single Predision
g MDA GPU Drouble Predsion
=g |2 CPU Single Predsion

Intel CPU Double Predsion

Tesla C2050 sandy Bridge

Tesla C1060

Woodcrest Blgdmfield
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NVidia CUDA/OpenCL C programming guide
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A Cluster GPU Quadruple Extra Large Instance
I 33.5 EC2 Compute Unig X IntelXeon X5570, quadore)
iH E bxL5L! ¢Saftl GCSNNAGE

I 2.10% to 2.60% hourly

amazon
webservices™

A NVIDIA Teslbmitations forcracking

A Expensive?
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A Definition
A What for?

A Real practicality for general purpose computing?

A 0ZeroAccess 02 0y S
i AR ®T YAff ABitgolnYRY ¥ yzHE £ 8 { & |
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Not every@ne has“powerful.. ..

~“graphiC Casz theugh

A New onchlp graphics on recent CPUs

A Intel lvy Bridge (2011) and Intel HD 4000
I Great support for recent techno
I Relatively decent computing power
I Low power consumption / heag (discreet!)

A Intel Haswell(2013) and GT3/GT2
i oHaswelh & | I NI LIKshA:OdboaNiZ2af & U S NE
I ~2.5x as fast as HD 4000x for GT3 while keeping low power use

A Intel Skylakg2015)
I Potentially a fully flexible graphics pipeline?
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A PC sales are diminishing
A Market got bigger

I Have to attack more systems
A Expensive?

I Yes for recent and patched systems
(the OneS With better GPUS’ general- ) Global personal computing device sales by OS

(percentage share)
100%

[l Other
ADOBE READER $5,000-$30,000 563 Microsoft

MAC OSX $20,000-$50,000 W gandiad
ANDROID $30,000-$60,000 i = i;;iue'

FLASH OR JAVA BROWSER PLUG-INS $40,000-$100,000

MICROSOFT WORD $50,000-$100,000

WINDOWS $60,000-$120,000

FIREFOX OR SAFARI $60,000-$150,000

CHROME OR INTERNET EXPLORER $80,000-$200,000

10S $100,000-$250,000 10%
O-days estimations per platform &  &ud&S Forbes 2o e 2otor

cludes annual estimates of global IT and consumer purchased devices in 62 leading countries
Research: companv reports.
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A Difference with classic botnet
I Price
I Potentially multiplatform
I More difficult to detect

I Different use
I Limitations
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Browser Based Botnet for Crackln

A Difference with classic browséased botnet
I More flexible, only one task
I With which technologies?
I To crack what?
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