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•  What	
  is	
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  Ma?ers	
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  &	
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•  Mi3ga3on	
  Strategies	
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  Covered	
  



WHAT	
  IS	
  SNSCAT 



“Post	
  penetra3on	
  covert	
  channel	
  tool	
  designed	
  to	
  
hide	
  communica4on	
  over	
  social	
  media	
  sites	
  and	
  

confuse	
  incident	
  responders”	
  



Did	
  you	
  miss	
  a	
  key	
  detail…	
  
	
  

SNSCat	
  exploits	
  both	
  the	
  technology	
  and	
  incident	
  responder	
  



You	
  said	
  post	
  penetra3on…isn’t	
  the	
  access	
  assump3on	
  a	
  cheat?	
  
	
  

Cobalt	
  &	
  Armitage	
  are	
  amazing	
  projects	
  that	
  can	
  leverage	
  our	
  project	
  
(Check	
  it	
  out	
  at	
  h?p://www.advancedpentest.com)	
  



Naïve	
  Exfiltra3on	
  

Vic3m	
   A?acker	
  

Weaknesses	
  
•  Looks	
  suspicious	
  
•  Newer	
  technology	
  looks	
  for	
  this	
  type	
  of	
  exfiltra3on	
  
•  Network	
  security	
  infrastructure	
  can	
  log	
  session	
  
•  A?acker	
  gives	
  away	
  IP	
  



SNSCat	
  Exfiltra3on	
  

Vic3m	
  

Weaknesses	
  Exploited	
  
•  Data	
  Loss	
  Preven3on	
  vs	
  encrypted/stego’d	
  data	
  
•  Security	
  infrastructure	
  logs	
  valid	
  social	
  media	
  site	
  traffic	
  
•  A?acker	
  never	
  sees	
  vic3m	
  
•  Incident	
  responders	
  won’t	
  want	
  to	
  touch	
  this	
  

•  “More	
  of	
  a	
  compliance	
  issue”	
  a]tude	
  

Social	
  
Media	
  
Site	
  

Social	
  
Media	
  
Site	
  

Social	
  
Media	
  
Site	
  



WHY	
  SNSCAT	
  MATTERS 



Informa3on	
  Security	
  Paradigm	
  



	
  	
  	
  

What	
  happens	
  when	
  Knowledge	
  is	
  
Removed?	
  



•  Starts	
  by	
  iden3fying	
  ar3fact	
  of	
  the	
  
a?acker	
  
–  Clues	
  the	
  system	
  has	
  been	
  compromised	
  
–  Connec3on	
  data	
  (IP,	
  DNS,	
  3me,	
  dura3on,	
  count)	
  
–  Unknown	
  Traffic	
  that	
  is	
  “very	
  unusual...”	
  

•  Develop	
  mechanism	
  to	
  detect	
  footprint	
  
•  Search	
  enterprise,	
  mi3gate	
  discoveries	
  
•  Release	
  methods	
  to	
  prevent	
  reoccurrence	
  

Applica3on	
  to	
  Network	
  Forensics	
  

Knowledge	
  

Signature	
  

Response	
  

Preven4on	
  



•  Covert	
  Channel	
  
– Protocol	
  Abuse	
  
–  Storage	
  or	
  3ming	
  based	
  
–  Steganography	
  =	
  	
  Art	
  of	
  hiding	
  data	
  in	
  carrier	
  
images	
  

– Pre?y	
  much	
  anywhere	
  data	
  can	
  fit	
  
	
  

•  Cryptography	
  
– Plaintext,	
  Encrypted	
  Text	
  
– One	
  or	
  two	
  keys	
  

Covert	
  Channels	
  via	
  Stego	
  &	
  Crypto	
  



MODULE	
  OVERVIEW 



	
  	
  

Graphical	
  Overview	
  

GUI/CLI	
  

Crypto	
  

Stego	
  

Social	
  API	
  

Command	
  &	
  
Control	
  

GUI/CLI	
  

Crypto	
  

Stego	
  

Social	
  API	
  

Command	
  &	
  
Control	
  

Twi?er	
  
Covert	
  Channel	
  



GUI/CLI	
  Demo	
  



Modules	
  &	
  Concepts	
  



Modules	
  &	
  Concepts	
  



Steganography	
  Module	
  Video	
  



Q:	
  How	
  do	
  you	
  deal	
  with	
  compression?	
  
	
  

A:	
  It	
  depends!	
  









•  Botnet	
  Func3onality	
  
•  Basics:	
  
– Controller	
  
– Dropper/Agent	
  
– Communica3on	
  Protocol	
  

•  Fully	
  Modular	
  
– Downloader,	
  Uploader,	
  Parser	
  Modules	
  
– Establish	
  Connected	
  Agents	
  
– Exchange	
  Commands,	
  View	
  Updates	
  

Automa4ng	
  SNSCat	
  

TwiKer	
   External	
  
Agent	
  

Agent	
  

Forensics?	
  

Agent	
  

Agent	
  



Botnet	
  Module	
  Demo	
  



MITIGATION 



•  Accept	
  that	
  network-­‐based	
  Data	
  Loss	
  Preven3on	
  has	
  limits	
  
•  Separate	
  non-­‐cri3cal	
  assets	
  from	
  cri3cal	
  assets	
  
•  Move	
  beyond	
  the	
  boundary	
  
•  Image	
  Compression/Altera3on	
  

Mi3ga3on	
  Strategies	
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QUESTIONS?	
  







•  Alg	
  behind	
  LSB	
  
•  •	
  Convert	
  Source	
  Data	
  to	
  bytes	
  
•  •	
  data[]	
  =	
  convertSourceToBytes();	
  
•  •	
  Determine	
  indices	
  to	
  place	
  each	
  bit	
  
•  •	
  Populate	
  embed	
  loca4on	
  
•  •	
  embedSize	
  =	
  sizeof(source	
  data	
  bytes)	
  *	
  8;	
  
•  •	
  indexLoc[]	
  =	
  new	
  int[embedSize];	
  
•  •	
  loca4ons[]	
  =	
  populateLoca4ons(indexLoc,	
  

carrierFileSize);	
  
•  •	
  Embed,	
  re-­‐compose,	
  upload	
  

Hidden	
  Slides	
  (Backup)	
  



•  Embed	
  Bits	
  
•  posi3on	
  =	
  0;	
  
•  for(i;	
  embedSize...)	
  
•  {	
  
•  currByte	
  =	
  embedData[i];	
  
•  arr[0]	
  =	
  (currByte	
  >>>	
  7)	
  &1;	
  
•  ...	
  
•  arr[7]	
  =	
  (currByte	
  >>>	
  0)	
  &	
  1;	
  
•  for(j	
  <	
  8)	
  
•  {	
  
•  indexToMod	
  =	
  loca3ons[posi3on++];	
  
•  carrierByteToMod	
  =	
  carrier[indexToMod];	
  
•  carrierByte_LSB_Cleared	
  =	
  carrierByteToMod	
  &	
  0xFE;	
  
•  newByte_LSB	
  =	
  (byte)(carrierByte_LSB_Cleared	
  |	
  arr[j];	
  
•  carrier[indexToModify]	
  =	
  newByte_LSB;	
  
•  ...	
  
•  }	
  
•  ...	
  
•  }	
  
•  •	
  Extrac4on:	
  populate	
  loca4ons	
  >	
  extract	
  bits	
  >	
  shii	
  bits	
  >	
  save	
  byte	
  
•  •	
  Re-­‐Composing:	
  carrier	
  image	
  >	
  fragment	
  >	
  compress	
  >	
  Source	
  Data	
  

Hidden	
  Slide	
  (Embed	
  Bits)	
  



ReCompose	
  Pictogram!!!	
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•  PKI	
  to	
  validate	
  commands	
  only	
  sent	
  from	
  the	
  
Controller	
  

•  Larger	
  dispersal	
  (Twi?er,	
  Facebook,	
  Youtube)	
  
•  Embed	
  stego	
  in	
  Audio	
  and	
  Video	
  Files	
  
•  Exchange	
  Large	
  File	
  Types	
  
•  Explore	
  Smart	
  Phone	
  plazorms	
  

Upcoming	
  Features	
  



•  Building	
  Modules	
  
•  •	
  GUI/CLI	
  Conven3ons	
  
•  •	
  Not	
  really	
  any	
  specifics	
  
•  •	
  The	
  sky	
  is	
  the	
  limit	
  

Hidden	
  Slides	
  (Impor3ng	
  Modules)	
  



•  Crypto	
  Module	
  Conven3ons	
  
•  •	
  -­‐e	
  <filename>	
  <keyfile>	
  -­‐-­‐	
  encrypts	
  file	
  with	
  
key	
  

•  •	
  -­‐d	
  <filename>	
  <keyfile>	
  -­‐-­‐	
  decrypts	
  file	
  with	
  
key	
  

•  •	
  -­‐g	
  -­‐-­‐	
  generates	
  key(s)	
  and	
  stores	
  in	
  TMP	
  
•  •	
  -­‐h	
  -­‐-­‐	
  help	
  

Hidden	
  Slides	
  (Modules)	
  



•  Depends	
  on	
  what	
  the	
  audience	
  would	
  like	
  to	
  
see	
  

Hidden	
  Slides	
  (Addi3onal	
  Modules)	
  


