






• Have other motivations besides  

money
Researchers in general

• Over 90% of private reports are made 

directly to Microsoft

Researchers who report 

vulnerabilities to 

Microsoft
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Design a novel runtime mitigation technology that is capable of 
preventing the exploitation of memory safety vulnerabilities

IP remains the property of the inventor

• $200,000 in cashGrand Prize: 

• $50,000 in cash Second Prize: 

• MSDN subscription ($10,000 value)Third Prize: 



Data Execution Prevention (DEP) 

• Sets non executable memory pages

Address Space Layout Randomization (ASLR) 

• Randomizes memory in which apps load

Structured Exception Handler Overwrite Protection (SEHOP) 

• Verifies exception handler lists have not been corrupted

Mitigation tools from Microsoft:

Download EMET



Practicality – 30%

• Can the solution be implemented and deployed at a large scale on Windows?

• Overhead must be low (e.g. CPU and memory cost no more than 5%).

• No application compatibility regressions should occur.

• No usability regressions should occur.

• Reasonable to develop, test, and deploy.

Robustness – 30%

• How easy would it be to bypass the proposed solution?

Impact – 40%

• Does the solution strongly address key open problems or significantly refine an existing 

approach?

• Would the solution strongly mitigate modern exploits above and beyond our current 

arsenal?



Compensation

Recognition

Pursuit of 

Intellectual 

Happiness

• The BlueHat Prize
• Traditional Pen Testing 

• Selling to vuln brokers/other 

entities

• Collecting bug bounties from 

vendors who offer them

• The BlueHat Prize
• Dropping 0-day

• Winning pwn2own contest

• Bulletin/Advisory Credit

• The BlueHat Prize
• Vuln/tool/technique sharing 

with peers

• Occasional cross-pollination of 

ideas with product engineers

• Access to elites
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The BlueHat Prize



www.bluehatprize.com
bluehatprize@microsoft.com

http://blogs.technet.com/msrc

http://blogs.technet.com/ecostrat/

http://careers.microsoft.com

@k8em0 and 

@MSFTSecResponse

http://www.bluehatprize.com/
mailto:bluehatprize@microsoft.com
http://blogs.technet.com/msrc
http://blogs.technet.com/ecostrat/
http://careers.microsoft.com/
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