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The Humanitarian Technology Community 
needs your help.

2



george chamales // BLACKHAT USA - 2011

Cris is

Aid

     Information

Crisis Mapping
Platform

R
e

p
o

rt
s

Aid

Aid

3



george chamales // BLACKHAT USA - 2011

Text

http://news.bbc.co.uk/2/hi/8460574.stm

Hait i
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Demande aide 4636 
je suis perdu enbas 
une maison 2 etage 
no 147 av christophe 
chanel cafour

I'm asking for help. I 
am lost beneath a 
house. Second Floor 
147 Avenue Christophe 
Chanel Carrefour

Mission
4636
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http://southallpakistanfloodsappeal.org/2010/08/24/urgent-appeal-for-pakistan-floods/ss-100730-pakistan-flood-05_ss_full/

Natural Disasters 
Don’t Shoot Back
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http://southallpakistanfloodsappeal.org/2010/08/24/urgent-appeal-for-pakistan-floods/ss-100730-pakistan-flood-05_ss_full/

Pakistan
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http://www.satsentinel.org/sites/default/files/SSP%2016%20Final%20Smaller.pdf

Sudan
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Site Blocked 
by IP address

Obviously
Faked Reports

Inadvertent
Spam DOS
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Libya

REUTERS

http://warincontext.org/2011/03/08/the-fight-for-libya-6/

REUTERS
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Trusting
Volunteer
Analysts

Protecting
Observers

Verifying
Information

12



george chamales // BLACKHAT USA - 2011

January 
2010

June 
2011

Haiti Libya

Syria

Bahrain

Egypt

< 18 Months
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http://twitter.com/#!/JosetteSheeran/status/44358346014334976
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“We gave Egyptian National Security a 
dedicated username and password [to 

access the Ushahidi platform]”

http://irevolution.net/2011/05/25/u-shahid-interviews/
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Capability

Attacks

Security

“Ooh Shiny!”

“Oh $#!@!”

“Don’t just stand there, 
DO SOMETHING!”
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Users’ Identities
Compromised

Site Knocked
Offline

Deployment
Compromised

People Arrested

Lifeline Lost

Technology 
Abandoned
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http://southallpakistanfloodsappeal.org/2010/08/24/urgent-appeal-for-pakistan-floods/ss-100730-pakistan-flood-05_ss_full/

This is where 
you come in
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Present What’s Been Done So Far

Feedback on Current Best Practices

Generate Interest in the Security Community
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Live Simulation

Insert 
Crisis
Here
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There has just been a ___________ 
in the country of _____________. 

As a team from ____________ we 
are responsible for deploying a crisis 
map in order to ______________.
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There has just been a ___________ 

Revolution

Natural Disaster

Military Crackdown

Contested Election

Outbreak of Sectarian Violence
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http://upload.wikimedia.org/wikipedia/commons/0/09/BlankMap-World-v2.png

...in the country of ___________ 
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Statement

Bull#$!@

New Idea

Spanish
Inquisition
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Individual

Local 
NGO

International
NGO

Military

on the GRound

...as a team from  the __________

Media
Org
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http://news.yahoo.com/iranian-blogger-arrested-germany-trip-150454623.html

http://www.guardian.co.uk/commentisfree/2011/apr/24/egypt-blogger-maikel-nabil-jailed

http://www.cpj.org/2011/04/bahraini-blogger-dies-in-custody-journalists-under.php
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“We gave Egyptian National Security a 
dedicated username and password [to 

access the Ushahidi platform]”

http://irevolution.net/2011/05/25/u-shahid-interviews/

27

http://irevolution.net/2011/05/25/u-shahid-interviews/
http://irevolution.net/2011/05/25/u-shahid-interviews/


george chamales // BLACKHAT USA - 2011

Individual

Local 
NGO

International
NGO

Military

Media
Org

Most 
Vulnerable

Least 
Vulnerable

Direct Attacks
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Individual

Local 
NGO

International
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Military

Media
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Individual

Local 
NGO

International
NGO

Military

Media
Org

30



george chamales // BLACKHAT USA - 2011

Individual
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Reputation

TED Fellow Colleague’s
Consulting

Worked on
Pakreport
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Individual

Local 
NGO

International
NGO

Military

Media
Org

Isolation of Operations
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Threats to Deployment Managers

Ignorance Direct
Attacks Infiltration

Education
Standards

Best Practices
Anonymity

Bigger the Better

Reputation
Isolate Operations
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...we are responsible for deploying a 
crisis map

Message
Collection

Report
Processing

Report
Presentation
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...we are responsible for deploying a 
crisis map

Code it
Yourself

Open Source
Crisis Mapping Apps

Kludge Existing
Services 
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2008 2011
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Direct URL Access

Reports are private until approved......unless

Search Leakage

Reports Listing
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Platform Considerations

Adaptability

Source Access
Helpful Authors

Previous Additions

Security

Code Vetting
Secure Coding
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...we are responsible for deploying a 
crisis map

Local
Server

Internet
Server

The
Cloud
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http://online.wsj.com/article/SB10001424052702304520804576345970862420038.html#ixzz1O46A44T9

http://www.adweek.com/news/technology/syria-cuts-internet-132245

http://www.slate.com/id/2283000/42
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Platform Location

Attackable

DOS Prevention
IP Mobility

Synchronization
Expect Outages

Observable

Encryption
Obfuscation
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...in order to _____________.

?
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Operate Successfully

Setup Platform
basic tech skills + server

the skills needed to perform the
deployment effectively, securely
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Spreading the Word

No One Private
Network Everyone
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Message Corruption

FALSE
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Spreading the Word

Misinterpretation Corruption

Anonymity
Bigger the Better

Source Access
Helpful Authors
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Collection Sources

Direct
Messages

Social
Media

Professional
Media
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http://www.guardian.co.uk/world/2011/jun/13/syrian-lesbian-blogger-tom-macmaster

A Gay Girl
In Damascus

A Heterosexual 
Married American 

Guy in Ireland
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Collecting Reports

Verification

History
Reputation

Collaboration

Collection

Multiple Methods
Expect Outages
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Message Processing

Local
Team

Any Online
Volunteers

Crisis Mapping
Community

Automated
Analysis
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Low-Tech Crowdsourcing
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Hi-Tech Crowdsourcing
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Crowdsourced
Micro-Tasking
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Message Processing

Infiltration

Need to Know
Corroboration

Inaccuracy

Corroboration
Reputation

History
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Post-Crisis Opportunities
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YESWorth it?
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George Chamales
Rogue Genius LLC
george@roguegenius.com
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