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Agenda

OVERVIEW

e Introduction

e Advanced Attacks

e Google/Bing Hacking

» Other OSINT Attack Technigues
e Advanced Defenses

 Future Directions

4 STACH&LIU



Goals

 To understand Google Hacking
» Attacks and defenses
» Advanced tools and techniques

e To think differently about
exposures caused by publicly
available sources

e To blow your mind!
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Introduction/
Backaround..
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Open, Saures, Intelligence

OSINT - is a form of intelligence
collection management that
Involves finding, selecting, and
acquiring information from
publicly available sources and
analyzing it to produce
actionable intelligence.
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Quick History

GOOGLE HACKING RECAP

A/
VA§

2004

May 2004
2005

Jan. 2005
Feb. 13, 2005
Jan. 10, 2005
Dec. 5, 2006

STACH&LIU

Google Hacking Database (GHDB) begins
Foundstone SiteDigger v1 released

Google Hacking v1 released by Johnny Long
Foundstone SiteDigger v2 released

Google Hack Honeypot first release
MSNPawn v1.0 released

Google stops issuing Google SOAP API keys



Quick History

GOOGLE HACKING RECAP

A/
VA§

Mar. 2007
Nov. 2, 2007
Mar. 2008
June 3, 2009
Sept. 7, 2009
Nov. 2009
Dec. 1, 2009
2010

STACH&LIU

Bing disables inurl: link: and linkdomain:
Google Hacking v2 released

cDc Goolag - gui tool released

Bing goes online

Google shuts down SOAP Search API
Binging tool released

FoundStone SiteDigger v 3.0 released
Googlag.org disappears



Threat Areas

WHAT YOU SHOULD KNOW

%

y/
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Google/Bing Hacking &

SEARCHENGINE ATTACKS

e Our favorites are Google and Bing
 Crawl and Index
e Cache and RSS are forever
* Query modifiers
e Site:target.com
e related:target.com
e filetype:xls
* 1p:69.63.184.142
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Attack Targets

Advisories and Vulnerabilities
(215)

Error Messages (58)

Files containing juicy info (230)
Files containing passwords (135)
Files containing usernames (15)
Footholds (21)

Pages containing login portals
(232)

"8 STACH&LIU

Pages containing network or
vulnerability data (59)

Sensitive Directories (61)
Sensitive Online Shopping Info
(9)

Various Online Devices (201)
Vulnerable Files (57)
Vulnerable Servers (48)

Web Server Detection (72)



Attack Targets

GOOGLE HACKING DATABASE

Examples
Error Messages

o filetype:asp + "[ODBC SQL*

« "Warning: mysql_query()" "invalid query*
Files containing passwords

e inurl:passlist.txt

8 STACH&LIU
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Google Hacking Toolkit

e SiteDigger v3.0

» Uses Google AJAX API
» Not blocked by Google
« But restricted to 64 results/query

» Limited search result set compared
the web interface

e Binging

» Uses Microsoft Bing search engine
 Limited domain/ip profiling utils

&8 STACH&LIU
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GOE}QJ@D Hacking, IQolkit

F= SiteDigger E]@

[Optional]

d Entry Info:

1 "Index of /backup" F142 ‘ The robots. bt file serves as a set of instructions for web
2intitle:"Index of" " htpasswd" htpasswd.bak F31 Cl crawlers. The "disallow" tag tells a web crawler where not to
Jintitle:"Index of"* index. html.bak F1 look.

4 intitle:"Index of"* index.html.bak F176

5 intitle:"Index of"* index.html™ F178

B intitle:"Index of" index.jsp.bak F3

7 intitle:"Index of" index.php.bak F2

8 intitle:"Index of" index.php.bak F177

Sintitle:"Index of" index.php™ F173

10 intitle:index.of .bash_history F19

11 intitle:index. of .sh_history F20
12 inurl:backup intitle:index. of inurl: admin F141

[Doubl
Category

L 8-+ 8-+ 8-+ 8-+ 8-+ 8-+ 8-+8-+8-:+ 8-+ 8+ 8-+ 8-+ 8+ B <B+8-+8+8+8+8+8+
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Google Hacking Toolkit “J

BINGING

X

. Binging &
- Configuration -~ Action - Filter-
Search Query: | sitesstachliu.com () Unique Hosts  (3) Unigue Urls

[] Regex [ |

Start Stop

No of result: 50 default 50, max 1000

- Output

http: /v, stachliv.com/

http: / Avvawe. stachliv.com/collisions. html

http: /v, stachliu.com/research_collisions. html

http: /v, stachliv.com/mddcoll.c

http: /v, stachliv.com/mdScoll.c

http: / Avavaw. stachliv.com/files/CEIC2006-Defeating_Forensic_Analysis. pdf
http: /v, stachliu.com/research_publications. html

http: /v, stachliu.com/collisions. html?coral-no-serve

http: /v, stachliu. com/company. html

http: / Avvawe. stachliu.com/research. html

http: / Avavaw. stachliu. com/training. html @

httes A diana sbachling cara fnaiie archivas bhibeal

o STACH&LIU 14



New,ToolkIt, .,

GoogleDiggity
« Uses Google AJAX API
* Not blocked by Google bot detection

 Can Leverag Google custom search

BingDigqgity
« Company/Webapp Profiling
e Enumerate: URLS, IP-to-virtual hosts, etc.

« Bing Hacking Database (BHDB)
* Regexs in Bing format

8 STACH&LIU
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NEW GOOGLE HACKING TOOLS

DEMO

&8 STACH&LIU
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New Toolkit
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New Toolkit
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New Hack Databases

SLDB - Stach & Liu Data Base

* New Google/Bing hacking searches in active development by S&L
team

SLDB Examples — “Pastebin.com Disclosures”
 site:pastebin.com "----- BEGIN RSA PRIVATE KEY----- “

« Master(C
G

OcC )gle site:pastebin.com "——BEGIN RSA PRIVATE KEY-—-"

About 18 results (0.15 seconds)

*§ Everything Past 15 years
v
More | — BEGIN RSA PRIVATE KEY-- - Anonyrmous - ThaeU33rm - Pastebin com
Anytime Apr18, 2010 - -----BEGIN RSA PRIVATE KEY-----.
MIICKwIBAAKBpenis 1 ePgHKVNSIKaGBESjVEzBrIsZc+XQYTtSIVagRI4 SAX0Ypl.
Latest UpNMkCLABDLDGTO4 28xLDmMY04 OjzaxTxiNcSMIBNG+ ...
Past 24 hours pastehin.comMbhaelU93m - Cached
Pastweek
Past manth -----BEGIN RSA PRIVATE KEY---- - Anonymaous - sC7hGw30 - Pastehin.com
Pastyear Apr 18, 2010 - -~--BEGIN RSA PRIVATE KEY--——-.
MIEogIBAAKCAQEAWBalhzKMewLvmir! ptiD1g07 EWGFyudzOAHLgmM3+0+gpPbk....
Past 15years pastehin.comfsC7hGw30 - Cached
Custom range...
Sorted by rel . | —— BEGIN RSA PRIVATE KEY---- - Anonymous - C3Nu13NU - Pastehin.com
Mar 25, 2010 - —---BEGIN RSA PRIVATE KEY-——--.
Sorted by date MIICKwIBAAKBQDET ePgHKYNAIKaGBES]VEZBNISZe +XQY TISIVaOR/4 SAX Y pl.
All results UpNHikCLABDLDGT0429xLDmY040jzox7xiNcSMIBNS+ ...
. pastehin.comfC3Nu13NU - Cached
Social
MNearby . BEGIN RSA PRIVATE KEY---- - Oddy - fadcTech - Pastebin.com
Standard view Aug 20, 2009 - --—--BEGIN RSA PRIVATE KEY-—-.
MIIEoQIBAAKCAQEAUGR 2VkewoysiwHBENDr1WnbciPrs1 UOFfwsfkhnjx1 OAHdo. quogvh+
Related searches QYETDtKsjy+S/4HvKhRdybz+5HNISaCKEI3tg37 9T4N g+ ..
Wonder wheel pastehin.comifadctech - Cached
Tirneli

&8 STACH&LIU



New Hack Databases

STACH & LIUREGEXS

BHDB — Bing Hacking Data Base
» Subset of larger SLDB effort. First
ever Bing vulnerability database
» Past Bing/MSN hacking tools were
limited to only basic footprinting
technigues, with no actual
vulnerability identification

* Bing has limitations that make it
difficult to create vuln search regexs
for it

* E.g. Bing disabled the ,
and directives to
combat search hacking in March '07

&8 STACH&LIU

Example - Bing vulnerability search:
* “mySQL error with query*

oINg
Web

RELATED SEARCHES
Mysql> SELECT

SOL Query

SQL Server Query
MySQL Substring
MySOQL Query Browser
MySQL Query Update
MySQL Query Tutorial

MySQL Query INSERT
INTO

SEARCH HISTORY

Search more to see your
history

See all
Clear all - Turn off

“mySQL error with query* B

ALL RESULTS 1-10 of 50,300,000 result
PHP /MYSQL - Error with query - ClanTemplates

Professional > Programming ... PHP /MYSQL - Error with query Programmi
Programming Got something programming related you wanna talk about? Pos
4 replies from January 2010

farums. clantemplates. com/showthread. php?t=146831 - Cached page

Page headers already sent

mySQL error with query SELECT * FROM nucleus_config: Table
‘db92979006. nucleus_config' doesn't exist. Warning: mysql_fetch_object(): su
argument is not a valid MySQL result ...

sexyadultnews.com - Cached page

Page headers already sent

mySQL error with query SELECT * FROM nucleus_config: Table
'DB515719.nucleus_config' doesn't exist. Warning: mysql_fetch_object(): sup|
argument is not a valid MySQL result ...

pioblog.org - Cached page

naracafe.com
FEROF 72, HE, AU b, FeIU-FH. .. mySQL error with
SELECT d.oname as name, o.ovalue as value FROM nucleus_plugin_option ¢
nucleus_plugin ...

naracafe.com/blog/?catid=5 - Cached page

Page headers already sent

mySOL error with query SELECT * FROM nucleus_config: Table
‘apolon.nucleus_config' doesn't exist. mySQL error with query SELECT p.pf
e.event as event FROM nucleus_plugin ...

apolon.sakura.ne.jp/takarazuka - Cached page

20
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Defenses Ix

GOOGLE/BING HACKING DEFENSES

» “Google Hack yourself” organization
* Employ tools and techniques used by hackers
 Remove vuln disclosures from Google cache

* Policy and Legal Restrictions

* Regularly update your robots.txt.
» Or robots meta tags for individual page exclusion

» Data Loss Prevention/Extrusion Prevention Systems
* Free Tools: OpenDLP, Senf

» Social Sentry

» Service to monitor employee FaceBook and Twitter for $2-$8 per employee
(MySpace, YouTube, and LinkedIn support by summer)

8 STACH&LIU
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Google Apps Explosion

SO MANY APPLICATIONS TO ABUSE

GO()gle alerts Google reader %neoeookgle
Google custom search G 00 l e
GOOgle buzz & trendsg

code search Ia S GO()SIC code Google health

Google calendar Google News G008£ public data explorer

labs

Google docs Googl
ogle Insights for Search | 1
Google blogs o GOOgle wave W

gle maps
Google map Google groups
&8 STACH&LIU .



K Google

Google PhoneBook  #wes

SPEAR PHISHING

Goo

PhoneBook

gle ‘phonehook: schmidt, eric

| [ Search PhoneBook ] [ Search the Web ] Preferences

Residential Phonebook

1761 Countryside Dr,Shakopee, MN 55379-4451
413 Prairie St Kirkland, IL 60146-0000

6404 Lipizzaner Dr Imperial, MO 63052-4142

2260 Steinkoenig School R Highland, IL 622438-4006
N17082 Roth Ln,Pembine, Wl 54156-0000

24400 Mckendree Ln,Sedro Woolley, WA
982847814

Eric Schmidt W, (952)403-9689 Q3
Eric Schmidt .. (815)522-6299 Q3
Eric Schmidt ., (636)942-3494 9
Eric Schmidt .. (618)644-9277Q
Eric Schmidt &2, (715)324-5232Q
Eric Schmidt WD ., (360)854-0973Q
Eric Schmidt .. (650)964-4017 Q9
ric Schmi .’ =

Mountain View, CA 94043-0000

art

Results 121 - 150 of about 209 for phonebook: schmidt, e/

Google CEO - Eric Schmidt

00

r.Hermaon, U753

& STACH&LIU
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Goo
Google Code Search ==

VULNS INOPEN SOURCE CODE

« Regex search for vulnerabilities in public code
« Example: SQL Injection in ASP querystring
e select.*from.*request\.QUERYSTRING

GO()S& COde Sea rCh :Iselect*from.*requesﬂ,QUERYSTF: Advanced Code Search

labs .
[ is SQL injectabl
ly idis injectable
Code FepY e \ Results 1 - 10 of about 2,000.
querystring parameter
post.asp
45: str8gql ="SELECT * from reply where reply id = {' & Request.QueryString ("reply_id") >
46: msg = "<br><br>x¢042°0»0D ATAOAx-OB°T *TAL O+ 2 AAT uensEgep
57: str8ql ="SELECT T Message from Topics where Topic id = " & Request.QueryString ("reply_id")
58: msg = "<br><br>x¢04£°0»0D ATAOAx-O6°T*UAIOL2AATLAN04 510X, "
winiyy . cnarts netfeweb/download/software/bbsitradeforum zip - Unknown - ASP - Iore from tradeforum zip »

&8 STACH&LIU 2



GOOGLE CODE SEARCH HACKING

DEMO

&8 STACH&LIU
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SHODAN

HACKER SEARCH ENGINE

SHODAN Computer Search Engine

e Scans and probes the Internet for open HTTP
ports and indexes the headers returned in the
response

 Profile a target without directly probing their
systems

» Discover specific network appliances

e Easily find vulnerable systems! SHODAN B

8 STACH&LIU 2



(% SHODAN

Target NAS Appliances

SHODAN

Computer Search Engine

"Server: NAShttpd” Search

Options

Results 1 - 10 of about 10 for " Server: NAShttpd™

» Top countries matching your search  Spain
European Union
United Kingdom
Italy

- s

NAS device located ’

60.1 4.108.13

LLagny-156-34-13-13.w80-14.abo.wanad
oo.fr

HTTP/1.0 401 Unauthorized
Date: Fri, 29 Jan 2010 00:32:03 GMT

Connection: close

Default user is ‘admin’ ’

Content-typa: text/html
Www-authenticate: Basic realm@e:’ault USER:admin"
Server: NAShttpd

"8 STACH&LIU 27



SHODAN

T a r gRQI § C A P Ar Computer Search Engine
ICAL I ASTRUCTURE SECURIT
Y

e Supervisory control and data acquisition

Please Enter User Name: Iadmin

Please Enter Password: I""""x

|
4

Backspace

Enter

Caps Lock -

&8 STACH&LIU }



SHODAN

TargRQI 4§\L IQPAFRUCTURES EC‘URILF

« SHODAN: Target Acquired!

Pump #1

a

Pump #2

"8 STACH&LIU §



Maltego

INTELLIGENCE GATHERING TOOL

A/
“@‘A’

Investigate

L@ I

Copy
& Cut

Paste Clear

Location

Number of Results

oo
oo

Select

./ &'o Select parents
()

3.5 Select children
Invert

o Add parents
24 add children

Selection x Select neighbours x Add neighbours

\ Zoom to

(1 (1 . Zoom to fit

Zoom Zoom

+1 520 327

Al @ Delete in  out "\ Zoom 100%
[3] Palette | « x JEf stachliv-MaltegomMap  x <O A~Rol 5 oveniew > o
i=I Infrastructure ‘ ] Mining Yiew ‘ Dynanic Yiew Edge Weighted Yiew Entity List %Ifé (] y
@ AS Malter"lﬁ % 0 0 '
An internet Autonomous S CE Vi % e o
E_,‘_. DMS Mame =l I--n
~  Domain Name m serve hii xen-devel@lis
p— srose @stachliu.com ; - @'; Detail View ‘ » x
W An internet domain ry = m = . [ [A'
v ‘none Nume El
& 1Pv4 Address u stachliu.com careers@stachliu.com godaddy.com e e T l;
An IP version 4 address hliu.com ego.PhoneNumbe
¢

& location on mother earth

1L

&_ MX Record
® & DNS mail exchange recor
NS Record
£ DNS name server record

a7y Netblock

An internet Auton

E"! Website

An internet website

=l Personal
Email Address u

An email address

Gl

Person

i
Entity representing a humar
g - v

STACH&LIU

0222

b K| .
. ‘ -
‘ 2 e | [>]
| 1 www.stachliv.com
mail.stachliv.com  yliu@stachliv.com +1 520 327 0222 Edad - Property View ‘ » x
blarcom@stachliu.com
[.!. <Mo Properties >
<) \ I | (]
[ output- Transform Output | ¥ x °
Transform To Files (0Office) [using Search Engine] returned with 0 entities. li
RPunning transform To Files {(Interesting) [using Search Engine] on 1 entities. (
No results from SearchEngine [
<] 1} | ‘)‘— + X B [ |

30



Maltego

 Maltego can be used to determine the
relationships and real world links between:

e People « DNS Names

e Social networks e Netblocks

« Companies  |P Addresses

e Organizations e Phrases

 Web sites o Affiliations

 Domains e Documents and
files

# STACH&LIU



Black Hat SEO

SEARCH ENGINE OPTIMIZATION

 Why use real news events?

e Black hats make their own fake news
* Faux celebrity sex tape anyone?

e Send to college students

|t works!

e Other scammers imitate what works

8 STACH&LIU



Google Trends Google

BLACKHAT SEO RECON

H Help | Sign i Download as CS5Y | English (US
Google Insights for Search Help | Sign.in | B Download as CSV | English (US) +
beta
Top Google searchs
Compare by Search terms Filter over past 6 years
@ Search terms Tip: Use a comma as shorthand to add comparison items. (tennis, squash) |Web Search /
O Locations ® |All search terms | | United States v All subregions |
O Time Ranges * i i i ™ g
Fake lyrics web sites setup to appear in 2004 - present [v]
Google search results, infect you with All Categories | Search |
malware upon clicking | 4 v ] -

Web Search Interest

United States, 2004 - present

Search terms Lada Gaga, Rihanna lyrics sites used to foist Java exploit}__

April 14,2010 .
Top searches Dan Kaplan April 14, 2011 @
L PRINT [7]EMAIL [)REPRINT [)PERMISSIONS FONT SIZE: A|AJA (+]
2. you As expected, virus writers now are actively exploiting a zero-day Sun RELATED ARTICLES

~

“\ygﬂwaw*"*“‘"ﬁm"--mmihﬂmh@

’-.‘h.,a.‘ﬁ\u’;u-u\-.ﬂk.

o STACH&LIU .



Defenses

BLACKHAT SEODEFENSES

Web Browser Malware Filters:
» Google SafeBrowsing plugin
* Microsoft SmartScreen Filter
 Yahoo Search Scan

No-script and Ad-block browser plugins

Install software security updates

Sandbox Software
» Sandboxie (www.sandboxie.com)

Stick to reputable sites!
» Google results aren’t safe.

8 STACH&LIU
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Metadata Attacks

DATA ABOUT DATA

e |[t's everywhere!
* In documents (doc, xls, pdf)
* In images

 What can be data mined?
e Usernames, emails
* File paths
» Operating systems, software versions
* Printers
* Network information
* Device information

8 STACH&LIU

35



FOCA

AUTO METADATA MINING

« Automated doc search via Google/Bing
» Specify domains to target
« Automated download and analysis of docs

[Pt | Mootk |

| [=/File () Searchfiles # Analize Metadata 7 Options &~ About

- - Extensions
{8 CERN : < > _ Wdoc [@]pptx V]sa [V]pdf
& | Project g v % ppt ’;Ln :i wpd
= i vJipps v
&1 l}D Corliguetion ts (1263) Protect your we-bsitc agamnst DLP (V] xds W odg
8 Liste4el-513v2 s through office documents docx sxc  [V] odp
g Users
! Dates Custom search () Search Al
., Other Metadata
5 — MetaData id Tyre URL Download Sze Anaized N 4
g8 Users (1) (3117 xs  hitp/Awww.cem ch/sm18public/dipole/to%20d0 % 20ist/TO%20D0%20LIST%20FOR%2 . X 245KB X -5
(2 Folders (0) %]118  ds  http//www.cem.ch/sm18public/sssAemplate/ Template_OHMS_CQRxis x 2145KB X -
& Printers (0) %]119  ds  http//www.cem ch/cms_tmb/PERSONAL/Vanhala/bigwheel/Photoreports/disk_defxls X 12KB X -
L Software (0) 120 ds http//www.cem.ch/cms_tmb/PERSONAL Vanhala/bigwheel/Photoreports/exterior_whe... X 2645KB X
£ Emais (0 121 ds hitp//www.cem.ch/cms_tmb/PERSONAL/Vanhala/bigwheel/Photoreports/interior_whe... X 255KB x
122 s ___http://www.cem ch/cms tmb/PERSONAL/Varhala/bigwheel/Photoreports tited wheel.. X 2195KB  x
AN
&t O TACH&LIU 36




Defenses

METADATA MINING DEFENSES

Implement a policy to review files for sensitive
metadata before they're released

Run metadata extraction tools on your resources

Utilize metadata cleaning tools

Digital Rights Management (DRM) tools

Data Loss Prevention (DLP) tools

8 STACH&LIU



Advanced
Defenses

PROTECT YO NECK

o

) )

o STACH&LIU



Existing Defenses

‘HACK YOURSELF

v’ Tools exist

X Convenient

X Real-time updates

X Multi-engine results

X Historical archived data

X Multi-domain searching

& STACH&LIU

39



Advanced Defenses

NEW HOT SIZZLE

Stach & Liu now proudly
presents:

 Google Hacking Alerts
e Bing Hacking Alerts

& STACH&LIU
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A/
@Ag

ADVANCED DEFENSE TOOLS

DEMO

STACH&LIU
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Google Hacking Alerts

ADVANCED DEFENSES

Google Hacking Alerts
 All GHDB/FSDB regexs usingGoogle alerts
« Real-time vuln updates to 1623 hack queries via RSS
 Organized and available via Google reader mportable file

c ~ stachliud@gmail.com | Settings | FAQ | Sign out
GOOS[Q alerts Manage your Alerts GHDB regexs made into
Google Alerts
Your Google Alerts Switch to text emails | Export alertst
? Search terms \ Type How often Email length i
[ Host="* intext-enc_UserPassword=" ext:pcf Web as-it-happens up to 50 results Feed £ edit
“iew in Google Reader
[ "# Dumping data for table (usernamelusetusers|password)" Web Feed B edit
Yiew in Google Reader
: RSS Feeds generated that -
[ "# Dumping data for table" Web track new GHDB vulnerable Feed £} edit
pages in real-time Yiew in Google Reader
E “# phphyAdmin MySQL-Durnp” "INSERT INTO" -"the" ) Web Feed ) edit
Yiew in Google Reader

&8 STACH&LIU 42



Google Hacking Alerts

ADVANCED DEFENSES

Google reader |

| Allitems - || Search |

Add a subscription |
All items (1000+)
People you follow
Explore

ubscriptions

“

® (3 FSDB-Configuration Ma... (371)

{7 FSDB-Error Messages (654)

] FSDB-Privacy Related (501)

® {7 FSDB-Remote Administr... (102)

{7 FSDB-Reported Vulnera... (90)

® (3 FSDB-Technology Profile (652)

# {7 GHDB-Advisories and V... (1000+

& 7 GHDB-Error Messages (1000+)
2 Google Alefts - "mySQ... (11 ~
2 Google Aleﬁ

@ (7 FSDB-Backup Files (195) 4!

Google Alerts - "mySQL errof
2 Google Alerts =

James Bond needs help!
mySQL error page snippet conveniently

Google Alerts - "mySQL error with query” photi sl bl oo

Show: 11 new iterns - all items | Mark all as read | - || Refresh || Feed seftings... ~|
REHFXEXOFTDEMNN- EBLH TT, XEX- BEXEZhHC, R...- mySAL error with

HMER-DAOEWEBEE - mySQL errorwith query SELECT COUNT(™) AS result FROM nucleus
/" James Bond 007 - MI6 - The Home Of James Bond - mySQL error with query SELECT c .citem as itemid, c.cnurrﬁ

James Bond 007 :: MI6 - The Home Of James Bond

CREATE TEMPORARY TABLE p

Ctionlog: Can't open file: 'nucleus_actio

as commentid, c.cbody as

via Google Alerts - "mySQL error with query”

mySQL error with query SELECT c.citem as itemid, c.cnumber as commentid, c.cbody as body, c.cuser as
user, c.cmail as userid, c.cemail as email, ...
\_ wan mi6.co ukdmif php3inewsfindex php?itemid. f...

J

Share s Share with note Email

Add star Like ~Add tags
EMTHE » I IRY— A - mySQL error with query INSERT INTO nucleus_plug_captcha {ckey, time, solution, active) VALUES ('890c8beds1

WiER THbAEHR | 35
1 FifEHe : MER - mySQL error with query INSERT INTO nucleus_plugin_option (ova

- mySQL error with query INSERT INTO nucleus_plugin_option {ovaf

with query”

Several thousand GHDB/FSDB
BERE

vuln alerts generated each day

2 Google Alerts - "Ani... (1)

4

mysgl macosx hgs Jewelry ... - mysqgl error with query. creating standalone applications with mysqgl. mysgl d

¥

& STACH&LIU
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Bing Hacking Alerts

ADVANCED DEFENSES

Bing Hacking Alerts
* Bing searches with regexs from BHDB

* Leverage “format=rss’ directive to turn into update

»r

feeds
Google reader | | Allitems - || search |
navigation - Bing: "mySQL error with query” » Show: Expanded - Lis}
Show: 5 new items - all items | Mark all as read vl Refresh | Feed settings... ~ | show detailg
www.kloosterman.be - mySCL error with query SELECT popfile as prile, e event as event FROM Apr13, 2010
The Shadow Project - Blog - mySQL error with query SELECT COUNT(™) FROM nucleus_comment as ¢ WHERE Apr 13, 2010
Hou-Hou Blog : tunisie blogs - mySQL error with query SELECT iinumber as itemid, i.iblog as blog, iititle as title, iibody  Apr 13, 2010
Hou-Hou Blog : tunisie - mySQL error with query SELECT Linumber as itermid, 1iblog as blog, Lititle as title, Libody as Apr 13, 2010
www.radiosonic.it - mySQL error with query SELECT * FROM nucleus_config: Table 'SqI98301_1.nucleus_config' Apr 13, 2010
Hou-Hou Blog : george bush - mySQL error with gquery SELECT i.inumber as itemid, i.iblog as blog, iititle as title, i.ibody as  Apr 7, 2010
PHP /MYSQL - Error with query - ClanTemplates - PHP /MYSQL - Error with query Programming ... Programming Got Apr g, 2010
P www.tutje .nl - mySQL error with query SELECT * FROM nucleus_config: Table 'poiplggn_tutje nucleus_config' doesn't exist ~ Apr 5, 2010

% STACH&LIU
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Alert Client Tols....

Google/Bing Hacking Alert Thick Clients
« Take in Google/Bing Alert

» Allow user to to generate alerts
when one of the rss alert entries matches something they
are interested in (e.g. “yourcompany.com” in the URL)

being released by Stach & Liu:

« Windows app
» iPhone app
» Droid app

&8 STACH&LIU 45



New Defenses

‘GOOGLE/BING HACK ALERTS

v’ Tools exist

v’ Convenient

v’ Real-time updates

v’ Multi-engine results

v’ Historical archived data

v’ Multi-domain searching

o STACH&LIU
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MalwareDigqgity m

ADVANCED DEFENSES

Malware New Distribution Woes

» Popular websites targeted, become malware distribution
sites to their own customers

Massive Malware Hits Media Web Sites ¢
Security researchers estimate that roughly 7,000 Web pages were compromised in a SQL injection attack f
this week, including The Wall Street Journal and Jerusalem Post. -
By Mathew J. Schwartz, Informationeek

June 10, 2010

URL: http /. informationweek. com/story/showArticle. jhtml?article| D=225600247

itworld.com
"Every time I load Jpost site, I get nasty 1

on Tuesday, referring to the JerusalemP{  [Mlass Web attack hits Wall Street Journal, Jerusalem Post

Sure enough, the Web sites of the Jerusq ¥ Robert McMillan

f'f?ld the A.ssociation of Cln:istian Schooly  june 9, 2010 —Internet users have been hit by a widespread Web attack that has compromised thousands of
sites serving malware to viewers. Weh sites, including Weh pages belonging to the ¥Wall Street Journal and the Jerusalem Post.

AT eSS “4  Estimates of the total number {f compromised Web sites vary between 7,000 and 114,000, Jccording to
security experts. Other compromi .

Y o '\_‘,,,“A H\"'.\x--.., J b WY Y J‘.“'Mx.i CRUUNDURIPAIPSNY i NP SN A\_..
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MalwareDiggity

ADVANCED DEFENSES

MalwareDigqgity
* Uses Bing’s directive to identify all off-site
links of the domain(s) you wish to securely monitor

« Compares to known malware sites/domains
» Alerts if site is compromised and now distributing malware

MalwareDiggity Alerts

» Leverages the Bing directive, to actively monitor new
off-site links of your site as they appear

* Immediately lets you know if you have been compromised by
one of these large scale malware attacks
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Future Direction

PREDICTIONS
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Pregq IF%LIQI!]§E CTION

Data Explosion

 More data indexed,
searchable

* Real-time, streaming
updates

* Faster, more robust
search interfaces

Google Involvement
 Filtering of search results

» Better GH detection and
tool blocking

&8 STACH&LIU

Renewed Tool Dev
* Google Ajax API based

* Bing/Yahoo/other engines
» Search engine aggregators

* Google Code and Other Open
Source Repositories

* MS CodePlex, SourceForge,

 More automation in tools

* Real-time detection and
exploitation

» Google worms
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Google obama

‘ l Search l Advanced Search

Web > Updates [=|Hide options

New results will appear below as they become
available. Pause

Helen Thomas on her one question for Obama
YouTube - Helen Thomas on her one question
for Obama - youtube.com

Idanah - Twitter - 1 minute ago

Obama falters on immigration reform promises
m #usnews #news

1 reform, Obama’s priorities shift -

n - latimes.com

> Latest

Reset options

Real-time updates!

@ filterednews - Twitter - 1 minute ago

Results 1 - 10 of about 4 for obama. (0.58 seconds)

All results 010> April > 20 - 21
Images
« Tam 1pm 7pm

Tam

Top links

Obama to discuss Supreme Court pick with party
leaders - CNN.com

President Obama is expected to meet with key
Republican and Democratic leaders WWednesday to
discuss a replacement for retiring Supreme ...
http:/AMww.cnn.com/2010/.../obama.../index.html
All mentions »

Obama Supreme Court Pick: President Talking
With Possible High ...

WASHINGTON — Pushing forward with one of his
most consequential decisions, President Barack
Obama has begun informal talks with ...

http :/mww.huffingtonpost.com/.../obama-supreme-

& STACH&LIU
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Questions?
Ask us something

we'll try to answer It.

For more info:

Email: contact@stachliu.com
Stach & Liu, LLC
www.stachliu.com




Thank You
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