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The Hard Way

Hardware debugger / in-target probe (ITP) / in-circuit
emulator (ICE)

Socket




y
%f Friends with Benefits

Hardware debuggers can see almost everything

They live outside the OS, so even kernel mode
rootkits can’t hide

Rewriting firmware

They’'re OS independent
— Just needs a compatible x86 processor



The Softer Side

SourcePaint - xB6, - 5 - =
BH File Edit View Processor Options Memory Window Hel _ =[x
p ry p
T TIETIEEIE I - il :
F7589162 73FBIBLL Wermaory (P 7 eral Begisters (P17 B
(E7589166 1405F622 F7589162 11 38 FB 73 22 F6 05 14 L tEOR Fiae Name: | Malis
(7583164 01F7584B F7589172 57 56 6A 63 FF 35 OC AB 3 Tr et 7 ;
:F758916E 5251BE74 : e e General !
A ‘F7589182 EA 73 E4 FF FF BB A% B4 03 C1 85 esByyesl)yP. Al e
: ‘F7589192 D2 74 93 OF Bé CB 51 50 95 Fi FF Oti.MECFRYu . &1u¥ Floating Point
F7h89176 ABDCISFE F7589142 FF E9 84 00 00 00 3D 14 7B FF FF y&]. = B Bl
(F75§9174 35FFF738 v e Segment 00000027
‘F75A917E F758E00 Eabaibs B A »
:F75891C2 58 Control
‘F7539182 FFE473ES EShains i
:F7589186 0AASEBFF Freaa1Es cog
‘F7539184 SOGDFFSD L eaiirs MK
‘F75A918E B5C1031C F7Raaz0Z XM
‘F7589192 (F3374D2 Liteasis S
‘F7589194 5051CHEG Eradaels X0 - DP
E?ESS%E% é%;ig?éé :E7589232 fu. §E. ] Vi40F XMM - Int 0010
7589747 (T4F ii MSR 0023
‘F7539142 008AESFF ! :
‘F75891A6 143D0000 Eianacne 14-32¢ 030
F7EA9242
0000
‘F7589144 0F0004D0 Eothasos User
‘F75891LE FEFFFHES : FYaF9162

(F75E9282
(F7589292
(E75EB9242
(F75892B2
SF75892C2
(F75892D2

F7L892E2
(F7E892F2

:F75891B2 0C478EFF
:F75891B6 B3047EBE
(F75891BA 15732CFF
:F75891BE AB1405F6
(F75891C2 0F01F758
:F75891Ch FFFF6384
(F75891CA BCEASEFF
“F75A91CFE FRFF4ARS

0008 Fraasie2 - [7[32bt =] [Hexadecimal v”

EFLAGE 00010206

-
Breakpoints - o . n — ) Tracking 1P: 0008:00000000 - 0002:FFFFFFFF
Identifier Address Attributes gggg;g;zgg%gg drozd pir [eca]tid - K EE 2‘25104 drezd pt
O NtOpsnkils 8056C4A4L Exscuts (ALl Procs Ererates 00000000 0008 Frerates bano 00000000
O Systemtall 7CSOEAFOL Execute [All Proce E7EE3164 CH (768 0008 F7EFIL164 EG4L040000 near
® eventind U0350EEBO0P  Exscute (Software) CRPEFA1ES € e i
F7EF3164 0008 F?6F316A £94108 decrd ptr
F76FIT6D ) B9510C dwerd ptr
CF7EEAL70 33 co :
F7RE9172
CF7EEI173 30
CFTEFI17L scx - 51
' A0 - -
Edit Add Remavea Remows Al Enabls D |} 0002.F7EF3162 |5 | Mined -/ O00%FFEFITE2 v (o9 [Disassemply ||
A W
2 te Time Component Message
i 00000030 00598941 0889510C 33C0C390 516A00EB
& SN o % P , 0, —TA 000000A0 2E040000 BBOC2489
Losding Comnand Langusgs Bntsnsions: C:\Ussrs\Jasom\Dosunentsh (x66) wriunSonrosPoint-1a 5 9 R cendlimonih D00000AD <2E0A0000. 61
=l >v1Ef‘ Sinient 00000000 000000AB 001A0000 53000000 00010000
1 B B 00000010 00000000 00000001 0O000000 00000000
i 00000020 00000080 00000001 FFBEF068 AO9AGFF7
00000030 EBC3IFBFF FF6BC09A 6FF7ESBY FBFFFF30
00000040 3D6CIAGF F7007409 BBCEEBED
00000050 598B1568 9D6FF78A CLlEEGADO0
00000060 00894308 89530C33 COSESBC3
00000070 CCCCCCCC CCCCCCCC 516AD0ES
00000080 BBOC248% 01895104 FBF46A00
00000030 00598941 0889510C 33C0C390 516A00EB
000000A0 2E040000 BBOC2489
<[ b <m b
[l F1.Help, F5:Go, Shift+F5iStop, FB:Step Into, F10:Step Over, Shift+F12:fecet P1 18: Stopped Protected Hatt Mode [




v Outline

e Architecture
e Breakpoints
e Macros

« Hypervisors




Y
i\\,g Ways to Break Things

« Hardware Breakpoints
— DR regqisters

o Software Breakpoints
— |CEBP (OxF1) instruction + DR7 bit 12

* Infinite loops
— Steal a couple bytes and replace with OXEBFE



2
&\\\&{ Infinite Breakpoints

&

« EB FE is ajump to the same address (jmp $)

— Inject the infinite loop (OXEBFE) into the application or
driver

— Halt the CPU when the system freezes, and there you
are

« They're very easy to use with an ICE
— No worries about freezing the system
— Don’t have to deal with virtual memory

« Checksums can detect these, so place them
carefully
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&\\\\g More Power...

«%z;;

2

e Macros can make an

define proc pcrange(startaddr,

emulator very powerful endaddr)
— Implement complex or define ord4 startaddr
repetitive tasks define ord4 endaddr
— Detailed control of ICE {
while (1) {
e SourcePoint uses a C 'T (EIP >= startaddr &

like scripting language EIP <= endaddr) {

) ) break
— ?I/S\\s\llables, functions, control Y else {
) t 4
— Types have well-defined y HEp
widths
e ordl, int4, real8, ... ¥

— Control statements for ICE ¥

10



Edit Options — Comm

and Window Help

CEUU P SR %@ sess

D E> BHEIP&SEG

NI AR - SR
@SB A

@ Breakpoints =1 | S s £¥) Viewpoint - (Go/Stop = All Processors)
| Identifier | Address | Attributes | || _Mame | _ Description | ; Status |
G| B0 ®86 Family 6 Model F (M) Running
@ Pl =86 Family 6 Model F (M) FRunning
Bt || add. | [ Remove | [ Removesl Enable Disable Al
Code (PO}: (32-bit) Tracking IP: 001B:00000000 - 001B:FFFFFFFF (8| | Code (P1): {32-bit) Tracking IP: 0008:00000000 - 0008:FFFFFFFF (=]
O001E: 00401064 6412 push ooooooiz - 0008:F7589164 894108 mov dword ptr [ec .
001E:0040106C eB00104000 push oo4o1000 |j 0008:F75891eD 89510C ow dword ptr [ec
001B:00401071 FF1500404000 call dword ptr [0040a000 0008:F7589170 33C0 HOL SaH, EaX
001B: 00401077 &EBAFO0OO0000 push 000000at 0008:F7589172 C3 retn
001E:0040107C 6alz push gooooolz 0008:F7589173 20 nop
001B:0040107E 6800104000 push aodoloon 0ooa:F?589174 51 push eCH
001B:00401083 EB98FFFEFF call neard? ptr 00401020 0008:F7589175 6a00 push gooooooa
001B:00401088 83C40C add esp, 0000000z 0008:F7589177 ESZE040000 call neariz ptr £7
001E:0040108E ES70FFFFFF call near3? ptr 00401000 0008:F758917C BEOCZ4 nav ecx. dvord ptr
001B: 00401090 33C0 HOT SaH, Bax 0008:F758917F 8901 mow dyord ptr [ec
001B: 00401092 BEES mow esp. ehp 0008:F7589181 895104 o dyord ptr [EC|J
001E:00401094 5D pop =bp 0008:F7589184 Fe41l001 test byte ptr [escz
001E: 00401095 C3 retn - ||l oooe:Ezsssies 7se7 | ane short ptr £75 «
1= 3 < [ b
001E:00401060 1 "_'é'o'ciusm [(SetBreak | [ Track P Yiew P || || D002:F7529152 = - GoCusor | [ SetBreak | [7] Track IF M
Command =] Log (=]
Pl > R, Date Time Component Message )
P15 — 00000080  0ODOD000 00000000 0OC
|_| 00000030  0O0O00000 0000
H03/09/2010 17:28:10.720 getAsyncMessage Dequeued Pod Aswync Ecom Status b
00000000 DODO0D096 00ZFO000 0O0C
00000010  DOQOO00005 OOC000000 DOJ
00000020 0O01ADOOOD OO0L1EOQOOD 001
0oo00030 00000000 OCO0O00000 O0C
00000040 0OO0OO0000 00000000 0OC
00000050 00000000 00000000 DOC
00000060 OOOO0000 00000000 0OC
00000070 DODOD000 00000000 DOC
00000080  0O0DO00000 00000000 00C
00000080 OOOO0D000 0000 E|

Fl:Help, F5:Go, Shift+F5:5top, F8:5tep Into, F10:5tep Over, Shift+Fl2:Reset

P1

1F: Running

Halt Mode il
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Run Trace

flist (“tracelog.txt”, 1)
define ord4 lasteip = EIP
softremove
while (1) {
if (EIP >= 0xCO000000 && lasteip < 0xCO000000) {
softbreak = location=lasteip+2
softbreak = location=lasteip+3
softbreak = location=lasteip+4
softbreak = location=lasteip+5

softbreak = location=lasteip+6

_ Command
lasteip = EIP ==p: 007E:EFEOF2ED v
0073:08048243 31C9 HOR ECE ECX
go =ax: 007B: 00000000
=b=: 007B:00000001
} =cx: 007B:BFEOF4D4

edz: 007E:BFEQF4DC
e=si: 007BE:00000001
edi: 007E:00000000

if (EIP != endaddr) { e=p: 007E:BFEOF2EO
00732:08048245 85C0 TEST EAX, EAX
asm eip =ax: 007E: 00000000

=bx: 007E: 00000001
R A ecx: 007B:00000000
; eval eax virtual edx: 007E:BFEOFADC
==i: O007B:00000001
=di: O007B:00000000
_ =e=p: 007E:EFE0FZED
; eval ecx virtual Thrget iz already stopped

printf(“eax:
printf(“ebx: “); eval ebx virtual

printf(“ecx:

| &
s

printf(“esi: ; eval esi virtual

printf(“edi: ™

)]
)
)

printf(“edx: "); eval edx virtual
)
); eval edi virtual
)

printf(“esp: ; eval esp virtual
lasteip = EIP
step

} else {

nolog

stop

12



From the Outside In

« Emulator access is pretty raw, so we wrote some
simple forensic macros

— list_procs()
— get_ssdt()

PEUH LY @ & B AKE ErSE 8

CCH EEP&,S®Q an
@ Breakpoints (= IIE |22 | | 00 Viewpoint - (Go/Stop = All Processors) =IEiE=]
— Identifier Address Aftributes Name Description Status
o PO 206 Femily 6 Nodel F (H) Stopped
= P1 %86 Family 6 Model F (M) Stopped
[ Add Remove | [ Remove Al Ensble
Code (PO): (32-bit) Tracking IP: 000800000000 - 1| |Code (P1}: (2-bit) Tracking 1P s B

— hook_syscall(name)

— list_mods()

0008 69BBSBES F
0008 : 89EEIBEA F
0008 . @9BB9BEB EE

0008 89BBIBF4
0008 BIBBIBF6
0008 : 89BBIBFA

8 E9BFE (9

0015 00401010
001B:0040101E ©C
001B:0040101F CC

»

S
=
m
=
=
s
-]
S
B
s
o

001B:00401030
001B: 00401033
D01B: 00401036
. 001B:00401039

0008 B38BIBEC ~ (&7 |Disassembly = |[ GoCureor | [ SetBiesk | [@TrsckP [ ViewIP| || 00B:00401020 + () [Disassembly = [ GoCussor | [ SetBieak | [ TiackIP
Command 81| [Log G

|::

3 Date Time Component

@03/09/2010 17:33:34,625 readRegs

(003/09/2010 17:33:34.626 setRegisterValues

Message 2
00000020  OOFFDFFC
a0

00000030  0DOOFFDF-
00000040 00000000
Received EOM messa
0000000 60000047
00000010 0DODOCOD
00000020  OOFFDEFC
00000030 OQOOOFFDF
00000040 00000000
Read Registers (PO
REX (index: 1, 1
R Cinde: 2, 1
RDX

ndex: 3, 1]

Fl:Help, F5:Go, ShiftsF5:Stop, FB:Step Into, F10:Step Over, Shift+F12:Reset

P1 18: Stopped Protected
==

Halt Mode [
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get _syscall addr

define proc pointer get_syscall_addr(syscall_name)

define nstring syscall_name
{ define proc pointer find_gdi_proc() {

if (syscall_name == "NtCreateProcess define pointer PsActiveProcessHead = get_head_proc()
return ssdt_index_to_addr(0x30, 0)

}else if (syscall_name == "NtCreateSe define pointer first_proc = flink_to_proc_addr(PsActiveProcessHead)
return ssdt_index to addr(0x32 0)

}else { define proc pointer ssc  define pointer current_flink = next_proc_flink(first_proc)
printf("Unkt define '~ ' define pointer current_proc = flink_to_proc_addr(current_flink)

return O { define proc pc

} define { while (current_flink != PsActiveProcessHead) {
} define  define pointe define ord1 type = proc_type(current_proc)
returr  define pointe if (type !=0x03) { printf("Non-process type: %x\n", type); break; }
} define pointe
define pointe define ord4 w32proc = proc_win32process(current_proc)
return ssdt

if (w32proc !=0x0) return current_proc

current_flink = next_proc_flink(current_proc)
current_proc = flink_to_proc_addr(current_flink)

}
}

14
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Blue...Something

 ICE runs below hypervisors

e You can go far with a few simple macros
— vmx_Is_enabled
— VMX_goto_resume
— vmx_qguest_eip
— VMX_exit_reason

16



Down We Go...

FRFEHE DY PR & @2 dewe LN SHBEE L]

GCOEEP&,SBQ L # e & [
© trskpois ST | 60 Vepont BT
Idertifier Address Name Statue.
)
e b
i
0000 - CO0R FFFFFFFF 8| | Code 3
S@ ---- @ o debuzoes -
push 00000000 =0 -
o ‘ 3] 108 Viewed | % 53 enViewh | X f§ Stnctucs | X B Evurss | x BB oot | X -
WOBFTHIR ~ [ Dissserty =] 6o Cutor | [SeBnsk] #riackip [ viw) || 00
s [ o
0030
e B wH k| m
T @
140309 0/Stop = All Proces
nothing, < . [T Name Description
|© PO =86 Fanily & Hodel F (M) Stopped
e Bl 286 Fanily 6 Model F (M) Stopped
P1] 0023 F7T00000-0023:F TBFFFFF saved to C\Users\lason\Documents' (xB6]\Arum Sourcel #1

(P1}: (32-bit) Tracking IP- 000800000000 - 0004-FFFFFFFF =
008 F758915) 1 v %108 cdx a
008 F7589160
008 F7283161
2 6a00

10005 FTAONONS segt0 FIT00005
Bl O o o

Searching down
SSEFER Coaprates

- Bifary string of o1 e 3

&7 [Diassenbly ~|[ GoCunor | [ SetBesk | (| TrackiP [ ViewP | |

Fythar
(a0 e Down Disk: 3468

1
P> z Tate Tive Tomponent Weszage -
Fi 000000AD _2E040000
{§03/09/2010 18:37:22.620 readMenory0l Received ECH

000000
00000040

P11 0023:F7700000-00:

BFFFFF saved to C:\Users\Jason\Documents\n86)\Arium\Sourcel PL 1: Stopped Protected HattMode I
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\qgf Nobody’s Perfect

2

 You can’t single step or trace across thering -1/0
boundary

 Finding the hypervisor is tricky

« Newer VM instructions can cause problems

18



Summary
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