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Blackhat, Defcon, Bluehat



Vuln



Android Logging
Subsystem

- Android has a system log for debugging

Accessible by applications via logging APls or /dev/log device
Requires READ_LOGS permission.




| ocation Disclosure Vuln

- Loca

syste
This

lonManager discloses Cell-ld and LAC into

M logs
olves approximate location to any apps that bother to

look In the logs

- Fixed In 2.2/Froyo

D/NetworkLocationProvider(71): onCelllLocationChanged [6044,1006]

)

Cell-1d



Information Leakage
Example: Crtibank

il ATET = 10:52 PM ) il ATET = 10:52 PM =
N, Frn®
Citl citl
Welcome to Citi Mobile®* Account Summary
Citi Mobile lets you access your Bank and Credit As of 10/22/2009 10:35 pm
Card accounts. .
ard accounts Check"]g 347 )
Sign on to your: £9 0 bl
Bank Accounts Recent Activity >
Access the bank accounts U manaoe on Cllibanks
Jumne. See actvity. Fay bife. Transéer money Search Activity >
Credit Cards Ultimate Money 474 >
i ond O biseaciors. S ke sy O .
Recent Activity >
© 2009 Citigroup Inc Search Activity >
Credit Card 1064 >

=

Accounts



Account Hijacking

Many applications log URLs they hit to the system log

Including the android browser In certain circumstances

I/SearchDialog: Starting (as ourselves)
#Intentjaction=android.intent.action.SEARCH; launchF lags=0x
10000000 ; component=com.android.browser/.BrowserActivity;s.
query=www.blackhat.com;S.user query=www.blackhat.com;end

Browser A Another app,

D/com.company.app(l): getUrl = https://
onlineservice.company.com/login/LoginForm



https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
http://www.blackhat.com
http://www.blackhat.com
http://www.blackhat.com
http://www.blackhat.com

App Server

GET https//ssocompany.com/ |
form

AN _
—— =

Login OK )
Redirect to: https/ \
app.company.cony/'sess?

- SECRET_ID-ABZ3FEO347ADE

POST https//ssocompanycomy/ | o n
login |

_

S — = —

' GET https//appcompany.com/ |
5€557

SECRET ID=ABZ3FEI347ADE

| S I s S —



http://sso.coma
http://sso.coma
http://sso.coma
http://sso.coma
http://sso.coma
http://sso.coma
http://sso.coma
http://sso.coma
https://app.company.com
https://app.company.com
https://app.company.com
https://app.company.com
https://app.company.com
https://app.company.com

What do the logs say!

D/com.company.app(l): getUrl = https://sso.company.com/form

D/com.company.app(l): postUrl = https://sso.company.com/login

D/com.company.app(l): getUrl = https://app.company.com/sess?
SECRET _ID=AB23FEB34/ADE



https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
https://onlineeast2.bankofamerica.com/cgi-bin/ias/0/E/LoginEntryPoint?CIPHER_TEXT_IN_HEX=__REMOVED__&IV=__REMOVED__&sessionid=__REMOVED__
https://app.company.com
https://app.company.com

Malicious application reads logs from device and
transmits them to attacker:

Attacker visits https//appcompany.com/sess?
SECRET ID=ABZ3FE@347ADE

Game Over.



https://app.company.com
https://app.company.com

| essons Learnea

- App developers: don't log anything confidential.

- Web developers: don't put sensitive parameters
in GET query strings.
Especially it an application may log it or the URL Is
being sent between apps.



What If you could ask
questions about every
app In the world!



App Genome Project



L argest-ever Mobile App
Dataset.

Nearly 300,000 apps encountered.
IPhone App Store + Android Market.
Analyzed nearly 100,000 free apps.

Metadata + application binaries.



Agenda

Why care about mobile apps!?
Why build the App Genome Project!
How did we build 1t/

What did we find?

Using the App Genome Project for security
response.

VWhat apps may come!



VWhy care about mobile
ADPS!



Mobile Apps Matter

- Smartphones are
54.3 million devices

becoming the computing platform.
shipped In Q1 2010. (Gartner)

- People who use apps, use a lot of them.
22 apps per smartphone in US. (Nielsen)

- ApDPS access sensr

ve Information and can charge $3$9%.

Bank accounts, locat

text messages, etc.

ion, SMS billing, premium phone calls, emall,



Why care about Apps!

- What enables attacks

Standardized APls (e.g. contact list on a computer is
complicated)

Capabillities (e.g. browser history, dialing)

- What incentivizes attackers

$3$% (direct or indirect)
Sensitive Information



VWhy mobile threats
won't matter?

- Isn't mobile fragsmented
There are 3 windows.

- Isn't there a sandbox!
Sandbox = safe.

- Isn't there a small attack surface!?

A
A

D

D

DS, PUSh services, messaging services, etc.

b stores are a choke-point for distribution



VWhy did we bulld the
App Genome Project?



VWhy!

Ultimately, to keep people safe.
Good data helps everyone make good security decisions.

[dentify threats in the wild.
Analytics to identity high-risk apps based on behavior.

Understand platform differences.
Compare Android vs. IPhone.

See what apps are actually doing.
|s this the same as what they say they're doing!



How did we bulld the
App Genome Project?



Overview

- Distributed crawler
Speaks Android Market and Apple App Store

- Data store
Keep metadata and downloads around for offline analysis

— Custom analysis tools
OS-specific analysis to sequence capabllities



- The crawler Is a series of jobs.
[t's not like a truck.

- Each job queues other jobs using a job queue.

T Down oa -H PP }



Data Store

- Application Metadata —» Y80k

Description, Ratings, Version, Creator, Permissions (Android)

- Application Binaries _y Filesystem

For free applications only

- (Changes tracked over time
Both metadata and binaries



1 D
‘ owhload ~100k mobile ap
S N
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3. Profitl
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VWe built custom static analysis tools to automate
feature extraction

Classes/methods
referenced

Classes/methods
implemented

Permissions
(Android)

String data



Analyzing Android

L\




Dalvik

Ak eyn

Messaging

celand

Contacts | Browser




Anatomy of an Android App

Applications run in a virtual machine called Dalvik

APK file format - very similar to a Java JAR

Just a zip archive

“classes.dex’’ Is the main Dalvik executable.

“AndroidManifestxml” is a binary XML document
describing permissions, application components, etc.




Android Security Model

- Granular permissions for specific capabllities.
Read Contacts, Send SMS, Read Logs, Internet, etc.

- Apps declare permissions at install.
Acceptance Is before download on the Android Market.

- Enforcement at process level.
Common misconception: enforcement by the VM.




Analysis Methodology

- Package permissions +
analysis

DEX (

Dalvik executable) static

e.g permission requested + APl referenced by “classes.dex”

- Define heuristics for features we want to extract

e.g. reading the device’'s phone number =>
READ_PHONE_STATE permission + reference to
TelephonyManager#getline | Number

- ..0r run arbitrary analysis queries against all apps



Analysis Constraints

shouldn't be
e-et able to exceed declared permissions.

We look for vulnerability explortation as special features.

- (Capabilities can be implemented outside of Dalvik.
Native code can interact directly with Binder, network; etc.

Apps can dynamically pull code from the internet.

- Currently, we're not looking for:
Code downloaded at runtime

~vasive code (e.g. encrypted, obfuscated)

Raw [PC calls or dynamic linkage



Analyzing IPhone




Phone Security Model

- Process-level sandboxing.

- App-store AP| enforcement.

Private/undocumented APls prohibited, though
technically accessible.

- User acknowledgement for certain capabilities
e.g. location, push



Anatomy of an IPhone App

IPA file

Just a zip archive

Application binary typically In
"/Payload/AppName.app/AppName”

Mach-O executable



Mach-O

Header contains a series of load commandes.
Specify segmentation, runtime linkage, encryption, etc.

A Mach-O file contains multiple segments, e.g.
_ TEXT (executable code/read-only data)

DATA (writable data)

INKEDIT (dynamic linker data)

Fach segment has many sections.

IPhone apps are encrypted!



file vm

* 0<PP000 | LC_SEGMENT

segname _ TEXT

fileoff ©x00000
filesize 0x1d000
vmaddr Bx01000 i
vimsize  Ox1d000 ..y}

1 ox01000 |

; —__TEXT is encrypted!

| LC_SEGMENT §:
‘ Ox1e@00 ’

seghame __ DATA
fileoff 0©Ox1dO66
filesize Ox08000
vmaddr Bx1leB0BO _\ ¢
vmsize  0x@8000—Y =
(1 ox2c000 |

§ LC_SEGMENT
! segname _ LINKEDIT
fileoff ©x25000
filesize Oxlebb®
vmaddr Bx26000
vinsize Bx1 000

Ox43bb0

Step |



- - : N Lc_ENcRvPTION_TNFO YT
| Dx00000 |

. cryptoff 0x01000
§ LC_SEGMENT cryptsize Ox1cPo0
i segnhame __ TEXT

fileoff ©x20000 | <0100 i
filesize 0x1d000 : i
vmaddr Bx01000 i
vimsize  Ox1d000 ..y}

{ LC_SEGMENT

{1 segnhame _ DATA
fileoff ©x1d060O
filesize Bx08000
vmaddr Ox1le@P@® _\ ¢
vmsize  Ox08000 -V }

§ LC_SEGMENT
! segname __ LINKEDIT
fileoff ©x25000
filesize Oxlebb®
vmaddr Bx26000
vinsize Bx1 000

Oxd3bbg

Step | Step 2



Go here for the
juicy details

http://www.opensource.apple.com/source/xnu/
xnu-1504.7.4/bsd/kern/mach_loader.c



http://www.opensource.apple.com/source/xnu/xnu-1504.7.4/bsd/kern/mach_loader.c
http://www.opensource.apple.com/source/xnu/xnu-1504.7.4/bsd/kern/mach_loader.c
http://www.opensource.apple.com/source/xnu/xnu-1504.7.4/bsd/kern/mach_loader.c
http://www.opensource.apple.com/source/xnu/xnu-1504.7.4/bsd/kern/mach_loader.c

What can we see!

- We're not currently decrypting the __ TEXT segment.

- Symbol tables are stored in the ___LINKEDIT
segment.

Not encrypted. _

Yay!

- Runtime framework linking implemented by Mach-O
oad commands.
Also not encrypted.

— Again, yayl



Analysis Methodology

Symbol table includes defined (implemented) and
undefined (referenced) symbols.

C functions, Obj-C classes/methods/ivars

Mach-O load commands specity frameworks
imported at runtime.

Define heuristics for each feature we extract

e.g. Accessing a device's contacts => reference to any of
the AddressBook API| data access methods.

..Or run arbitrary analysis queries against all apps.



Analysis Constraints

- We're not decrypting the __ TEXT segment of
apps.

- Currently, we're not looking for:
Dynamically loaded code (constants stored in __ TEXT).

Bypassing frameworks to access data via private APls.
Code downloaded at runtime.



S0...

- We downloaded free Android + IPhone binaries.
| ots of them.

- We bullt analysis tools that allow us to ask
questions of the apps en masse.

.50 we don't have to do it manually.




VWhat did we find?



Story #1:
In the beginning there
was data.



-ree Apps Reading Contacts

15.0%

11.3%

7.5%

B iPhone

= Android

3.8%

0%

s that

- Are there any apps accessing my contac
shouldn't be?



%ma 9:32em

‘Star Wars Movie Soundboard

VWe found a seemingly suspicious
series of sound boards on Android

— .‘\§ oy - e
-Chewbacca1 ‘,_ -Chewbaccaz -
Requests WRITE_CONTACTS ‘ o =

Download YPmobile Now!

Ads by AdMob

References Contact AP

sget-object v?, android/provider/ContactsContract$Contacts;—
>CONTENT _URI




% & 9:36rm

Default Ringer

- Accesses contacts to set
custom ringers.

Jotally legitimate Contact Ringer

Default Notification

class droidsounds/StarWarsMovieSoundboard/ChooseContactActivity {

assignRingtoneToContact ( );



Not all apps that access
sensitive data are pad




Story #2.
Three's Company



-ree Apps Accessing
L ocation

34%

26%

17%

9%

0%

= Android

B iPhone

- Are there any applications accessing my location
that shouldn't be!?



The Search

We started going through Android and IPhone

Apps that looked accessed location but didn't seem
to need It.

There were a lot.

We found a huge number of apps on both IPhone

and Android that included 3rd party advertising
SDKs.




L ooking Closer

- lested one Android application that has the
QuattroWireless SDK in an emulator

Simulated Lat/Lon to -3.1337/, 3.133/

- Wireshark caught the detalls
Plain HT TP request to “ad.gwapl.com”

GET /adserver/render
udid=ANDROID_SIMULATOR_0O
lat=-3.1336999999999997
lon=3.1336999999999997
ua=Android_US_generic_google_sdk_google_sdk_3_QuattroWirelessSDK



Conditional Likelihooad
to Access Location

- 100%

75%

Q0/
64% 1

50%

4.3 %/ -
‘370
5%

‘A B

Google Ads  Quattro AdMob Mobclix Google Analytics  Flurry

25%

0%

B iPhone = Android



Key Insights

- On Android, If a developer brings in an ad SDK but

doesn't request location permissions, the app does
access location.

Our analysis takes this into account.

N't

- On IPhone, an application will only be allowed to use

location If Apple deems it appropriate.
"It your app uses location-based information primarily to

enable mobile advertisers to deliver targeted ads based on a
user's location, your app will be returned to you by the App
Store Review Team for modification before it can be posted

to the App Store.”



3rd Party Code Prevalence

50%

38%

25%

13%

0%

B iPhone = Android

- Presence of 8 popular 3rd party SDKs in free apps



Responsibility: Developers

- Many novice develop
applications.

- When developers br

ers are developing mobile

iNg In 3rd party code, they

don't always know what's going on.
SDKs are closed source.

[t's not always obvious what data SDKs collect.

- Developers need to

be responsible with the data

thelr app collects anc

inform users.



Responsibility: SDK Providers

SDK Providers need to make sure developers know
what data Is being collected about their users.

AdMob encourages developers to consider thelir users

Drivacy.
Excerpt from AdMob iPhone SDK

4

- (BOOL)mayAskForlLocation;



Developers don't always
know what's In their apps.

—



Story #3:
| Spy



FINding the sples

- Are there apps that gather more than contacts/
location!?

- We |looked for applications that accessed a ton of
data.

e.g. IMEI, IMSI, browser history, contacts, location



A "System Utllity” eh?

- Lots of applications by developer "RXS" accessed
very sensitive data.

- Many had innocuous names and described
themselves as a “"System Utility”

Android | 5x, Android | 6x, Android 20x, Android 2| x

- Inside we see code shuttling data to:
nttp://www.mobllespylogs.com/webapi



http://www.mobilespylogs.com/webapi
http://www.mobilespylogs.com/webapi

invoke-virtual {v@, vi, v2, v3}, Lcom/rxs2la/android/
SavePreviousData;->getSmsDetails(Landroid/content/
Context;Ljava/lang/String;I)V

invoke-virtual {v@}, Lcom/rxs2la/android/SavePreviousData;-
>getContactDetails()V

invoke-virtual {v@}, Lcom/rxs2la/android/SavePreviousData;-
>getURLDetails()V

invoke-static {}, Lcom/rxs2la/android/DatabaseHandler ;-
>getCallContents()Ljava/lang/String;

// and more



—— Monitor BlackBerry, iPhone, Android, more!
M D B I LE =r\ Silently Record Text Messages
SPY SOFTWARE FOR SMARTPHONES GPS Locations and Ca” DetaiIS!

(%

Jy Jortware ior

Phoi ‘ .

Monitor Text Messages, Call Details and GP

HOME > SMS LOGS > CALL LOGS > GPS LOGS SUPPORT > LOGOUT »>

< View SMS Logs MDB'LE, ==\

< View Call Logs
< View GPS Logs

% View URL Logs USERNAME:

—
< View Photo Logs
% View Contact Logs PASSWORD: _
< View Email Logs
< View Calendar Logs
< View Cell ID Logs

Lost Password Register Now

< View Task Logs © 1997-2009 Retina-X Studios, LLC.
< View Memo Logs

Attention Mobile Spy Users:

| 2 TOO The login form above is for our new dedicated server.

All active usernames will continue to function on the new server without anything

¥ Search Logs needed on your end.
=+ Clear All Logs
< Logs Summary All logs before January 15, 2010 can be viewed at http://www.mslogserver.com.

< CSV Format

5 Change Password NOTE: All logs are subject to deletion after thirty (30) days.




€ 1:09PM

facebook ¢ Wmysp
Browse Social

Panzer Panic €2.99
W HandyGames il

ot TripIt - Travel Organizer gpee
Triplt, Inc. W

m The Rescue of Ginger yssp.99

™y

4. Now you will need to search for the version of Mobile Spy that is designed for your version of
the Android operating system.

For Android OS version 1.5, search for: Android 15x
For Android OS version 1.6, search for: Android 16Xx
For Android OS version 2.0, search for: Android 20x
For Android OS version 2.1, search for: Android 21x



IPhone SpyPhone App

- Nicholas Seriot, Blackhat DC e —

- PoC SpyPhone Application that &S wn

only uses permitted APls. §5 Phone
Search History i koo
ga) Safari
Keyboard Cache @ L
Contacts B Froce
Emall addresses f&] AddressBook

+3 Keyboard Cache

- On IPhone, users don't know what
data Is accessed (except location).



IPhone Flashlight App

| 5-year old developer
SRSLY

Created a flashlight app
.that also had a functional SOCKS proxy for tethering

Accepted Into the App Store

Once the Internets found out, Apple removed .

Ta |5 year old can sneak code into the App Store...



Apps aren't always upfront
about what they do.




Story #4:
The Orange Wallpaper



More sensitive data

- What about apps that access a device's Phone
Number + IMEl + [MSI?

Only a few hundred in the Android Market

- Any patterns?
"lackeey,wallpaper” => /6 apps
"lceskYsl@ | sters!" => 8 apps



NBA Wallpapers
WWE Wallpapers

NationalGeographic
Wallpapers

Quotes Wallpapers
Michael Jackson Wallpapers

Wallpapers,Pro

arrypotter Wallpapers
WarCraft Wallpapers
Lost Wallpapers

Game CG Wallpapers
Forever Friends VWallpapers
Windows/ Wallpapers

eWallpapers, phone
backgrounds

Nature Wallpapers

Sex women Wallpapers
series2

Nature Wallpapers,
beautiful,

Arts Wallpapers



ponies Q Search

Hot keywords.

recent keywords.




Categories

Search - ponies (70)







VWhny are wallpaper apps

accessing my phone
number; IMSI, IMEI?



Wiresharked

POST /api/wallpapers/log/device_info?locale=en-
rUS&version_code=4228&w=320&h=480&uniquely_code=000000000000000&api_key=CIEhu | 5fY4bO45GcGTgbg&nonc
e=9fe/9a6119a9c650eb8f96 | 5e2b88a8d&timestamp=12/959 167167 | &api_sig=1 1404ee56654c3ad52649fb | e0589e5f
HTTP/I.1

Content-Length: | 146

Content- Type: application/x-www-form-urlencoded

Host: www.imnet.us

Connection: Keep-Alive ' H
User—Agent:Apafhe—HttpClient/UNA\/AlLABLE (java |.4) You PrObab]y can t rcad thls
Expect: 100-Continue

HTTP/1.1 100 Continue

uniguely_code=000000000000000&device_info=device_id23D000000000000000%26device_software_version%3Dnull
%26build_board?%3Dunknown?%26build_brand?%3Dgeneric%26build_device?%3Dgeneric?626build_display?s3Dsdk-eng
+2.2+FRF42+ 36942 +test-keys?626build_fingerprint?%3Dgeneric62 Fsdk?62Fgeneric2e2F
7%63A2.2%2FFRF42%2F36942%3 Aeng?% 2 Ftest-keys2626build_model%3Dsdk?%26build_product?%3Dsdk9%26build_tags
%3Dtest-keys?%26build_time%3D 1 273720406000%26build_user?s3Dandroid-build?%26build_type?3Deng?26build_id
%63DFRF42%26build_host?%3De-honda.mtv.corp.google.com?26build_version_release%3D2.22626build_version_sdk_int
%63D8%26build_version_incremental?%3D36942%26density?%3D | .0%26height_pixels?%63D480%26scaled_density

%30 1.0%26width_pixels%30D320%626xdpi?63D | 60.0%26ydpi%3D | 60.09%626line | _number

763D 15555218 135%26network_country_iso%3Dus?%26network_operator?e3D310260%26network_operator_name
%63DANdroid?26network_type?3D3%26phone_type23D | %626sim_country_iso%3Dus%26sim_operator
%630D310260%26sim_operator_name?%3DAndroid?%26sim_serial_number%3D890 14103211 | 18510720926sim_state
%3D5%26subscriber 1d%3D310260000000000%26voice._mail_number?%3D%2B 155521 75049%26imsi_mcc
%3D3109%26imsi_mMnc%3D260%26total._mem%3D 35885056


http://www.imnet.us
http://www.imnet.us

VWhat just happened!

We Installed a wallpaper app.

Ponies!

Ihe app sent this HT [P request In the clear.
POST /api/wallpapers/log/device _info

Host: www.1mhet.us

sim_serial humber=890141032111185160/20
subscriber 1d=310260000000000

linel number=1355355218135

volce_mall nhumber=+1535521756049


http://www.imnet.us
http://www.imnet.us

Digging In.

Applications from each developer have a suspicious
service

com/eoeandroid/wal lpapers/nature/service/
SyncDevicelhfosService

com/jackeey/wallpapers/alll/orange/
SyncDevicelhfosService

VWhat does this service do!



invoke-virtual {v?}, Landroid/telephony/TelephonyManager;
->getDeviceId()Ljava/lang/String;

invoke-virtual {v?}, Landroid/telephony/TelephonyManager;
->getLinelNumber()Ljava/lang/String;

invoke-virtual {v8}, Landroid/telephony/TelephonyManager;
->getSimSerialNumber()Ljava/lang/String;

invoke-virtual {v8}, Landroid/telephony/TelephonyManager;
->getSubscriberId()Ljava/lang/String;

invoke-virtual {v8}, Landroid/telephony/TelephonyManager;
->getVoiceMailNumber()Ljava/lang/String;



Who Owns imnet.us!

Whois says:

Administrative Contact City: shenzhen
Administrative Contact State/Province: guangdong
Administrative Contact Country: China

Registrant Email: iceskysl@ REMOVED _.com



mailto:iceskysl@gmail.com
mailto:iceskysl@gmail.com

AP PlCatiO I Y

Launch by default

Surely nObOCY would No defaults set.
download a wallpaper app
that wanted to access Permissions
|den‘t|‘t>/ informa‘tion about This application can access the following on
your phone:
my phone.

rignt?

© Sshow all



logether, these apps are estimated
to have between |.| and 4.6

MILLION downloads!

About jackeey,wallpaper

Name : jackeey,wallpaper

Published 78 application(s) in the Android Market
Overall Average Rating : 4.08

12,559 ratings in all the applications

Total Download Range : 1,046,000 - 4,020,000

About IceskYsl@1sters!

Name : IceskYsl@1sters!

Published 20 application(s) in the Android Market
Overall Average Rating : 3.97

1,923 ratings in all the applications

Total Download Range : 139,700 - 592,000

Source: http:// www.androlib.com



http://www.androlib.com
http://www.androlib.com

VWhat's next!

Developer claims that information gathering is to
breserve favorites when users switch devices.

Google has taken the apps down from the Android
Market while they investigate.




Apps take advantage of thelir
capabillities.




Summary of Findings

Not all apps that access sensitive data are bad.

Developers don't always know what's in their apps.
A lot of apps Iinclude 3rd party code.

Apps aren't always upfront about what they do.
Do you trust app descriptions?

Apps take advantage of their capabillities.

Be careful what you download.




VWhat's |

N the wild!

- Imagine a hypothetical vulnerability

- We can use the App

Are there any apps In t

Are there any vulnerab

Genome project to ask:
ne wild explorting 1t?

e apps In the wild?

= This 1s a very powerful tool during security

resSponsc.



e.g. Account Hijacking

- On Android, apps shouldn’t be able to get around
DErmMIssSIons

T they root the device, account hijacking is the least of our
problems.

- Find all applications with READ_LOGS permissions.
Only a couple hundred

- Automate static analysis to identify code that
accesses log data.

Does any of It target a vulnerable app?




VWhat's to come!



Finding bad apps In the future

- App store distribution model will minimize
obviously bad apps.

- More prevalent: apps that seem good, but...

have hidden functionality \ eg. iPhone Flashlight,
turn bad dynamically Android Wallpapers

- Probably cant remove all “context-dependent”
apps from app stores. &

¢g. Spy apps



[akeaways:

- Users: Pay attention to the apps you download

- Developers: Be responsible with the data you
collect and how you use It.

And don't put sensitive data into logs.

- Administrators: Don't ban apps or smartphones

Do you force people to go back to typewriters it there's
an MS Word vuln?



| hanks.
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