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Any more detail is theoretically irrelevant. A client is a client.
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Vhy hacking Java apps is practically d

‘ Showing how JavaSnoop solves the problem

‘ Demos, videos, details




The following talk occurs between Monday and
Friday of any given week. Like, 1t could be
next week or something.







Action Options Roam Mobile Help =
You have joined room: WJFK_The_Junkies 10

Welcome To The Jone Dome for The Sports Junkies! Don't forget to check out
the OFFICIAL Junkies Message Board here at Junkiesradio.com! 7 '@ Gmast i774641

w75Y Guest 2805421
w75¥ Guest 3203131
= 75Y Guest 3573391
«75Y Guest 4930771
w75 ¥ Guest 7765351
= 7nY Guest 8102511
= 75Y Guest 9384441
w75Y Guest 9899431
w75 ¥ hljake
After eating Panda f?
Express and bitching
about lack of useful
docs, time left:

OD0EDED

| |Start typing here

38 hours.

Send
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MITM yourself




File Edit View Qo Capture Analyze Statistics Telephony Tools Help
Beoes EEXEE AesrTFIiI(EE QQAQAD | @PWx B

| ~ Expression... Clear Apply

Filter: I

Source Destination Protocol Info

172.21.0.52 64.13.158.24

Frame 19 (75 bytes on wire, 75 bytes captured)
Ethernet II, Src: Lite-onT_cf:ae:d9 (00:16:44:cf:ae:d9), Dst: Cisco_9f:aa:30 (00:1d:45:9f:aa:30)

Internet Protocol, Src: 172.21.0.52 (172.21.0.52), Dst: 64.13.158.24 (64.13.158.24)

Transmission Control Protocol, Src Port: 49509 (49509), Dst Port: http (80), Seq: 897, Ack: 245, Len: 21
[Reassembled TCP Segments (497 bytes): #18(476), #19(21)]
Hypertext Transfer Protocol

Media Type

Time left: 35 hours.
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@ Javadoc E% Declaration| 4 Search | 2® Call Hierarchy | & Console

3,854 errors, 26,673 warnings, 0 others (Filter matched 200 of 30527 items)

Description Resource Path

» @ Errors (100 of 3854 items)

> & Warnings (100 of 26673 items)
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Webscarab, SoapUI Application
endpoints







If only there was a
“WebScarab” or "Burp”, but for
the Java Virtual Machine.

If there was, I could tamper

with method parameters like
HTTP traffic. That certainly
would have made Scary Movie
3 easier to make.

Also, I love you Arshan.

-- Anna Faris




hat'soundshlike
something wercould

dowith
Instiiimentation:

we miss you pdp, come back




public void doSomething (String pw) throws Exception {

logger.info ("Beginning method " + new Date().getTime()):

String hash = CryptoUtil.hash(pw):
System.out.println("Storing hash: " + hash):;

r.info ("Ending method " + new Date().getTime()):




public String doSomething (String pw) throws Exception {

R [ P — W

com.aspect.javasnoop.SnoopAgent. tamperWithParameter (pw) ;

) i _— = - =

String hash = CryptoUtil.hash(pw):
System.out.println("Storing hash: " + hash):;

»hash = com.aspect.javasnoop.SnoopAgent. tamperiithReturnValue (hash);

return hash;
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You have joined room: WJFK_The_Junkies
Welcome To The Jone Dome for The Sports Junkies! Don' forgetto check out
the OFFICIAL Junkies Message Board here at Junkiesradio.com!
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tarttyping here

le Actions Options Help

gt Program Setup

Status

|

o= | NOT SNOOPING

Session flename:

(not saved yet)

Worigir:|

| ova s |

[ Start & Snoop Target Program H Attach &Snoop Process... H Stop Snooping H Kil Program

|
|
\
)

Parameter Operator  Operand

Awayshook (*) Hook IF (") Don'thook IF

Function Hooks
Condions
et Qs Metd heiabe
Enabled
Onexecution
Rintparameters [ .. toconsole .. tofe: [7]Run custom st
IEESEED

[ Tamper vith parameters ] Pause program

[ Tamper with retum vake
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Constructor Summary

ClassDefinition(Class<?> theClass, |byte[] theClassFile)
Creates anew ClassDefinition binding using the supplied class and class file bytes.




File Edit Navigate View Tools

Open.. | Save | Save as.. Insert.. | Remove Find.. Exit
T U0 03 0000 00 U0 OO0 02 00 UL OO U5 U0 U6 OO UL ..o e eeeeeneennns =
: OO0 07 00 OO OO 2f OO0 01 00 Ojgign 5525110? ..... F o *, Il
: 00 08 b1l 00 0O 00 02 00 Oa DJF@JU 01 OO0 ..cccccccncnanss
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~hitps/frejavass %Uiﬁ.ljgﬁ}u@@b
000z2z0: OO0 2 000 IJIJ 00 00 14 b2 O s elcca aoont
000230: be 00 18 b8 00 1le bZ 00 10 12 23 he 00 18 L1 00 ..........8..... |
000240: OO0 00 0Z 00 Oa OO0 OO0 OO 12 00 04 00 00 0D O7 00 . v i e vnnennnnns 3
000250: 13 00 Oc 00 08 00 09 00 Ob 00 Ob 00 Ob 00 00 00 ...veeiinnnnnnns
QNNZAN: O OO0 N1 00 00 00 14 A0 25 00 26 00 00 00 01 00 %.& =

Files Editor

Bytecode Editor: aspect.whitecell.test.C
public static void bar (String[] args) {

args_start:

String([] args (#0 0 - 20)

invokevirtual

invokestatic void A. foo(:l

19 Teturn
args_end Example of wedging
} in a printin() at =
the top and bottom——

Situation under control. of a function.




Java VM

Custom classes
(java.class.path)

Core Java Supporting
classes classes

(/jre/lib) (/jre/lib/ext)

Bootstrap Extension System
classloader classloader classloader




Java VM

Custom classes
\ (java.class.path)

Java
Agent

Core Java Supporting
classes classes

(/jre/lib) (/jre/lib/ext)

Bootstrap Extension System
classloader classloader classloader




JavaSnoop

Java
Snoop
Managing
UI







‘ Why hacking Java apps is practically difficult
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» Showing how JavaS.I;!oop- solves the problem
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‘ Demos, videos, details




File Actions Options Help
Target Program Setup Status

Manciss: | NOT SNOOPING

)

Classpath: | I Session filename:
|
|

Arguments: | (not saved yet)

Working Dir: | |Java Arguments: |
Start & Snoop Target Program | [ _ Attach &Snoop Process... | | Stopsnooping | | KillProgram |

Function Hooks

Conditions
Enabled Class/Method

Enabled Parameter Operator Operand

() Alwayshook () HookIF (*) Don't hook IF

‘Add New Hook... Delete Hook

On execution
["] Print parameters []...toconsole [T]... to file: [] Run custom script [[] Tamper with parameters [T] Pause program

| I [ Browse... ] Edit Script... [[] Tamper with return value




Action Options Roam Mobile Help

You have joined room: WJFK_The_Junkies
Welcome To The Jone Dome for The Sports Junkies! Don't forget to check out
the OFFICIAL Junkies Message Board here at Junkiesradio.com!

~75¥ Guest 2805421
75% Guest 3203131
«75¥ Guest 3573391
75 Guest 4930771
75 Guest 7765351
75 Guest 8102511
~75¥ Guest 9384441

~75¥ Guest 9899431

7Y hijake

|2/ JavaSnoop
File Actions Options Help

Blli]ws] el

Target Program Setup Status
e | ((eo=-]  NOT SNOOPING
Classpath: ‘ | Session filename:

\ | ved
—— ERy— |
Start & Snoop Target Program Attach &Snoop Process.... Stop Snooping Kill Program

Function Hooks

Conditions

Enabled Class/Method
Enabled Parameter Operator Operand

() Always hook () Hook IF (*) Don't hook IF

/Add New Hook... Delete Hook:
©On execution
[J...toconsole []... to file:

[ ] [ rowse... ] [ Edtsapt.. ]

[] Print parameters "] Run custom script [] Tamper with parameters [ Pause program

[] Tamper with return value

tart typing here




Action Options Roam Mobile Help

You have joined room: WJFK_The_Junkies File. Mho —T
Welcome To The Jone Dome for The Sports Junkies! Don't forget to check out =
N 3 . ‘arget Program Setup Status
the OFFICIAL Junkies Message Board here at Junkiesradio.com!
NOT SNOOPING

]

Classpath: [ [ Session filename:
[
|

Main dlass: || | [ Browse...

~75¥ Guest 2805421

5% Guest 3203131 \ dye
Working Dir: | | 1ava [

«75¥ Guest 3573391

[ start &.snoop Target Program | [ _ Attach & Snoop Process... | | StopSnooping | [ kil Program |

Guest 4930771

Function Hooks

Conditions

Guest 7765351 Enabled Class/Method
Enabled Parameter Operator Operand

Guest 8102511

Guest 9384441

*) Always hook () Hook IF () Don't hook IF

Delete Hook:

[]..toconsole ] ... to file: [] Run custom saript [ Tamper with parameters ] Pause program

|[ Browse... ] [ Edit Script... ] [ Tamper with return value

Bli]%v e

tart typing here




[PID=3572] sun.plugin2.main.dient.PluginMain

[PID=4592]

3572

-D__jvm_launched=472720181229 -Xbootclasspath...

sun.plugin2.main.dient.PluginMain

write_pipe_name=jpi2_pid4592_pipe2,read_pipe_n...

14.2-b01

- Use this as session (don't attach)

Use this as session (and attach)

~ Copy all to dipboard




Type part of the function name you want to search for:

send

Search

[V] Hide Java/Sun dasses V] Hide JavaSnoop dasses

Return type | void -

X

Ignore case

Return

void

pdient.shd.SockStream.send(byte[])

void pclient.shd.SessionEndosure.cmSendUserPass(String)
||
On execution
[V|Printparameters ] ...toconsole [ ... to fie: "] Run custom script || Tamper with parameters
Browse... Edit Script... | Tamper with return value

parameters”. Clock is ticking.

—

Pause program
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You have joined room: WJFK_The_Junkies
Welcome To The Jone Dome for The Sports Junkies! Don'tforget to check out
the OFFICIAL Junkies Message Board here at Junkiesradio.com!

«75¥ Guest 2805421
7Y Guest 3203131
75 Guest 3573391

Guest 4930771

Guest 7765351

Guest 8102511

File Actions Options Help

Bt

tart typing here

Better yet, will you name drop me?
R —

Target Program Setup

Status

NOT SNOOPING

Classpath: ‘

Session filename:

(not saved yet)

Working Dir: |

|32va |

[ start & Snoop Target Program | [ Attach & Snoop Process... ][ Stop Snooping ][

\
\
]
Kill Program ]

Function Hooks

Enabled Parameter Operator Operand

[]...toconsole []... to file:

["] Run custom script

Always hook (7) Hook IF (7) Don't hook IF Add Condition

[] Tamper with parameters [[] Pause program

| [ Browse...

) [ Editsaipt...

] [] Tamper with return value




Olbybe[]

Value
I[B@216b59

Edt l

&«

Parameter #

Parameter type

Parameter value




Primitive fields:

Name Type Value
hasAlreadyBeenSaved Ijava.lang.Boolean false
snoopSessionFilename ljava.lang.su'ing (not saved yet)

processld ljava.la\g.lnteger 0
|

Non-primitive fields:

Name Type toString()

functionHooks |java.util.ArrayList |[|

[ Acceptchonges ]




Byte length: 12 Replace bytes with new:
| Changebytearraysize | | Sting || short |[ int || long || foat || double || bytesfromfie |

| Editbyte array asString | @) Hex Views () ASCII view

ol 2013 |4 s l6 |z 8 |9 |la|blc |d |e |f
so|l43|o|o|7|0o|7|27|13|Dd|d7|0]| | | |

from Alice!






‘ Why hacking Java apps is practically difficult

‘ Showing how JavaSnoop solves the problem
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| Add new function hook

Class:
Method:

Hook |

.| |

[7] Apply rule to subdasses | Search for function... | | AddNew

Type part of the function name you want to search for:  [V] Hide Java/Sun dasses
Isend I [ Search ]I-ideJavaSnoopdases

pclient.adv.DisplayArea.sendTypina()
pclient.shd.RegStream.send(byte[])
pclient.shd.RegOut.send(byte[])
pclient.shd.HyperStream.sendAll()
pclient.shd.HyperStream.send(byte[])
pclient.shd.ConnectExec.send(byte[])
pdient.shd.SockStream.send(byte[])
pclient.shd. SessionEnclosure.sendExit()

pclient.shd.SessionEnclosure.send(byte[])




This is where you can begin Canary Mode. Canary Mode allows you to track your input as it flows through the application.
This will allow you to see what functions operate on your data. This may give you some good hints on what functions to

hook during your assessment.

To begin Canary Mode, put a value into the box. This value will probably be a String most of the time, but it can also be
any type of number. Once this value is entered, hit "Start Canary Mode”. JavaSnoop will place hooks all over the application
to look for your data. This will probably make your application slower than usual, so you shouldn't enter Canary Mode until

you're ready to enter your data into the application you're assessing.

Once you think the application is done with your data, or you've gotten the necessary information, hit "Stop Canary Mode™,

You may notice that all your other function hooks are disabled during Canary Mode.

foo
Search for this value as a:

Start Canary Mode

Stop Canary Mode

Function
com.pchat.sc.StringUtil.isTrimmedEmpty(String)

pclient.shd.UserSession.cmPublic(String, MsgOptions)

pclient.shd.SessionEnclosure.cmPublic(String, MsgOptions)

pclient.adv. AppletSpice.vwSelfPublic(String, String, MsgOptions)
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Applet classes

Your classes Applet (sun.applet.*,

(codebase classloader HELsllellaPAR:
param) pplet.*)

Core Java Supporting
classes classes

(/jre/lib) (/jre/lib/ext)

Bootstrap Extension System
classloader classloader classloader







JavaSnoop doesn’t create
new vulnerabilities.

It just makes

finding and exploiting
flaws in Java apps possible.

And practical.
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Thanks to Dave (Wichers|Anderson|Lindner),
Jeff Williams, Nick Sanidas, Mike Fauzy, Jon
Passki, Jason Li, Eric Sheridan, basically all
the engineers at Aspect Security and Marcin
Weilsdfisdfsdklfsdf of GDS for help/feedback/

code
RIP #madcircle #dword

Check it out for yourself:

—
o

http://www.aspectsecurity.com/tools/javasnoop/

Arshan Dabirsiaghi
http://i8jesus.com/
http://twitter.com/nahsra



