Setup your laptop for PDF workshop

» Copy directory “files” from DVD to your HD

* Unzip "VM\BT4-R1.zip” from DVD to your HD

* Return DVD to me

« Start VM (VirtualBox: create new VM, use .vmdk)
* L ogon BackTrack4: user “root” password “toor”
 cat “readme.txt’

» Start analyzing exercise “ex001.pdf”, read "PDF
Chapter.pdf” for help



I'm Didier Stevens
| developed pdfid.py and pdf-parser.py

http://blog.DidierStevens.com



PDF Analysis Workshop

» all exercise PDFs are bening, no exploit, except:
 zipped exercise PDFs contain bening exploits
and might trigger AV

» password zip: infected

» First analyze PDF with pdfid.py

* Then analyze with pdf-parser.py



Please complete your feedback survey form!

Thanks :-)
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