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HOW TO FUZZ YOUR WAY OUT OF ADOBE READER X'S SANDBOX
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e Research and Analysis: Zhenhua(Eric) Liu
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zhliu@fortinet.com
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Research and Response Center
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Huge number of vulnerabilities been found

Htt;
# of Do Code Memory 5ql Directory -

ar Overflow SS Response
Vulnerabilities Execution Corruption Injection Traversal Spl:::ting something Information Privileges Inclusion exploits

Bypass Gain Gain File # of

22
Total 693

Adobe vulnerabilities history in CVE.
http://www.cvedetails.com/vendor/53/Adobe.html
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http://www.cvedetails.com/vendor/53/Adobe.html

Huge number of vulnerabilities been found

@ Tavis Ormandy ¥ Follow
o

Adobe patched around 400 unique vulnerabilities I

had sent them in APSB11-21 as part of an ongoing
security audit. Not a typo.

Big Fan of you,
Mr. Ormandy
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How many of them can compromise

Adobe Reader X?

' ‘- adobe.com _. Seal
-

Adobe Secure Software Engineering Team (ASSET) Blog /

Flash Player Sandboxing is Coming to Firefox

. . . eus Uhley Peleus here. In December of 2010, | wrote a blog post describing the first steps towards sanc
Sl nce ItS Ia u n Ch IN N Ove m be r Google Chrome. In the blog, | stated that the Flash Player team would explore bringing sandb

browsers. We then spent 2011 buried deep within Adobe laying the groundwork for several ne

becWest (1) Firefox (1)
2010, we have not seen a |
. .. h Player (2)  Moxzilla (1) Today, Adobe has launched a public beta of our new Flash Player sandbox (aka "Protected I
Sl ngle Su CceSSfu I exp I olt In th e browser. The design of this sandbox is similar to what Adobe delivered with Adobe Reader X
feted mode (2)  sandbox (2) the same Practical Windows Sandboxing approach. Like the Adobe Reader X sandbox, Flast

W| I d aga | nst Ad (0) be Rea de r X ey integrity, highly restricted process that must communicate through a broker to limit its privileg
¥ () process is restricted with the same job limits and privilege restrictions as the Adobe Reader F
implementation. Adobe Flash Player Protected Mode for Firefox 4.0 or later will be supported
d Windows 7. We would like to thank the Mozilla team for assisting us with some of the more ¢
integration bugs. For Flash Player, this is the next evolutionary step in protecting our custome

Sandboxing technology has proven very effective in protecting users by increasing the cost al
effective exploits. For example, since its launch in November 2010, we have not seen a single
wild against Adobe Reader X We hope to see similar results with the Flash Player sandbox f
version is released later this year. In the meantime, please help us get these protections out t
possible by volunteering to download our beta and help test. Information on known bugs, conf
information can be found on Adobe Labs in the "Getting Started” section.

P.3.: 1 will be speaking at CanSecWest on this and other exciting topics. | hope to see everyo
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All because of Protected Mode

(SandBox)

VE Numbper: LVE-ZU11-£404

tform: A

Adobe Reader X Protected
Mode mitigations would ~ R ——
ifical vulnerability has been identified in Adobe Reader X (10.1
prevent an exploit of this kind  fder9.46and earlier 9 x versions for Linux, and Adobe Acrob
o erability (CVE-2011-2462) could cause a crash and potentially allow an @
from executing.

IMARY

1) and earlier versions for

Windows and Macintosh, Adobe

{ (10.1.1) and earlier ver dows and Macintosh. T

0 take co

ol of the affected system. There ¢

prts that the vulnerability is being actively exploited in limited, targeted attacks in the wild against Adobe Reader 9.x on Windov

be Reader X Protected Mode and Adobe Acrobat X Protected View would prevent an exploit of this kind from executing

be recommends users of Adobe Reader X (10.1.1) and earlier versions for Windows and Macintosh update to Adobe Reade

0.1.2). Adobe recommends users of Adobe

Acrobat X (10.1.1) for Windows and Macintosh update to Adobe Acrobat X (10.1.2
or more | '

rmation please refer to Security Bulletin APSB12-01. Adobe

xcommends users of Adobe | r 9.4.6 and earlier

Platform: Wind

Ruessions for Linux update to Adobe Reader 9.4.7. For more informa

A Acrobat, as w S o e ST IS UOSa 1T & VTG UoUTt T Toma | avs ] O WGTUouTt AT | AT ] 1T oo roa oo G i
CVE number: SUMMARY

] attachment targeting platform. Adobe Reader X Protected Mode mitigations would prevent an exploit of this kind from

Platform: All Platf executing
d S Ve 10n S o v Y RIoYW S ST AT TS T OO T AT S Y STETITS TS VO T O Y T VT U T TS T arS TeTe T e TC e T

SUMMARY uid 3use a crash and potentally a W an attacker to take of the alfected sysien nere are reg
{ delivered as an email attachment. At this time, Adobe is not aware of attacks targeting Adobe Reader and Acrobat. Adobe Reader X
st Protected Mode mitigations would prevent an exploit of this kind from executing

4 . bl f f# Ward q s M
~ £ o a ¥ ( !

stform. Adobe Reader X Protected Mode mitigations would prevent an exploit of this kind from executing
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How Hard Actually?

Adobe Reader
¥ Vulnerahility
{in Sandbox
Process)

Exploit
Bypasses DEP.
ASLR, SAFESEH,

SEHOP

Adobe Reader
¥ Vulnerahility
(in Broker
Process)

Exploit
Bypasses DEP,
ASLR, SAFESEH,

SEHOP

Local Privilege
Escalation

Successful
Exploitation &

http://blogs.adobe.com/asset/files/2010/11/Win7-
Sandbox-Exploit-Steps.png




Introduce to the Adobe Reader X Protected
Mode

The SandBox implementation
Fuzz Broker APIs

Bypass the Challenge

Demo
Conclusions and Future Work




Documentation

e The most complete and authoritative
documentation one can find about Adobe

Reader Protect Mode is the series of blogs
written by Kyle Randolph from ASSET.

\
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Sandbox INTERNALS from ASSET s blog

User Principal
Reader Broker

Process|

T

New Trust
Boundary pa. Narmed

PDF Principal | Sandbox | pEcts

Process

Read/Write
Reader | (restricted) |

' . St i File System
: R'Eﬁd‘ Renderer | .

PDF

Registry

http://blogs.adobe.com/asset/files/2010/10/Sandbox-
Diagrams3.png



http://blogs.adobe.com/asset/files/2010/10/Sandbox-Diagrams3.png
http://blogs.adobe.com/asset/files/2010/10/Sandbox-Diagrams3.png

Blood and Sand: At the heart of
Adobe Reader's sandbox

Interprocess communication
..-’II"'\.
i— Sandbox 3 Action request
f Sandbox process Shared Broker process =
| (restricted token) me mory {regular token) * )
. ———

7: Duplicate handie (h) | 4: Check

policies
1: CreateFile (F) 5: CreateFile(F)

2: Kernel returns

E ACCESSDENIED 6: Kernel returns
= HANDLE h

8: WriteFile(h) ‘
Y, v

Windows OS

Figure 1 - Sandbox and Broker Process IPC

http://blogs.adobe.com/asset/files/2010/11/Sandbox-
and-Broker-Process-IPC.png
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http://blogs.adobe.com/asset/files/2010/10/Sandbox-Diagrams3.png
http://blogs.adobe.com/asset/files/2010/10/Sandbox-Diagrams3.png

Possible Avenues to Achieve Attack

e Attacks From Kernel Land

e Attacks From User Land

-- Broker API Attack Surface

-- Policy Engine

-- IPC Frame Work

-- Named Object Squatting Attacks

-- Plug-in that not been sandboxed.

-- And more... which will be discovered by you.

. | PR |
black Mo SR
15
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Attacks From Kernel Land

PROCESS 82453318 Sessionld: 0 Cid: 0d34 Peb: 7ffdf000 ParentCid: 0d0c
Image: AcroRd32 exe

kdz |process 82453318 1
PROCESS 82453318 Sessionld: 0 Cid: 0d34 Peb: 7ffdf000 ParentCid: 0d0c

Image: AcroRd32 exe
VadRoot 82336090 Vads 134 Clone 0 Private 2676. Modified 19 Locked 0.
DeviceMap e182a020

\
Token e10c84d0 /

EtapsedTime 00-00-11.021
UserTime 00:00:00.687
KemelTime 00:00:00.859
(QuotaPoolUsage[PagedPool] 162204
QuotaPoolUsage[NonPagedPool] 3384
Working Set Sizes (now min max) (3886, 30, 345) (23544KB, 200KB, 1380KE)
PeakWorkingSetSize 6016

VirtualSize 99 Mb

PeakVirtualSize 101 Mb

PageFaultCount 8715

MemorvPriority BACEGROUND

¢ J —
black ' =" warchiss 2012 m
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Motivations and Questions

“An example is the dialog that confirms if the
user really wants to disable Protected Mode”




Audit Target

e 1: Are there logic flaws, or weaknesses, that
could be leveraged to circumvent restrictions?

e 2: Are there memory corruption
vulnerabilities?

. | PR |
black Mo SR
erlands
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The strategy for reversing 1

 Find “thread provider ->RegisterWait”

e Find function “ThreadPingEventReady” and
the important parameter “service _context”.

* Find IPC message dispatch mechanism
through ThreadPingEventReady, and then find
the entire IPC handler functions.




Important data structures

RegisterWaitForSingleObject(&pool object,
waitable_object,
callback,
context,
INFINITE,
WT_EXECUTEDEFAULT




Important data structures

service context:

n Ping handle

n pong handle

n channel_size
+Ch channel _buffer
+10h shared base
+14h channel

+18h dispatcher
+1Ch target_info




The result

A7 0+6C

00acSdde £0 ac 00
O0ac5d i 65 ac 00
oo
oo

B Nemory — “C:\Program Files\Adobe\Keader 10.0\Reader\AcroRd32. B E, E
i. Haxt | L. | Byte L | Previous

J L o4 00
oo 98 » ac 00
00 10 00 04 00
00 02 00 00 00

00 02 00 OO OO
00 N4 oo an an

U 50 66 46 0

o0 oo oo 0 00 oo oo oo
oo oo on 0 00 o0 o0 oo
oo oo 1] : 00 10 00 10 Q0 O
o0 OO0 OO0 02 00 OO OO OO OO QO OO OO
on ] 00 00 00 00 00 00 00 g0
)
blackh =1 weasman sg
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The strategy for reversing 2

* find out the “HOOK” function first, then
enumerate entire broker IPC by “xrefs”
function of IDApro. (for Client API)

* Characteristic string like
“AcroWinMainSandbox”. (for Client API)

e Serach pattern strings in .data section of file
“AcroRd32.exe”. (for handler API)




You are so beautiful

rdata:@04B4814 ; char afAcrowinmainsan(]
rdata:fasBL4014 aAcrowinmainsan db "AcroWinMainSandbox” ,@

rdata:payBLa1Yy : DATA XREF: SandBox init:loc 4BEFBGTo
rdata:Ba4BLA27 align &

rdata:0auBLA2e dd offset unk _4D842C

rdata:AOLBL4B2C off_4B4B20 dd offset sub_4238BD0O ; DATA XREF: sub_ 4BFBEF+ATo
i

r

=

r

rdata:anuBL0e30 dd offset sub_416490
data:B0uB4E3Y, dd offset Tag2h4 Client
rdata:BONBLO3E dd offset Tag25_Client
data:Bo4B4e3c dd offset Tag2é_Client
ridata:BouBLALA dd offset Tag28 Client
rdata:Bo4BLOLY dd offset Tag29_Client
rdata:BAuBLALE dd offset Tag2A Client
rdata:BOLBLOALC | dd offset Tag2B_Client
rdata:Ba4BLA50 dd offset Tag2C_Client
rdata:PALBLASY dd offset Tag2D_Client
rdata:B04BL4O5E dd offset Tag2E_Client
rdata:@dyBL 050 dd offset Tag27 _Client
rdata:O4BL060 dd offset Tag19_Client
rdata:00LBLB6Y dd offset Tagia_Client
rdata:Be4BLAG6E dd offset Tagi1B_Client
rdata:aoLBLA6E dd offset TagiC _Client
rdata:aniBharn dd offset TagiD_Client
rdata:BOLBLATY dd offset TagiE_Client
rdata:80LBLA7E dd offset TagiF_Client
rdata:BoLBLATC dd offset Tag2@ Client
rdata: 80484080 dd offset Tag21_Client
rdata:ouBLOEY dd offset Tag22 Client
rdata: B04B4 088 dd offset Tag3A_Client
ridata:B04BLABC dd offset sub_ 4164A8
rdata: 80484090 dd offset Tag3B_Client
¥

I

¥

I

I

'

I

I

I

I

I

I

!

rdata:BaLBLAYY dd offset Tag3C_Client
rdata:nouB4 098 dd offset Tag3D_Client
rdata:BoL4BYAIC dd offset Tag3E_Client
‘data:0o4BLOAD dd offset Tag3F_Client
‘data:da4B40AY dd offset Tag4® Client
rdata:fauBLdAs dd offset Tagyi_Client
‘data:@04BL0AC dd offset TagAB_Client
ridata:BouBL4 00 A dd offset TagA? Client
rdata:B04BLAEY dd offset TagAC_Client
rdata:BouBL4BER dd offset TagAA_Client
+data:B04BL4OBC dd offset TagRE_Client
rdata:@auBLHOCH dd offset TaghD_ Client
rdata:Bo4BLHOCY dd offset Taghhs_Client

Figure 11 - AcroWinMainSandbox in IDAPro




short Loc 4518CY

« [espril

o [ESpebb

£ ValueHam

loc 4518BE
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Practice for fun

74 80 70

€3 :
black™ =% warh 14-15;%%
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3E 00 00 a9
B0 00 08 08
B0 00 08 08
A6 08 08 A8
A2 00 08 08
60 60 60 8a

0 00 00 00
6 80 00 00
B0 80 80 00
6 86 06 06
8 00 60 aa

o4 [ 00 oo

Practice for fun

0 60 00 00
A1 06 00 00
B0 80 00 00
O 60 06 06
04 00 00 00
06 80 00 06

0 00 00 00
21 80 80 ag
B0 00 06 06
A1 00 06 06
02 00 00 00
74 80 70 00

C
x| >

[ 1] s ) ¥

1| #[u] u|E[mlxlel.] Blmn]| &

¥

¥

E8 EDGORZ0R
BICH 04

68 SONELT I
50

E8 BBDBFEFF
BICH U8

SE

Fac: M

58

74 oe

CALL B1401E30
ADD EAK, 4

FUSH OFFSET AcroRd32.iu74ESD

FUSH ERX

CALL B13CABDC
ADD ESF,8

POP ESI

TEST BL, M

FOF EBX

JE SHORT B13DCDG6G

BDBD FOFFFFFILER ECX,[EBP-90]

E8 GAuDEZER
BBES

[T}

BBEC

57

BBFY

BBy

8378 04 00
75 o

B8 oAbaRoRR
5F

50

2 6300

> Lsg

BBSD 0

56

53

E8 EDFEFFFF
BBOF
B01480

CALL 81481000
HOU ESP,EBP
FOF EBP

RETH &

PUSH EBP

LT TRGLIED

ASCIT “Check Failed: kFreeChannel

|:|1|'|'||!I|I:€:' Mseabe

MU % e Reer

HOY

HOY

CHP

JHE 3

HOY

POP

POP Are you sure you

SharedHenlPCCLient : :DoCall

caLL TCEY
HOU ECX,DWORD PTR D3:[EDI]
LEA EDX, [EAX=B+ERX ]

Lisg s Ea Rl

dunp

[ascr

Address |Hex
ET:

March 14-16,

NH Grand Krasnapolsky

Amsterdarm, N

ietheriands

s

TS OOESDIIN 4

Register:

(MR

¢ CRDBROIY

[T
1L

OBELR13Y

QB30E20C

B3 A

[LLR]:

dagaAbaR

J7BMCED

apoan2az

RETURH from fAci

RETURH from fici




Another Practice For Fun
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Another Practice For Fun

i |}8 i

J0 B4 60 00 060 ¢ 074 00 70 060|°...

66 2F B 00 31 00 36 06/:././.1.0...1.0.
2E 00 31 00 2E 00 0o 32 06 37 60 2F 66 31 60)..1...1.2.7./1
2E 00 65 00 78 60 65 060 00 66 60 0O 00 00 OO 00 ..e.¥.0.........

A nn nn e fin an Aan A an nn Al n

AWINDOWSY SYSTEM32ivirus. exe),
C_WEITE|GENEERIC READ,
FILE SHARE EEAD|FILE SHARE WEITE |FILE SHARE DELETE,
o o secunty attnibutes
CREATE ALWAYS, )
FILE FLAG BACEKUP SEMANTICS,

Jo template
ID_HANDLE VAILIUE)

€ T
black =%  warch 1415 2012 m
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Another Practice For Fun

0% of 1.exe from 10.10.1.127 Completed
File Download - Secunty Warning

Do you want to run or save this file?

lelll...lﬂll

Name: 1.exe

'"."'"h t.t.p. Type: Application, 6.50KB
II'.’!‘I'!,.!1.I.I From: 10.10.1.127

0)..1...1.2.7./.1.

L] I. I'“ I'l EEsEsgEES RUI‘I \'i s ':arl':ei

blégk Fa=>%  March 14&3%%
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Fuzz Broker APIs

 The needs
* The existing idea that meets needs




The exits idea that meets needs

e |n particular, the “in memory fuzz” concept
introduced by Michael Sutton in a famous
book “Fuzzing: Brute Force Vulnerability
Discovery” fits our requirements.




Why we focused Broker Service APIs

 We guess APIs inherited from Google’s
Chrome have been researched a lot by many
researchers.

e Continuously increased Broker Service APls by
Adobe.




Why we focused Broker Service APIs

; char afAcrowinmainsan] ; char afcrowinmainsan(]
6F 57+aficrovinmainsan db *AcroWinMainSandbox®,0 aficrowinmainsan db 'AcroVinHainSandbox',d
61 69+

:?92;‘ t unk_4D842C align 4

ottset un
OFF_4B482C dd offset sub_423808 off_HCD2DC :g 3§§§§§ ﬂﬂ'ﬁ‘ﬁgﬂg

dd offset sub_416498 - -

dd offset Tag24 Client dd offset sub_414698

dd offset Tag25 Client dd offset Tag2y Client

dd offset Tag26_Client dd offset Tag2s_Client

dd offset Tag28_Client dd offset Tag26_Client

dd offset Tag?9_Client dd offset Tag28_Client

dd offset Tag2a_Client dd offset Tag2?9 Client

dd offset Tag2b_Client .rdata: BR4CDFS dd offset Tag2n_Client

oo oFfser anZn Luent dd offset Tag2B_Client
offset Tag2D Clien ~n14

dd offset Tag2E Client :g gﬁ:si }:QSE—E}?EM

dd offset Tag27 Client a: o2 a9

dd offset Tag19_Client g dd offse*

dd offset TagiA_Client i 24

dd offset TagiB_Client

dd offset TagiC_Client v

dd offset Tagid Client . tlient

dd offset TagiE_Client ot | set 1351[:_[:11“";

dd-offset TagiF_Client : Y offset Tag1D_Elient

dd offset TagZIl_Cl%ent o i offset Tag1E_E1ient

bt L ol ) offset TagiF_Client

dd Tagdn_Client offset Tag2@ Client
ofFfset suh_jﬁﬂlmﬂ offset Tag21_Client
offset Tag3B_Client offset Tag22_Client
offset Tag3C_Client offset Tag3dn_Client
offset Tag3D_Client offset sub_4146A8
offset Tag3E Client offset Tag3B_Client
offset Tagdf_Client offset TagdC_Client
";:Sei }ag‘lﬂ'—gi?e"g offset Tagdd Client
offset Tag#_Clien -
st st
offset Tagn9 Client 949 _L11
offset TagAC Client offset Taghi_Client
offset TagAn_Client offset Tagh2_Client
offset TagAE_Client offset Tagu3d_Client
offset TagAD_Client offset Tagh4 Client
offset Tagsy Client offset Tagh5_Client
offset Tagas_Client offset Taghé_Client
offset Tags2_Client offset Tags7 Client

bk vy

nd Krasnapoisky Hotel
ierlands.
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In Memory Fuzzer POC: How it works

Take
snapshot for
sandboxed Stuff fuzzing
process data into the

Wait for the Restore
broker process | snapshot of
to handle the sandboxed

Send the IPC
Message

before IPC Message
sending the
IPC message

IPC message process

¢ 3 Al
black ™ 7 vese: s 32 70
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In Memory Fuzzer POC: How it works

Take
snapshot for
sandboxed
process
before
sending the
IPC message

Stuff fuzzing
data into the
IPC Message

Wait for the
broker process
to handle the

IPC message

Send the IPC
Message

Repeat step 2 - 5 until
fuzz data exhausted

¢ J
R, e SR, March 14-16, 2012
black vl o

EUROPE Ams?e?dngm‘ Netheriands &

Restore
snapshot of
sandboxed

process



Prepare the “Smarter ” Fuzz Data
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black ™ 7 vese: s

EUROPE Amsterdam, Netherlands



Pop Pop and Pop XD

C:AVFINDOFS\aystend?icad. exe = “INF

nit hit B1PL4

L] ing last chunk at PHad%00e

mory allocated at Bad7PBEa

if ping FTunct lon argument to point te matant
Siny execut lon. ..

B Phell exit /
RN aniEpebot ... done. conpleted in B.B47 seconds

e A entry

Snaps haok paint hit E3148
limie hic™2

resing lazt ot « 47 PR

mairy alleacated at Baddoaeny
difying funct ion argument to point o mutant
cont inuing execut lom. ..

are at 83417641 exit

sstaring process snapalat... done. conpleted in B.BET ssconda
are at BLTHOR entry

snapilot # mitate ook point hit B34%

limie hic ®i@i4

recing last chunk at a4

mory allocated at Bab ]l BDEBEH

dif ping Tunct lon argusent to point Lo mutant

ont inuing sxecut ion. ..

are at BE1TLA1l exit

restaring wracess anamabkat .. . done. conmleted in A.BE] zecands

H Grand Krasnapolsky Hotel

E |_J I: C] D E Amsterdam, Netherlan s_j:_:
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The Vulnerability CVE-2011-1353

e |t was patched by Adobe in September 2011
as a result of our responsible disclosure action

e World is small

Mark Yason and Paul Sabanal of IBM X-Force
have also found this vulnerability.




See the Problem?

e AddRule( SUBSYS_REGISTRY,
REG_DENY,

"HKEY CURRENT_USER\Software\Adobe\Acrobat
Reader\10.0\Privileged"

);

e AddRule( SUBSYS_REGISTRY,
REG_ALLOW_ANY,

"HKEY CURRENT_USER\Software\Adobe\Acrobat
Reader\10.0"

);




See the Problem?

e AddRule( SUBSYS_REGISTRY,
REG_DENY,

"HKEY CURRENT_USER\Software\Adobe\Acrobat
Reader\10.0\Privileged"

);

e AddRule( SUBSYS_REGISTRY,
REG_ALLOW_ANY,

"HKEY CURRENT_USER\Software\Adobe\Acrobat
Reader\10.0"

);




Magic String

e HKEY CURRENT_ USER\Software\Adobe\Acro
bat Reader\10.0\\Privileged\bProtectedMode




CVE-2011-1353

Policy Engine

CreateRegKey
Request




CVE-2011-1353

Good Policy Engine
Boy?

I——E/

black




CVE-2011-1353

Policy Engine
False Positive

-

b|‘.:‘c;k

—

O |
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CVE-2011-1353

Policy Engine

V.
"4

What Can | Do for you?

i

lack =%  warch 14-16,2012 %
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Installer : Mame
InstallPath

REG_DV




CVE-2011-1353

Policy Engine

V
"4

Return Duplicated
Handle

MName

ault)

-

—
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The patch and little bit more

Toc_428F70:
mov cx, [eax]

add eax, 2 |
zmp cx, di

-

jnz short loc_428F70

blggk hat M%rcr“l'\d-wt
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Demo
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Conclusions and Future Work
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The Road To The Horizon

Adobe Reader
¥ Vulnerahility
{in Sandbox
Process)

Exploit
Bypasses DEP.
ASLR, SAFESEH,

SEHOP

Adobe Reader
¥ Vulnerahility
(in Broker
Process)

Exploit
Bypasses DEP,
ASLR, SAFESEH,

SEHOP

Local Privilege
Escalation

Successful
Exploitation &
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The Road To The Horizon

Adobe Reader
¥ Vulnerahility APSAs

(in Sandbox Like CVE-2011-3232

Process)

in the Demo.

Exploit
Bypasses DEP.
ASLR, SAFESEH,

SEHOP

Adobe Reader
¥ Vulnerahility
(in Broker
Process)

Exploit
Bypasses DEP,
ASLR, SAFESEH,

SEHOP

Local Privilege
Escalation

Successful
Exploitation &
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