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What's Memory Forensics?

 Analyzing volatile data is important to detect threats
quickly

— increasing amounts of disk data
— anti disk forensic methods used by malwares

« Memory forensics became popular over the last few
years

« 2 steps for memory forensics
— memory acquisition and memory analysis

Target Machine Memory Image File 2. Parse and analyze

the image offline

1. Acquire RAM data _ _
as an image file Investigator’s Machine 4



Why Memory Forensics?

« Offline parsing a memory image doesn’t use
system APIs

« Memory forensics can get
— unallocated data (e.g., terminated process)
— data hidden by malware (e.g., hidden process)

Parse binary image and
extract information from it

Get information

through system Allocated

Running Process

Memory Forensic
Analysis Tool

Response | Hidden Process

Tool
Unallocated
____) | Terminated Process




Some Formats / Acquisiton

~— Tools
« Raw Image Acquisition

— HBGary FastDump Pro [1]
— Guidance WinEn (2
— MoonSols Windd [3]
« Crash Dump Image Acquisition
— MoonSols Windd
« Memory Image Conversion
— MoonSols Windows Memory Toolkit [3!

Memory Image File

CPU Register Included Not Included

. . Crash
Hibernation Raw
Dump
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Difference between Raw Image and
Crash Dump

Physical
Memory
Address
Space
(e.g.,
256MB
RAM)

Run[O]
BasePage = 0x1, PageCount
= O0x9e

Run[1]
BasePage = 0x100,
PageCount = Oxeff

Run[2]
BasePage = 0x1000,
PageCount = Oxeef0

Run[3]
BasePage = 0xff00, PageCount =
0x100

A 1st p BIOS ]
+ Crash dump file

doesn’t include
— 15t Page

— Pages reserved by
devices

Address Space
Reserved by Devices
(Not Included in crash dump)



Evaluation of Memory Acquisition

Tools
- Can raw image acquisition tools get 1st
page and device-reserved pages? 4]
— WInEn
— Win32dd /c 0

« Memory Content (/c) option
— Caution: /c 0 option may cause BSOD on x64 machine

1st Page

Device v
reserved
pages




Analysis Example:
Making Object Creation Timeline

- Volatility Framework [>!
— timeliner plugin [
- used kernel objects (process/thread/socket)
- event logs

2011 /1110105743 [EVT LOG] syseve nt.ewt CCI-567BBZ2CEBES A W32 Time
2011 /1110105713 [THREAD] svchost.exe 1056 1580
2011 A1 A0 105713 [THREAD] svchostexe 1056 3248 201111010587
2011 /110105730 [SOCKET] 4 00001136 Protocal: 6 (TCP) OxB1810d1 3
2011 /11101057:36 [THREAD] explorerexe 1812 3508
2011 11.A01057:36 [THREAD] explorerexe 1812 3504
2011 /1110105750 [THREAD] explorer.exe
2011 /1110105810 [PROCESS] cmd.exe Ox01 52070
2011110105840 [THREAD] cmdexe
2011/11.10105811 [THREAD] conime #e - -
20111110 1059:38 [FROCESS] |tmn.exe 3596 1812 201111101059 Ox02364da0
2011 /11 /10105935 [THREAD] trmpexe 3586 3600 201111101055
201111010594 [SOCKET] 1812 00001140 Protocal: 6 (TCP) OxB1 ToaGkhs
2011111010554 [THREALD] lzass.axe 720 608
2011111010594 [THREAD] lsass exe s a7
2011 /11010554 [THREAD] explorerexe 1812
[THREAD] explorerexe 1812
10584 [THREAD] explorer.exe 1812
105941 [THREAD] svchostexe 1136
105841 [THREAD] explorerexe 1812
104 o o o DO 1812
0z Code injection activity? | e
108 1812
10584 [THREAD] explorer.exe 1812
105941 [THREAD] svchostexe 1136
10594 [THREAD] svchostexe 1056
1059:4 [THREAD] lsass exe 720
[THREAD] svohostexe 1136




Analysis Example:

Detecting Code Injection

Detecting code injection

— Volatility Framework malfind

— EnCase EnScript 7] VadDump

— Mandiant Redline 8] (GUI front-end for Memoryze [°])

The tools check protection flag of Virtual Address Descriptor

il Mandiant Redline™ - (Mew Analysis Session)*

qplorer EX]
Usemname:

Parent
Arguments  C¥MADOY

Mame Count

TrustStatus

MDS Sumn:
SHAI Sumc
Shal% Sum:
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Comparison of Memory Analysis Tools

Supported
Windows OS

Supported
Image Format

Supported CPU
Architecture

Extracting dead
process/closed
connection

Note

Intel x86 Intel x86
AMD x64 AMD x64

No No

Malware Risk
Index,
MemD5

Digital DNA,
code
graphing

XP/Vista/7/
2003/2008

Raw
Crash dump
Hibernation

Intel x86

Yes

Open source,

rich plugins

XP/7/2003/
2008

Raw
Crash dump

Intel x86
AMD x64

Yes

Multilingual
search,
Entropy




PREVIOUS WORKS:
ANTI MEMORY FORENSICS
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Anti Acquisition Methods:
Shadow Walker [10]

« ShadowWalker is proposed by Sherri Sparks and Jamie
Butler to hide malicious memory regions

— Installed page fault handler makes de-synchronized
DTLB/ITLB

« data access -> random garbage data
« execute access -> rootkit code

« Memory acquisition tools cannot prevent ShadowWalker
from hiding memory pages
— But Analysis tools can detect the IDT hooking

"® Responder Professional Edition: vista IDT hooked
File View Pluein Options Help

Report ~ Objects | Timeline | Canvas | Binary | Digital DN& || Script |

oo vse

... IDT_ENTRY_D

IDT_ENTF"” 0

Interrupt  ntoskrn
st ; Interrupt
L. Pattern Matches 0005 alse Interrupt
0 6 Interrupt
10T EHTF\ IIDLII 10007 False Interrupt




Anti Acquisition Methods:
Meterpreter Anti Memory Forensics
Script [11]

« Proof of concept script

— killing specified processes or preventing driver loadings with the
aim of memory acquisition failure

« Very easy to implement
— The evasion is also easy (e.g., random name)
— Preventing driver loadings has an impact on the running system

cn Di'ymemoryze'\Memoryze .exne

Installing and starting MIR Agent driver.

Adding service Mandiant_Tools.

Creating service® Mandiant_Tools, Mandiant_Towonls, Mandiant_Tooals,. D:umemoryzesmk
tonls.sys

The install has completed.

Service start has completed.

Loading the script from ’'Dimemoryze‘out_.txt’ .

Beginning local audit.

Audit started 18132811 21-18:-28

Checking if 'D:smemoryze~Audits~NETPUN~201118131913208" exists...
Saving batch result to 'DismemoryzesAuditssHNETPWN~2011101317216260-" .
Bateh wesults written to ‘Divmemoryze’Audits“NETPUNS281110813191826%" .
Auditing (w3Zmemopy—acquisition? staprted 160-13-26011 21:18:20
Executing command for internal module wiZ2memory-acqguisition, 1.3.22.2

{Izzue number=""6"" level="Harning" summary="The handle is invalid.' context="Star
tAudit"~>
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Anti Analysis Method:
Anti Object Carving

Object carving is one technique to extract kernel object
iInformation
— e.qg., process object (_EPROCESS)

+ PTFinder: Type/Size in _DISPATCHER_HEADER

 Volatility Framework: PoolTag in _POOL_HEADER
Brendan Dolan-Gavitt et al. warned an attacker could
change the values to hide a specified object [12]

— Instead, they proposed robust signatures causing BSOD or
functionality failures if the values are changed

2 5 0 _EPEOCESS

250

modifying
header values
. _LIST ENTRY of cmd.exe

o On0




Anti Analysis Method:
Anti Object Carving (Cont.)

« Closed-source analysis tools can find the hidden
process

— How do they find it?

« Other than object carving, there are several key
operations for analyzing memory image
— The operations are robust?

« Let’s check it!




PROPOSED ANTI ANALYSIS
METHOD
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Abstract of Proposed Method

« Researched implementations of three major tools
— Volatility Framework 2.0
— Mandiant Memoryze 2.0
— HBGary Responder Community Edition 2.0

« Found three operations executed in memory
analysis include a few unconsidered assumptions

— ProEosed method modifies one-byte of data related
to the operations

« The data is defined as “Abort Factor”
— It can’t hide specific objects, but can abort analyses

— No impact on the running system
« No BSOD, no errors for a few days to 2 weeks

18



Sensitive Three Operations
In Memory Analysis
 Virtual address translation in kernel
space
« Guessing OS version and Architecture

« Getting kernel objects

— traversing linked lists or binary trees
— object carving

19



Sensitive Three Operations
In Memory Analysis
« Virtual address translation in kernel
space

« Guessing OS version and Architecture
» Getting kernel objects

— traversing linked lists or binary trees
— object carving
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Virtual Address Translation in Kernel Space

of each process

OS switches its context by loading Directory Table Base (DTB)

— DTB is stored in each process object (_EPROCESS)

Initially, analysis tools must get DTB value for kernel space
Two processes have the kernel DTB

— PslnitialSystemProcess (System process)

— PslIdleProcess (Idle process

OS loads
Directory Table Base
(Start physical address for
address translation)
into Control Register (CR3)

Yirtual Address

Page Directory Page Table Boyrte
Index Index Index
{10 bits) {10 bits) {12 bits)

Page Directory
(One per Page Table
process) 4 KB Page

PDE - i

—ﬁl-

1024 Page 1024 Page
Directory Table Entries
Entries

Desired Byte

x86 Address Translation - How PAE X86 Works
http://technet.microsoft.com/en-us/library/cc736309(WS.10).aspx



Virtual Address Translation in Kernel Space:
Process Object Structure

POOlTag: IIPrO” _
—

Type and Size

ImageFileName:
“System” or “Idle”

22



Virtual Address Translation in Kernel Space:
Volatility Framework

« Search _ DISPATCHER_HEADER to get
_EPROCESS

« Check whether the ImageFileName is “Idle”

— If the process is Idle, get DTB value in
_KPROCESS

_ DISPATCHER_HEADER
while 1 (e.g., “¥x03¥x00¥x1b¥x00")
| g2 1. -

found = data.find(str(self.obj parent|DTBSignature], found + 1)
if found »>= @:

r Pl e
1 Ll

proc = ob _' .0k _' sCt( -

offset = offset + found,
S g ym = self.ob] ym\\ ©rcpiTeHER HEADER
if |'Idle’|in proc.ImageFileName.v(): +0=000 Type C UChar
yvield proc.Pcb.DirectoryTableBase.v +0=001 Absolute . UChar
else: ' ) +0=x002 Size . UChar
T . +0x003 Inserted . UChar
break ImageFileName ¥U0=001 SignalState -~ IntdBE
+0=008 WaitlistHead : _LIST_ENTEY




Virtual Address Translation in Kernel Space:
Mandiant Memoryze

« Search “System” to find ImageFileName in
EPROCESS of PslnitialSystemProcess

. Validate by using _ DISPATCHER _HEADER in the
KPROCESS

— All _DISPATCHER_HEADER patterns are checked

OS version _DISPATCHER_HEADER
Byte Sequence

XP 32bit 03 00 1B 00

2003 32bit 03 00 1E 0O

2003 64bit 03 00 2E 00

Vista 32bit 03 00 20 00

Vista 64bit 03 00 30 00

7 32bit 03 00 26 00

7 64bit 03 00 58 00 s




Virtual Address Translation in Kernel Space:
Mandiant Memoryze (Cont.)

 Validate by using the following values

— Flags in _OBJECT_HEADER

« The distance between PoolTag and
_EPROCESS is calculated according to the
value

— PoolTag in _POOL_HEADER

« Search PoolTag from _EPROCESS position and
check whether the search hit offset is equal to
the calculated distance

« If all data is valid, get the DTB value

25



Virtual Address Translation in Kernel Space:
HBGary Responder

« Search _ DISPATCHER HEADERS to
get EPROCESS

« Get DTB value from the result and
validate it

« Responder seems to be equipped with
the algorithm guessing kernel DTB

— If DTBs of PslnitialSystemProcess and
PsIdleProcess are not found, a guessed
DTB value is used
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Virtual Address Translation in Kernel Space:

Related Data

Tool Related Data Abort Remarks
Factor

Volatility _DISPATCHER_HEADER )4 PsIdleProcess
Framework

ImageFileName in _EPROCESS | X
Mandiant _DISPATCHER_HEADER X PsInitialSystemPr
Memoryze | pooiTag in _POOL_HEADER % ocess

Flags in _OBJECT_HEADER )4

ImageFileName in _EPROCESS | X
HBGary _DISPATCHER_HEADER original guessing
Responder algorithm
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Sensitive Three Operations
In Memory Analysis
 Virtual address translation in kernel
space
« Guessing OS version and Architecture

« Getting Kernel Objects

— traversing linked lists or binary trees
— object carving
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Guessing OS version and
Architecture

- Size and definition of kernel data
structures differ according to

— OS version (e.g., XP SP2/SP3, 7 SP0O/SP1)

— architecture (x86 and x64)
 All analysis tools guess the version using

debug structures

OS version _EPROCESS size (bytes)
Windows XP SP3 32bit 0x260
Windows 7 SPO 32bit 0x2CO0
Windows 7 SPO 64bit 0x4DO0
Windows Vista SP2 32bit 0x270
Windows Vista SP2 64bit Ox3ES8
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Guessing OS version and Architecture:
Debug Structures and Key Values

KdVersionBlock &=

KernBase

DebuggerDatalList

KernBase

OwnerTag: “KDBG”

CmNtCSDVersion

) Size
PsActiveProcessHead

PsLoadedModuleList




Guessing OS version and Architecture:
Volatility Framework

« Users must specify OS version and Architecture
— e.qg., --profile=WinXPSP2x86

- If the version is unknown, imageinfo command
can guess it

— scan _DBGKD_DEBUG_DATA_HEADER64 [13]

for p in profilelist:
self. config.update( 'f»Z=Z_E', Pl
Luf = addrs pace. Euffwrwidrw pacw self. config
velmag = obj.( LW"” OLaL aoliy, offset = OwnerTag: “KDBG”
pr oflens[p] = lw 2E |DEEHHa1HrI
maxlen = max(max 1 i, len(protlens|[p]|))
self. config.update( '*ﬂ_-__: , origprofile)

, dict(configname =
, dict(value =
- 2 T1..

scanner = KDBGScanner(needles proflens.values())



Guessing OS version and Architecture:

Mandiant

Memoryze

« Supposedly determine OS and architecture
based on _DISPATCHER_HEADER

« Validate them by using an offset value of

ImageFileName in _E

PROCESS

OS version offset value of
ImageFileName
XP 32bit 0x174
2003 32bit SPO 0x154
2003 32bit SP1/SP2 | 0x164
XP/2003 64bit 0x268
Vista 32bit e
Vista 64bit 0x238
7 32bit 0x16C
7/2008 64bit Ox2EO
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Guessing OS version and Architecture:
Mandiant Memoryze (Cont.)

« Try to translate a virtual address of
ThreadListHead in _ KPROCESS

— If possible, the OS version and
architecture are correct
« Get SP version from CmNtCSDVersion
iIn _ KDDEBUGGER DATA64

33



Guessing OS version and Architecture:
HBGary Responder

Get KernBase value

— _DBGKD_GET_VERSION64 or
_ KDDEBUGGER_DATA64

Validate the PE header signatures
— DOS header “MZ" and NT header “PE”

Get OS version

— OperatingSystemVersions in Optional Header

« e.g., Windows7/
— MajorOperatingSystemVersion=6
— MinorOperatingSystemVersion=1

Get more specific version
— TimeDataStamp in File header

34



Guessing OS version and Architecture:

Related Data

Tool Related Data Abort Remarks
Factor
Volatility _DBGKD_DEBUG_DATA_HEADE | X
Framework | R64
Mandiant _DISPATCHER_HEADER X PsInitialSystemPr
Memoryze | gffset value of ImageFileName | X OCESs
ThreadListHead in _KPROCESS
CmNtCSDVersion in
_ KDDEBUGGER_DATA64
HBGary KernBase in PE Header of
Responder |_DBGKD_GET_VERSIONG64 or Windows kernel
_KDDEBUGGER_DATA64
PE header signatures “MZ"/"PE"
OperatingSystemVersion in X

Optional Header

TimeDataStamp in File Header

35




Sensitive Three Operations
In Memory Analysis

e Virtual address translation in kernel
space

« Guessing OS version and Architecture

« Getting Kernel Objects

— traversing linked lists or binary trees
— object carving
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Getting Kernel Objects

» Traversing linked lists or binary trees

— Generally, use special lead/root addresses
« PsActiveProcessHead for process list
« PsLoadedModuleList for kernel module list
« VadRoot for Virtual Address Descriptor tree

« Object carving

— Generally, use fixed values in headers
- _POOL_HEADER
« DISPATCHER_HEADER

« My research focused on getting
_EPROCESS

37



Getting Kernel Objects:
Process Linked List

« Process list is two-way link
— Each EPROCESS includes ActiveProcessLinks
« LIST_ENTRY (Flink and Blink)

— PsActiveProcessHead and PsInitialSystemProcess
are bound up together

_EPROCESS _EPROCESS | _EPROCESS
“System” “smss.exe” “win32dd.exe”

FLINK FLINK FLINK = FLINK

PsActiveProcessHead

BLINK

38



Getting Kernel Objects:
Volatility Framework

« Traversing linked lists or binary trees

— Search _DBGKD_DEBUG_DATA_HEADERG64

— get PsActiveProcessHead in _KDDEBUGGER_DATA64
« Object carving

— use PoolTag in _POOL_HEADER

Executing KDBGScanner
def pslist(addr space):
""" A Generator for EPROCESS objects (uses KPCR symbols) "2

PsActiveProcessHead ge get kdbg(addr_space) [PsActiveProcessHead

PsActivelist = PsfictiveProcessHead.dereference as(" LIST ENTRY")

val = address space.reac
offset = offset + jval.find( "KDEG")
yield offset

Getting _DBGKD_DEBUG_DATA_HEADER64
(= _KDDEBUGGER_DATA64) address




Getting Kernel Objects:
Mandiant Memoryze

« Object carving

— find _EPROCESS using address values

« e.g.,
— DTB is 0x20-bytes aligned
— (Peb & 0x7ffd0000) == 0x7ffd0000

— (ActiveProcessLinks.Flink & 0x80000000) ==
0x80000000

— similar to robust signatures proposed by
Brendan Dolan-Gavitt et al. [12]
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Getting Kernel Objects:
HBGary Responder

« Traversing linked lists or binary trees
— get CurrentThread in _KPRCB
— get _EPROCESS from the thread
« e.g., ApcState.Process in _KTHREAD (XP)

— start to traverse process list from the
_EPROCESS

« “System” string is compared with
ImageFileName of _ EPROCESS

— for identifying PsActiveProcessHead
— for detecting hidden process

41



Getting Kernel Objects:
Related Data

Tool Related Data Abort RENENRS
Factor
Volatility _DBGKD DEBUG_DATA_HEADER | X
Framework | 64
PsActiveProcessHead in X

_KDDEBUGGER_DATA64
PoolTag in _POOL_HEADER

Mandiant address values in _ EPROCESS
Memoryze | (DTB, Peb, etc.)

HBGary CurrentThread in _KPRCB PsInitialSyste

Responder ™ EpROCESS pointer in_KTHREAD MIFTeEEsE
ImageFileName in _EPROCESS X

42




Tool

Volatility
Framework

Mandiant
Memoryze

HBGary
Responder

Abort Factors

Virtual Address
Translation in
Kernel Space

2 factors:
_DISPATCHER _
HEADER and
ImageFileName
(PsIdleProcess)

4 factors:
_DISPATCHER _
HEADER, PoolTag,
Flags and
ImageFileName
(PsInitialSystem
Process)

None

Guessing 0OS
version and
Architecture

1 factor:
_DBGKD _DEBUG
DATA_HEADERG64

2 factors:
_DISPATCHER _
HEADER and
offset value of
ImageFileName
(PsInitialSystem
Process)

1 factor:
OperatingSystem
Version

of kernel header

Getting Kernel
Objects

2 factors:
_DBGKD_DEBUG __
DATA_HEADER64
and

PsActiveProcessHead

None

1 factor:
ImageFileName
(PsInitialSystem
Process)




Demo using PoC Driver (Video)

Load a kernel driver into x86 XP VM
— ghe driver modifies 1 byte of the following
ata

 Size in _DISPATCHER_HEADER of PsldleProcess

« PoolTag in _POOL_HEADER of
PsInitialSystemProcess

« MajorOperatingSystemVersion in PE header of
Windows kernel

Check the modification using WinDbg

Acquire the memory image using
LiveCloudKd [14]

Analysis using three tools

44



IMPROVEMENT PLANS
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Improvement Plans

« Guessing based on address values
* Minimum guessing

« Separating implementations to get
kernel objects

46



Guessing Based on
Address Values

« The modification of address values often causes
BSOD or function failures

— _EPROCESS object carving by Memoryze
— _KPCR object carving by Volatility Framework [15]

. Oxffdff120 _KPRCE

"" We check that ;HZFR.FEEL‘FZR points to the start o
pakCPR = offset
paPRCBDATA = offset + self.PrcbData_offset

oy
rVersion pSelfPCR = obj.0Object('unsigned long', offset = (offset + self.SelfPcr o
- pPrcb = obj.Object( 'unsigned long', offset = (offset + self.Prcb offset)
if| (pSelfPCR == pakCPR and pPrcb == paPRCBDATA)L:
selT.KPCR = pSelfPCR

T

rV¥ersion

_KPCR address == SelfPcr and
_KPRCB address == Prcb




Minimum guessing (1)

« Support crash dump format
— Register values cannot be modified

Data in crash dump
header

Extracted from Abort
(Win32dd implementation) Factor

DTB

OS version

PAE enabled
PsActiveProcessHead
PsLoadedModuleList

CR3 register

nt!NtBuildNumber X
CR4 register

_KDDEBUGGER_DATA64 X
_KDDEBUGGER_DATA64 X
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Minimum guessing (2)

« Support argument passing options
about DTB and OS version

— Volatility Framework supports them
« specify OS version by using “--profile” option
 specify DTB value by using “--dtb” option

49



Separating implementations to
get kernel objects

« If DTB value cannot be acquired,
display the result minimally-extracted
by object carving

H

C:¥va!atiIity-E.D}Dythgnlval.py pslist -f Ci¥Memorvimazes¥demo.bin

Mo suitable address space mapping found i

| |§a o et |Ii|age A=

WindowsHiberFileSpace3?: Mo base bddress Space Getting these information
Wi ndowsC rashDumpSpace3?: Mo base Address Space doesn’t need DTB value
JETAZ?PazedMemary: Mo base Address Space

Cr¥volati|litv-2.0pvthon vol . pw pescan - Cr¥MemorvImagzes¥demo. bin
Yolatile Svstems Volatility Framework 2.0 /////

Of f zet Mame FIO FFID  POB Time created

ime exited

10 1b8fdall conime. exe 23R4 3368 Ox1cdh9oon 2072-02-27 07:30:05

0 Tbde/t0 cerss.exe Jebs Y2 Ox17610000 2012-02-27 08:34:54 )
17-N7-37 NE- 2R 42




WRAP-UP
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Wrap-up

« Proposed anti analysis method can abort
memory analysis tools by modifying only
one-byte
— The method is effective for memory images

of all OS versions and architectures

— About the impact on the running system,
long term evaluations may be needed

« T hope
— Developers improve the implementations

— Users figure out internals of memory
analysis and deal with analysis errors
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Questions?
(twitter: @cci_forensics)

Please complete the Speaker
Feedback Surveys!
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