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What we are going to talk about?

New tool released at Blackhat —
Canape

What is Citrix ICA?S

In Canape:
— MitM ICA
— Fuzz ICA

— Exploit ICA
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What is Canapec®e

Binary Network Application Teshng Tool

Existing tools:

— HTTP proxies (e.g. CAT)
— Echo Mirage

— Python libraries

— Custom code

— Wireshark

Why a new toole

— Has these features and more
— All driven through a GUI

And it's freel

s]context

INFORMATION SECURITY



How does It MITM@¢

* MItM support:
— SOCKS
— Port forwarding
— TCP, UDP, HTTP, Broadcast
— SSL

* Pipelines
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Whatis ICA?

Protocol used for Citrix XenApp and
XenDesktop products

Remote desktop and applications
Jses a bespoke client

Needs a suitable configuration file o
connect
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Citrix Web Interface

CiTRIX

Applications Messages T Preferences «

Logged on as: administrator

Applications

= %) J)

Acrobat Reader Mozilla Firefox Motepad

Selectview:llcons "I

Hint: You can view your resources in several different ways, Use the Select view control to change the way that your resources are displayed. X

iblem Connectin
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The ICA File

[WEClient]
Version=2
TcpBrowserAddress=10.0.131.190
ICASOCKSProtocolVersion=0
ICASOCKSProxyHost=127.0.0.1
ICASOCKSProxyPortNumber=1080

[ApplicationServers]
10.0.131.190=

[10.0.131.190]
Address=10.0.131.190
InitialProgram=
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Demo |

« MitM ICA traffic
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ICA Protocol

» Stream based protocol
» Single TCP stream

 Phases
— Hello
— Negotiation
— Main stream
* Encrypted

aoooooon

JF YF 49 43 41 00 . .ICA.

« Compressed

* Multiplexed

e
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Demo 2

 Handling state
transitions
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ICA Main Protocol

* Main protocol is wrapped in a simple
frame

« 12 bit byte length
« 4 bit flags
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Demo 3

« Parsing the framing
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Basic ‘Encryption’

- T | & - | - |
D ata Length Hazh |
Ml Cah=00 B JFF3B3...
WO 00 w00 w0007 S0 FICA TS EXE SO0 2002000, 3082 REOYDY ...
e — 3 TAEAS
w0300 045001 C OCEA ...
mURT A T+ + 7+ 7 +7+7+7+ BB =180 29 E9RERF ...
H:-:EIEH:-:EIDH:-:EH 0ih=0F 7 161744,
*E 'm0 Al 4408050 AT 3441 40F 1 708 FT RO 40O S .. 2171 DEODE...
Argat el ¢ M&iRa-+i FEAN M w1 1 TRA F SR A A s e TR 242 T TR FRRM& &
Drata Length Hazh
mICAN=00 B JFF3B3...
W07 R0 =200 200407 W0 FICA I EXE SO0 0040040, 2082 AFF300...
0400 RO0 g 3 F40EAR. ..
|| h03Ne00 044 10d CCB4CY..
L w1 BhxO0N=07 Bz Darhm ] athm] Bt Jate] I Iwhe1a.. 29 B1ABEE...
w054 =00M=011E -7 7 ROEB2E...
*Ehe01 {801 T ulRlA A AIAIEIAIC S e PP 00 1 11 D-INDRGD . 2171 JB3a52. .
Li@tx01 CAA0 O0EA L7441 BE80E f-[2th\a01 &\a01 d\aD0pha... 78 E7B408...
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The ‘Encrypftion’

public EncryptProtocolDriver ()
{

super(false, J);

h = false;

1 = false:;

1l = (bvte) (new Random()) .nextInt() ;
1 = (byte) (1L | 0=43);

k= (byte) (1L | 0=z43);

private final wvoild b(bvte abyte0[], int 1l, int 7J1)
{
int k1 = (i1 + 31) - 1;
bvte byvtel = abytel[kl];
bvte bytel = 1;
for(int 11 = kl1; 11 > il; 11--)
abytel[1ll] “= abyte0[1l1l - 1] =~ bytel;

abytel[1l] *= ] *~ bytel;
1 = bytel;
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Encryption Diagram

<
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Demo 4

 MitM the encrypted
XOR stream
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Compression

» Reqistry key
— HKEY_LOCAL_MACHINE\SOFTWARE\CitriX\ICA

Client\Engine\Configuration\Advanced\Modules
\TCP/IP\Compress = Off

Oo00oOLlE0 57 44 49 43 41 00 00 00 00 OB 3F 49 5C AF Cl 26  WDICA..... 2IY " hs
0o00ol9n 00 BF 60 29 4E 1C 02 DU | PR
OO0OOLAD 00 OO0 00 00 00 && 13 ZC 00 2C 00 FF FF FF FF 01 ....... I e
OO0OOLED 00 OO0 00 00 00 l& 00 200 00 03 00 4F ....... e 0
0O0O0OLCO 0l 5S4 01 43 54 58 54 57 20 20 00 09 00 43 54 58§  .Z.CTYXTW ...CTX
(NN YN NN 2 =g 42 40 Sl U0 Jgu o gg o ggo o unp o oar 42 al 40 Ll a0 WL LM s oo LY Ml
00000190 00 BF 60 29 4B 1C 02 DC 07 0D 16 20 01 OF 00 00  .;°0E..0... ....
00000140 00 00 OO0 00 00 &5 13 2C 00 2C 00 FF FF FF FF Ol ....u.. e
oopoolEo o0 oo o0 oo oo 14 o0 56 [GGEEEEMoc oo oo oo aF ..., e 0
0o00o0lco 0l 5A 01 43 54 55 54 57 20 20 00 09 00 43 54 55  .Z.CTXTW ...CTX
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Demo 5

 Downgrade to no
compression

* Replace:

—Ox00 Ox10 0Ox12 =>
0Ox00 Ox00 0Ox00
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Key Press

O0x0a Ox1le 0x04 Oxfe

Type Scan Code 5 End Marker A

O0x0a O0x9%e 0x04 Oxfe
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Mouse Movement

O0x0d OxZ2acd Oxlfa’ O0x01 0x0C Oxfe

Type X Coordinate Y Coordinate Button State e End Marker

Button State

01 — No Buttons
02 — Press Left

04 — Release left
08 — Press Right
10 — Release Right

s]context

INFORMATION SECURITY



Fuzzing

« Standard fuzzing

— But we are Iin the encrypted and
compressed stream

» Byte fuzzing
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Demo 6

¢ Fuzz the contents of
the encrypted
stream
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OllyDbg - wfica32.exe - [CPU - main thread, module YDTW30N] O] x|

. File Yiews Debug Plugins Options  Window  Help - ||5’|£|
" “‘I - n : Hal ‘?

Bl x| wn| wif 4] ¥4 ] =i HHJJJEHHEEJJJ =
cE92720E| BBYC24 1T Mol EDI,OWORD PTR S5:[CESF+1C] Registers (FPU)
EESZFE0F| SEF424 24 MOU ESI,ONORD PTR 55: [ESF+24] Tr EiLEFFET
EESZTIEZ| BE4CE4 ZE MOW ECH,DWORD PTR 55: [ESP+28] ErY GABBECS4
EESETIET|wEB BE JAP_SHORT UDTW38M, EE5275EE El AEDBEEES
EEIETIED| £6:BEDE TEST B, B FEY DEOCGAGE
EESZTIEL| 75 EC JHZ SHORT UDTWZEM, EE32744A E=P ab1SEEEE
EEOZTIEE| 6618987 MOU WORD PTR DS:[EDIT, AX EBF ODE1GSAF
£65273F 1] £6:395F B2 MOU WORD PTR DS:[EDI+21,EM EST B1TBecAB
£ £6:5E51 CE1T936 HOU A, WORD FTR DS: [ECR+EE9317CE] EDI Bisoesat
6692?3FC 6615347 @3 MOU WORD PTR D5: CEOI+S1, AR
o S, R pe P s
E02r4B9| CIEG o4 SHL EAX, 4 _ Bl e b daas
EES274EC| SB44Ez B3 MOU ERX, OWORD PTR OS: [ERXK+ECH+2] OB St EEES 22hit B0FFEFF
BE927416( B5CA TEST ERX.ERX ? 1 DS 8822 =2bit B FFFFFA
EES27412 |~ 74 B2 JE SHORT UDTW2EM. 66927410 S @ FS APSE =7bit FFFOFAG
EE927414| SBE424 3C Mol ED, OWORD PTR 55:[ESP+3C] *AT 6 G5 @EE8 HULL
| ceosoaiol £F EllSH EDOT o &

. =y
ERilos st 08 LastErr ERROR_SUCCESS

EFL ARERAZ4E (]

Address |Hex dump ASCII ;|
BE5S1 7L | HEl 00 09 60 01 00 62 60| k... 0. 8. BL
6331 VOR(FS 45 37 DE( B8 B0 BE B8 *"EvV..... E40
GE931V0E( B2 BB BA QE| 18 49 37 6@ 8... k7. i+18 __J
EESS1IVER(BL BB B0 06|68 B0 AR AE|B....... £414
EEO217ES| BB BB GE GA|GE GG GG &R ... ... .. §rl4 |
|.-“-‘-.|:|:ess violation when reading [BEIF145C] - uze Shift+F7/F3/F3 to pass exception to program | | Fauzed

‘."1".1313&33 violation when reading [EESF1450C]
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2
Example Citrix ICA Client Bug

» Old, reported February 2008
» Fixed August 2010

o Affected clients on:
— Windows
— Mac
— Linux
— Solaris
— Windows Mobile

« Demo on Windows XP SP2
hitp://support.citrix.com/article/CTX125975 E ConteXt
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http://support.citrix.com/article/CTX125975

ee32730E| SEYC24 1C Mol EOI, OWORD FTR S55: [ESP+1E]
EE927S0F | SEV424 24 Mol ESI, OWNORD FTR 552
EEFS7SES) BB4C24 28 MO ECxQLMORD PTR 55 [ESP+EE]
EE9273EF|vEB B85 JHMFP - SHORRNUOTWEEM. 665
EE927SEY 66 350E TEST BEx,E

EEI273EC|~ 7S BC JME SHORT LOTWGEN. 66927 44H

BE3273EE| 66:8987 HDU NDHD FTR D
EE927SF1 661 895F B2
EE927SFE] a6 EEE1
EE927SFC 661894V B3
EES2740E SB4C24 20
EE927464 ) 25 FFFFBOEE
EEF274E3| ClEQ B4
EE9274EA0 SE4483 B3
eE327418| S5C8

EEFZ7412 |~ 74 B3 JE SHORT UDTW3GEM. 56327410

ee927414] SBS424 3C MaL EDx, OWORD FTR 55: [ESP+32C]
BE927418] &7 PUSH EDI

EEF=r419] &2

ee92741A FFDA o EI:ILL EFIH

ST AIT o AATA AA -y u D441
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E6927 324
BEFSTIEY
BEI27 320
BEI27S2F
BEI2 7333
BEF2 7335
BEI2 7339
BE32733F
BEI27 343
BEI2 7343
BE32734E
BEI2734F
BEF2 7252
BE32 73568
BEF2 7252
BEF2735E
BEF2 7262
BEI27IEE
BE92 720
BEEI2737E
BEIZTEYE
BEIZ7ITT
BEFZ7S7H
BEI27ITC
BEFZTSYE
GEI2 7308
BEFZ TS5
BEI2 7380
BEFS 7398
BEI2 7393
BEF2 7 I
(=] =Ye e b
BEI2 70
55927 23HE

240 a1
21EZ2 FFFFaAEE
H2ER
294424 3@
24C9
284024 44

+dF 24 F1lanEdEan
SB4C24 48
21E1 FFFFaaBEg
H3Ca
294C24 14
SB4424 14
2040 84
3BCS

+~HF3Y ECHOEEER
&6 BFBES0 @1
&0 HFBEEE BB
&6: BFBE4S A3
ClEZ @2
B20R
&0 BFBEEE B2
ClEB @2
H3C2
SBES
SBCa
21C3 FCFFBEEEA
21E1 FFFFaAEE
294424 2@
s0Eac4S
ClE1 B2
&6 2508
s02c31
224C24 28
837C24 1C

MOU CL,BYTE PTR 55:[EEP+11
AMD EDH HFFFF

AOD EEP.EDH

Mol DWoRD FTR SS5: [ESF+261,ERR
TEST CL,CL

Mol BYTE FTR S5: [CESP+441,CL
JE LUDTWZEM. 66927434

Mol ECx, DWORD PTR S5: CESP+431]
AHD ECK, BFFFF

AOD EC:, EAX

MOl DWORD FPTR S5:[ESF+141,ECH
MOl ER:, DWORD PTR S5: LESP+141
LER ECx,DWORD FTR S55: [EEF+4]
CHP ECH, ERX

JA - UOTWZEM. 66927 44AH
MaLEy Bx,.BYTE PTR S5:L[E
MOUEs Oi=, BYTE PTR S5:
MaLZy AX,BYTE PTR :
SHL EEx, &
AOD EEH.EDH
HDUEH Dr

E FTE =5: [EEBF+2]

—— 1 N ———_ —_—— —

|| MOU ECH, ERQX

HHO ECH, EFFFF

EI

AOD EHH EDH

We Control
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Offset Value

Control Offset: AAAA

0: Offsetl 0: Funcl
1: Offset2 1: Func2
2: Offset3 2: Func3

0: Offsetl
1: Offset2
2: Offset3

XXXX
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Demo /

» Brute force the value
to find a heap offset
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Heap Spray

Heap

Used Memory

000000000

Header 'NOP Shell Code

000000000 Heap Spray

Header 'NOP Shell Code
call eax

é 000000000

Header 'NOP Shell Code

e 5jcontext
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Easy Heap Spray
Packet Buffer »

Packet Copied
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e
Heap Header  vaigrointer

/

0000 => ADD BYTE PTR [EAX],AL
. . Segment
Prev Size  Cookie Flags Unused = -
0 f 2 4 f 5 6 7 8
Control Heap Spray Size Random

81 00 => ADD DWORD PTR DS:[EAX], PrevSize Cookie Flags
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BlFZF;

B1FZF;

B1Fz F f
BiFz F_E4
BIFZFZEE
Bi1FzZF 258
B1FZFZ2ER
BIFZFZ25C
BiFZFZ5E
BlFZF2&8
BIFZF2E6
BlFZF 268
BiIFZF 269
BlFZF2&H
B1FZF26B
BiIFZF 260
BiFzZFz2&0

ARicCc2C2Erc

2188 Elalasal
ac a3

L

el

s

el

L

el

QA

AOD
AOD

Heap Header

OWORD PTR DS: [EAR]

Or AL, 3

HOP
HOP
HOP
MOP
HOP
MOP

[ ] =]

FTR
PTR
FTR
PTR
PTR

o Do Lo Do Lo Lo [ o |
mmmmmmmu
[l mlmlmlmlmlwlisls
I I A T
DD D IIN]
rrrrrrr

0% CEAX], AL
DS: [EAX],

EAX pointer to valid
memory

16981E1

Our NOP Sled and Shellcode
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Demo 8 "'Root”

HTTP send ICA file
Replay negotiation

Prime the heap —
arge packet

Spray the heap x 5000
— small packet big Len

Send payload trigger
packet
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Demo 9 "Other Examples”

« The Power of
Canapel!

n context
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Demo 1070

« Demo only, sorry ®
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Questions

» Please fill in your feedback forms
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References

* hitp://cangape.contextis.com
« Twitter: @ctxis
 Email: canape@contextis.com
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