
Seccubus

Scan more, work less…

I had a wish…

Image: Golden Genie, a Creative Commons Attribution Non-Commercial No-
Derivative-Works (2.0) image from phototacular's photostream

I wish I could scan my 
infrastructures for 
vulnerabilities every 
month/week/day…



I wish…

…I could use all my regular 
tools…

Image: tools, CC NC ND by tashland
http://www.flickr.com/photos/36236458@N00/259178493/in/set-72157594322560745/

I wish…

Image: hourglass 4, a Creative Commons Attribution (2.0) 
image from 22244945@N00's photostream

…it wouldn’t take too much 
time…



I wish…

Image by Frank Breedijk

…I wouldn’t have to get up 
too early to do it…

I wish…

Images taken from http://www.art-games.co.uk

Week 1 Week 2

It would be worth the effort

Spot the differences…



It calls for some automation…

Image: Darkening Clockwork, a Creative Commons Attribution Non-
Commercial Share-Alike (2.0) image from matthileo's photostream

You wish has been granted

7 maart 2012

Image: Genie CC NC ND by canhasal
http://www.flickr.com/photos/canhasal/6090830665/in/photostream/



Scan

Image: pi, a Creative Commons Attribution Non-Commercial 
Share-Alike (2.0) image from superk8's photostream

Compare

Image: Apples & Oranges - They Don't Compare, a Creative Commons 
Attribution (2.0) image from thebusybrain's photostream



Assign status

Automatically assigned:

» New 

» Changed

» Gone

Assess



Assess

Manually assigned:

» Open 

» No Issue

» Fixed

» Hard masked

The scanning cycle...

(re-)Scan

Compare

Assign status:
• New
• Changed
• Gone

Assess
• Issue/No Issue
• Solved



Dramatic reduction

7 maart 2012

Image: Slimmer, a Creative Commons Attribution Non-Commercial 
No-Derivative-Works (2.0) image from mkmabus's photostream

Why Seccubus…

» Scans can be scheduled

» One place to schedule and assess scans with:
• Nessus

• OpenVAS

• Nikto

• Nmap

» Only need to review new/change/gone findings

» Less boring repetitive work, lower chance of errors

» Work is proportional to amount of change



Where do I get it?

Seccubus.com

Questions?

Image: What now?, a Creative Commons Attribution No-
Derivative-Works (2.0) image from laurenclose's photostream



Frank Breedijk

» Security Officer at Schuberg Philis

» Author of Seccubus

» Blogger for CupFighter.net

Email: fbreedijk@schubergphilis.com

Twitter: @Seccubus

Blog: http://cupfighter.net

Project: http://www.seccubus.com

Company: http://www.schubergphilis.com


