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Who are we?

ÁEro Carrera

īResearcher at 

VirusTotal / 

Zynamics GmbH

ÁPeter Silberman

īResearcher/Engineer 

at MANDIANT



Terms and Definitions

ÁMass Malware (MM) ïmalware written 
for distribution across the internet 
targeting hundreds of thousands or 
millions of computers.

ÁTargeted Malware ïmalware written 
specifically for a target attack. Seen on 
very few networks. 



Background: Zynamics
Zynamics GmbH develops advanced analysis and research tools in the 

computer security arena. 

BinNavi and BinDiif, two of its flagship products focus on binary analysis 

while VxClass is an automated environment for the analysis and 

classification of executable code, with an emphasis on malware

ÁWe will use VxClassô results to attempt to 

correlate the samples we collected for this 

talk

ÁSamples of malware were obtained 

through VirusTotalôsVTMIS (VirusTotal

Malware Intelligence Service)



Background: MANDIANT
MANDIANT is a company of consultants, authors, instructors and 

security experts. We work with the Fortune 500, the defense industrial 

base and the banks of the world to secure their networks and combat 

cyber-crime. We have testified in court and helped bring many of these 

criminals to justice.

ÁMANDIANT has collected and analyzed 

over 300 unique APT samples, including 

seven of the Fortune 50 and many other 

fortune 500, defense and financial sectors. 

ÁBottom Line: APT is everywhere you 

wish you were J


