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whoami

* scripfjunkie
— Security research
— Metasploit contributor




whoami

Meterpreter remote file browsin n
" g el

« wrote this thing...

‘ Go up Listing |C:\temp'\example

Name Mode Size

- 40777 frwxrwxrwx 0 dir
m S g u I an 40777 frwxrwxrwx 0 dir
&, Sleepthief - Tenuous. fiv

100666 /rw-rw-rw- 2006551  fi
'} bypassing-browser-memory-protections.pdf  100666/rw-rw-rw- 634743 fi

|| example. txt 100666 /rw-rw-rw- 0 fil
i osts ;‘_9_] resume.doc 100666 /rw-rw-rw- 22016 fil
subfolder 40777 frwxrwxrwx 0 dir

Type Last modified

Lo |

2010-12-28 22:50:21 -0600
2010-12-27 22:55:43 -0600
2010-02-03 19:33:17 -0600
2009-08-17 16:29:44 -0500
2010-11-24 17:00:58 -0600
2010-05-06 14:19:58 -0500
2010-11-24 17:02:00 -0600

[ Refresh H Recursive search/download ; l Make Directory H Upload \

] Delete H Download

via payload A msfoy

ost type via exploit

27.0.0.1 meterpreter exploit/mul

File Exploits Auxiliary Payloads History Post-Exploit Console Database Plugins Help

\ctivities

desc

T

sfmeterpreter/bind_tcp  Meterprs

| Jobsj Sessions [ I | [ Check if in VM
type tunnel_local tunnel_peer VMWare configurations uuid platform
lov 24 2010 4:59:41 PM msfgui st  127.0.0.1:1172  127.0.0.1:4444 | Past and current logged on users feter  mot8kv7n  x86/win32
: . Access Filesystem Domain admins

lov 24, 2010 4:59:44 PM Session 1 Proceies oot docuranis
lov 24, 2010 5:07:00 PM msfgui lo Shell Recent programs (by prefetch)

Console Installed programs

Get hashes Countermeasures

ession logs

ession 1
1 127.0.0.1:4444

lov 24, 2010 5:02:23 PM =>>cd "C
lov 24, 2010 5:02:23 PM >>=>Is

Route through this session
Schedule command

Unlock screen

Upload + execute

Ping/DNS sweep

ARP sweep

Run shell commands
VirtualBox sysenter DoS
Menitor >
Privilege escalation »

Maintaining access >

Environment variables

Powershell Environment

Subnets

Firefox credentials and profile info
Google Chrome info

Pidgin credentials

Filezilla credentials

VNC credentials

Putty credentials

Shares

winenum: env vars, interfaces, routing, users, processes, tokens...

xploit 320 auxiliary 215 payload modules

Install metsvc (listening agent)
Run persistence (connect back a
Open VNC

Setup RDP

Setup telnet

Add admin user

Kill AV

Duplicate




whoami

| work here
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» This presentation is all my own research

» This research is not funded by or
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Previous work

« Honeypofts
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Previous Work %

 Backirack vulnerabillities...
— Rob DeGulielmo, “Con Kung-Fu"” DC17
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Exploit pack Exploits

» LuckySploit, UniguePack referrer XSS
— Paul Royal, Purewire, August 2009

e /eus
— BK, xs-sniper.com Sept 2010




e SOme ideaqs:
— Self-defense
— Neutralizing

— Unintended Conseqguences
— Worms

= ° Left as an exercise for the student
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Generic Counterattacks

« Worms
— Get weaponized version of exploit
— Neutralize attacking systems
— Be careful!
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Windows Counterattacks

 SMB is your friend
« Getting attackers to bite
— May require IE =

— Vulnerable-looking web pages that only 4
work on IE 62 :

« SMB relay FTWI
« Or af least capture
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Popular security tools

Nigglele
Firesheep
NessuUs
Cain & Abel
= * Snort
=+ Wireshark
—— + Metasploit




Nmap

No RCE

Can still mislead
Open ports
Tarpits

BIeN

Demo




Firesheep

 And then there’s blacksheep to detect
 And there’s fireshepherd to DoS




Nessus

« CVE-2010-2989

— nessusd_www._server.nbin in the Nessus Web
Server plugin 1.2.4 for Nessus allows remote
attackers to obtain sensitive information via
request to the /feed method.

= - CVE-2010-2914

— Cross-site scripting (XSS) vulnerability in
nessusd_www_server.nbin in the Nessus Web
Server plugin 1.2.4 for Nessus.
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'Cain & Abel i
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ain Passwor d Recover Y bel

« CVE-2005-0807

— Multiple buffer overflows in Cain & Abel before 2.67
allow remote attackers to cause a denial of service
(application crash) and possibly execute arbitrary
code via (1) an IKE packet with a large ID field that is
not properly handled by the PSK sniffer filter, (2) the

HTTP sniffer filter, or the (3) POP3, (4) SMTP, (5) IMAP, 4%
(6) NNTP, or (7) TDS sniffer filters. 77

« CVE-2008-5405

— Stack-based buffer overflow in the RDP protocol

password decoder in Cain & Abel 4.9.23 and 4.9.24,
and possibly earlier...




Snort

CVE-2009-3641

— Snort before 2.8.5.1, when the -v option is enabled, allows
remote attackers to cause a denial of service application
crash) via a crafted IPvé packet that uses the (1) TCP or (2)
ICMP protocol.

=« CVE-2008-1804

— preprocessors/spp_frag3.c in Sourcefire Snort before 2.8.1
does not properly identify packet fragments that have
dissimilar TTL values, which allows remote attackers to
bypass detection rules by using a different TTL for each
fragment.




Wireshark

CVE-2010-4301

— epan/dissectors/packet-zbee-zcl.c in the ZigBee
LCL dissector in Wireshark 1.4.0 through 1.4.1
allows remote attackers to cause a denial of
service (infinite loop) via a crafted ZCL packet...

= . CVE-2010-4300

— Heap-based buffer overflow in the
dissect_ldss_transfer function
(epan/dissectors/packet-Idss.c) in the LDSS
dissector in Wireshark 1.2.0 through 1.2.12 and
1.4.0 through 1.4.1 ...

— e

—

AL

e




Wireshark

* Vulnerabilities!
— 100’s of protocol dissectors
— Non memory-safe language
— Usually run as root on linux
— Build a fuzzer!
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Wireshar

» Orjustlook it up

Wireshark Bug Database — Bug List

| Find |

Wed Dec 12010 17:12:04 PST
Status: NEVW, ASSIGNED, REOPEMED
559 bugs found.
Pri OS Assignee Status Resolution Summary

Hig Wind w

Hig Mac
Low Ubun wireshark-bugs NEW
Lo nd shark-bugs MNEW

Low Wind wireshark-bugs NEW

Hig Ubun wireshark-bugs NEW

-
L ¥4

SMI path
mib

hen multi-



on Fedora 14, ; >rashes when loading a capture t
with 1.4.1

ba40, offset=0,
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Wireshark

e And fuzzers come for freel
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Wireshark

 Well, at least you can update




Wireshark

* Unless you can’t

Download Wireshark
Get Wireshark

The current stable release of Wireshark is 1.4.2. It supersedes all previous releases, including all

releases of Ethereal. You can also download the latest development release (1.4.0rc2) and
documentation.

» Stable Release (1.4.2)

fanager

i Help

Properties

Package Installed Version Latest Version Description

wireshark-common 1.2.11-2 1.2.11-2 network traffic i







Finding vulnerabilities
- or - Why noft fuzze
 Memory corrupftion

— Openssle
— Ruby

=+ Logic errors
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Web Ul

—

= . Things get more interesting

—

= * Classic webapp attacks up for graps
= + Control of msfweb = conftrol of

P —
—

—
—

- metasploit

-+ Conftrol of metasploit = control of
system
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Web Ul Structure

Frame based module launching

Available Exploifs -> Select Target ->
Select Payload -> Options -> Launch
Server Is stateless
R . Gofleoch oy e gy e

» /exploits/config | S

he name comes from Mic

° °
hen trying to persist an
O S WI O I O n S X with both the source al
hn IDISPATCH the algorith

end up on a call to PlainR:

v @ ¥ 2 | http:localhost:55555/

Internet Explorer DHTML Behaviors Use After Free (2)

Available Exploits (0)

ot affected.

Tranrar aned Nanika and

*

# K HTML~> = CSS DOM C 26

Edit  td.EAconf_...escription r  thody table.EAco..moduleFull  div#search resuli | Stvlev | Layout D

element.style

oit_content" valign="top">
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« /console/index/0

« /console/index/1 ...

« Request to /console
manually creates

« Polls for ou’ru’r

Launch Explait

ADVANCED OFTIONS

ContextinformationFile

2.« New console creation from module

Wetasploit Exploit (3)

1] g o o
= g g
ooYoYo. .oPFYo., o8P .oFYo, .oPYo. .oFYo. & .oFYo. o8 o8F
8' 8 B BooooB 2 .ooooB Yh., g 888 g 8 =}
8 B &8 8, 8 B 5] 'Yh., 8 888 8 B g8
2 8 B "Yooo! 2 "YooPZ2 “YooP' BYooP' B '8 8

=] :

=[ metasploit v3.4.2-dev [core:3.4 api:1.0]
575 exploits - 290 auxiliary

[ 212 payloads - 27 encoders - 8 nops

=[ svn r9959 updated 138 days ago (2010.08.05)

Warning: This copy of the Metasploit Framework was last updated 138 days ago.
We recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
http://www.metasploit.com/redmine/projects/framework /wiki/Updating

[#] Exploit running as background job.

[*#] Started reverse handler on 0.0.0.0:4444

[#] Using URL: http://0.0.0.0:8080/0KGGYKZVICSbLy
[#*] Local IP: http://127.0.0.1:8080,/0kKGGYKIVICShLy
[*] Server started.

msf exploit (ElkEkkEnsl0 018 ie behaviorskikE) >
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Web Ul Console

e

= . Disabled commands
: —irb
.- —System commands

—
—

_« Reliabillity issues
— Commands occasionally fail
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Web Ul Features

Payload generation

-rame sequence/option processing
ke exploits

Windows Meterpreter (Reflective Injection), Reverse TCP Stager (2) of —|

lows
OPTIONS
Required

Exit technigue: seh, thread, process (type: raw)
LPORT
The listen port (type: port)
W :
Restricted Characters (format: 0x00 0x01):
cted Encoder:
Format:
Generate

Ruby
Perl
., ] cript
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First Vulnerabillity

: "+ Reflected XSS in payload generation
= + Your encoded payload is displayed in a
textarea

=+ Stars to align:
— Payload must retlect arbitrary content (can’t
use normal shell/meterpreter payloads) ==

— Encoder must generate predictable oufput
(can’'t use most encoders, like shikata ga nai)

— Format must preserve outfput (all listed
formarts only display hex of encoded

payload)




E o Payload cmd/unix/generic reflects
arbifrary content

_ « Encoder generic/none leaves payload

~ infact
-« Payload format still works as a filter
— Ruby, Java, Javascript, C arrays




N
~

—

—_—
—
—
—

—

» Unless you use an unlisted format

—raw fmt + generic/none encoder +
generic CMD payload = XSS

http://localhost:55555/payloads/viewebadchars=&commit=Generate &

encoder=generic%2Fnone&refname=cmd%3Aunix’%3Ageneric&step=1&
format=raw

— Inserted into

<textarea> ... </textarea>

— XSS!

</textarea><script>alert(1)</script>




Vulnerabillity Impact

No; or or, allowed
Eval, String.fromCharCode first stage
XSS console control

Geftting RCE
— Command injection
— Metasploit
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Vulnerabillity Impact

= . Getting RCE
— Key command - loadpath

= — Downloading a file
= e Servers
* Meterpreter




Meterpreter

—

& . Connection process
= —Stager connections
—SSL

— |Initial request

— Plugins

— Command flow
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Meterpreter

—

& . Packet structure
=S
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Meterpreter

E - Packet structure
—TLV's
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Meterpreter debugger

;" View each TLV packet sent or
received decoded

_‘ . Get all the information needed to

: emulate meterpreter calls
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Exploif release

£« XSS
= Creates console

_.aunches meterpreter payload handler
Downloads ruby payload file

L.oads ruby code

. Fake meterpreter to host shellcode
» Targets for all your favorite platforms
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— Is a special module .
2 Ophon s compose catose - dstastorel

if not =glmap
print_error ('

command line I

sglmap url L

sglmap_url += "://" : ] :" + wmap_target_port

sglmap url +=

if method ==
sglmap url

cmd = =sglmap + + sglmap url +
cmd += T d + method c 4 \'' + sglmap url +
cmd += ' + datastore['oPTs" ]| S B * method

cmd +=

1o .FITJFIE‘!II{ cmd } do | o | if not data.empt
cmd += ' —-—

end

if datastore[’
cmd += " —-1

end

print_status (" : #{cmd}™)

lic]
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Command Injection

iy = -’-_ T g

* Also have
— auxiliary/tuzzers/wifi/fuzz_tbeacon.rb
— auxiliary/tuzzers/wifi/fuzz_proberesp.ro

(Z2) do |1]

retorn trne if =




CSRF Vulnerabllity

. . Input validatione
CSRF
Single-shot
Generating a console

— Finding a console
— Reliable RCE metepreter-style difficult
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“ - 'ma Metasploit developer
» These were never patched
 Why releasee Why not just fix the

problemse
— Maintainabllity
— Disclosures
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?f * Meterpreter download process:

- me’rerpre’rer> download foo

=N lib/rex/post/meterpreter/ui/console/ &
command_dispatcher/stdapi/fs.ro

’l
¥

stat = client.fs.file.stat(src)

if (stat.directory?)
client.fs.dir.download(dest, src, recursive, true) { |step, src, ds
print status("#{step.ljust(11)}: #{src} -> #{dst}")
}
elsif (stat.file?)
client.fs.file.download(dest,

print status("#{step.ljust(l1)}: #{src} -> #{dst}")

}
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Meterpreter Vulnerability &

= ;i
v A e -

Y+ File is saved as its basename

* In lib/rex/post/meterpreter/extensions/ f-..
stdapi/fs/file.ro ~—

asename (*a)
al0]

sep "W+ File::SEPARATOR

# I suck at regex.

prath =~ (.*)#{sep}(.*]5

return $2 || path




irb(main) :001:0>

irb(main) :002:0

'
S

irb (main) :004:0

-,

=> "travers

i

+ File::SEPAEATOR

(.*)#{sep}(.*




= f,mz_f_,ge‘z:i, — !

F—IHL%FHQQ—@HJIE directory ’rroversol

e File::SEPARATOR =="/" even on
Windows!

irb{main]:DGE:G} ath L A N T D T N o ot

irb(main) :006:0> path =~ J{.*)#{sep}(.*)5/

irb(main) :007:0>

—_—
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Meterpreter Vulnerability

@ - But nobody's going fo type
"download ./.\\.\\.\\evil"

« But they might type
“*download juicydirname”

* Directories will take children with them =
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TFTP server

A N s g v
« Getting bosenome for f|Ie upload:

— tr[:file][:name].split(File::SEPARATOR) [-1]

irb (main) :002:0> path="../../../boot.ini"

irb(main) :003:0> path.split(File::S5EPARATOR) [-1]

=> "boot.ini"

irb(main) :004:03 pafh— "N L A Aboot L Ani”
== " %ML LA \boot.dini™
irb(main) :005:0> pa1-h :.pl:u- (File: :SEPARATOR) [-1]

== "_. %W AN M boot . dini”
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FTP server

. - ) s "o o
» Directory traversal filtering

path = ::File.join(datastore["FTPROOT'], arg.gsub(™../",

— — TF

irb(main) :001:0>» path="../../../

—_— L]

> ",/ fete/passwd”

irb(main) :002:0> path.gsub("../

> "etc/passwd"
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FTP server

. . e " Cag | L
Directory traversal filtering

irb (main) :003:0> path=". .
=>» "....0 ... /. fetc/passwd”
irb(main) :004:0> path.gsub("../"

; , ; "
/.. ietc/passwao




™ T
 fitanftp_xcrc_traversal.ro

« FTP fraversal exploit with CRC brute
force

"+« Byte-by-byte decode via XCRC
.  command







Scripfts
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« Offen use client system name for log
files

onfig.log directory,'s

+ filenameinfo)




Client system hame

n | BN - 2
« Straight from nof-to-be- ’rrus’red network §

Packet
= client.se d re

.get tlv value(TLV_TYPE COMPUTER NAME) ,
.get tlv value(TLV TYPE OS5 NAME),
e.get tlv value(TLV TYPE ARCHITECTURE),

.get tlv value(TLV TYPE LANG SYSTEM),




Scripts
* arp_scanner, domain_list_gen,
dumplinks, enum_chrome,

enum_firefox, event_manager,
get_filezilla_creds, get_pidgin_creds,

N

packetrecorder, persistence,
search_dwild, winenum
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domain_list_gen

L ' e g R
« Counterattack can save file In
arbitrary directory relative to home dir

« Starting with arbitrary contents

30 host = @client.sys.config.sysinfo['Computer"']

31 current user = client.sys.config.getuid.scan(/\S*\\(.*)/)
32 domain = @client.fs.file.expand path("%USERDOMAIN%:")

33 # Create Filename info to be appended to downloaded files
34 filenameinfo = " " + ::Time.now.stritime("%Y%m%d.%M%S")
35 platform = client.platform.scan(/(win32|win64|php)/)

36 unsupported if not platform

37 # Create a directory for the logs

38 logs = ::File.join(Msf::Config.log directory,

39 # Create the log directory

40 ::FileUtils.mkdir p(logs)

41 #logfile name

42 dest = logs + "/" + host + filenameinfo + ".txt"

43 print status("found users will be saved to #{dest}")

73 file local write(dest, "#{
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Lame DoS attacks

- AR, RN T e T - S
« Exploit handlers without ExitOnSession B

* Meterpreter memory exhnaustion

» Disk exhaustion: never-ending '
download

]




Wn’rlng POonods

* Cross- plo’rform RCE
— Ruby is your friend
— All msf libraries available for use

— Can embed platform-specific or java
payloads
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Payloads

LSRR RN R
* New thread spinoff

 Multithreaded bind shell with error
recovery

"« Reverse shell with error handling
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Wireshark P

ayloads

. . S, SRR e
* Hard to do cross-platform
 Hard to do exploits cross-platform too

« Memory layouts, heap sfructures,
system calls...

]




Persistence

- R
» ~/.msf3/modules/exploits/

— Loaded on metasploit start, writeable by
current user

— Or payloads, auxiliary, encoders, Nops
. —Ruby!
w - ~/.msf3/msfconsole.rc
— Quasi-undocumented autorun resource
file
— Embeds ruby




Persistence

. . uon, T
« Add something fo main mst3 folder
— /opt/metasploit3/mst3
— C:\framework\msf3

'« Relocate free!
b —svn switch
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Defenses

Developers/script writers
— Don’t frust input from the network
— Don’'t frust client-side validation

— Just because it looks like you control them
doesn’'t mean it's true

» Users
— Updatel
 Limit privileges if possible
— HTTP, SMB, DHCP, FTP, DNS, TFTP servers in
Metasploit may require root
— Most Nmap scans require root

-

AY
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Defenses

LY

Virtualization
— Because VMs work
— Saves privilege issues

— Probably doesn’t work with lorcon
modules & raw wireless exploits

« OS choice
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Wrap up

o SuMmMary
e Lessons learned
 Products not shown here
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