
Counterattack 

Turning the tables on 

exploitation attempts from tools 

like Metasploit 



whoami 

• scriptjunkie 

– Security research 

– Metasploit contributor 



whoami 

• wrote this thing… 



whoami 

• I work here 



Disclaimer 

• This presentation is all my own research 

• This research is not funded by or 

associated with the USAF in any way 

• My opinions do not represent the US 

government 



Previous work 

• Honeypots 



Previous Work 

• Backtrack vulnerabilities… 

– Rob DeGulielmo, “Con Kung-Fu” DC17 



Exploit pack Exploits 

• LuckySploit, UniquePack referrer XSS 

– Paul Royal, Purewire, August 2009 

• Zeus 

– BK, xs-sniper.com Sept 2010 



Ethics 

• Some ideas: 

– Self-defense 

– Neutralizing 

– Unintended Consequences 

– Worms 

• Left as an exercise for the student 



Generic Counterattacks 

• Worms 

– Get weaponized version of exploit 

– Neutralize attacking systems 

– Be careful! 



Windows Counterattacks 

• SMB is your friend 

• Getting attackers to bite 

– May require IE 

– Vulnerable-looking web pages that only 

work on IE 6? 

• SMB relay FTW! 

• Or at least capture 



Demo 



Popular security tools 

• Nmap 

• Firesheep 

• Nessus 

• Cain & Abel 

• Snort 

• Wireshark 

• Metasploit 



Nmap 

• No RCE 

• Can still mislead 

• Open ports 

• Tarpits 

• DoS 

• Demo 

 

 



• And then there’s blacksheep to detect 

• And there’s fireshepherd to DoS 

 

 

Firesheep 



Nessus 

• CVE-2010-2989   
– nessusd_www_server.nbin in the Nessus Web 

Server plugin 1.2.4 for Nessus allows remote 
attackers to obtain sensitive information via a 
request to the /feed method. 

 

• CVE-2010-2914   
– Cross-site scripting (XSS) vulnerability in 

nessusd_www_server.nbin in the Nessus Web 
Server plugin 1.2.4 for Nessus. 

 

• ... 



     Cain & Abel 

 

• CVE-2005-0807 
– Multiple buffer overflows in Cain & Abel before 2.67 

allow remote attackers to cause a denial of service 
(application crash) and possibly execute arbitrary 
code via (1) an IKE packet with a large ID field that is 
not properly handled by the PSK sniffer filter, (2) the 
HTTP sniffer filter, or the (3) POP3, (4) SMTP, (5) IMAP, 
(6) NNTP, or (7) TDS sniffer filters. 

 

• CVE-2008-5405 
– Stack-based buffer overflow in the RDP protocol 

password decoder in Cain & Abel 4.9.23 and 4.9.24, 
and possibly earlier... 



Snort 

• CVE-2009-3641   
– Snort before 2.8.5.1, when the -v option is enabled, allows 

remote attackers to cause a denial of service (application 
crash) via a crafted IPv6 packet that uses the (1) TCP or (2) 
ICMP protocol. 

 

• CVE-2008-1804   
– preprocessors/spp_frag3.c in Sourcefire Snort before 2.8.1 

does not properly identify packet fragments that have 
dissimilar TTL values, which allows remote attackers to 
bypass detection rules by using a different TTL for each 
fragment. 

 
–   
–    



Wireshark 

• CVE-2010-4301   

– epan/dissectors/packet-zbee-zcl.c in the ZigBee 
ZCL dissector in Wireshark 1.4.0 through 1.4.1 
allows remote attackers to cause a denial of 
service (infinite loop) via a crafted ZCL packet… 

 

• CVE-2010-4300   

– Heap-based buffer overflow in the 
dissect_ldss_transfer function 
(epan/dissectors/packet-ldss.c) in the LDSS 
dissector in Wireshark 1.2.0 through 1.2.12 and 
1.4.0 through 1.4.1 … 



Wireshark 

• Vulnerabilities! 

– 100’s of protocol dissectors 

– Non memory-safe language 

– Usually run as root on linux 

– Build a fuzzer! 

 



Wireshark 

• Or just look it up 

 



Wireshark 

• Stack traces at no extra charge! 

 



Wireshark 

• And fuzzers come for free! 

 



Wireshark 

• Well, at least you can update 

 



Wireshark 

• Unless you can’t 

 



Metasploit 



Finding vulnerabilities 

- or - Why not fuzz? 

• Memory corruption 

– Openssl? 

– Ruby 

• Logic errors 

 

 



Web UI 

• Things get more interesting 

• Classic webapp attacks up for grabs 

• Control of msfweb = control of 

metasploit 

• Control of metasploit = control of 

system 

 



Web UI Structure 

• Frame based module launching 

• Available Exploits -> Select Target -> 

Select Payload -> Options -> Launch 

• Server is stateless 

• Until launch  

• /exploits/config 

   post with options 

 



Web UI 

• New console creation from module 

• /console/index/0 

• /console/index/1 … 

• Request to /console 

    manually creates 

• Polls for output 

 

 



Web UI Console 

• Disabled commands 

– irb 

– System commands 

• Reliability issues 

– Commands occasionally fail 

 

 



Web UI Features 

• Payload generation 

• Frame sequence/option processing 

like exploits 

 



First Vulnerability 

• Reflected XSS in payload generation 

• Your encoded payload is displayed in a 
textarea 

• Stars to align: 
– Payload must reflect arbitrary content (can’t 

use normal shell/meterpreter payloads) 

– Encoder must generate predictable output 
(can’t use most encoders, like shikata ga nai) 

– Format must preserve output (all listed 
formats only display hex of encoded 
payload) 



XSS 

• Payload cmd/unix/generic reflects 

arbitrary content 

• Encoder generic/none leaves payload 

intact 

• Payload format still works as a filter 

– Ruby, Java, Javascript, C arrays 



XSS 

• Unless you use an unlisted format 

– raw fmt + generic/none encoder + 

generic CMD payload = XSS 
http://localhost:55555/payloads/view?badchars=&commit=Generate&

&refname= &step=1&

– Inserted into 
<textarea> … </textarea>

– XSS! 
</textarea><script>alert(1)</script> 



Vulnerability Impact 

• No ;  or  =  or ,  allowed 

• Eval, String.fromCharCode first stage 

• XSS console control 

• Getting RCE 

– Command injection 

– Metasploit 



Vulnerability Impact 

• Getting RCE 

– Key command – loadpath 

– Downloading a file 

• Servers 

• Meterpreter 



Meterpreter 

• Connection process 

– Stager connections 

– SSL 

– Initial request 

– Plugins 

– Command flow 



Meterpreter 

• Packet structure 

– TLV’s 



Meterpreter 

• Packet structure 

– TLV’s 



Meterpreter debugger 

• View each TLV packet sent or 

received decoded 

• Get all the information needed to 

emulate meterpreter calls 



Exploit release 

• XSS 

– Creates console 

– Launches meterpreter payload handler 

– Downloads ruby payload file 

– Loads ruby code 

• Fake meterpreter to host shellcode 

• Targets for all your favorite platforms 



XSS Demo 



Command Injection 

• auxiliary/scanner/http/sqlmap 

– Is a special module 

– Options compose 

   command line 

 



Command Injection 

• Also have 

– auxiliary/fuzzers/wifi/fuzz_beacon.rb 

– auxiliary/fuzzers/wifi/fuzz_proberesp.rb  

 



CSRF Vulnerability 

• Input validation? 

• CSRF 

• Single-shot 

• Generating a console 

– Finding a console 

– Reliable RCE metepreter-style difficult 



CSRF Demo 



Motivation 

• I’m a Metasploit developer 

• These were never patched 

• Why release? Why not just fix the 

problems? 

– Maintainability 

– Disclosures 



Meterpreter Vulnerability 

• Meterpreter download process: 

meterpreter> download foo 

• In lib/rex/post/meterpreter/ui/console/ 

command_dispatcher/stdapi/fs.rb 

 



Meterpreter Vulnerability 

• File is saved as its basename 

• In lib/rex/post/meterpreter/extensions/ 

stdapi/fs/file.rb 

 



Meterpreter Vulnerability 

• Filtering out directory traversal 

 

 



Meterpreter Vulnerability 

•  Filtering out directory traversal 

• File::SEPARATOR == "/" even on 

Windows! 

 



Meterpreter Vulnerability 

• But nobody’s going to type 

“download ./..\\..\\..\\evil” 

• But they might type                

“download juicydirname” 

• Directories will take children with them 

 



Meterpreter Traversal Demo 



TFTP server 

• Getting basename for file upload: 

– tr[:file][:name].split(File::SEPARATOR)[-1] 



TFTP Traversal Demo 



FTP server 

• Directory traversal filtering 



FTP server 

• Directory traversal filtering 



Irony 

• titanftp_xcrc_traversal.rb 

• FTP traversal exploit with CRC brute 

force 

• Byte-by-byte decode via XCRC 

command 

 



FTP Traversal Demo 



Scripts 

• Often use client system name for log 

files 



Client system name 

• Straight from not-to-be-trusted network 

data 



Scripts 

• arp_scanner, domain_list_gen, 

dumplinks, enum_chrome, 

enum_firefox, event_manager, 

get_filezilla_creds, get_pidgin_creds, 

packetrecorder, persistence, 

search_dwld, winenum 



domain_list_gen 

• Counterattack can save file in 

arbitrary directory relative to home dir 

• Starting with arbitrary contents 



Lame DoS attacks 

• Exploit handlers without ExitOnSession 

• Meterpreter memory exhaustion 

• Disk exhaustion: never-ending 

download 



Writing Payloads 

• Cross-platform RCE 

– Ruby is your friend 

– All msf libraries available for use 

– Can embed platform-specific or java 

payloads 



Payloads 

• New thread spinoff 

• Multithreaded bind shell with error 

recovery 

• Reverse shell with error handling 



Wireshark Payloads 

• Hard to do cross-platform 

• Hard to do exploits cross-platform too 

• Memory layouts, heap structures, 

system calls… 



Persistence 

• ~/.msf3/modules/exploits/  
– Loaded on metasploit start, writeable by 

current user 

– Or payloads, auxiliary, encoders, nops 

– Ruby! 

• ~/.msf3/msfconsole.rc 
– Quasi-undocumented autorun resource 

file 

– Embeds ruby 



Persistence 

• Add something to main msf3 folder 

– /opt/metasploit3/msf3 

– C:\framework\msf3 

• Relocate tree! 

– svn switch 



Defenses 



Defenses 

• Developers/script writers 
– Don’t trust input from the network 
– Don’t trust client-side validation 

– Just because it looks like you control them 
doesn’t mean it’s true  

• Users 
– Update! 

• Limit privileges if possible 
– HTTP, SMB, DHCP, FTP, DNS, TFTP servers in 

Metasploit may require root 

– Most Nmap scans require root 

 



Defenses 

• Virtualization 

– Because VMs work 

– Saves privilege issues 

– Probably doesn’t work with lorcon 

modules & raw wireless exploits 

• OS choice 

 

 



Open Demo 



Wrap up 

• Summary 

• Lessons learned 

• Products not shown here 

 



Questions 


