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whois	  

• browser/email	  security	  
• VP,	  Security	  Research	  

Company	  

• Founding	  Member	  –	  Cloud	  Security	  Alliance	  
• SPI	  Dynamics	  –	  acquired	  by	  HP	  
•  iDefense	  –	  acquired	  by	  VeriSign	  

Background	  

• Web	  security	  
• Client-‐side	  vulnerabiliUes	  

Research	  
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Agenda	  

What	  does	  it	  mean	  to	  be	  in	  
a	  hyperconnected	  world?	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  1Current	  State	  

	  	  	  	  	  	  	  	  



What	  has	  an	  IP	  address	  in	  your	  home?	  

Television	  
DVR	   Webcam	  

Large	  Appliances	  
Phone	  

Kitchen	  Appliances	  Video	  Game	  
Console	  

Blu-‐ray/DVD	  



What	  has	  an	  IP	  address	  in	  your	  office?	  

Security	  System	  
Printer	   Scanner	  

Photocopier	  
HVAC	  

NAS	  

Networking	  

Video	  
Conferencing	  



EWS	  DefiniUon	  

What	  is	  an	  Embedded	  Web	  Server?	  There’s	  no	  universally	  
accepted	  definiUon,	  but	  for	  our	  purposes,	  we’ll	  require	  
the	  following:	  
	  
1.  Web	  server	  installed	  on	  the	  hardware	  during	  the	  

manufacturing	  process	  (not	  an	  opUonal	  component)	  
2.  Not	  designed	  for	  high	  performance	  
3.  Limited	  funcUonality	  
4.  Serves	  as	  an	  administraUve	  interface	  to	  the	  host	  

hardware	  



Public	  Service	  Announcement	  

A4en&on!	  
No	  embedded	  web	  servers	  

were	  harmed	  during	  the	  course	  
of	  this	  research.	  

All	  examples	  come	  from	  
publicly	  accessible	  web	  servers	  
without	  password	  protecUon.	  



Threats	  

• DoS	  –	  Disable	  funcUonality	  
• Privacy	  –	  Access	  confidenUal	  data	  
• Data	  Integrity	  –	  Alter	  confidenUal	  data	  
• Financial	  –	  Unauthorized	  use	  of	  bandwidth	  and	  services	  
• Compromise	  –	  Firmware	  upgraded	  with	  new	  funcUonality	  

Overall	  

• Improperly	  configured	  networks	  can	  make	  internal	  appliances	  Internet	  accessible	  
• Vendors	  target	  ease	  of	  use	  and	  EWSs	  therefore	  have	  funcUonality	  enabled	  out	  of	  the	  box	  with	  
a	  default	  password	  or	  are	  wide	  open	  

External	  

• Devices	  with	  EWS	  generally	  not	  considered	  during	  security	  audits	  and	  are	  not	  therefore	  
monitored/segregated	  

• Insiders	  have	  the	  advantage	  of	  physical	  access	  to	  the	  devices	  

Internal	  



Java	  VulnerabiliUes?	  

A4acks?	  
1.  Change	  the	  preset	  

coffee	  seings	  (make	  
weak	  or	  strong	  coffee)	  

2.  Change	  the	  amount	  of	  
water	  per	  cup	  (say	  
300ml	  for	  a	  short	  
black)	  and	  make	  a	  
puddle	  

3.  Break	  it	  by	  engineering	  
seings	  that	  are	  not	  
compaUble	  (and	  
making	  it	  require	  a	  
service)	  



Energy	  Savings	  

•  Energy	  savings	  and	  
home	  automaUon	  will	  
conUnue	  to	  drive	  
Internet	  enabled	  
devices	  

•  Currently	  serves	  as	  a	  
differenUator	  for	  high	  
end	  appliances	  

•  CombinaUon	  of	  EWSs,	  
HTTP(S)	  aware	  client	  
side	  applicaUons	  



Strange	  SighUngs	  -‐	  Projectors	  
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HTTP/1.1 200 OK 
Server: microChai ver 2.0 
Cache-Control: no-cache 
Expires: Mon, 24 Nov 2003 
00:00:00 GMT 
Connection: Keep-Alive 
Transfer-Encoding: chunked 
 



Strange	  SighUngs	  -‐	  Projectors	  

©	  2009-‐2011	  Zscaler,	  Inc.	  

Office	  Prank	  
Step	  1	  –	  Scan	  the	  network	  for	  
web	  servers	  with	  the	  following	  
header:	  
	  Server: Network Projector 

Step	  2	  –	  Wait	  for	  the	  meeUng	  
to	  start	  
Step	  3	  –	  ConUnually	  adjust	  
focus.	  When	  presenter	  
a4empts	  to	  fix,	  power	  off.	  

Tip!	  



Strange	  SighUngs	  -‐	  Printers	  
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If	  you’re	  too	  lazy	  to	  walk	  over	  to	  the	  printer	  to	  check	  the	  ink	  cartridges…	  
	  
…you’re	  also	  too	  lazy	  to	  walk	  to	  the	  store	  to	  replace	  them!	  

Remember	  



Strange	  SighUngs	  -‐	  Kiosks	  
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Process	  

•  Fingerprint	  at	  least	  1M	  web	  servers	  and	  idenUfy	  as	  many	  EWSs	  as	  possible	  to	  
be4er	  understand	  the	  threat	  that	  they	  may	  pose	  

Goal	  

• Millions	  of	  IP	  addresses	  need	  to	  be	  scanned	  
•  Scanning	  must	  therefore	  be	  very	  light	  weight	  and	  scalable	  
•  ExisUng	  fingerprinUng	  tools	  (i.e.	  NMAP)	  do	  not	  have	  a	  strong	  database	  of	  EWS	  
data	  

Challenges	  

•  TradiUonal	  scanning/fingerprinUng	  tools	  
•  GHDB	  (Google	  Hacking	  Database)	  
•  Header	  scans	  

OpUons	  



Nmap	  
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Nmap	  Results	  
$ sudo nmap -O 131.96.246.162 
[snip] 
Aggressive OS guesses: Apple AirPort Express WAP v6.3 (92%), AirSpan 
ProST WiMAX access point (91%), m0n0wall FreeBSD-based embedded firewall 
version 1.22 - 1.23b1 (89%), Canon imageRUNNER C5185 printer (89%), 
SonicWALL SonicOS Enhanced 5.2.0.1-21o (88%), FreeBSD 6.2-RELEASE (88%), 
VxWorks: Apple AirPort Extreme v5.7 or AirPort Express v6.3; Canon 
imageRUNNER printer (5055, C3045, C3380, or C5185); Kyocera FS-4020DN 
printer; or Xerox Phaser 8860MFP printer (87%), IBM DCS9900 NAS device 
(87%), Nokia IP650 firewall (IPSO 4.0 and CheckPoint Firewall-1/VPN-1 
software) (85%), HP LaserJet P2055dn printer (85%) 
No exact OS matches for host (test conditions non-ideal). 

Canon	  imageRUNNER	  C2880	  Photocopier	  

Server	  Headers	  
HTTP/1.1 200 OK 
Date: SUN, 16 JUL 2011 19:13:57 GMT 
Server: CANON HTTP Server Ver2.21 
Content-Type: text/html 
Transfer-Encoding: chunked 



GHDB	  



GHDB	  



GHDB	  

Challenges	  
•  Google	  clearly	  suppresses/blocks	  GHDB	  queries	  (Bing	  can	  actually	  be	  be4er)	  
•  UI	  InternaUonalizaUon/rebranding	  requires	  many	  queries	  for	  broad	  coverage	  
•  AutomaUon	  requires	  screen	  scraping	  
•  Searches	  for	  potenUally	  vulnerable	  systems	  can	  lead	  to	  source	  IP	  blocks,	  

especially	  when	  queries	  are	  automated	  



Header	  Scanning	  
HTTP/1.0 200 OK  
Date: SUN, 23 APR 2011 21:31:45 GMT  
Server: CANON HTTP Server Ver2.21  
Set-Cookie: iR=3753281; path=/  
Content-Type: text/html  
Transfer-Encoding: chunked  

Approach	  
•  Simple	  mulU	  threaded	  Perl	  script	  to	  send	  HEAD	  requests	  
•  Amazon	  EC2	  micro	  instances	  leveraged	  –	  highly	  scalable,	  low	  cost	  
Advantages	  
•  Ease	  of	  automaUon	  
•  Content	  based	  signatures	  not	  required	  
•  Highly	  scalable	  –	  small	  request/response	  
•  EWS	  header	  informaUon	  unlikely	  to	  be	  spoofed	  
LimitaUons	  
•  Not	  all	  EWSs	  have	  a	  unique	  Server	  string	  or	  header	  info.	  
Result	  
•  Goal	  of	  fingerprinUng	  ~100K	  web	  servers	  achieved	  



Shodan	  

•  Comprehensive,	  searchable	  database	  of	  web	  server	  headers	  and	  telnet	  banners	  
•  Provides	  country	  of	  origin	  IP	  and	  rDNS	  data	  
•  Commercial	  service	  –	  users	  must	  register	  to	  receive	  >10	  results	  and	  pay	  for	  >50	  

shodanhq.com	  
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Printers/Scanners	  

“Mistakes	  are	  the	  portals	  of	  discovery”	  
-‐	  James	  Joyce	  (1882-‐1941)	  



HP	  Printers/Scanners	  

Headers	   LaserJet	   OfficeJet	   Photosmart	  

Server:	  Mrvl-‐R1_0	   ✓	  

Server:	  $ProjectRevision:	  5.0.1.23	  $	  
Server:	  $ProjectRevision:	  4.2	  $	  
Server:	  $ProjectRevision:	  4.0.2.38	  $	  	  
Server:	  $ProjectRevision:	  4.7.1.12	  $	  	  

✓	  
	  

Server:	  HP-‐ChaiServer/3.0	  	  
SERVER:	  HP-‐ChaiSOE/1.0	  	   ✓	  

Server:	  Virata-‐EmWeb/R6_2_1	   ✓	   ✓	   ✓	  

Numerous	  embedded	  web	  servers	  across	  hundreds	  of	  products	  



HP	  Printers/Scanners	  
Headers	   ShodanHQ	  

Server:	  Mrvl-‐R1_0	   22	  

Server:	  $ProjectRevision:	  5.0.1.23	  $	  
Server:	  $ProjectRevision:	  4.2	  $	  
Server:	  $ProjectRevision:	  4.0.2.38	  $	  	  
Server:	  $ProjectRevision:	  4.7.1.12	  $	  	  

673	  
1,498	  
4,514	  
946	  

Server:	  HP-‐ChaiServer/3.0	  	  
SERVER:	  HP-‐ChaiSOE/1.0	  	  

18,011	  
39,071	  

Server:	  Virata-‐EmWeb/R6_2_1	   59,269	  

Total	   124,004	  



HP	  Printers/Scanners	  

• Manage	  devices	  –	  security,	  logging,	  networking,	  etc.	  
• Monitor	  devices	  –	  ink	  levels,	  alerts,	  etc.	  

Purpose	  

•  Laserjet	  printers	  rarely	  have	  password	  protecUon	  enabled	  
• Hundreds	  of	  thousands	  of	  HP	  devices	  are	  web	  accessible	  

ObservaUons	  

• Reconfigure	  device	  –	  networking,	  UI,	  etc.	  
• DoS	  –	  lock	  device	  access,	  cancel	  jobs,	  etc.	  
• WebScan	  –	  remotely	  access	  scans	  and	  trigger	  new	  jobs	  
•  Fax	  Forwarding	  –	  forward	  incoming	  faxes	  

Risk	  



HP	  Fax	  Forwarding	  

Forward	  all	  
incoming	  
faxes	  to	  an	  
external	  fax	  
number	  



HP	  Webscan	  

Quick	  Scan	  –	  
Determine	  if	  
doc.	  exists	  

Scan	  and	  
download	  as	  
JPEG	  



HP	  Webscan	  

Signed	  
documents	  

What	  we	  
found…	  



HP	  Webscan	  

VoUng	  advice	  

What	  we	  
found…	  



HP	  Webscan	  

Signed	  checks	  

What	  we	  
found…	  



HP	  Webscan	  

Technical	  
reports	  

What	  we	  
found…	  



HP	  Webscan	  

Forms	  

What	  we	  
found…	  



HP	  Webscan	  

Jim	  is	  a	  CerUfied	  Mold	  Inspector!	  



HP	  Webscan	  

• HP	  scanners	  for	  several	  years	  have	  included	  Webscan	  funcUonality	  

Prevalence	  

• Webscan	  funcUonality	  enabled	  by	  default	  without	  password	  protecUon	  
• Many	  networks	  are	  misconfigured	  to	  expose	  scanners	  

Risk	  

• h4p://[Scanner	  IP]/scan/image1.jpg?id=1&type=4&size=1&fmt=1&Ume=
[epoch	  Ume]	  
•  Predictable	  URL	  path	  for	  scanned	  documents	  
• Request	  above	  URL	  every	  second	  to	  retrieve	  any	  scanned	  documents	  

• HP	  Scanner	  Check	  -‐	  h4p://zscaler.com/research/blog/hpscannercheck.pl	  

AutomaUon	  



Photocopiers	  

“Copy	  from	  one,	  it's	  plagiarism;	  copy	  
from	  two,	  it's	  research.”	  
-‐	  Wilson	  Mizner	  (1876	  -‐	  1933)	  



Xerox	  Photocopiers	  

Shodan	  Results	  
•  Query	  à	  “Spyglass_MicroServer/

2.01FC1”	  
•  Results	  à	  427	  
	  
•  Server	  string	  alone	  offers	  unique	  

idenUfier	  

Shodan	  Results	  
•  Query	  à	  “Spyglass_MicroServer/

2.00FC4”	  
•  Results	  à	  32	  

•  Tektronix	  copiers	  (Phaser	  branded	  
copiers	  sold	  to	  Xerox	  in	  1999)	  

Shodan	  Results	  
•  Query	  à	  “Xerox_MicroServer/

Xerox11”	  
•  Results	  à	  724	  

•  Xerox	  Workcentre	  



Xerox	  Photocopiers	  

Job	  AccounUng	  
•  File	  name	  
•  User	  name	  
•  Pages	  
•  Date	  
•  Time	  



Xerox	  Photocopiers	  

Need	  a	  place	  to	  store	  
your	  warez?	  
•  FTP	  server	  enabled	  by	  

default	  
•  No	  password	  



Xerox	  Photocopiers	  



Sharp	  Photocopiers	  



Ricoh	  Photocopiers	  

Shodan	  Results	  
•  Query	  à	  “Web-‐Server/3.0”	  
•  Results	  à	  19,252	  
	  
•  Server	  string	  alone	  offers	  

unique	  idenUfier	  

HTTP/1.0 200 OK  
Date: Sun, 24 Apr 2011 06:26:01 GMT  
Server: Web-Server/3.0  
Content-Type: text/html; charset=UTF-8  
Content-Length: 304  
Pragma: no-cache  
Set-Cookie: cookieOnOffChecker=on; path=/  
Connection: close  



Ricoh	  Photocopiers	  
Cached	  copies	  of	  
previously	  copied	  
documents	  

Details	  of	  
received/
transmi4ed	  faxes	  



Ricoh	  Photocopiers	  

When	  user	  manuals	  are	  a	  click	  away,	  default	  passwords,	  especially	  on	  
hardware	  devices,	  are	  as	  good	  as	  no	  password	  at	  all.	  



Ricoh	  Photocopiers	  



Ricoh	  Photocopiers	  



Ricoh	  Photocopiers	  –	  Faxes	  Received	  



Ricoh	  Photocopiers	  –	  Document	  Server	  

•  Previously	  copied	  
document	  available	  
via	  a	  web	  based	  
interface	  



Ricoh	  Photocopiers	  –	  Document	  Server	  

•  Available	  for	  
download	  in	  
PDF/TIFF	  
formats	  



Security	  Systems	  

“Who	  controls	  the	  past	  controls	  the	  future.	  
Who	  controls	  the	  present	  controls	  the	  past.”	  
-‐	  George	  Orwell	  (1903	  -‐	  1950)	  



Security	  Systems	  



Webcams	  



Networking	  

“I	  hear	  there's	  rumors	  on	  the	  Internets	  
that	  we're	  going	  to	  have	  a	  draT.”	  
-‐	  George	  W.	  Bush	  (Oct.	  8,	  2004)	  



Cisco	  

HTTP/1.0 401 Unauthorized  
Date: Sun, 24 Apr 2011 06:58:02 GMT  
Server: cisco-IOS  
Connection: close  
Accept-Ranges: none  
WWW-Authenticate: Basic 
realm="level_15_access"  

Shodan	  Results	  
•  Query	  à	  “Server:	  cisco-‐IOS”	  
•  Results	  à	  429,736	  
	  
•  All	  of	  the	  first	  50	  results	  are	  

either	  password	  protected,	  or	  
inaccessible	  

Shodan	  Results	  
•  Query	  à	  “Server:	  cisco-‐IOS”	  

“200	  OK”	  
•  Results	  à	  12,239	  
	  
•  33	  of	  the	  first	  50	  results	  were	  

not	  password	  protected	  

HTTP/1.0 401 Unauthorized  
Date: Sun, 24 Apr 2011 06:58:02 GMT  
Server: cisco-IOS  
Connection: close  
Accept-Ranges: none  
WWW-Authenticate: Basic 
realm="level_15_access"  

HTTP/1.0 200 OK  
Date: Sat, 31 Jul 1993 21:26:32 UTC  
Server: cisco-IOS/12.1 HTTP-server/
1.0(1)  
Mime-version: 1.0  
Pragma: no-cache  
content-type: text/html  

66%	  

34%	  

No	  Password	   Password/Inaccessible	  



Cisco	  

• Manage	  devices	  
• Monitor	  device	  health	  

Purpose	  

•  Numerous	  UIs	  idenUfied	  with	  varying	  degrees	  of	  funcUonality	  
• Many	  are	  clearly	  dated,	  based	  on	  copyright	  ©	  and	  browser	  idenUficaUon	  (i.e.	  
Netscape	  7.0)	  

•  IniUal	  ‘router	  web	  setup’	  screens	  o}en	  encountered	  

ObservaUons	  

•  Reconfigure	  devices	  
•  Reroute	  traffic	  
•  DoS	  

Risk	  



Cisco	  Catalyst	  Switch	  



Cisco	  Catalyst	  2960	  Series	  



Cisco	  Catalyst	  Switch	  

Enable	  telnet	  
access	  and	  change	  
password	  
Enable	  SNMP	  
access	  and	  change	  
password	  

Change	  switch	  
password/change	  
rouUng	  



Cisco	  Catalyst	  Switch	  

•  Web	  based	  command	  line	  
interface	  

•  Can	  be	  leveraged	  to	  
completely	  reconfigure	  the	  
device	  or	  obtain	  
configuraUon	  informaUon	  



Cisco	  Catalyst	  Switch	  

•  Web	  based	  ping	  tool	  
•  Also	  makes	  for	  a	  handy	  
network	  scanner	  to	  
idenUfy	  otherwise	  
inaccessible	  hosts	  



Cisco	  Catalyst	  Switch	  

•  Install	  a	  custom	  (backdoored)	  version	  of	  IOS	  



VoIP	  
“Well,	  if	  I	  called	  the	  wrong	  number,	  why	  did	  you	  
answer	  the	  phone?”	  
-‐	  James	  Thurber	  (1894	  -‐	  1961),	  New	  Yorker	  cartoon	  capZon,	  June	  5,	  1937	  



VoIP	  

• Manage	  devices	  –	  security,	  logging,	  networking,	  etc.	  
• Debugging	  –	  run	  diagnosUcs	  

Purpose	  

• DoS	  –	  Disable	  phone	  system	  
• Reroute	  VoIP	  traffic	  through	  proxy	  for	  capture/replay	  
• Delete	  VM	  
• Forward	  VM	  

Risk	  

Vendor	   Product	   Server	  Headers	   ShodanHQ	  

Polycom	   Soundpoint	   Polycom	  SoundPoint	  IP	  Telephone	  HTTPd	   6,737	  

Polycom	   CMA	   Apache	   N/A	  

3Com	   NBX	   Virata-‐EmWeb/R6_0_3	   1,351	  

Snom	   Various	   snom	  embedded	   1,114	  



Polycom	  SoundPoint	  



Sipura	  SPA-‐2000	  



Snom	  

Various	  
debugging	  
tools	  

Make	  Calls	  

Call	  
history	  



Snom	  

Setup	  à	  Advanced	  à	  HTTP	  



Snom	  SIP	  Trace	  



Snom	  PCAP	  Trace	  



3Com	  NBX	  

Shodan	  Results	  
•  Query	  à	  “Server:	  Virata-‐EmWeb/R6_0_3”	  
•  Results	  à	  1,362	  

HTTP/1.0 200 OK 
Date: Fri, 08 Jul 2011 00:45:42 GMT 
Server: Virata-EmWeb/R6_0_3 
Transfer-Encoding: chunked 
Content-Type: text/html 
Expires: Fri, 08 Jul 2011 00:45:42 
GMT 
Last-Modified: Fri, 08 Jul 2011 
00:45:42 GMT 
Cache-Control: no-cache 
Pragma: no-cache  



3Com	  NBX	  

Shodan	  Results	  
•  Query	  à	  “Server:	  Virata-‐EmWeb/R6_0_3”	  
•  Results	  à	  1,362	  

HTTP/1.0 300 Multiple Choices 
Date: Thu, 07 Jul 2011 23:19:15 GMT 
Server: Virata-EmWeb/R6_0_3 
Transfer-Encoding: chunked 
Content-Type: text/html 
Expires: Thu, 07 Jul 2011 23:19:15 GMT 
Last-Modified: Thu, 07 Jul 2011 23:19:15 
GMT 
Cache-Control: no-cache 
Pragma: no-cache 
Content-Location: / 
TCN: list 
Alternates: {"/index.it.html" 1.00 {type 
text/html}}, {"/index.es-mx.html" 1.00 
{type text/html}}, {"/index.pt-br.html" 
1.00 {type text/html}} 
Vary: *  



3Com	  NBX	  



3Com	  NBX	  

System	  
manual	  

User’s	  
guide	  



3Com	  NBX	  

Detailed	  logging	  
can	  be	  turned	  on,	  
which	  will	  record	  
all	  phone	  numbers	  
dialed	  from	  the	  
system	  



3Com	  NBX	  

Download	  .tar	  
file	  
configuraUon	  
and	  data	  
backup	  

Include	  
voicemail	  in	  
backup	  



3Com	  NBX	  

•  Downloaded	  .tar	  archive,	  contains	  
numerous	  other	  .tar	  archives	  

•  vm.tar	  stores	  voicemail	  messages	  in	  
alphabeUcally	  arranged	  folders	  

•  File	  naming	  convenUon	  –	  vdata###.0	  
•  This	  is	  a	  .wav	  file	  
•  Simply	  renaming	  the	  file	  with	  a	  .wav	  

extension	  permits	  playback	  

That’s	  Brilliant!	  



Server	  Management	  -‐	  APC	  

Shodan	  Results	  
•  Query	  à	  “Server:	  Acme.Serve/v1.7	  of	  13nov96”	  
•  Results	  à	  90	  

•  AcUveX	  control/Java	  applet	  for	  remotely	  managing	  servers/infrastructure	  

HTTP/1.0 200 Ok 
Date: Sun, 31 Jul 2011 05:00:05 GMT 
Server: Acme.Serve/v1.7 of 13nov96 
Connection: close 
Content-type: text/html 
Content-length: 3738 
Last-modified: Tue, 06 Nov 2007 
20:19:00 GMT 



Agenda	  

	  	  	  	  	  	  	  	  
What	  can	  we	  do	  about	  it?	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  3	  	  	  	  	  	  	  	  Solu&ons	  



brEWS	  

©	  2009-‐2011	  Zscaler,	  Inc.	  

Time	  to	  find	  those	  
pesky	  EWSs!	  

Basic	  Request	  Embedded	  Web	  Server	  Scanner	  
	  
h4p://brews.zscaler.com	  	  



brEWS	  

•  Simple,	  user	  –friendly,	  web	  based	  scanner	  for	  idenUfying	  EWSs	  
•  Enable	  SMBs	  and	  consumers	  –	  those	  that	  may	  not	  have	  security	  experUse/
personnel	  to	  idenUfy	  potenUally	  exposed	  devices	  

Goal	  

•  LAMP	  based	  architecture	  
• Available	  online	  or	  via	  downloadable	  scanning	  component	  for	  idenUfying	  
LAN	  based	  devices	  

Architecture	  

• h4p://brews.zscaler.com	  
•  Feedback	  –	  brews@zscaler.com	  	  

Status	  



brEWS	  

• Maintain	  overall	  simplicity	  without	  compromising	  needed	  tests	  
•  Pure	  client-‐side	  scripUng	  deemed	  not	  an	  opUon	  due	  to	  browser	  same-‐origin	  
restricUons	  

Challenges	  

•  Assumes	  unaltered	  EWS	  headers	  
•  Local	  PHP	  server	  needed	  for	  LAN	  scanning	  

LimitaUons	  

•  Expand	  signature	  set	  
•  You	  can	  assist	  à	  h4p://brews.zscaler.com/submit.php	  

•  Client-‐side	  interface	  –	  browser	  plugin/mobile	  app.	  
•  Expand	  tests	  to	  include	  known	  vulnerabiliUes/	  

Wish	  List	  



brEWS	  Process	  

©	  2009-‐2011	  Zscaler,	  Inc.	  

User	   brEWS	  

EWS	  

Scope	  1	  

Header	  
Scan	  1	  

Analysis	  2	  

Content	  
Checks	   2	  

Results	   3	  

Feedback	  (OpUonal)	  4	  

1	   Address	  range	  to	  be	  scanned	  (JSON	  array)	  
IdenUfy	  web	  servers	  and	  retrieve	  headers	  

2	   Based	  on	  headers	  retrieved,	  run	  various	  
content	  checks	  on	  idenUfied	  servers	  

3	   Return	  idenUfied	  EWSs	  

4	   Submit	  addiUonal	  header	  informaUon	  



brEWS	  Checks	  –	  RegEx	  

©	  2009-‐2011	  Zscaler,	  Inc.	  

Rule	  
Virata-‐EmWeb/R6_2_1,regex:/index_info.htm:/hp\\s+\\w*\\s+\\w*/i,HP	  printer	  

•  RelaUvely	  staUc	  content	  
across	  a	  variety	  of	  devices	  

•  Model	  number	  displayed	  in	  a	  
predictable	  locaUon/format	  

<td width="100%"> 
<table summary = "This table is used to ..."> 
<tr> 
<td class="clf">Device:</td> 
<td class="if">HP LaserJet 2200</td> 
</tr> 



brEWS	  Checks	  –	  Server	  Response	  

©	  2009-‐2011	  Zscaler,	  Inc.	  

Rule	  
Web-‐Server/3.0,url:/web/guest/en/websys/webArch/authForm.cgi:200,Ricoh	  photocopier	  

•  CombinaUon	  of	  page	  and	  
unique	  server	  response	  is	  
adequate	  to	  idenUfy	  EWS	  

HTTP/1.0 200 OK 
Date: Wed, 03 Aug 2011 02:15:15 GMT 
Server: Web-Server/3.0 
Content-Type: text/html; charset=UTF-8 
Expires: Wed, 03 Aug 2011 02:15:15 GMT 
… 



brEWS	  Checks	  –	  MD5	  

©	  2009-‐2011	  Zscaler,	  Inc.	  

Rule	  
SiemensGigaset-‐Server/1.0,md5:/FS/images/product_name_762.gif:
6353d88288e321d31a572491ce34d6aa,Siemens	  Gigaset	  SX762	  WLAN	  DSL	  

•  Model	  number	  
displayed	  in	  
image	  as	  
opposed	  to	  text	  



WhatWeb	  

©	  2009-‐2011	  Zscaler,	  Inc.	  

•  Designed	  by	  Andrew	  Horton	  
•  FingerprinUng	  scanner	  for	  idenUfying	  specific	  web	  applicaUons	  

Tool	  

•  Ruby	  based	  scanner	  
•  900+	  checks	  
•  Not	  designed	  for	  EWS	  idenUficaUon,	  but	  does	  include	  some	  EWS	  checks	  

Architecture	  

•  h4p://www.morningstarsecurity.com/research/whatweb	  

Status	  



Top	  10	  Web	  Servers	  
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IIS	  

Apache	  

RomPager	  

NET-‐DK	  

Virata-‐EmWeb	  

BaseHTTP	  

GoAhead-‐WebServer	  

Boa	  

AOL	  

mini_h4pd	  

Other	  
•  IIS	  and	  Apache	  account	  for	  75%+	  of	  web	  servers	  encountered	  

•  Majority	  of	  these	  would	  be	  ‘tradiUonal’	  web	  servers	  
•  What	  makes	  up	  the	  remaining	  25%?	  



Unique	  Servers	  With	  25+	  Hits	  
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•  2,737	  unique	  server	  headers	  idenUfied	  

We	  know	  what	  these	  web	  servers	  are…	  

…but	  what	  the	  heck	  are	  these?	  



Top	  10	  EWSs	  
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RomPager	  

NET-‐DK	  
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BaseHTTP	  

GoAhead-‐WebServer	  

Boa	  

mini_h4pd	  

th4pd	  

2wire	  

ligh4pd	  
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2.84%	  
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1.99%	  

1.99%	  

0.97%	  

0.76%	  

0.75%	  

0.69%	  

Free/
Commercial	  



EWS	  VulnerabiliUes	  

Vulnerability	   CVE/BID	   Vuln.	  
Ver	  

Shodan	  

Virata-‐EmWeb	  

URI	  Remote	  DoS	   39257	   6.0.1	   104,919	  

Unauthorized	  DSL	  Modem	  Access	   CVE-‐2006-‐0248	   6.1.0	   19,905	  

Allegro	  RomPager	  

UPnP	  HTTP	  Request	  Remote	  DoS	   45309	   4.07	   3,735,427	  

•  Millions	  of	  Internet	  accessible	  devices	  are	  in	  use	  today	  running	  EWSs	  with	  
known	  vulnerability	  

•  Most	  devices	  have	  never	  had	  a	  firmware	  upgrade	  
•  Some	  cannot	  be	  uopgraded	  
•  …and	  this	  is	  an	  area	  of	  research	  that	  has	  been	  largely	  ignored	  



XSS	  -‐	  Xerox	  



XSS	  -‐	  Tektronix	  



Vendor	  SoluUons	  

• Some	  funcUonality	  does	  not	  offer	  adequate	  value	  to	  jusUfy	  the	  
security	  risk	  

FuncUonality	  

• Risky	  admin	  funcUonality	  should	  not	  be	  enabled	  by	  default	  
• If	  enabled,	  it	  should	  be	  password	  protected	  with	  a	  unique	  password	  
(i.e.	  serial	  number	  or	  MAC	  address)	  

Password	  protecUon	  

• EWSs	  should	  have	  a	  user-‐friendly,	  firmware	  update	  capability	  

Future	  Proofing	  



Enterprise	  SoluUons	  

• Any	  network	  enabled	  device	  should	  be	  subjected	  to	  the	  
same	  security	  processes	  as	  a	  computer	  

• Hardening	  –	  Password	  protecUon,	  disabling	  unneeded	  
features,	  firmware	  upgrades,	  etc.	  

PrevenUve	  

•  Internal/external	  pen	  tests	  should	  include	  EWSs	  
• TradiUonal	  scanning	  tools	  may	  (i.e.	  nmap)	  may	  not	  be	  
appropriate	  

DetecUve	  



Patch	  Management	  for	  EWS	  

• When	  did	  you	  last	  patch/scan	  your	  photocopier?	  

Frequency	  

• Does	  the	  EWS	  even	  have	  a	  mechanism	  for	  a	  firmware	  update?	  

Mechanism	  

• TradiUonal	  security	  scanners	  are	  unlikely	  to	  uncover/reveal	  
vulnerable	  EWSs	  

• Manual	  effort	  will	  be	  required	  
• Look	  at	  both	  external	  and	  internal	  threats	  

ExperUse	  



Outdated	  EWSs	  –	  Allegro	  RomPager	  

Version	   Shodan	  
2.00	   3,835	  

2.10	   18,481	  

3.02	   1,665	  

3.03	   3,754	  

3.10	   19,341	  

3.12	   6,514	  

4.01	   11,456	  

4.03	   160,807	  

4.05	   530	  

4.06	   8089	  

4.10	   1960	  

4.30	   12601	  

4.32	   1114	  

4.34	   9910	  

4.61	   3078	  

“In	  December	  1997,	  Allegro	  delivered	  
several	  addiZons	  to	  its	  embedded	  Internet	  
applicaZons	  product	  line.	  These	  included	  
version	  2.0	  of	  RomPager…”	  

“In	  March	  1999,	  Allegro	  announced	  version	  
3.0	  of	  the	  product	  line…”	  

“In	  April	  2007,	  Allegro	  released	  version	  4.6	  
of	  the	  RomPager	  family…”	  



Michael Sutton 
VP, Security Research 
msutton@zscaler.com 
http://research.zscaler.com  

…and	  I	  am	  ou4a	  here!	  


