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Overview 

§  Motivation 
-  Numbers: Morgan Stanley statistics 
-  Money: Google study with 5,000+ smart phone users 

§  Landscape 
-  What is mobile? 
-  Who cares about mobile security? 
-  What matters in mobile security? 

§  Mobile Threats 
-  Google Android 

§  HP product and research roadmap 



Motivation 
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Smartphone > Feature Phone Shipments Within 1 Year, N. Amer. – 
Implies Very Rapid Evolution of Internet Access

North America Unit Shipments of Smartphones vs. Feature Phones, 2005 – 2013E

Source: Ehud Gelblum, Morgan Stanley Research.
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Smartphone > PC Shipments Within 2 Years, Global – 
Implies Very Rapid Evolution of Internet Access

Global Unit Shipments of Desktop PCs + Notebook PCs vs. Smartphones, 2005 – 2013E

2012E: Inflection Point
Smartphones > Total PCs

Note: Notebook PCs include Netbooks. Source: IDC, Gartner, Morgan Stanley Research estimates.



Gartner Projected Units (millions) 



Apple iPad Internet Usage = 
More Like Desktop PCs than Smartphones
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Desktop MobileTablet

Monthly Internet Page Views per Device, Normalized to iPhone*, 5/10

15

Note: *We calculate usage as follows: market share of Internet page views by OS (per Net Applications) divided by market share 

of device installed base (desktop per Gartner, tablet & mobile per company data and our estimate) and then normalize it to 

iPhone’s level. Source: Company data, Gartner, Net Applications, Morgan

 
Stanley Research.













Mobile Landscape 



Big Questions 

§  What is mobile? 

§  Who cares about mobile security? 
 
§  What matters in mobile security? 
 



What is Mobile? 

Custom OS 

Client Device 
Full-time (?) Connection 
Server 



Familiar Model 

Client 

Server 



The Same Server 

•  REST 
•  WebServices 



Twists on the Old 

Local Database 

Username: 

Password: 

Social Security: 

Alex 

****** 

321-15-5124 

§  Transparent data 
persistence 

§  Similar to HTML5 

§  Does not require user 
interaction 



New Directions Forward 

Some Security Features 
•  Privilege declaration 
•  Software attribution 
•  Data encryption 
 

•  Formal Communication 
•  Inter-application 
•  Intra-application 

•  A new trust boundary 

  
  

  



Who Cares about Mobile Security? 

Mobile Developers 
§  Confidentiality, integrity, availability  

(scoped to intra-application) 
Device/Platform/Service Providers 
§  Confidentiality, integrity, availability  

(scoped to inter-application / whole system) 
§  Privacy beyond data (location, behavior, …) 
§  Generating unexpected charges 



What Matters in Mobile Security? 

Old 
§  Handling sensitive data 
§  Environmental configuration 
§  XSS (Android UI is WebKit), SQL Injection 
New 
§  Local storage (SD card, …) 
§  Mobile resources (SMS, MMS, GPS, …) 
§  Permissions (requested/required/used) 



Mobile Threats:  
Google Android 



Google Android Vulnerabilities 

1.  Intent Hijacking 
2.  Intent Spoofing 
3. Sticky Broadcast Tampering 
4.  Insecure Storage 
5.  Insecure Network Communication 
6. SQL Injection 
7. Promiscuous Privileges  



1. Intent Hijacking 

§  Malicious app intercepts an intent 
bound for another app, which can 
compromise data or alter behavior 

§  Cause 
-  Implicit intents 

(do not require strong permissions to receive) 

§  Fix 
-  Use explicit intents and require special 

permission from receiver 



1. Intent Hijacking 

Showtime 
Search Results UI Handles Actions: 

willUpdateShowtimes, 
showtimesNoLocationError 

Implicit Intent 
Action: willUpdateShowtimes 

IMDb App 



1. Intent Hijacking 



1. Intent Hijacking 

Malicious 
Receiver 

Showtime 
Search Results UI Handles Actions: 

willUpdateShowtimes, 
showtimesNoLocationError 

Implicit Intent 
Action: willUpdateShowtimes 

Handles Actions: 
willUpdateShowtimes, 
showtimesNoLocationError 

Eavesdropping App 

IMDb App 



2. Intent Spoofing 

§  Malicious app spoofs a legitimate intent, 
which can inject data or alter behavior 

§  Cause 
-  Public components  

(necessary to receive implicit intents) 

§  Fix 
-  Use explicit intents and receiver permissions 
-  Only perform sensitive operations in private 

components  

 



2. Intent Spoofing 

Malicious 
Component 

Spoofing App 

Showtime 
Search Results UI Handles Actions: 

willUpdateShowtimes, 
showtimesNoLocationError 

IMDb App 

Action: 
showtimesNoLocationError 
 



2. Intent Spoofing 

Attack case 



3. Sticky Broadcast Tampering 

§  Persistent intents used by legitimate 
apps can be accessed and removed by 
malicious apps 

§  Cause: BROADCAST_STICKY allows to 
full access to any sticky broadcasts 

§  Fix: Use explicit, non-sticky broadcasts 
protected by receiver permissions  

 



3. Sticky Broadcast Tampering 

Requests 
BROADCAST_STICKY 
Permission 

Sticky broadcasts (intents): Malicious App 

SB1 

SB2 

SB3 

Victim App 

Receiver 
(expects SB2) 

? 



4. Insecure Storage 

§  Local storage is accessible to attackers, which 
can compromise sensitive program data 
-  Passwords, location, contacts, content, …  

§  Causes 
-  Files on the SD Card are world-readable 
-  Files can persist after app uninstall 

§  Fix 
-  Use SQLite database 
-  Use internal storage and make the file private 

(Context.MODE_PRIVATE) 
-  Encrypt the data. (Don’t store the key on the SD card!) 



4. Insecure Storage 

§  Kindle app saves e-books (.mbp 
and .prc) in a folder on the SD card 
-  Depending on DRM, accessible to other apps  
-  Saves covers of books (privacy violation) 
-  Folder is retained after uninstall of app 



5. Insecure Communication 

§  Data sent over unencrypted channels can be 
intercepted by attackers sniffing network 

§  Cause 
-  Non-HTTPS WebView connections 

§  Fix 
-  Ensure sensitive data only sent over encrypted channels 



5.a Insecure Communication 

§  Twitter:  Tweets are sent in the clear 

https://freedom-to-tinker.com/blog/dwallach/things-overheard-wifi-my-android-smartphone 



5.b Insecure Communication 

§  Facebook:  Despite ‘fully encrypted’ option 
on the Web, mobile app sends in the clear 



6. SQL Injection 

§  Allows malicious users to alter or view 
(query string injection) database records 

§  Cause 
-  Untrusted data used to construct a SQL query or clause 

§  Fix 
-  Parameterized queries 



6. SQL Injection 

c = invoicesDB.query( 

    Uri.parse(invoices),  

    columns,  

    "productCategory = '" +  

        productCategory + "' and  

        customerID = '" + customerID + "'",  

    null, null, null,  

    "'" + sortColumn + "'",  

    null 

); 



6. SQL Injection 

 select * from invoices 

    where productCategory = 'Fax Machines' and  

    customerID = '12345678' 

    order by 'price' 

productCategory = Fax Machines 
customerID = 12345678 
sortColumn  = price 



6. SQL Injection 

 select * from invoices 

    where productCategory = 'Fax Machines' or  

    productCategory = "' and customerID =  

                       '12345678' order by '" 

    order by 'price' 

productCategory = Fax Machines'  
                               or productCategory = \" 
customerID = 12345678 
sortColumn  = \" order by ‘price 



6. SQL Injection 

c = invoicesDB.query( 

    Uri.parse(invoices), 

    columns,  

    "productCategory = ? and customerID = ?", 

    {productCategory, customerID},  

    null,  

    null,  

    "sortColumn = ?",  

    sortColumn 

); 



7. Promiscuous Privileges 

§  Apps that request unnecessary permissions 
open the door to privilege escalation attacks 
and desensitize users to privilege requests 

§  Causes 
-  Deputies 
-  Artifacts from testing 
-  Inaccurate / incomplete information (doc, forums) 
-  Permission naming model (confusing)  

§  Fix 
-  Identify unnecessary permissions before shipping 



7.a Promiscuous Privileges 

Wants Picture Takes 
Picture 

User App  

Handles Action:  
IMAGE_CAPTURE 

Implicit Intent 
Action: 
IMAGE_CAPTURE 

Camera App 

Does NOT need 
CAMERA permission 

Needs CAMERA 
permission 



7.a Promiscuous Privileges 

http://stackoverflow.com/questions/2676044/broadcast-intent-when-network-state-has-changend 

Not true for 
android.net.wifi.STATE_CHANGE 

Third hit on Google search  



Empirical Results 

 
 
 

Type # of Vulnerable Apps 

1. Intent Hijacking 50% 

2. Intent Spoofing 40% 

3. Sticky Broadcast Tampering 6% 

4. Insecure Storage 28% 

5. Insecure Communication N/A 

6. SQL Injection 17% 

7. Promiscuous Privileges 31% 
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