SCADA security
why is it so hard?

Amol Sarwate
Director of Vulnerability Engineering, Qualys Inc.
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accidents

liquid pipeline failures

http://www.ntsb.gov/doclib/safetystudies/SS0502.pdf

power failures

http://www.nerc.com/docs/docs/blackout/Status_Report_081104.pdf

other accidents

http://en.wikipedia.org/wiki/List_of industrial_disasters



vandalism

vandals destroy insulators

http://www.bpa.gov/corporate/BPAnews/archive/2002/NewsRelease.c
fm?ReleaseNo=297



Insider

disgruntle employee

http://www.theregister.co.uk/2001/10/31/hacker_jailed_for
_revenge_sewage/



APT

terrorism or espionage

http://www.symantec.com/content/en/us/enterprise/
media/security_response/whitepapers/w32_duqu_
the_precursor_to _the next_stuxnet.pdf
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Front end processors (FEP) and protocols
Wired or wireless communication Iccp ControlNet  BBC 7200
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m O d b U S protocol

Master Slave
(., ) Request Indication (
Modbus Client | o imaion response | MODbDUS Server
ﬁ ﬁ

MODBUS Request - Message sent on the network by the Client to initiate a transaction
MODBUS Indication - Request message received on the Server side

MODBUS Response - Response message sent by the Server

MODBUS Confirmation - Response Message received on the Client side
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MODBUS on TCP/IP
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MBAP Header

Function code

Data

[ /A\ : \.
\
Read Discrete Inputs | 2| Read Holding Registers |3 Read FIFO Queue |24 Get Com Event Counter 11 :|
Read Coils 1| Write Single Register |6 Read File Record 20 Get Com Event Log 12
Write Single Coil 5| Write Multiple Registers |16/ Write File Record 21 Report Slave ID 17
Read/Write Multiple
Write Multiple Coils |15 Registers 23| Read Exception Status | 7 Read Device Identification 43
Read Input Register |4 Mask Write Register |22 Diagnostic 8 | Encapsulated Interface Transport | 43




# Transaction ID (2 bytes)
$buffer[0] = chr(1);
$buffer[1] = chr(0);

# Protocol ID (2 bytes)
$buffer[2] = chr(0);
$buffer[3] = chr(0);

# Length (2 bytes)
$buffer[4] = chr(0);
$buffer[5] = chr(6);

# Unit ID (1 bye)
$buffer[6] = chr(1);

# Function Code (1 byte)
$buffer[7] = chr(3);

# Data

example

$socket = 10::Socket::INET->new (
PeerHost => $ip,
PeerPort => '502',
Proto => 'tcp’,

)

$socket->send($data);

$buffer[8] = chr(hex (substr $data_val, 0, 2));
$buffer[9] = chr(hex (substr $data_val, 2, 2));

$buffer[10] = chr(0);
$buffer[11] = chr($num_registers);



request

9 Applications Places System @@ Mon Sep 26, 11:45 AM Amol Sarwate aﬂ@n@

(Untitled) - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

B@don daxgs e T d 66oF GEE®

‘E] Filter: Hmbtcp v || = Expression... H 4 Clea[Hc{?Applﬂ

Mo. . Time Source Destination Protocol | Info ~
211 5.625231 10.40.1. 182 10.40.1. 182 Modbus/T query [ L pkt(s)]: trans: 256; unit: 1, func: 3: Read multiple registers.

213 5.629670 10.40.1. 182 10.40.1. 182 Modbus/T response [ 1 pkt(s)]: trans:  256; unit: 1, func:  3: Read multiple registers.

Frame 211 (80 bytes on wire, 80 bytes captured)
Linux cooked capture
Internet Protocol, Src: 10.40.1.182 (108.40.1.182), Dst: 10.40.1.182 (10.40.1.182)
Transmission Control Protocol, Src Port: 60635 (60635), Dst Port: asa-appl-proto (502), Seq: 1, Ack: 1, Len: 12
Modbus/TCP
transaction identifie x@
protocol identifie 0
length: 6
unit identifier:@
< Modbus

function@ Read multiple registers K
reference number:

_/

00O0 00 00 03 04 00 06 00 GO 00 00 00 00 00 60 08 B0 ........ ........
GOLlO 45 00 00 40 B2 f4 40 60 40 06 a0 08 Ga 28 OL b6 E..@..@. @....(..
0020 0Oa 28 OL b6 ec db 61 f6 B89 dl 33 43 B9 5f ce Eid N P 30

0030 80 18 62 61 17 ee 00 00 0L 01 08 03 13 ec bL b3 ........ ........
0040 13 ec bl boCal 0006 00> 60 06 0L)E3)X00 O a* .............. |

] = - = =




response

9 Applications Places System @@ Mon Sep 26,11:46 AM Amol Sarwate aﬂa}@
I (Untitled) - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

BWeouw Qaxega n rTY¥EE QAR WEEE [

‘E]Fllter: ||'mhtcp | v ” dk E;pression...” g CleachﬂApply‘

No. . Time Source Destination Protocol | Info -
211 5.625231 10.40.1.182 10.40. 1,182 Modbus/T query [ 1 pkt(s)]: trans: 256; unit: 1, func: 3: Read multiple registers.

213 5.629670 10.40.1.182 10,40, 1. 182 Modbus/T response [ 1 pkt(s)]: trans: 256; unit: 1, func: 3: Read multiple registers.

P Frame 213 (87 bytes on wire, 87 bytes captured)
b Linux cooked capture
P Internet Protocol, Src: 10.40.1,182 (10.40.1.182), Dst: 10.40.1.182 (10.40.1.182)
P Transmission Control Protocol, Src Port: asa-appl-proto (502}, Dst Port: 60635 (60635), Seq: 1, Ack: 13, Len: 19
< Modbus/TCP
transaction identifier: 256
protocol identifier: ©
length: 13 3
unit identifier: 1
< Modbus
function 3: Read multiple registers
byte count: 10

0000 00 00 03 04 00 06 G0 06 0O 00 GO0 0O 00 00 08 B0  ........ ........
0010 45 00 00 47 7f 2e 40 00 40 06 a3 c7 OGa 28 6L b6 E..G..@. @....(.

0020 0Oa 28 01 b6 0L f6 ec db 89 5f ce 9d 89 dl 33 4F . (...... «_oaa 30
0030 80 18 02 00 17 f5 00 G0 OL 01 08 Ga 13 ec bL b7 ........ ........
0040 13 ec bl b3 01 00 00 00 00 Od 01 03 Oa [lREMSElY ........ ..... -

tCEN02 00 03 60 05 00 08 L.
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ScadaScan o

C:\5CADA>perl scadascan.pl

Usage: scada_scan.pl [-m|-d] (-rl|-t) target_IP

: Modbus bruteforce slave ID
: Rate at which Modbus packets are sent.
1 = fastest, 5 = slowest. Possible values 1 to 5
: Scan for DNP 3.0 TCP
: Read timeout in seconds.

C:\35CADA>perl scadascan.pl -m 10.40.1.182

Working on 10.40.1.182 Modbus unit ID 28 found
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DNP

applic

atl O n layer

APCI DUI 1O DUI 10
APDU Message Header Object Header Data Object Header Data
” td ~ N . - - ~ - - " - N N
Fd - -~ ! S
e ~ - i ’ ~ e
- ~ - - -
- ~ - ~ ’ -
. P ~ . - - ~o - ; ~. .
’Réquest Header PRI Response Header ~~_ / Teel
S
Appl. Func Appl. Func Internal Object Object Qualifier Range
Ctrl Code Ctrl Code Indications Group Variation
A L4 \

I N ~ \ * ~ \ 4 ’ \ \

I N TS ~ \ AN R ~ \ . /! ! '

I 1 Al ~ ) W ~ ) ) 7 \

' \ . S \ W o See Data Object Library / \ Depends on
I ! A ~ \ R S ’ \ Qualifier Code
1 1 . Yo \ N S ’ \
Bits: ! N s \ . M Bits 4-6 Bits 0-3
' ll \ 0x00 Confirm 0x00 Confirm FIRST OCTET Bits: ™.

7 -EIRST * 0x01 Read 0x81 Response T RESTART -, N
6 - FINAL \ 0x02 Write 0x82Unsolicited g ; EE%LAS'ITROUBLE L’ R S

5 - CONFIRM 1 0x03 Select Response 5- LOCAL i r S
4 - UNSOLICITED ! 0x04 Operate 4- NEED TIME e S .
3to 0 - SEQUENCE 0x05 Direct Operate 3. CLASS 3 ’ ' ..

0x06 Direct Qp, Mo Ack 2.CLASS ? INDEX SIZE QUALIFIER CODE
0x07 Immediate Freeze 1-CLASS 1 -

DNP=Distributed
Network Protocol

APDU=Application
Protocol Data Unit

APCl=Application
Protocol Control
Information

DUI=Data Unit Identifier

10=Information Object

0x08 Immediate Freeze No Ack
0x09 Freeze and Clear

0x0A Freeze and Clear No Ack
0x0B Freeze with Time

0x0C Freeze with Time No Ack
0x0D Cold Restart

0x0E Warm Restart

0x0F Init Data to Defaults
0x10 Initialize Application

0x11 Start Application

0x12 Stop Application

0x13 Save Configuration

0Ox14 Enable Unsolicited Msgs
0x15 Disable Unsolicited Msgs
0x16 Assign Class

0x17 Delay Measurement

0-ALL STATIONS

SECOND OCTET sits:

7 - RESERVED

6 - RESERVED

5-BAD CONFIG

4 - ALREADY EXECUTING
3 - BUFFER OVERFLOW
2-0UT OF RANGE

1- OBJECT UNKNOWN

0 - BAD FUNCTION

0 — B-Bit Start and Stop Indices

1 - 16-Bit Start and Stop Indices

2 — 32-Bit Start and Stop Indices

3 — 8-Bit Absolute Address Identifers
4 - 16-Bit Absolute Address Identifiers
5 - 32-Bit Absolute Address Identifers
6 — No Range Field (all)

7 — 8-Bit Quantity

8 — 16-Bit Quantity

9 — 32-Bit Quantity

11 — (0xB) Variable Array

0 - No Index, Packed

1 -1 Octet Index

2 - 2 Octet Index

3 -4 Octet Index

4 — 1 Octet Object Size
5 - 2 Octet Object Size
6 — 4 Octet Object Size

4
’
7’
s’

INDEX SIZE (QUAL CODE = 11)

0 — Dataless Object; No Further Indexing
1 -1 Octet Index or |dentifier Size
2 — 2 Octet Index or Identifier Size
3 - 4 Octet Index or Identifier Size



tranSpO rt layer

Transport header |User data (1 - 249 octets)

FIN FIR SEQUENCE
Bit 7 i} 5 4 3 2 1 0
FIN The final bit set to 1 indicates that this frame of user data is the last
frame of a sequence in a complete user message.
FIR The first bit set to 1 indicates that the frame is the first in a sequence of

frame(s) that comprise a complete message. When a secondary station
receives a frame with the FIR bit set, any previously received and not
terminated frame sequence is discarded. If a frame is received without
the FIR set and no message sequence is currently in progress, then the
frame is ignored.

SEQUENCE The sequence number of the frame is used to check that each frame is
being received in sequence. It guards against missing or duplicated
frames. All user messages start off with a sequence specified in the first
frame that has the FIR bit set (each message may start with any

sequence number between 0 and 63). Sequence 63 will be followed by
0.




Ilnk layer

Fixed length header 10 octets Body
Block 0 Block 1 Block n
START [LENGTH |[CONTROL |DESTI- |SOURCE|CRC |[USER |[CRC |... USER CRC
0x0564 NATION DATA DATA

1 FCB FCV Primary to Secondary

DIR PRM FUNCTION CODE

0 RES |DFC Secondary to Primary

Bit 7 6 5 4 3 2 1 0



# DNP 3.0 link layer frame
# Start character (2 bytes)
$buffer[0] = chr(5);
$buffer[1] = chr(100);
# Length field (1 byte)
$buffer[2] = chr(05);
# Control byte (1 byte)
$buffer[3] = chr(201);
# Destination address (2 bytes)
$buffer[4] = chr(241);
$buffer[5] = chr(255);
# Source address (2 bytes)
$buffer[6] = chr(05);
$buffer[7] = chr(00);
# CRC (2 bytes)
$buffer[8] = chr(170);
$buffer[9] = chr(210);

example

$socket = 10::Socket::INET->new (
PeerHost => $ip,
PeerPort => 20000,
Proto => 'tcp’,

)

$socket->send($data);



“A (Untitled) - Wireshark

File Edit View Go Capture Analyze Statistics Help

BN BEXRE Aer9T L /BB QR $#EB % B

Eilter: :dnp3 |v Expression... Clear Apply

No. . Time Source Destination Protocol Info
2199 10:36:54.9686880 10.40.1. 39 , Trom 5 to 65521, Request Link Status

Frame 2199 (64 bytes on wire, 64 bytes captured)

Ethernet II, Src: TyanComp_5e:13:00 (00:e0:81:5e:13:00), Dst: Dell_19:d5:63 (00:18:8b:19:d5:63)

® Internet Protocol, Src: 10.40.1.39 (10.40.1.39), Dst: 10.40.2.109 (10.40.2.109)

® Transmission Control Protocol, Src Port: 57837 (57837), Dst Port: dnp (20000), Seq: 1, Ack: 1, Len: 10
= Distributed Network Protocol 3.0

= Data Link Layer, Len: 5, From: 5, To: 65521, DIR, PRM, Request Link Status

a = = = =

Start Bytes: 0x0564

Length: S
= Control: Oxc9 (DIR, PRM, Request Link Status)
1... .... = Direction: Set
sl = Primary: Set
..0. .... = Frame Count Bit: Not Set
.0 = Frame Count valid: Not Set

. 1001 = Control Function Code: Request Link Status (9)
Destination: 65521
Source: 5
CRC: 0Oxd2aa [correct]

0000 00 18 8b 19 d5 63 00 e0 81 5e 13 00 08 00 45 00 ..... Boucs w05 vunel B
0010 00 32 0d 06 40 00 3f 06 16 dd Oa 28 01 27 Oa 28  .2..
0020 02 6d el ed 4e 20 2b 59 ac b6 86 2a 4f 3a 50 18  .m..

0030 00 Oc 0d 51 00 00 IENEEENEEINIEENIEEE . ... . N




T (Untitled) - Wireshark
Eile Edit Yiew Go Capture Analyze Statistics Help

Beoee EEXREA Acer»nTLIEE QRQAQAD #BB % B

Eilter: Ldnp3 I' Expression... Clear Apply
No. . Time Source Destination Protocol Info

2199 10: 38 54. 986880 10. 40 1539 10 40 2 109 DNP 3.0 Tlen=5, from 5 to 65521, Request Link Status
138154 2. 109 DNP 3.0 Unsolicited Response

= Distributed Network Protocol 3.0
= Data Link Layer, Len: 10, From: 1, To: 100, PRM, Unconfirmed User Data
Start Bytes: 0Ox0564
Length: 10
= Control: Ox44 (PRM, Unconfirmed User Data)
Destination: 100
Source: 1
CRC: 0Oxelch [correct]
® Transport Layer: 0OxcO (FIR, FIN, Sequence 0)
= Application Layer: (FIR, FIN, CON, Sequence 16, Unsolicited Response)
® Control: OxfO (FIR, FIN, CON, Sequence 16)
Function Code: Unsolicited Response (0Ox82)
= Internal Indications: Device Restart (Ox38000)

1... .... .... .... = Device Restart: Set
0.0 ... ..., ... = Device Trouble: Not Set
.0 = Digital Outputs in Local: Not Set

o .
. o . .
O . .
o

Time Sync Required: Not Set
Class 3 Data Available: Not Set

- Class 2 Data Available: Not Set
30 . = Class 1 Data Available: Not Set
il o I = Broadcast Msg Rx: Not Set

O
O . .
. O . .
o . .
| T [

Configuration Corrupt: Not Set
Operation Already Executing: Not Set
Event Buffer Overflow: Not Set
; Parameters Invalid or Out of Range: Not Set
.0. = Requested Objects Unknown: Not Set
00
6d
2 @ GO
64 0Oa 44 64 00 01 00 ¢

N —h e

e

(5
d
(8]
£
0

0«
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ScadaScan apm

C:\5CADA>perl scadascan.pl -d 10.40.2.109

Working on 10.40.2.109
Processing DNP. ..
DNP3 running




secure DNP 3.0

Version 1.0 specification released in Feb 2007
Authentication

Initialization

Periodic

Critical Function Code Requests

Implementation Specific
Cryptography

Keyed Hashing for Message Authentication (HMAC)
Key Management
New Function Codes
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master threats
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master threats
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master threats
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master threats
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challenges

SCADA system long life cycle



challenges

difficulty and cost of upgrading



challenges

« HMI
- DCS \
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no testing or guidance about OS patches from
SCADA vendors



challenges

some systems managed by
SCADA vendors
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data historians and other systems on the
SCADA network



challenges

Internal differences between IT and
SCADA engineers



challenges

wrong mentality - SCADA too obscure for
hackers



proposals

strategy for password policy, access control,
access roles



proposals

strategy for software upgrades and patches



proposals

SCADA Test environment



proposals

demand from SCADA vendors
expedite testing and approval of OS patches



proposals

demand from SCADA vendors
newer and secure protocols



proposals

apply experience from IT network management and
security



proposals

auditing and scanning



ScadaScan

Alpha version
Scan network range
Works with TCP/IP
Identifies Modbus TCP slaves
Identifies DNP 3 TCP slaves

Beta version
SCADA master vulnerability scanning
SNMP support
HTTP support

1.0 Release

User configurable signature files
Authenticated support for Windows and *nix
Code cleanup



thank you

http://code.google.com/p/scadascan/
twitter: @amolsarwate

please complete the speaker feedback surveys



