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Some statistics U}

The Gulf region gains interest by malware authors:
* Number of internet users growing

 Windows XP most used OS
 VVulnerable IE or PDF readers
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Some statistics ®

Did you know:

* Internet Explorer 6 has more than 473 public known
vulnerabillities

*So.....

Foundstone
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Unpatched Windows XP + IE 6 =

‘VMIALWARE PARADISE’
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Gulf region Malware spread vs Global

30
‘ 22
0.28 0.57_ 0.7
il Il I el A
) _.-f.} fo) o [ o o L L - ; z

i
. . J Y 8] P i kK
W "l i ol e -5 ¥ Pty o >

Source: ThreatExpert & McAfee labs Foundc. h 2% MR
PN
—



Some statistics — Most detected malware
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"The next slide contains
scenes that some
color-blind people may find
disturbing"
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Source: http://blogs.technet.com/b/security/archive/2011/11/22/the-curious-case-of-gatar.aspx
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How Malware
enters your

network
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Hint:

“it is between the keyboard and the chair’
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Top infection vectors:

» Users browsing websites which have been infected
with no outward sign of the compromise

* Open attachments

Foundstone
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Code in page:
url=http://4x.1x.x.x/index.php?snfsC=CE
NJXg1CileU2FUBgwHBNODAgAXxfwpPB
34GAHAIDwW5BDFUMEI%3D&QSRI0=8
pagNSVFAVAQEFe&5X0m

Foundston
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After x redirects: script
executed: grab info

Foundston
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How malware enters your network W

Browser version
Operating System
Adobe version
Flash version
Java version

Etc.

Foundston
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Info gathered:
Browser version
Operating System
Adobe version
Flash version

Java version

Etc.
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C&C server

—>
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Techniques used to hide traffic:

Disguising malicious traffic as web traffic
Shortened or encoded URLS

IRC over http

Foundston
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Techniques used to hide traffic:

//Lpfms?dNgfgecGFf=bYpkBfPeqvod&chbvbFkoIfvLo=DuGBGNIWPCcVX1&aRptekoifDc HTTP/1.1

/ /gFxiw?GWKOVbwCch1h=ndbLPYyTBuXwykP jG&wVkUFdEN]jPK=nhNX1dfODNUTK HTTP/1.1
//3uxit2fr?IKAlEjgdSupp=wjuAfxHWiBNQLC HTTP/1.1

/ /pgobe?HgLpgaNcuhdXYwd=wcULOTNIFmuH HTTP/1.1

//1zImr9?nBPUMDSNmMfSDB HTTP/1.1

//Go4GsP7ng?imIvEw]j IVhwAtQyoo=br abkxuSRoiRVrNhM&KPgBC jXWEKFC=Dbf aDTKygmpI&pmEBJTLE1YKTL
//8b0cv1?wFjFCNCgRMWG HTTP/1.1

//0LbUjh?tGYXPFSNiqvgqhEVDT=FwMUKIYUP1BmM] HTTP/1.1

//1rXHwI?wDEkhMQNobJ=ImhbPGRBPON HTTP/1.1

//x30etC?spvdXtIBdsVasIOA=LYePMcYnLqykxb HTTP/1.1

/ /mCgwr ?bbARVghDDb1AK=LHAUWOLUubrMsk ja&ftSLtBnakuPjg=jTIupObwSKPJo&sauLwmunpYuiUeKvN H
/ /PiZ8rG?TCYYNCFCAAYLb=fwowsukArgQbnCml&aduPaMxAKshsf TRge=FHux 1NJamvwkvbvxM HTTP/1.1
//IMbgw5?NITudQqEfSpeNfwl=1YByNusDgPVMYXKj&QMEdBHQTCXXHKrL=IYOJyYLVcndRgh HTTP/1.1

'/ M93tm°1bPSCFCbXDeXYXUyE =rPXdIMryYowhYLFSRC HTTP/1.1

Foundstone
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many solutions but how to use them?

education?

‘ A % Foundstone
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No Malware strategy

Focus on the end-point

but what is your end-point nowadays?

Foundstone



Problem #3 @
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No layered (malware) defense

Traffic streams unclear

Foundstone



Problem #4

How does malware work?

How to recognize patterns & correlate?

Foundstone:
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Some recent samples of malware:

spreading: shares, USB-media, .exe infections
Search for Autocomplete information

Search for specific accounts

Keylogger

Created task to check if keylogger was running
Masked in dll files

Upload results to ftp servers

Found
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IEAutocomplete:

Type: 89¢c39569
Subtype: 0xf111f3e
Unknown: 89¢39569: [IdentitiesPass]=[,,,, $# #(]
Type: el61255a
Subtype: Oxel61255a
IE AutoComplete: [address]=[Street ******+x ]
IE AutoComplete: [ini_tmp]=[pa*******]
IE AutoComplete: [name]=[p*******+]
IE AutoComplete: [num]=[Q1********x]
|IE AutoComplete: [pO]=[******ADMIN]
IE AutoComplete: [rech]=[SY******+]
IE AutoComplete: [username]=[22****x****]

Foundston
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As mentioned before, traffic is hidden using:

http(s)

ftp (traffic increase)

Irc

Tcp 445 (traffic increase)
Tcp 53 (DNS)
Compression of traffic

Used for downloading payload, uploading
information, command & control Foundston



Custom /targeted malware

Arming for detection
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‘Wireshark @

HTTP GET //gFx1w?GWKOVbwCch h=ndbLPYyTBuXwykP ]G&WVKUT dENJPK=nhNX|dfODNUTK HTTP/1.1

HTTP GET //3uxit2fr?IKATEjgdSupp=wjuAfxHWiBNQLC HTTP/1.1
HTTP  GET //pgobe?HgLpgaNcuhdXywd=wcULOinIFmuH HTTP/1.1

Which filters can be used?
First: tcp.dstport = =80 and http contains “GET”

After analyzing this output fine-tuning filter:

tcp.dstport == 80 and http contains "GET" and ip.dst_host ==

67.2**.***-***

Foundstone



‘Wireshark B
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Which filters can be used?

DNS queries:

dns contains ru” or dns contains “cn” or dns contains
“biz” or dns contains “dyndns.org or dns contains cc”

Foundstone



T-shark B

An Intel company

T-shark: command line:

[ev| G:\Windows\system32\cmd.exe - tshark

containg bhiz or dns contains dyndns.org or dns contains cc'
Capturing on Microsoft

C:sProgram Files*Wirezhark>tzhark —R "dns contains »u or dns contains cn or dns I

Foundstone
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Example of Morto:

192.168.0.108 46.19.140.194 DNS 70 standard query TXT t.qfsl.net
46.19.140.194 168.0.108 Standard query response TXT
192.168.0.108 95.1.1 standard query TXT fltl.qgfsl.net
168.95.1.1 168.0.108 Standard query response
192.168.0.108 168.0.1 standard query TXT fltl.qgfsl.net
192.168.0.110 168.0. 255 Name query NB ISATAP<00>
192.168.0.1 168.0.108 Standard query response
192.168.0.108 168.0.1 Standard query TXT fltl.qgfsl.net.
192.168.0.1 168.0.108 Standard query response, No such

192.168.0.108 95.192.1 standard query TXT dostestl.qfs].

168.95.192.1 168.0.108 Standard query response
192.168.0.108 168.0.1 standard query TXT dostestl.qgfs].
192.168.0.110 168.0. 255 Name query NB ISATAP<00>
192.168.0.1 168.0.108 standard query response
192.168.0.108 168.0.1 standard query TXT dostestl.qgfsl.
.168.0.1 168.0.108 standard query response, No such
2

.168.0.108 172.246.41 Standard query TXT st.qgfsl.net

Foundstone
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Chinese Gh0Ost RAT

Full analysis by Foundstone’s Michael G.Spohn
example of Chinese RAT used in several campaigns
research project to understand working

Fﬂund‘;h’sm
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Chinese Gh0Ost RAT

__—REQUEST—___

GhOst Client (C2)

Compromised Host-1
Compromisad Host-2

Compressed Network Traffic

Compromised Host

Compromised Host-4

TT-RESPONSE—

GHOSTEXE

MOTALL EXE

{Renamed ?777EX.DLL)

Found
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Network analysis of Chinese GhOst RAT

Command & Control (C2) packets consists of:

=

A five byte packet header - contains the characters ‘GhOst'.

2. Afour byte integer that contains the size in bytes of the
entire packet.

3. Afour byte integer that contains the size in bytes of the
entire packet when uncompressed.

4. Avariable sized packet that contains the packet payload.

The client sends small requests that contain commands,

and the server responds to those commands with the

requested data.

Foundston
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example of commands
‘CommandCode ~ Value
COMMAND ACTIVED | ox00 |
COMMAND LIST DRIVE
COMMAND LIST FILES e
COMMAND DOWN_FILES m
COMMAND FILE SIZE
COMMAND FILE DATA
COMMAND EXCEPTION

COMMAND_CONTINUE

COMMAND STC

COMMAND DELETE FILE
COMMAND DELETE DIRECTORY
COMMAND SET TRAMNSFER. MODE
COMMAND CREATE FOLDER
COMMAND RENAME FILE
COMMAND QPEN FILE SHOW
COMMAND OPEN _FILE HIDE

COMMAND SCREEN SPY

50 commands used

Foundston
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example of token codes

TRANSFER_FIMNISH
DELETE_FINISH
GET_TRANSFER._MODE
GET_FILEDATA
CREATEFOLDER_FINISH

DATA CONTIMUE
«EMN_BENAME FIMISH
«EN_EXCEPTION

I ==

II
I

Used by server to identify payloads to client

Foundston
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example of login packet

Source Destination Protocol Info
57 192.168.1.224 192.168.1. 249 TCP mxxrlogin > http [5YN] Seg=0 win=65535
58 192.168.1.249 192.168.1.224 TCP http = mxxrlogin [5¥N, ACK] Seg=0 Ack=1
50 192.168.1.224 192.168.1. 249 TCP mxxrlogin > http [ACK] Seg=1 Ack=1l win=2
60 192.168.1. 224 192.168.1. 249 HTTP Continuation or non-HTTP traffic

Frame 60: 224 bytes on wire (1792 bits), 224 bytes captured (1792 bits)

Ethernet II, src: AsustekC_96:44:56 (00:24:8c:96:44:56), Dst: Dell_a8:11:30 (00:1c:23:a8:1
Internet Protocol, Src: 192.168.1.224 (192.168.1.224), Dst: 192.168.1.249 (192.168.1.249)
Transmission Control Protocol, Src Port: mxxrlogin (1035), Dst pPort: http (80), Seq: 1, AcC

+
+
+
+
+

0000 00 1c 23 a8 11 30 00 24 B8cC 96 44 50 08 00 45 00
0010 00 d2 00 1a 40 00 BO 74 e2 cO a8 01 e0 cO a8
0020 01 f9 04 Ob 00 50 37 7e d2 35 26 dO 8f BO 18
0030 80 00 ad 5fF 00 00 01 08 Oa 00 00 04 9e 0O OO
0040 00 00

0050

0060

0070




Custom /targeted malware

uncompressing the login payload:

03 04 05 Db

IC 9C 00 Of

First byte 66 (0x66 = 102)

[ ]
[ ]

Ln

i
b SO o TR = TR e B T & |

r R

LG

I,
a0

-
Qo

[
[

o
[ T N o T

K

T S |

=
fr

-1
LI

50

b I - |

43
00
00

-~
g

T T

A
A

[ S
| R L T

[ T

i
19

0o
00
0o

(ELT,
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lookup 102 in RAT’s command value table:

TokenCode  Value
TOKEN_AUTH
!

—
—
I

—
—

115
116
117
118
TOKEN 1149
TOKEN_V

I

TOKEN

Foundston
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uncompressing the login payload:

03 04 05 0o O7 0B
7C 9C 00 00 00 05
00
L]
]
L]
00

635

[ ]
[ ]

[ g |

r R

LG

b SO o TR = TR e B T & |

6 01 02

-
o0

-
o0

I,
a0

-
Qo

[
[

o
[ T N o T

K

T S |

=
fr

-1
LI

w LN

b I - |

43
00
00

-~
g

T T

A
A

[ S
| R L T

[ |
19

0o
00
0o

o
oo Qo

(ELT,

COA801 EO0=192.168.1.249 (host ip-address)

Found
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uncompressing the login payload:

03 04 05 Odi
7T 9C 00 0Of

PP
o0 02

o
L
I
I
|
(%=

k|
A
A
A

[ ]
[ ]

e
a0

[
L
s
s

(43 ]

A

K

i I:I ]
oy
L3 LEX
o
Lo Ll

-] K
(8]
Ci
[+

b T |
[

I s |

[
[
3 LG =2

k|

[

a

L

N T T T
L0 1 1

L T T (ELT, L E

’01°—In this case means a webcam is present on client
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For the RE die-hards:

A5 typedef struct
EYTE bToken:
CSVERSICONINFOEE OsVerInfoEx:
THE CPUC lockMhe:

char HostNawe [ 50] ;

[
|
|
|
|
' - I
|
TIH IN ADDR IPiddress;
1
: bool bIsWehCam:
|
|

T DIORD dwipeed;
74 b LOGININFO;

GhOst RAT Logininfo structure

Found
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Chinese Gh0Ost RAT

- filter: “\x47\x68\x30\x73\x74” -GhO0Ost

Foundstone



Vireshark

- NETBIOS traffic
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Traffic regarding TCP 445 traffic (shares, smb)

Incoming file share access attempts:

((smb.cmd && ip.dst > internal network address) || (smb.cmd &&
Ip.dst < internal network broadcast address))

Foundston
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SMB worm creating .exe on share:

smb.create.action == 2 and smb.file contains "exe"

SMBE (Server Message Block Protocol)
+| SMB Header
-] NT Create andx Response (0xa2)
word Count (WCT): 42
AandxcCommand: No further commands (0xff)

Reserved: 00
andxoffset: 135
oplock level: No oplock granted (0)
+ FID: Ox8003 ( ‘“openfiles.exe)
Create action: The file did not exist but was created (2)

Found



Wireshark

SMB .exe detection:

In old days: smb.file contains "exe"

- SMB (Server Message Block Protocol)
+| SMB Header
-] Read andx Response (0x2Ze)

# [FID: Ox4012 (\temp'keygen.exe)]
word Count (wWCT): 12
AandxCommand: No further commands (0xff)
Reserved: 00

@

Found
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SMB .exe detection:
Taddong developed a tool to capture smb in Wireshark
But... good news

It’s now integrated in Wireshark Version 1.5.1 (Dev)

Foundston
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SMB .exe detection:

File > Export > objects > SMB

Foundstone



Wireshark

SMB .exe detection:

41 Wireshark: SMB object list

©

Packetrum [Hostname _ |content Type Bytes _[Fiename

299193
299775
300026
300915
301324
301326
301446
301471
301843

302118

W —eee. VPCS
\\TREEID_14342
\\TREEID_12295
W T 1PCS
\\TREEID_4093
\\TREEID_30727
\\TREEID_14342
\WCHANGE \PRINTS
. _14342
i —. 2055

V- 7T IPCS

PIPE (Mot Implemented) (0/0) W [ 0.00%:] O

FILE (65536/282624) R [23.19%]

FILE (32768/50656) R [64.69%]

PIPE (Mot Implemented) (0/0) W [ 0.00%]
FILE (32768/145134) R [22.57%]

FILE (32768/262144) R [12.50%]

PIPE (Mot Implemented) (0/0) W [ 0.00%]
PIPE (Mot Implemented) (0/0) W [ 0.00%]
FILE (65536/72704) R [90. 14%]

FILE (32758/381440) R [ 8.59%]

FILE (65535/262144) R [25.00%]

FILE (32768/40443) R [31.01%]

PIPE (Mot Implemented) (0,/0) W [ 0.00%:]

ProAMB. dll

Microsoft.Exchange. StoreDriver . Eventl
SIVSVC

0SE.EXE

dlxcrzil. dll

winreg

winreg

keygen.exe
FXSDRV.DLL

TTYRES.DLL

spoolss

An Intel company
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IDS performance

IDS should complement security policy for investigationsand access
controls. Currently the IDS does not monitor protected accounts, or
controlled access methods.

Custom rules for inbound traffic monitoring should be implemented.

Priority of Monitoring

(1) (2) (3)
Protected Controlled Vulnerabilities
Accounts Access

Targeted Attacks Incidental Compromises

* Executives * RDP * 5SQL Injections

* Local Admins (onlythis) * VNC * Cross-side Scripting
* Domain Admins * Shell (CMD) * Zero Day Exploits

* Extranet Admins * Custom Rules

Found
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Implement IDS rules to monitor/report RDP and
VNC protocol use (particularly from the internet):

RDP = "|43 6f 6f 6b 69 65 3a 20 6d 73 74 73 68 61 73 68|"
TPKT (RDP) ="|03 00 00 Ob 06 e0]|"; "|b8 €5 0d 3d 16 00|

VNC ="|52 46 42 20 30 30 33 2e 30 30|"

Foundston:
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Implement IDS rules to monitor for CMD shell
usage over the network from the internet or
across firewalls:

CMD = "|0a 0Oa|C|3a 5c|"; "|0a Oa|C|3a 5c|WINDOWS|5c|";

Implement new signatures in IDS/DLP as they
are learned

Foundston:
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Detect services on non-standard ports
Nmap the internal network:

nmap -sS -p <ports> -0G results.nmap <IP or subnet
range>

Foundston
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Detect services on non-standard ports
Probe discovered ports with Amap

amap -A -b -o out.amap <IP> <port> <port> ...

or use the results.nmap file as input

Foundston
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Implement IDS/HIPS/DLP rules to detect
outbound GET requests:

Files by type (.exe, .bat, .dll etc.) in URL

GET http://scan28.dosmokes.ce.ms/
InstallSystemDefender _133.bin HTTP/1.0

GET
http://webmoviefiles.in/DownloaderThe.Queen.of.Fighters.450
94.exe HTTP/1.1

Foundston:
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Implement IDS/HIPS/DLP rules to detect
Encoded URL extensions:

GET

http://220407db0435.thoseros.com/get2.php?c=PXWSQSZT&d=26606B67393230312E6

4636F317E3E3D212022272424307/8747D456E7579232843471710111510015D404E166
E6F1F6C06740A00050701750C787B7A050408087678777777737770/COCOCOEGA2F2

7212634206E656D637130303E66386B3F6E575003534204020A55584C041F1B0B1D4D
442D42522A021413444A4BAEAEAFAFB7B8B2B5SA2F5F4ESEBBACFF3FCELELIFDFSES
BCD6CCDOBOFBFCAS8C5FEALIADBS8FCCCCFD6FCC1989 781DFI9F9E969C8BCDC1D4
DDSFEGE 7/858686FCFBFBSDFE888DSAFSEFASAEEABG6ASAIBIE7ASA4AIEBATABB1
ASB7EEESEGEGEGEFEBEDEBEAESF89AAFB3 HTTP/1.1
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Implement IDS/HIPS/DLP rules to detect
MIME/Base64-encoded URL extensions

GET
http://65.75.156.141/Home/d.php?f=16&e=about.ex
e HTTP/1.1

GET
http://65.75.156.141/Home/d.php?f=MTYmMZT1hYm
91dC5leGU==HTTP/1.1

Foundston
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What have you learned?

the game has changed
malware uses all kind of ways to hide it selves
Many tools to detect malware

but....
Invest in learning the tools and how malware works

define a defense-in-depth malware strategy
Create awareness
educate administrators AND Management AND users

Found
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Resources

Wireshark (http://www.wireshark.org)
Snort (http://www.sourcefire.com)
Nmap — (http://www.insecure.org)
Amap — (http://www.thc.org/thc-amap/)

Special thanks to
Michael G. Spohn
Tony Lee
Shane Shook
Carric Dooley
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Keep in touch:

Christiaan_Beek @McAfee dot com

Twitter:
@FSEMEA
@Foundstone
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