BlackHat Abu Dhabi 2011:
Fun with Google Custom
Searches

Intelligence, Secrets & Leaks

Jamal Bandukwala
11/18/2011

http://infosecmindstorm.blogspot.com/



Contents

Google Custom Searches- BaCKBIrOUNG .........cccuuiiiiiiiie ettt et rtee e e e etee e e e etae e e e earae e e e sabae e e eenreeas 3
The Open Source Intelligence Deep WED SEArCH .....ouuiii i 3
Pastebin and collaborative tools intelligence Web Search ... 9
SOCIal NETWOIrKING SEAICI ..coieeiiiie et e e s s bt e e s sbee e e s sbeeeeesbeeeessseeeessnnes 19
INVISTDIE ATEACKS ..enveeieeeie ettt st sttt et e e b sae e sa b e et e e b e e sbeesaeesanesabeebeenes 24
FINal ThOUGNTS/ CONCIUSION.....eiiuiiietie ettt ettt ettt e et e et e e e tte e e beeeetbeeebaeebeeesabeeeeseeennseeeseeennns 25
ADOUL the AULNOT ..ttt ettt e bt e s bt e sat e st st e e b e nbeesbeesaeeennean 25
WWOTKS CITEA. ...ttt ettt ettt e s e et e s at e e s bt e e s ab e e sabeeebeeesabee e sbeesaseesabeeesabeesabeeeanbeesareeesaneenn 26



Google Custom Searches- Background

Google offers a program that allows developers/ users to create their own custom search
engines. The Custom search option allows interested parties to be up and running in minutes
using a wizard interface along with more advanced options to further customize or fine tune their
searches as per their needs (Google Custom Search Developers Guide, Introduction). In this
case Google does the heavy lifting and allows the custom search owner to focus on developing/
creating their content/ search list. When using Custom Searches the user/ search creator can
choose to either host the code themselves, or allow Google to do it for them. Advanced options
of note include the ability to fine tune search results by removing items from the search (while
leaving the site in question on the list), promoting search results and on-demand indexing. These
enable the user to retrieve search results from newly added sources in a shorter time frame
(Improved On Demand Indexing, Google Custom Search Blog).

When a user carries out a traditional Google search, he/she can sometimes end up with
very large numbers of hits, most of which are not relevant to what they are looking for and when
they try to use advanced operators the user is restricted to going through one source at a time.
My custom searches allow an analyst/ researcher to peruse multiple relevant sources at the same
time. | have put together three different custom searches/ engines; each of these searches goes
through different types of online sources/ content and consequently provides different types of
information/ intelligence. This paper will examine the type of information each of these searches
goes through, how they can be used, and the types of information one can get from them.

The Open Source Intelligence Deep Web Search
(http://www.google.com/cse/home?cx=013791148858571516042:eygbroxc-ys)

Open Source Intelligence (OSINT) is a form of intelligence gathering from open sources.
Open sources refers to publically available information as opposed to covert information. This
includes everything from media like newspapers, TV, web content (blogs, wikis, among others),
satellite images, public databases, academic journals/ conference info and any other publically
available information. In 2006 the Washington Times had an article discussing how OSINT was
becoming increasingly important. | find that the following lines were really significant:

“A Defense Department official said Chinese military bloggers have become a valuable source
of intelligence on Beijing’s secret military buildup. For example, China built its first Yuan-class
attack submarine at an underground factory that was unknown to U.S. intelligence until a photo
of the submarine appeared on the Internet in 2004.” (Washington Times)

In this case, | have put together a customized Google search that runs against a large list
of Open source intelligence sources (which | have compiled and actively maintain); examples of
the sites in this search include http://boardreader.com, http://www.deepwebtech.com and
http://www.turbo10.com/ (Open Source Intelligence Deep Web Search, Infosec Mindstom).



http://www.google.com/cse/home?cx=013791148858571516042:eygbr9xc-ys
http://boardreader.com/
http://www.deepwebtech.com/
http://www.turbo10.com/

As we are using Google to run against a specified list of sites that includes a variety of
intelligence sources ranging from Chinese military bloggers to specialized sites that query
various open databases this provides very different results from a regular Google search. A good
example of this is if an analyst is looking for information on Somalia and types this term into a
regular Google search they get over 319 million results (Screenshot A) most of which are not
relevant to them. The same term run through the OSINT Deep Web Search generates very
different results as can be seen in Screenshot B. In another attempt, I typed in “RBC Capital
Markets” and came across a listing of individuals who were potentially employed, or were
affiliated in some way with RBC Capital Markets, the search and listing can be seen in
Screenshots C and D. This sort of information could be very useful for a penetration tester, or
for someone who wanted to launch a spear phishing attack targeting specific individuals at an
organization. As one can see the OSINT search makes it easier for analysts/ researchers to locate
relevant information and reduces some of the false positives that come with traditional searches;
this particular custom search is especially useful for acquiring political, economic and related
intelligence.
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Screenshot B
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Screenshot C
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Screenshot D
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Pastebin and collaborative tools intelligence web search
(http://www.google.com/cse/home?cx=013791148858571516042:ggsws13ehog&hl=en)

What is a pastebin? A pastebin is a site that allows users to post snippets of text for
others to view; different pastebin sites can be targeted towards different audiences (Wikipedia,
Pastebin). This is different from twitter, as twitter has a fixed limit of characters per
communication while pastebin sites do not. While pastebin sites do have legitimate uses, a
number of pastebin sites are also used to post spam and also by various parties (including
Anonymous and Lulzsec) to leak/ post information (Zeltser, The Use of Pastebin for Sharing
Stolen Data).

The pastebin intelligence search goes through more than twenty different pastebin sites,
ranging from popular sites like pastebin.com to some more obscure sites like http://piratepad.net.
The list of sites is regularly updated, but is not available to the public as it is confidential; more
examples of the sites being searched can be found on my blog (Pastebin and Collaborative Tools
Web Search, Infosec Mindstorm). | tried a number of searches with this custom search engine
and got back some rather surprising results. The searches resulted in everything from credit card
numbers, leaked databases, compromised sites and even travel itineraries and passport
information.

As an example I typed in “VISA” in the pastebin custom search and came across various
Visa numbers posted online and various individuals offering to sell credit card related
information as can be seen in both Screenshot E and Screenshot F.
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Screenshot F
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| then tried searching for NASA and came across posts claiming that some NASA sites were
vulnerable to a public SQLi exploit and had potentially been compromised, the search and results
can be seen in both Screenshot G and Screenshot H. | was really surprised when | got similar
results when | searched for Police and Air Force as well (different states/ countries police and air
force sites). This is significant because | simply typed in these terms and came across these
postings; | was not actively seeking compromised sites.
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Screenshot H
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As a final example | typed in passport number and came across several trip bookings that
included everything from travel itineraries, flight booking numbers, airline ticket numbers and
passport information. In some cases the information was for upcoming travel dates and a
malicious party would have been able to interrupt a person’s travel plans, by attempting to cancel
or reschedule flights, hotel bookings and other plans. In other cases the itineraries and
information were for trips that had already taken place, a malicious party could still have
attempted to use this information to take over an identity, you can see examples of this in
Screenshot | and Screenshot J. The reader can see that the pastebin search generates a lot of
results relating to exposed and leaked information; this same tool can also be used to get a better
understanding of some of the risks an organization faces and take the necessary actions to
counter these. As an example if an organization suspects that one of their members is leaking or
stealing information, they can setup a honeytrap and monitor the pastebin engine for specific
keywords or terms.
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Screenshot 1-1
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Screenshot 1-2

) Confirmation and itinerary Booking number : FBIKT Reservation status ; Confir - Pastebin,com - Mozilla Firefox

Fle Edt Miew Hstory Bookmarks  Tools  Help

- @ X G ) fpestebin.com i 77 % - ifosecmindstom P (1)
8] Most Vited
3' (Google Custom Search - " Confirmation and itinerary Book... & = * v

32, Hanny Tejonartono

33, - Regqular- up to 15kg

34, Guest information

3h. Guest 1: Tan ocentoro Tejonartono

36, Nationality: Indonesia

37, Date of Birth: 08/04/1954

38, Identification/Passport mmber: 3573050408540001
39, Issuing Cowntry: Indonesia

40, Expiration Date: 08/04/2015

4L,

42, Guest 2 Devi Raharjo

43, Nationality: Indonesia

44, Date of Birth: 04/06/1957

45, Identification/Passport mwber: 3573054604570001

3k
df, Izsuing Country: Indonesia
47, Expiration Date: 04/06/2015 T’

48, =
49, Guest 3 Hamny Tejowartons

50, Nationality: Indonesia

51, Date of Birth: 09/24/1988

52, Identification/Passport mumber: 3573056409850006

53, Issuing Country: Indonesia

54, Expiration Date: 09/24/2012

55,

5. Booking contact

57, verryadi harsono

58, Address 1 PBI J2 no 5, walang, Jawa Timur 65125, Indonesia
59, Business phone:

&0, Howe phone:

£1. Mobile phone: 6281555729199

n

v
Read cdnS trbalfusion,com 8 pofle (D 1415412504

17



Screenshot J

©) DO-NOT-REPLY @STATE.GOV on Monday .S, DoS - CEAC Confirmation (AAOO1PSIEJ) Dea - Pastebin,com - Mozilla Firefox

Fie Edt ‘iew History Bookmatks Took  Help

v c g bty astetin,comf3By QTG vl % """ infose mindstorm / i,
2] st Viked
9 Google Custom Search 1/ DO-NOT-REPLYGSTATEGOY onM... B | + .
PASTEBIN | # PASTE TOOL SINCE 2002 CREATE HEW PASTE | TOOLS | APl : ARCHIVE | FAQ
PASTEBIN (Opastebin search.. o
, CREATE HEW PASTE ||]ﬂ TRENDING PASTES SIGHUP © LOGIN : MY SETTINGS | MY PROFILE
Untitled 0 MY PASTES
BYe & GUEST | SEP 2D, 2011 | SYNTAX: NOKE | SIZE: 0,64 KB | WVIEWS: 35 | EXPIRES: NEVER
COPY TO CLIPBOARD | DOWNLOAD | RAW | EMBED | REPORT ABLISE Duie  PUBLICPASTES
UMhasterFarmer
" 48 o] ofe @
Predictione! Comnafihilit! Games! And More! s
[g) Untited
{ 1 2360 ag0 —
— AlWavs Free! | ¥ ¥ :
ASTROLOGY.COM [g) Deborah Cox - 15 Ov...
Jsecagn
@ Deharah o - Just When..,
1. DO-NOT-REPLYESTATE. GOV on Monday Jsecagn
2. 0.5, Dof - CEAC Confirpation (AAOOLIRSIED) @Dehgrathx-ThjnggJum
3. Dear Applicant, Thank you for being a valued U.5. Consular Electronic Application Center (CEAL) 3 sec a0
custouer. Tour electronic Visa application has been submitted. Name Provided: VOONG, DUNG Nationality: [i§Unﬁtmd
VIETHAN Passport Mumber: B2204389 Cowpleted On: 04 JULY 2011 02:46:00 EST Confiruation #: AAODIPSIE] 7 se0 20
YOUR CONFIRNATION PAGE IS ATTACHED TO THIS EMAIL IN A PDF FILE' You wist follov the instructions on the @;’“t"t'w
s6C 3gD
confirnation page in order for the 0.3, Departuent of State to continue processing your visa : :
application, HOW TO PRINT YOUR Confirmation Page: 1. DOUBLE CLICK on the attached [i§$?itfggo
[ RAW Paste Data CREATE NEW PASTE | CREATE NEW VERSION OF TispasTE  LAYOUT WIDTH

DO-NOT-REPLYRSTATE, GOV on Monday
0.5, Dog - CEAC Confirmation (AAOO1PSIET)
Dear Applicant, Thank you for being a valued U.5. Consular Electronic Application Center (CEAC)

cugtomer. Your electronic Visa application hag been submitted. Neme Provided: YUONG, DUNG
WMot amwmmlatres TTRTHANW T + ATaawal o DR0A00 Oman lmb s Cana 04 TITY 2011 024800 TET

Done

v
@ 18415412514

i% Profile?
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Social Networking Search
(http://www.google.com/cse/home?cx=013791148858571516042:ntbykhk-kus)

There are currently more than sixty social networking sites that are run through this
custom search, examples include flickr, linkedin, facebook and Hi5. The list of sites is regularly
updated but is not available to the public as it is confidential; further examples of the sites being
searched can be found on my blog (Social Networking Intel/ Footprint Web Search, Infosec
Mindstorm). My search attempts generated everything from an individual's personal social
media page, to events where they were attending or volunteered at. | also came across
individuals who worked at their organizations or people who knew them personally/ friends.

This search is very useful for reconnaissance related activities, intelligence gathering and
finding social engineering targets and opportunities. One thing that really surprised me was the
amount of information | was able to obtain on certain individuals even if they did not have a
social media presence themselves. In some cases there was enough information for me to
potentially engineer a meeting with the individual or get an introduction to the person in
question. A good example of this is a search I ran on Shiv Nadar a well known multi-billionaire
Indian industrialist and philanthropist (Wikipedia, Shiv Nadar). While | was unable to locate a
social media page for Mr. Nadar, | was able to get information on events he volunteered at or
was involved with as seen in Screenshots K and L.
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Screenshot K-1

) Google Custom Search - Mozilla Firefox

Fle Edt ‘iew History Bookmarks Todks Help

* oogls Custom Search | + ‘ z

\S 9 | X v googe.comjsedcs=013791 14G8SBTIS16042% Aoty kusie=TF Shg=Shivhadarisa=searchte 77 + 4| | || - Pa-|#

(?0;,131@ custom search  ShivNadar Search A

About 27 000 results (0.29 seconds)

Ads by Gaogle

Roshni Nadar
uni gifts.com See All Roshni Nadar Great Deals On Great Brands.

Shiv Nadar | Facebook

The man who was fueling the ambitions of his five other colleagues at that canteen
sgam was a J0-year-old engineer from Tamil Nadu, Shiv Nadar. And this is how the ..
: wninw facebaok. com/ssnshivnadar

Shiv Nadar | Facebook

Shiv Nadar is an Indian industrialist and philanthropist. He is the chairman and Chief Strategy
Officer of HCL Technalogies. As of 2011, his persanal wealth is ...

wnirir facebaok. com/pages/Shiv-Nadar/1 112815257343

=== Roshni SHIV Nadar | Facehook

N Description: Roshni Madar - HCL Shiv Nadar's daughter Rashni Shiv Nadar HCL
E Nadat also Nazdar, Natar, Sanat and Chanar is one of the Tamil castes found ..
BENE . faceboak, corm/pages/Roshni- SHIV-Nadar/160035354060475

«one ohiv Nadar University| Facebook
v Shiv Nadar University - Shiv Nadar University - Mission: The Shiv Nadar
University will contribute to the process of creating and disseminating knowledge,

E ;ﬁ;mw.facehonk.comeHIVNAI}AR\f’ARSIT‘r’

% *I v

X | 7214204105 +4 £ Profe2
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Screenshot K-2

) Google Custom Search - Mozilla Firefox

Fie Edt View Hstory Bookmarks Took  Help

9 Gaogle Custom Search | + |

| 3 | i, google, ComseT k=01 3791 148854571518 042% anthykhk-hustie=UTF-BRg=Shiv+hadartsa=Searchis 7+ €| | § - , nENEE 3
U —

(_TO ;31@ custom search  ShivNadarand awards Search A

About 10500 results (0.23 secands)
Ads by Google
Trophies, Medals & Awards

winy fastrubberstamps ca Fast tumaround & fantastic prices. No minimumes. Great Selection!

Trophies Under §5

wirw crownawards. com/Traphies Trophies For Every Sport & Occasion Shipping, Engraving & Great Senvice

Awards & Trophies, Gifts

winw gitanjallawards.com Experize custom made corporate Gifts, Acrylic Awards & Trophies =

Contact U3 Enguiry Form
Traphies & Awards

Shiv Nadar| Facebook

Shiv Nadar is an Indian industrialist and philanthropist. He is the ... In 2008, Nadar was
awarded Padma Bhushan for his efforts in the [T industry. Nadar ...

wirw facebook.com/pages/Shiv-Nadar/1 11259152267943

* Roshni SHIV Nadar - Info | Facehook

~ Description: Roshni Nadar - HCL Shiv Nadar's daughter Roshni Shiv Nadar HCL
... Master and the first chess player to be honoured with the Arjuna Award, ...
BENE wninw facebook. com/pages/Roshni-SHIV-Nadar/1600858540604757...

AIF Annual Spring Awards Gala 2011 | Facebook

(Accepting the Award, Pamela Flaherty, President & CEC) SHIV NADAR, Chairman, HCL
Technologies .. LEADERSHIP IN PHILANTHROPY AWARDS: ...

wirw facebook.com/event. php?eid=125005434241210

v

X |72.14.204.105 +4 %, Prof2
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Screenshot L -1

) MIF Annual Spring Awards Gala 2011 | Facebook - Mozilla Firefox

Fle Edt Yew Hstory Bookmarks Tools Help

\ c A ] bt s Facehoak, com/event, phyTeid=125008434241 21 Dayef=nf T:T T

8] Most Visited

(&3] ‘ [} AIF Annual Spring Awards Gala 2... 3 |T‘

AIF Annual Spring Awards Gala 2011 A
E Al Share  Public Bvert
al XG
W"m'w Time Wednesday, June & + &:00pm - 9:00pm
»W L "f (J, am{r/a/u

Location Cipriani Chub 55
55 Wall Strest
New York, WY

Created By American India Foundation

MoreInfo  HONORING:

CITTFOUNDATION
(Accepting the Award, Pamela Flaherty, President & CEQ)
SHIY HADAR, Chairman, HCL Technologies

LEADERSHIP IN PHILANTHROR'Y AlWARDS:

SR SEHGAL, PO,
Chairman, Sehgal Familty Foundation
Chairman, Institute of Rural Research & Development

RAJE, YATTIKUTI
Chairman, Yattkot Yentures

ROMESH WADHW AN
Faunder & Chairrnan, Symphony Technalogy Group

FERFORMANCE BY GRAMMY NOMINEE
CHANDRIES KRISHNAMURTHY TANDON

MISTRESS OF CEREMONIES
TINEL JAIN hd

Done G oz @ en1n2814
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Screenshot L -2

%) AIF Annual Spring Awards Gala 2011 - Mozilla Firefox

Fle Edt Yiew Hstory Bockmarks Tools  Help

"" Gongle Custam Seatch

X | AIF Anrual Spring Awards Gala 2011 X | + ‘

€» ‘ it Facebook, com et phpreid=125005434241210

facebook

CITIFOUNDATION
(Accepting the Award, Pamela Flaherty, President & CEQ)
SHIW MADAR, Chairman, HCL Technologies

LEADERSHIP IN PHILAKTHRORY AWARDS:

SLRT SEHGAL, Ph.D,
(Chaitrnan, Sehgal Family Foundation
Chairrnan, Tnstitute of Rural Research & Develapment

RAJE, VATTIELUTI
Chairman, attkuti Yentures

ROMESH WADHWANT
Faunder & Chairman, Symphony Technology Group

PERFORMANCE BY GRAMMY HNOMINEE
CHANDRIKA KRISHUAMURTHY TANDON

MISTRESS OF CEREMORIES
TINKL JAIM
Tv Hast, Namaste America

ALA CO CHARRS:
RAYT BKHOURY, Akhaury Foundation

ARIUN & ASMITA BHATIA, The Arun & Asmita Bhatia Family Foundation
SHNT & WIKRAM CHATWAL, Chairrnan & CEQ, Hampshire Hotels and Resorts;

Sponsored See Al

Best Smartphone Gadgets
smartphoneappreviens,biz

Mew and Lakest Mobile
(el Phone Gadgets,
Applications, Software,
Games, Smartphane
Phone Accessaries and
mare

Free Rich Dadi® Workshop
Dot miss the appartunity
ko attend this free Leam
o be Rich warkshiap from
the authar of Rich Dad,
Greater Toronko drea Dec
£-15

Mosheta Salon & Spa
$10WOMENS HATR CUT
& Stylst- with purchase
ﬁ of shampon and
119 peaple Iz Mashieta Salon & Spa- Young
Strest 416-928-0228,

conditioner call 416 928
(1228 www.masheta.com

Ride With Purpose
CONQUEYCaNCenca

President, Yikram Chatwal Hotels :in?nli:rntf nrirdtehzfrgc:ﬁr ife.

PRADEEP KASHYAP &, FAMILY The Enbridge Rideto

ATUL . KHARNA Conguer Cancer(®, the

MARTIN LIPTON, Founding Partner, Wachkel, Lipton, Rosen & Katz largest cycling fundeaiser

VICTOR & TARA MENEZES, Seniar Advisor, Mew Sk Route in Canaa,

ANIL K, MONGA, CEO, Vickory International (L34), LLC

ARVIND RAGHUNATHAN, CECy, Roc Capital Management 19 Chat 5)

RA&YTRECDY, Co-Founder & Managing Partner, Think Capital LLC W
X | 66,220,491 % Profilez

23



The screenshots posted above (K and L) are very significant because they tell us that Mr. Nadar
is involved with America India foundation. The screenshots also indicate that this organization
held its annual Springs Awards Gala on June 08 2011 at the Cipriani Club 55 in New York City
and that Mr. Nadar was one of the key people being honoured. In addition to this, one also
learns that Mr. Nadar is the Chairman of HCL Technologies and the researcher/ analyst also gets
the names of numerous other prominent individuals who are also heavily involved in this event
and as a consequence likely know Mr. Nadar. This sort of information is very useful for a
malicious actor who wants to send out a highly customized spear phishing attack targeting Mr.
Nadar or any of the other individuals on that page. In addition to this the information available
also allows individuals to create/ engineer opportunities to meet Mr. Shiv Nadar or any of the
other individuals listed on this event. An individual could potentially do this by choosing to get
involved with the organization or by using a social engineering attack, for instance claiming to
have been at the Awards event and having been introduced to these individuals attempting to
follow up and meet with them.

Invisible Attacks

While Google Custom Searches can be an excellent reconnaissance tool and are very
useful in gathering potential targets for penetration tests, they can be used for other purposes as
well. A custom search (with a user’s own hit list) can also be used to quickly scan whether any
external facing web based applications have been infected/ compromised. Hypothetically
Google custom searches could also be used to launch ‘invisible’ attacks, the scenario listed
below is a good illustration of this.

A malicious party could potentially hijack an existing researcher’s identity and offer a
custom search targeted at a very specific audience, for instance providing computer fraud
statistics to a select group of senior executives or personnel. If a malicious party attempts to
provide a service to a very small group of select individuals, there is a smaller chance of them
being detected prior to launching an attack. The attacker could use the search to provide
legitimate results most of the time and by doing so build a level of trust into the search engine;
once they have sufficient trust built in, they could enter a temporary site into the engine using a
service like tiny-url and then with the custom searches in built capabilities promote the results
from the newly entered malicious site to the top of the list. The idea here is that the malicious
actor would select a piece of malware suited to their requirements that can be stealthily installed
and that does not generate a lot of noise. The actor would promote the malicious url for a short
period of time, possibly as little as a few hours and then remove the url from the custom search
altogether. This is extremely significant because using a temporary link makes it challenging for
individuals/ teams to identify the source of the infection and depending on the behavior of the
malware to determine whether the malicious code is in their environment at all. In addition to
this by targeting a very select group of personnel (small scale) and using what appears to a
trusted/ legitimate source of information this can also complicate matters in trying to obtain
samples and identify the malware in question.
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Final Thoughts/ Conclusion

As one can see Google offers a great deal of flexibility with their custom searches and
opens a whole new realm of possibilities for the security and intelligence communities. One can
clearly find a lot of information (with the right searches) including things like credit card
numbers, and passport information. It is significant to note that even if you do not have your own
social media/ web 2.0 presence, others in your network can release information about you or
your activities on the web. Individual pieces of information by themselves may not mean much
or even appear relevant but gathering all these pieces of information together can release a much
bigger picture and allow an analyst/ user to get a better understanding of an individual or a
situation. The information available in various locations on the internet may make it possible to
engineer/ create opportunities for meetings with various individuals including political and
business power brokers.

Running the appropriate searches generates useful political, social, economic and related
intelligence and can be used to possibly obtain information on upcoming threats (both internet
based and others) and take the appropriate actions to combat these. Organizations or other
entities can even use these customized searches with a honeytrap if they suspect that an
individual is leaking/ stealing their information. They can do this by leaking fake information in
their organizations and watching to see if they become available via the Pastebin Custom search
(or others). To conclude a lot of information is available to an analyst/ user with the right
searches and the right content; while some of the information found can be disheartening these
same searches can also be used to gather intelligence, anticipate and counter possible threats to
an organization. It would appear that the custom search engine owner/ creator and the individual
using the searches are both only limited by the content in the search engine and their
imagination.

About the Author

Jamal Bandukwala is a security professional at a major financial institution. He is also a
blogger and independent security researcher with a variety of infosec interests including Google
hacking, Open Source Intelligence & pen testing among others. His personal research and
musings can be found at http://infosecmindstorm.blogspot.com/
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