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There are no more distinguishable and steadfast country boarders. Walls and 

communications separating countries are predominately electronic. Copious amounts of 
data can be stored on small hard drives that can be easily and quickly ferreted out of 
one’s possession and copied in mass quantities. At the same time, the idea of what 
comprises a “country” is being challenged by cypherpunks on jurisdiction-free offshore 
platforms. Additionally, licensing, as opposed to hard intellectual property protection, is 
becoming more desirable for many computer software and hardware developers, and 
Moore’s Law has needed to be revamped1 to be kept alive. 

 
Few would argue that making technology cheaper and more accessible to a 

broader community is negative. Spectacular technology innovations are being done in 3rd, 
as well as 1st, world countries. While it still may take computer processors running at the 
National Security Agency (NSA) to break and create large key cryptography, it does not 
take that kind of power to reverse engineer malware, such as Stuxnet, and look into its 
origins. Any clever hacker with an interest in computer code can teach themselves 
become a malware forensic specialist in the recesses of their home office.  

 
In a world in which technological innovations are taking place in hackerspaces 

and code can be shared within seconds via small, portable devices and the Internet, how 
does international cyber law keep pace? Can the cyber police without boarders catch up 
with the jurisdiction hopping while chasing a new breed of “netizens” in virtual worlds 
with real world theft, terrorism and intellectual property? And, soon, when home to some 
may be a man-made island, a sovereign nation, in the middle of the Atlantic Ocean, who 
will own the property – tangible or intellectual? Control of the Internet – who holds the 
“switches” -- may be the next power struggle amongst nations and spawn a new energy 
and resources race.  
 

Is it Monetary “Freedom” or Philosophical “Liberty?” 
 

When John Stuart Mill expounded about the intellectual freedoms society should 
allow, he lauded freedom to express diversity of opinions and freedom of speech, but 
with some limitations. He believed that individuals should be able to express their own 
opinions as long as their expressions did not inhibit another’s freedom. In the same way 
in which he says society should defend individual liberty by not persecuting those with 
dissenting views, he believed that individual expressions--taken as a collective--helped 
society come closer to finding the Truth.2 
 



Appreciating the capitalist nature of society in his earlier works, he likewise 
accepted the concept of private property and ownership. Although this was not one of his 
strongest arguments, the concept of preserving civil liberties and private property was 
important to preserving individualism within a society where one can reap the benefits of 
his own labors while making exchanges with others in society to fulfill his own needs.  
 

Ownership of property gives one a way in which he can be “his own island’ of his 
own jurisdiction within a sea of individualists working to do the same. On his own island, 
one can fully express his individualism in a way in which it will not impede upon 
another’s jurisdiction while, at the same time, participating in the free market to trade 
goods and services necessary to sustain an interdependent social system.  
 

Depending upon an individual’s needs, he may either keep his property under his 
own control or choose to share and trade it with others in society. The future owners of 
property—especially of the intellectual kind—will frequently ask this question: To share 
openly, freely or not? This is not limited to questions addressed by political systems such 
as libertarianism, communism, and socialism, but what the free market will bear. 

 
Concepts of Sharing and Narrowing Technology Access Gaps 

 
In the modern software development market, consumers and developers cannot 

ignore the prevalence with which open source and free software are taking hold and 
changing the industry’s and consumer’s expectations of how information is created and 
distributed. For example, popular file sharing and distribution protocols such as Napster 
in the 1990s and Bit Torrent, now used, shook the intellectual property creation and 
protection industries and woke them to the demands of new technologies.  

 
A younger generation watched the Napster and Pirate Bay legal cases like the last 

generation followed the 1980s rise and fall of the yuppie culture and the associated Black 
Monday stock market crash. The dramatic heroes of the new generation are not usually 
the polished, suave Gordon Gekkos3 types like in the 1980s, but, rather, black t-shirt 
wearing computer geeks who master network anonymity, social engineering, and proudly 
call themselves computer hackers or cypherpunks while openly and freely sharing their 
warez4.  
 

Concepts of sharing and what is free—or, some might argue, should be—is a 
topic that is not fading and will become more prevalent in the future. When ideas are 
expressed in ethereal 1s and 0s, the ability and interest in copying and sharing data will 
change the state of how business is conducted and may be the only equalizer between the 
1st and 3rd world countries.  
 

At the moment, the divide between 1st and 3rd world countries has a lot to do with 
access to information, but the ubiquitous nature of sharing computer software and 
hardware designs in addition to the ability to obtain and recycle cheap computer parts 
from old machines will narrow the divide and encourage sharing of information relating 
to everything from how software is engineered and licensed to revolutionary political 



discussions that are stimulated by educational programs such as the OpenCourseWare 
project.5 

 
In a world in which ideas and experiences are readily shared between networks 

and communities of people – “what are you doing now?” is communicated in 
milliseconds via Twitter and Facebook from continents away -- will strong intellectual 
property protection and the present plethora of law suits for patent, copyright, and 
trademark infringement become the standard method for doing business, or will it shift 
toward a marketplace—similar to one contemplated by John Stuart Mill—where a man 
can literally be on his “own island”? Will a man on his “island” still be able to participate 
in a global society sharing information and technology to enable those still “land bound” 
to reap the benefits of intelligent sharing of ideas?  

 
The Nexus between Intellectual Property and Cyber Crimes 

 
The future of sharing ideas has the dynamic characteristic of being deeply steeped 

in history, culture, and politics while, at the same time, is rapidly changing. Similar to the 
way in which American colonists fled British censorship of speech and religion and 
founded America, the speech contained in computer source code is creating factions of 
people who seek to find other countries, nation-states, or extra-territorial jurisdictions in 
which they can express their digital speech.  
 

A search for a physical place in which they can relate and share computer 
software, hardware, and other types of intellectual property and where they may also 
create their own code of conduct or laws augments the popularity of virtual worlds such 
as Second Life.6 While virtual worlds in which a thriving economy exists will continue to 
gain popularity, there really is no place like home in the physical sense.  
 

The future society in the free world will involve many more ones and zeros 7 than 
will be ascertainable by deeded land within first world countries. It is this exchange of 
digital ideas that will drive the modern free market and which the U.S. Supreme Court 
will uphold their declaration that source code is speech protected by the First Amendment 
in the U.S. Constitution.  

 
 

Criminal Penalties for Violating U.S. Intellectual Property Laws 
 

What is the nexus between intellectual property and cyber crimes? Due to the fact 
that large computer software and hardware companies (by far, the dominant recipients of 
computer-related patents) have a lot significance when determining the fate of patent law 
as applied to the computer industry, there has been a push from civil liberty and privacy 
advocacy groups to change the way in which intellectual property laws are presently 
being used to silence freedom of speech.8  
 

For this reason, a student of intellectual property cannot adequately pursue 
intellectual property topics without also knowing a great deal about cyber crimes; hence, 



the nexus between intellectual property, cyber crimes and criminal law in most modern 
law school curriculums.  
 

In May 2007, former Attorney General Alberto Gonzales proposed criminalizing 
attempts to infringe intellectual property in order to, “…meet the global challenges of IP 
crime” with the Intellectual Property Protection Act of 2007”.9 This legislation would 
have criminalized not-for-profit illicit copyright with no evidence of actual copying, 
create a new crime for life imprisonment for knowingly using pirating software, permit 
more wiretaps for piracy investigations, increase penalties for violating the Digital 
Millennium Copyright Act’s (DMCA) anti-circumvention measures, and require the 
Department of Homeland Security to alert the Recording Industry Association of 
America (RIAA) when it is discovered that pirated music CDs are imported into the 
U.S.10 This proposed bill never passed, but we still have the DMCA.  
 

The Digital Millennium Copyright Act: Chilling or Innovation-Promoting? 
 

Almost as soon as it was enacted in 1998, the Digital Millennium Copyright Act 
(DMCA) was being employed for that with which it was not intended. Chilling opposing 
opinions and speech by issuing take down notices to Internet Service Providers (ISPs) 
thus threatening their protection under the DMCA’s “Safe Harbor” provision, criminal 
law and intellectual property have become inextricably combined. As a result, First 
Amendment arguments are being heard alongside criminal defense cases for computer 
and Internet service provider companies.  
 

In the future, this trend in courts will continue unless First Amendment arguments 
are held to take priority over broad and often fraudulent take down notices which are 
being used to silence divergent opinions. However, when traditional innovation practices 
such as “fair use” utilizing critique, parody, academic analysis or concepts related to 
reverse engineering a competitor’s product in efforts to make competing or compatible 
devices become dying practices, criminal and civil trials regarding use and access of 
computer code and hardware intellectual property will become more common in the 
future. While DMCA cases are currently rare because ISPs do not have the time or 
resources to challenge them and are, in turn, coerced to remove the allegedly infringing 
material without appropriate scrutiny, these are beginning to be challenged in federal 
courts. 
 

A Man is His Own Island—Literally 
 

As intellectual property laws strengthen in the U.S. and other first-world countries 
follow suit, there has been a renewed interest—both criminal and law abiding--in moving 
potential or directly infringing intellectual property out of the country in which it violates 
laws and instead into countries in which the U.S. accepts legal sovereignty, but in which 
there are different intellectual property laws or difficulties serving defendants. This is not 
difficult to do with Internet access. A lot can be done with what is called jurisdiction 
hopping.  
 



Some ISPs will move your website or links to potentially infringing material into 
a country that has different intellectual property laws. This is usually an expensive 
service, but some say that filing suits in a variety of jurisdictions—some of which do not 
respect U.S. laws but are sovereign nations—is too much of a bother for plaintiffs and 
there is no follow-through with these suits in which service of court documents such as 
subpoenas is ineffective.  

 
Regarding jurisdiction hopping for a civil case on which I have been working for 

two years, we have found that a solution to harassing and invalid DMCA take down 
notices: we placed particular content in Sweden. Jurisdiction hopping that is content-
specific may create speech havens where one type of speech is permitted but, in another 
country, it is censored.  

 
Some countries are supplementing a downturn in their economy with the 

tantalizing promise of data havens. However, how much of a data haven are locations like 
Sweden, Iceland and the Netherlands? For example, for government whistle-blowers in 
Sweden to be protected by laws that were implemented to encourage sharing of 
information critical to the government, it is only applicable to people who have filed for 
protection; if you fail to file for that protection and release your data, it leaves that 
whistle-blower in a vulnerability situation. Although unnoticed, an Australian maven of 
such residing in Sweden, Julian Assange, may not have filed in time before initially 
releasing classified documents owned by the United States. Not long after releasing 
documents, he corrected this, but now with a denied work permit and residency, he may 
be vulnerable, once again.11 

 
Under the whistleblower protection, Swedish authorities will not take down a site 

that is protected unless the servers can be seized in conjunction with criminal allegations. 
In a similar situation, The Pirate Bay founders were sentenced to one year in prison and 
ordered by the court to pay combined damages of 30 million kronor ($4 million).12  In 
most countries with legislation covered freedom of speech, political speech usually 
receives the highest protection. In August of 2010, the Swedish political party, the Pirate 
Party, offered WikiLeaks use of its servers. 13 

 
If the content is intertwined, it would be more difficult for a government to seize 

computers on which political speech resides. This is an interesting strategy for protecting 
controversial speech; similar to filtering the target of a warranted wiretap in the U.S, the 
processes law enforcement must go through to not interfere with political speech (or 
alternate “speakers”) while sifting through the content for criminal content is 
procedurally challenging. 
 

On the other hand, what if one took an important document, broke it up into 
cryptographically protected pieces and distributed it around the world? Perhaps this 
would be a good strategy if one had a document to release at a particular time, but wanted 
to be sure that the cryptography for the whole file was not broken by someone who was 
not authorized or, additionally, to protect it from being released prematurely. One 
protected and centralized server may be purposed to re-combine those parts into the 



whole when needed. That server, however, would not until recombination of the 
document have all of the parts necessary to find a jurisdictional hook for most countries 
to prosecute the server’s administrators. Additionally, finding out where the pieces reside 
around the world may be complicated if one were to attempt to formulate a civil or 
criminal case against the entity in possession of the central server. But if that central 
server were to be compromised, the scheme would fail.  

 
The tricky aspect of storing data in either virtual or real locations this that when 

that material is transferred over the Internet, as soon as it touches a computer server in the 
U.S. or the country in which the data is deemed to be not legal or infringing, the 
jurisdiction hopping game is over. For example, Virginia claims to be the “Internet 
Capital of the World”14 and, hence, has strict cyber crimes laws so that state of Virginia 
can take jurisdiction over Internet transactions that touch servers in Virginia.15 This is one 
way in which jurisdiction attachment can be harnessed by a country. Similar to a funnel, 
forcing a significant amount of Internet traffic through one country’s servers would give 
it a strong jurisdictional hook related to the “harm”.  
 

Offshore Platforms: A Brave New World 
 

Another way in which some companies and individuals assert their speech rights 
and also try to avoid civil and criminal litigation is by creating their own 
island…literally. Back in 2000 and with $2 million in funding, Ryan Lackey and Avi 
Freeman, cypherpunks16, created an off-shore data haven on which they hosted 
computers for a variety of users including hosting a website for the Dalai Lama.17 
Sealand, a platform in the North Sea and just a few miles from the shores of the United 
Kingdom, was a former gunnery post in WWII, pirate radio station, and later became a 
co-location platform for computers.  

 
At the 2002 Hackers on Planet Earth (HOPE) Conference in New York City18, 

Ryan Lackey said that if he found any child porn, spamming, or malicious hacking on the 
hosted computers, he would cut them off and seize their equipment; however, he did not 
actively look for it, either. A kind-of “don’t ask, don’t tell” policy was implemented for 
assurance of privacy of client’s data.   
 

Until a financial disagreement occurred between the Prince Michael of Sealand 
and the Directors of HavenCo (the business entity that operated on Sealand’s platform), 
Lackey and Freedman had the world watching to see if they could defend against pirates 
(the real kind with guns and ransom ambitions), subpoenas (which they claimed they 
would disregard), and the U.K. claiming that they owned the platform and that Sealand 
had no sovereign jurisdiction. Heavily armed with guns and threats to blow up the 
platform (if they did not believe they could defend themselves) they were left alone to do 
their business over the Internet with connectivity via a cable under the ocean to the U.K. 
and plans for a satellite uplink.  
 

Internal business disagreement made HavenCo collapse not long after it was 
started, but almost a decade later, off-shore platforms in international waters with quasi 



extra-jurisdictional claims are coming back. 19No longer can money easily be ferreted 
away “tax free” in Caribbean Islands, but what about on a floating platform made of 
recycled, plastic soda bottles in the middle of the Atlantic?  A project funded by founders 
of successful computer companies is helping to develop extra-jurisdictional locations to 
put computers, guns, or whatever else modern-day commune participants want.  
 
 An Island of Hackers, Cyberpunks, or Techno Geeks: Take Your Pick 
 

Is it possible to have an island occupied just by technologically proficient geeks? 
You soon may be able to join an off-shore commune to do what you would like 
politically and technically exercising your interest in freedom of association. When the 
platforms are estimated to cost about $2 million now, in twenty years, joining such a 
commune or putting computers there may be economically feasible for many people and 
business organizations. Akin to flying a flag of convenience in admiralty cases20, some 
floating islands may wish to associate themselves with a country similar to the way in 
which ships at sea do, but many may wish to create their own nation-states. If you do not 
like the government under which you live on land, in the future, you may be able to start 
your own in international waters.  
 

After the colonization of Sealand, the U.K. destroyed many of their historic off 
shore platforms to prevent others from establishing residency on them. In January 2007, 
the Principality of Sealand was put up for sale, but not vacated by the Bates. The 
operators of Pirate Bay made a bid to buy Sealand and raised $20,000., but the Bates 
refused the offer. 21 Someday, The Pirate Bay or other like-minded organizations may 
find their extra-jurisdictional homes in the middle of the Atlantic.  
 

Pirate Bay and the DMCA’s Take Down Provisions 
 

Following their unsuccessful bid to move Pirate Bay to a platform to Sealand with 
quasi-sovereign jurisdiction, in April 2009, The Pirate Bay copyright infringement case 
was decided. The operators of Pirate Bay, Peter Sunde, Fredrik Neij, Gottfrid Svartholm 
and Carl Lundström, were found guilty of assistance to copyright infringement and 
sentenced to one year in prison and fined $4 million. However, even following the 
verdict, the website remains unaffected and includes a clause that says, “0 torrents [have] 
been removed, and 0 torrents will ever be removed.”22 In the United States, the DMCA 
take down notices regarding The Pirate Bay access have been difficult to technically and 
legally achieve due to the difficultly in accurately tracing IP addresses.  In other countries 
such as Italy, the courts have ruled that it is illegal censorship for ISPs to block access to 
The Pirate Bay.23  
 

Whether one agrees with The Pirate Bay court decision or not, one thing it has 
done is make dealing with DMCA take down notices a bit easier—or theoretically if the 
DMCA was in Sweden. The decision infers that copyright owners should go straight to 
the source—the alleged infringer--and not badger ISPs to implement time consuming and 
technically difficult intellectual property infringement filters. As it works in practice, 
when in receipt of a take down notice, the ISP must immediately remove the material 



without review of the validity, accuracy or fair uses or they loose their immunity under 
the Safe Harbor provision.  
 

Although The Pirate Bay case is not precedent in the U.S., it is well known that 
ISPs have asked for reprieve regarding the Safe Harbor provisions and may in the future 
tell intellectual property owners to follow the trail to the source. When take down notices 
take the form of spam to slow a company’s operations such as when Viacom spammed 
YouTube with 100,000 Take Down notices in 2007 in which they demanded a general 
search for copyrighted shows, the DMCA’s Safe Harbor provision has the potential to be 
more offensive to business and innovation than defensive.  
 
 

Extradition of Cyber Criminals to the U.S. – Cyber Police Without Boarders 
 

As these changes to intellectual property and legal jurisdiction via the Internet are 
evolving, enforcement of computer crimes is not keeping pace. Cyber crimes were at an 
all time high in 200924; should we expect this trend to continue? The U.S.’s Federal 
Bureau of Investigation has been taking a more aggressive stance to international 
intellectual property and cyber crimes with the Department of Justice Task Force on 
Intellectual Property (IP Task Force). 25 The U.S. has been encouraging other countries to 
sign Mutual Legal Assistance Protocols as well as criminal extradition treaties that are 
making it easier for a new breed of cyber police without boarders to follow the IP 
addresses or international bank accounts.   

 
Nevertheless, if you are a crafty cyber criminal like British like Gary McKinnon, 

he was able to get a stay for extradition by claiming that, while breaking into 97 U.S. 
government computer systems, he was looking for U.F.O.s. 26Additionally, mental 
illnesses such a common computer-geek syndrome, Asbergers, is often admissible by the 
courts as a reason to consider denying extradition.  

 
“Kill Switching” the Internet 

 
In August of 2009, an entire ISP in Latvia was cut-off from the Internet.27 Real 

Host in the capital city of Riga was linked to command-and-control servers for botnets. A 
researcher from HostExploit.com said, “This may one of the top European centers of 
crap.”28 This hosting company was considered, “bullet proof" in allowing customers to 
remain online even after linked to malicious activity including Zeus botnet-making 
software. This was the first case in which an ISP was taken down by international efforts.  

 
While the U.S. is considering levying heavier responsibilities on ISPs for 

allowing unsophisticated or lazy customers to harbor zombie botnet home computers, 
what would happen internationally if one country found an another country’s entire 
Internet access to be malicious and desired to block it? In that case, not even Tor29 may 
save you if you cannot get a connection out.  

 



A new bill introduced in June 2010 by U.S. Senator Joe Lieberman, Protecting 
Cyberspace as a National Asset (PCNAA), a bill to amend the Homeland Security Act of 
2002, would allow the U.S. President to authorize shutting off parts of the Internet in an 
emergency. If there are damages, plaintiffs would not be permitted to collect damages. 
However, is such a broad bill necessary? Some argue that the U.S. President already has 
the authority to do so under the Communications Act passed one month after the 
December 1941 Japanese attack on Pearl Harbor. However, an interesting contrast is that 
radio, being broadcast in a single-direction, is different than the two-way communication 
that a lot of technologies and communications require via the Internet.  

 
There is a plethora of criticism regarding being able to flip a single switch, if it 

were even possible, and kill the internet for a country. However, is a kill switch a simple 
way of describing what happened with the ISP in Latvia? For example, if PeRiQuito 
(PRQ) in Sweden or the Internet access for the alleged-sovereign nation of Sealand were 
to have their top-level ISP cut their connection, communication would be severely 
effected.  

Some security researchers such as Bruce Schneier states that it is not only 
impossible to predict what would happen if the U.S. was technically able to filter and cut 
off all packets from a particular country, but we cannot securely build such an ability.30 
Debatably, China may be the only country that has this ability with the Great Firewall, 
but that has not been ostensibly shown to be true especially considering other ways to 
connect to the Internet including phone lines.  

 
In an Extra-Jurisdictional World of the Future, Hackers Will Be Kings 

 
Criminal penalties for intellectual property infringement may become tempered 

with modern and international concepts of what constitutes protectable property. In the 
future, the places in which the most popular computer software and hardware is produced 
may be in virtual worlds or on extra-jurisdictional islands in the middle of the ocean. 
Property ownership gives the future citizen a way in which he can be “his own island’ of 
his own jurisdiction within a sea of individualists working to do the same; whether he 
shares or uses proprietary protection will depend upon the tribe, commune or virtual 
community in which he choose to associate.  
 

The one thing that will remain constant is human ingenuity and the desire to 
innovate. All else must catch up with the innovator’s imagination and sometimes with the 
guise and intrigue of the criminal mind. However, in a world in which laws may be 
defined by Internet Protocol addresses or GPS coordinates only, lawyers and cyber police 
will be playing catch-up if they remain steeped in traditional criminal and intellectual 
property laws. Last, but not at all least, geeks will remain king and hackers will dominate 
the future of computer security and effect intellectual property for the foreseeable future.   
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