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Background 
•  Education: Carnegie Mellon University (Pittsburgh, PA), 

Tshinghua University (Beijing, China), Oxford University 
(England). 

•  Lawyer/Business Management 
–  Computer Law, Intellectual Property & Cybercrimes 

•  Computer Scientist 
–  Information security consulting (“Red Team” projects) for the 

private sector and U.S. government  
•  College & Law Professor 

–  Teaching computer science and law students to think like 
hackers, Adjunct Professor, University of Southern Maine & 
Maine School of Law 

•  Hacker 
–  Car computer research 
–  Director & Founder of Reverse Space, a hackerspace in the 

Washington, D.C. area 



Publications/Presentations 
•  Publications 

–  Co-author of book, Security in 2020 published 2010 
by American Society for Industrial Security. 

–  Featured in popular journals: Popular Mechanics 

•  Presentations 
–  Black Hat USA, Las Vegas, NV, 2009 & 2010 
–  Defcon, Las Vegas, NV, 2009 & 2010 
–  Hackers on Planet Earth (HOPE), NYC, 2008 & 2010 
–  Chaos Computer Congress (CCC), December 2010 



No More Boarders 



(Almost) No More Secrets 

http://www.thinkgeek.com/gadgets/security/b308/ 



Synopsis of Presentation 
•  No more distinguishable and steadfast country 

boarders.  
•  Walls and communications separating countries 

are predominately electronic.  
•  Copious amounts of data can be stored on small 

hard drives that can be easily and quickly 
ferreted out of one’s possession and copied in 
mass quantities.  

•  What comprises a “country” is being challenged 
on jurisdiction-free offshore platforms. 

•  Licensing, as opposed to hard intellectual 
property protection, is becoming more desirable 
for many computer software and hardware 
developers. 



•  Can the cyber police without boarders catch up 
with the jurisdiction hopping while chasing a new 
breed of “netizens” in virtual worlds with real 
world theft, terrorism and intellectual property?  

•  When “home” to some may be a man-made 
island, a sovereign nation, in the middle of the 
Atlantic Ocean, who will own the property – 
tangible or intellectual?  

•  Control of the Internet – who holds the 
“switches” -- may be the next power struggle 
amongst nations and spawn a new energy and 
resources race.  





Monetary “Freedom” or 
Philosophical “Liberty?”  

•  John Stewart Mill, British 
philosopher.  

•  Inspiration for American 
democratic theories 

•  Expounded freedom to 
express diversity of 
opinions and free speech, 
but with some limitations.  
–  Individuals should be able 

to express their own 
opinions as long as their 
expressions did not inhibit 
another’s freedom.  

“…it is better to be a human being dissatisfied than a pig satisfied; better to be 
Socrates dissatisfied than a fool satisfied. And if the fool, or the pig, are of a different 
opinion, it is because they only know their own side of the question." --Mill 



To share openly, freely or not?  

•  Ownership of property gives one a way in which 
he can be “his own island’ of his own jurisdiction 
within a sea of individualists working to do the 
same.  

•  On his own island, one can fully express his 
individualism in a way in which it will not impede 
upon another’s jurisdiction while, at the same 
time, participating in the free market to trade 
goods and services necessary to sustain an 
interdependent social system  



Concepts of Sharing and Narrowing 
Technology Access Gaps 

•  Open source and free 
software are changing the 
industry’s and 
consumer’s expectations 
of how information is 
created and distributed  

•  These shook the 
intellectual property 
creation and protection 
industries and woke them 
to the demands of new 
technologies.  



Geek is Chic 
•  The dramatic heroes of 

this generation are black 
t-shirt wearing computer 
hackers who master 
network anonymity, social 
engineering, and proudly 
call themselves computer 
hackers or cypherpunks 
while openly and freely 
sharing their warez 



“What are you doing *right* now?” 

•  In a world in which ideas and experiences are 
readily shared between networks and 
communities of people, will strong intellectual 
property protection and the present plethora of 
law suits for patent, copyright, and trademark 
infringement become the norm?  

•  Instead, will it shift toward a marketplace—
similar to one contemplated by John Stuart Mill
—where a man can literally be on his “own 
island”?  



Nexus between Intellectual 
Property and Cyber Crimes  

•  Speech contained in computer source 
code is creating factions of people who 
seek to find other countries, nation-states, 
or extra-territorial jurisdictions in which 
they can express their digital speech  

•  The U.S. Supreme Court will uphold their 
declaration that source code is speech 
protected by the First Amendment in the 
U.S. Constitution  



No Place Like 127.0.0.1 
•  In online communities 

such as Second Life 
(Linden Labs), citizens 
create their own code of 
conduct or laws. 

•  While virtual worlds in 
which a thriving economy 
exists will continue to 
gain popularity, there 
really is no place like 
home in the physical 
sense  



Strict Intellectual Property Laws 
     In May 2007, former U.S. Attorney General Alberto Gonzales 

proposed criminalizing attempts to infringe intellectual property in 
order to, “…meet the global challenges of IP crime” with the 
Intellectual Property Protection Act of 2007. This legislation would 
have: 

1.  Criminalized not-for-profit illicit copyright with no evidence of actual 
copying; 

2.  Create a new crime for life imprisonment for knowingly using pirating 
software 

3.  Permitted more wiretaps for piracy investigations 
4.  Increased penalties for violating the Digital Millennium Copyright 

Act’s (DMCA) anti-circumvention measures,  
5.  Required the Department of Homeland Security (DHS) to alert the 

Recording Industry Association of America (RIAA) when it is 
discovered that pirated music CDs are imported into the U.S. 



The Digital Millennium Copyright 
Act: Chilling or Innovation-

Promoting? 
•  A combination of 2 WIPO (World Intellectual 

Property Organization) 1996 treaties. 
•  Two Prominent Components: 
1.  Criminalizes creation and sharing of copyright 

material obtained by circumventing 
technological measures used to control access 
(DRM); 

2.  Criminalizes access of works protected by 
technological measures whether or not there is 
actual infringement of the copyrighted work. 



•  Under the DMCA’s “Safe Harbor” 
provision, criminal law and intellectual 
property have become inextricably 
combined  

•  U.S. Constitutional 1st Amendment 
arguments are being heard alongside 
criminal defense cases for computer and 
Internet service provider companies 



U.S. vs European Copyright Laws 

•  U.S. President Clinton signed the DMCA 
into law in 1998. 

•  European Union Passed Copyright 
Directive and the Electronic Commerce 
Directive in 2001. 
– Countries part of the E.U. need to execute 

Directives for them to become law in member 
states.  



British “Cut them off” Copyright 
Enforcement 

•  Digital Economy Act of 2010 
•  Makes it easier for law enforcement to track 

down and prosecute repeat copyright infringers 
•  When the Office of Communications Regulatory 

Code is approved by Parliament, copyright 
holder can collect IP addresses of alleged 
infringers, the account holders of those IP 
addresses will be identified (via court order), and 
ISP will handicap or cut off Internet access to 
them. 



Internet Location Blocks in the U.K. 

•  Sections 17 & 18 
•  May block destinations (such as Pirate Bay?) 

where substantial infringement is alleged to 
occur 

•  Considerations that are made:  
–  Steps taken by the operator of the location to prevent 

infringement  
–  Steps taken by the copyright owner to facilitate lawful 

access to the material  
–  Any representations made by a Minister of the Crown  
–  Whether the injunction would be likely to have a 

disproportionate effect on any person’s legitimate 
interests  

–  The importance of freedom of expression  



The Pirate Bay      



Pirate Party’s Declaration, Ver. 3.2 

•  Overall: ”Promoting 
global legislation to 
facilitate the emerging 
information society”  

•  Copyright: “We claim 
that today’s copyright 
system is 
unbalanced.” 



Pirate Party Declaration, Ver.3.2  
•  Patent: “Privatized 

monopolies are one of 
society’s worst enemies.” 
Hence their position that 
patents are obsolete and 
should be gradually 
abolished.  

•  Personal privacy: “All 
attempts to curtail these 
rights (e.g. privacy) must be 
questioned and met with 
powerful opposition.” Hence 
their position that anti-terror 
laws nullify due process and 
risk being used as 
repressive tools.  



Where Do You Go When You’re 
Not Welcome? 

•  Some ISPs will move your website or links 
to potentially infringing material into a 
country that has different intellectual 
property, censorship or criminal laws.  

•  Some countries have few restrictions on 
Internet access and content hosted within 
their countries (some in S. America). 



Anonymize with Tor     
 “Tor is free software and 
an open network that 
helps you defend against 
a form of network 
surveillance that 
threatens personal 
freedom and privacy, 
confidential business 
activities and 
relationships, and state 
security known as traffic 
analysis” 



Land-based Data Havens:  
Iceland, Sweden, Netherlands:  

•  Sweden, Iceland and  (possibly soon) the 
Netherlands are establishing their countries as 
data havens to, in some cases, supplement the 
downturn in their economies 

•  Caveats: for government whistle-blowers in 
Sweden to be protected by laws that were 
implemented to encourage sharing of 
information critical to the government, it is only 
applicable to people who have filed for 
protection 



Wikileaks Servers in Sweden 

•  Julian Assange, Director of Wikileaks, may not 
have filed in time before initially releasing 
classified documents owned by the United 
States 

•  Swedish authorities will not take down a site that 
is protected unless the servers can be seized in 
conjunction with criminal allegations 

•  October 18, 2010, Assange was denied 
temporary residency in Sweden 



Wikileaks Going Underground 
•  Pirate Party in Sweden is 

sharing resources to 
increase difficulty U.S. 
must undertake to seize/
access Wikileaks servers. 

•  Assertions are that the 
servers are in a bunker s 
98 feet underground in 
the Pionen White 
Mountains near 
Stockholm, Sweden.  

http://thehill.com/blogs/hillicon-valley/technology/116599-nuclear-bunker-in-sweden-to-host-wikileaks-
servers 



•  Originally built as a bomb shelter in 1943, only to 
be turned into a full bunker in case of nuclear 
war during the 1970s. The facility is used by 
Swedish Internet hosting company Bahnhof.  

•  Protected by 30 meters of rock, 1.64-foot thick 
steel doors and backup generators.  

•  NetCraft showed that the site was mirroring 
documents in the US, Ireland, and France, 
countries that don't offer the sort of protection 
provided by Sweden. 

http://www.sott.net/articles/show/216990-Wikileaks-taunts-Pentagon-with-server-mirrors-in-USA 



•  Karlung says Bahnhof has not yet complied with 
Sweden’s new FRA surveillance law. “We have 
an unbroken chain of fiber-optic cables that 
cover 2,300 kilometers,” says Karlung.  

•  “We’re positive that [government agencies] 
haven’t installed any equipment yet. That day 
will come, and when it does we’ll inform all 
clients that they’re surveilled by the Swedish 
government.”  

http://blogs.forbes.com/andygreenberg/2010/08/30/wikileaks-servers-move-to-underground-
nuclear-bunker/ 



Inside Bahnhof, Sweden 

http://www.youtube.com/watch_popup?
v=qwlATf9xse4&vq=medium 



Intertwining Political Speech with 
Controversial Content 

•  If the content is intertwined, it would be more 
difficult for a government to seize computers on 
which political speech resides.  

•  Similar to filtering the target of a warranted 
wiretap in the U.S, the processes law 
enforcement must go through to not interfere 
with political speech (or alternate “speakers”) 
while sifting through the content for criminal 
content is procedurally challenging. 



Scatter & Recombine 
Convenience is a trade-off for accessibility 

•  If you wanted data to be very secure, a 
security through physical obscurity 
method can be implemented: 

1.  Break it into cryptographically protected 
pieces distributed around the world; 

2.  A protected and centralized server may 
be purposed to re-combine those parts 
into the whole. 



Strategies for Distributed Data 
Storage 

•  If you have a document to release at a particular 
time, but wanted to be sure that the 
cryptography for the whole file was not broken 
by someone who was not authorized or, 
additionally, to protect it from being released 
prematurely 

•  Authenticate that the document released was 
genuine.  

•  Until recombination of the data, the central 
server would not have all of the parts necessary 
to find a jurisdictional hook for most countries to 
prosecute the server’s administrators  



Jurisdiction Hopping,Game Over! 

•  As soon as data touches a computer 
server in the U.S. or the country in which 
the data is deemed to be not legal or 
infringing, the jurisdiction hopping game is 
over  

•  Similar to a funnel, forcing a significant 
amount of Internet traffic through one 
country’s servers would give it a strong 
jurisdictional hook  



Offshore Platforms: A Brave New 
World  

•  In 2000 and with $2 million in funding, Ryan 
Lackey and Avi Freeman, cypherpunks, created 
an off-shore data haven on which they hosted 
computers including hosting a website for the 
Dalai Lama. 

•  Sealand, a platform in the North Sea and just a 
few miles from the shores of the United 
Kingdom, was a former gunnery post in WWII, 
pirate radio station, and later became a co-
location platform for computers.  





Principality of Sealand 
•  Lackey and Freedman 

had the world watching to 
see if they could defend 
against pirates (the real 
kind with guns and 
ransom ambitions), 
subpoenas (which they 
claimed they would 
disregard), and the U.K. 
claiming that they owned 
the platform and that 
Sealand had no 
sovereign jurisdiction  



    Ryan Lackey 







How can Sealand exist 
as a sovereign 
nation? 

It exists through the 
property law function 
of “abandonment by 
dereliction” or, in U.S. 
legal terms, “adverse 
possession” 



Autonomous Contract 

•  “We believe that people have a right to communicate 
freely," said Ryan Lackey, co-founder of HavenCo. "If 
they want to operate certain kinds of business that 
don't hurt anybody else, they should be able to do 
so.”  

•  HavenCo operates and creates business opportunities 
based upon the philosophy of Autonomous Contract as 
opposed to the Philosophy of Regulations. Under this 
principle, free communication cannot be a crime and, by 
itself, cannot hurt anyone. 



Laws of HavenCo 
•  Because Sealand has virtually no restrictions on 

commerce, HavenCo allows for almost anything on its 
servers--gambling, pyramid schemes, adult porn, 
subpoena-proof e-mail, and untraceable bank accounts 





International Jurisdiction Over 
HavenCo 

•  The US can reach the officers of HavenCo 
through the Digital Millennium Copyright Act for 
information their servers transmit via the Internet 
if HavenCo has copyright infringing material 
passing through their servers and if they do not 
abide by the Safe Harbor provision of 17 U.S.C. 
Sect. 512. 



What Happened to HavenCo? 

•  See this site: 
http://www.noncombatant.org/2003/08/
DefCon11/Lackey.html to get Ryan Lackey’s 
perspective regarding HavenCo’s/Sealand’s 
flaws and why he left. He presented on this at 
DefCon 11, August 30, 2003.  

•  In 2008, Prince Michael of Sealand declared he 
would never sell the micronation - currently 
priced at €750m - to a BitTorrent tracker like 
Pirate Bay. 



Next Step: SeaSteading 
•  The Seasteading 

Institute, founded by 
Wayne Gramlich and 
Patri Friedman on April 
15, 2008, is an 
organization formed to 
facilitate the 
establishment of 
autonomous, mobile 
communities on seaborne 
platforms operating in 
international waters.  

http://en.wikipedia.org/wiki/Seasteading 



International Cybercriminal Cops 
Without Boarders? 

•  The U.S. Department of Justice Task Force on 
Intellectual Property (IP Task Force)  

•  U.S. has been encouraging other countries to 
sign Mutual Legal Assistance Protocols as well 
as criminal extradition treaties that are making it 
easier for a new breed of cyber police without 
boarders to follow the IP addresses or 
international bank accounts  



“Kill Switching” the Internet  
Possible? 

•  In August of 2009, an entire ISP in Latvia was cut-off 
from the Internet.  

•  Real Host in the capital city of Riga was linked to 
command-and-control servers for botnets.  

•  A researcher from HostExploit.com said, “This may one 
of the top European centers of crap.” 

•  This hosting company was considered, “bullet proof" in 
allowing customers to remain online even after linked to 
malicious activity including Zeus botnet-making software. 

•  This was the first case in which an ISP was taken down 
by international effort  



Protecting Cyberspace as a 
National Asset (PCNAA) 

•  This bill introduced in June 2010 by U.S. 
Senator Joe Lieberman would amend the 
Homeland Security Act of 2002, would allow the 
U.S. President to authorize shutting off parts of 
the Internet in an emergency  

•  R-Maine, Susan Collins, argues that U.S. 
President already has the authority to do so 
under the Communications Act passed one 
month after the December 1941 Japanese 
attack on Pearl Harbor  



•  Debatably, China may be the only country 
that has this ability with the Great Firewall, 
but that has not been ostensibly shown to 
be true especially considering other ways 
to connect to the Internet including phone 
lines  










