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Kelihos — First Sample

30.12.2010 16:05:50 Client 0.08.47 started.

30.12.2010 108:05:50 [vollLooing for old client...

30.12.2010 18:05:50 Looing for old client...

30.12.2010 108:05:50 Timing zonelfind_and_kill_old_clients] ms=641
30.12.2010 18:05:50 Autorun entry writed success.

30.12.2010 18:05:50 Config loaded Ok. own_id=1fd5851e-8acc—42ad-helf-9861c45haa?
3. port = 80

30.12.2010 108:05:58 Loaded bhootstrap list:

client: AAARAANA-HNNB-HBNB-VBBB-BBRARRARARARARARAA 77.123.65.4:80
client: AAAAAANA-HHBB-VBBB-BBRB-ARRARRARRANAG 178.37.83.13:80
client: BA00RRARA-HHBB-HABB-BHBB-BRRARARARRARARARAA 110.5.78.16:80
client: A0AAAAAG-HHBB-BBBB-BRRB-BRRARARARARAAAA 212.55.120.21:80
client: AAAAAANG-HHBB-BHBB-BBRB-BRRARRAARAAAG 178.137.9.31:80
client: AAAAAAAG-HHBB-BBBB-BBBR-BRRARRRARNARG 124.125.27.46:80
client: AAAAAANG-HHBB-VHBB-BBBR-BRRARRARAAANG 95.168.185.46:80
client: AAAARANG-HHNB-BBBB-BBRBR-ARRAARAAAARAG 77.123.49.53:80
client: AAARAANA-HNBB-HHNB-VBBB-BBBRRARRARARARAR 94.27.74.70:80
client: AAAAAANG-HHBB-VBBB-BRRBR-BRRARAAARANAG 92.115.187.1083:80
client: BA00AAANG-BHBB-BHBB-BRRBR-BRRRARRARANRAA 178.151.74.120:80
client: AAAARANG-HHBB-BHBB-BRBB-BRRARRARAAAAAA 89 .252.19.125:80
client: A0AAAANG-HHBB-BHBB-BBRB-BRRARARAAAAG 78 .84.42.129:80
client: AAAAAANG-HHBB-BBBB-BRRB-BRRARRAAAANAG 213.231.27.148:80
client: AAAAAANG-HHBB-VHBB-BBRB-BRRRRARAANAG 85.204.167.163:80
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Kelihos — Working Mechanism

11.01.2011 15:32:37 Client 0.0.51 started.

11.01.2011 15:32:37 [vo]Looing for old client...

11.01.2011 15:32:37 Looing for old client...

11.01.2011 15:32:37 Timing zone[find and kill old clients] ms=187

11.01.2011 15:32:37 Autorun entry writed success.

11.01.2011 15:32:37 Config loaded Ok. own id=d3cf38a9-ee7d-4b7b-9b16-c9cfdd62£430, port = 80

11.01.2011 15:32:37 Loaded bootstrap list:

client: 00000000-0000-0000-0000-000000000000 189.1.58.7:80

client: 00000000-0000-0000-0000-000000000000 189.41.165.14:80

11.01.2011 15:32:37 Starting in non-router mode...

11.01.2011 15:32:37 Starting anmp+http net server

11.01.2011 15:32:37 [MAIN]'Lets talk' started!

11.01.2011 15:32:37 [MAIN]Starting handshake loop, routers = 20...

11.01.2011 15:32:47 [MAIN]Failed to connect to client: 00000000-0000-0000-0000-000000000000, 183.96.171.63:80 1st_act=31.12.1969 17:00:00 live tm: d0.h0.m0.s
11.01.2011 15:33:19 [MAIN] [hand_shake]:connected OK client: 00000000-0000-0000-0000-000000000000, 188.187.20.159:80 1st act=31.12.1969 17:00:00 live tm: d0.h0.
11.01.2011 15:33:20 [MRIN] [hand shake]: remote bootstrap:

cf2489e8-55d3-40ba-bed6-722121303a38,  72.28.36.121:80 1st act=11.01.2011 15:31:57 live tm: d0.hl.m19.s14
3a95dcab-4da7-48a9-a3e8-16e4b2be8bbb, 82.5.71.32:80 1st act=11.01.2011 15:31:17 live tm: d0.h0.m16.s13

11.01.2011 15:33:20 [MAIN] [merge]bootstrap list merged, local time=11.01.2011 15:33:20, remote time=11.01.2011 15:32:17delta=63
11.01.2011 15:33:20 [MAIN]External info updated: 0 -->> 1294511242
11.01.2011 15:33:20 [MRIN] [hand shake]: merged bootstrap:

Ob6ebc3e-cb56-4207-aae6-d859d3498e48, 186.187.20.159:80 1st_act=11.01.2011 15:33:20 live tm: d0.h11.m8.s51
cf2489e8-55d3-40ba-bed6-722121303a38, 72.28.36.121:80 1st_act=11.01.2011 15:33:00 live tm: d0.h1.m19.s14
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IN]Starting handshake loop finished. success=1, trys=5
IN] [requesting job]Entering job request loop(servers=53)....
IN] [requesting job]Connecting to 0Obéebc3e-ch56-4207-aae6-d859d3498e48, 188.187.20.159:80 1st act=11.01.2011 15:33:20 live tm: d0.h1l.m8.
IN] [requesting job]Invoking to 188.187.20.159:80
IN]STARTING MAILING THREADS [30]
12

MA
MA
MA
MA
MA
MAIN]Adding mailing worker thread

[
[
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DoSend: [2] villers@houston.rr.com ERR

[MAIN] [requesting job]Success on 188.187.20.159:80

[MAIN] [requesting job] Job request loop finished. try count=1, success=1
DoSend: [2] doug@lipmantpa.com OK

DoSend: [2] yukon@sprint.ca ERR




Kelihos — Working Mechanism
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Client 0.0.51 started.

[vo]Looing for old client...

Looing for old client...

Timing zone[find and kill old clients] ms=187

Autorun entry writed success.

Config loaded Ok. own id=d3cf38a9-ee7d-4b7b-%b16-cScfdd62f430, port = 80
Loaded bootstrap list:

client: 00000000-0000-0000-0000-000000000000 189.1.58.7:80

client:

00000000-0000-0000-0000-000000000000 189.41.165.14:80
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cf2489e8-55d3-40ba-bed6-722121303a38,  72.28.36.121:80 1st act=11.01.2011 15:31:57 live tm: d0.hl.m19.s14
3a95dcab-4da7-48a9-a3e8-16e4b2be8bbb, 82.5.71.32:80 1st act=11.01.2011 15:31:17 live tm: d0.h0.m16.s13

11.01.2011 15:33:20 [MAIN] [merge]bootstrap list merged, local time=11.01.2011 15:33:20, remote time=11.01.2011 15:32:17delta=63
11.01.2011 15:33:20 [MAIN]External info updated: 0 -->> 1294511242
11.01.2011 15:33:20 [MAIN] [hand shake]: merged bootstrap:

Ob6ebc3e-cb56-4207-aae6-d859d3498e48, 186.187.20.159:80 1st_act=11.01.2011 15:33:20 live tm: d0.h11.m8.s51
cf2489e8-55d3-40ba-bed6-722121303a38, 72.28.36.121:80 1st_act=11.01.2011 15:33:00 live tm: d0.h1.m19.s14
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Starting in non-router mode...

Starting anmp+http net server

[MAIN] 'Lets talk' started!

[MAIN]Starting handshake loop, routers = 20...

[MAIN]Failed to connect to client: 00000000-0000-0000-0000-000000000000, 183.96.171.63:80 1st_act=31.12.1969 17:00:00 live tm: d0.h0.m0|s
[MRIN] [hand shake] :connected OK client: 00000000-0000-0000-0000-000000000000, 188.187.20.159:80 1st act=31.12.1969 17:00:00 live tm: d0.hp.
[MAIN] [hand_shake]: remote bootstrap:
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IN]Starting handshake loop finished. success=1, trys=5
IN] [requesting job]Entering job request loop(servers=53)....
IN] [requesting job]Connecting to 0Obéebc3e-ch56-4207-aae6-d859d3498e48, 188.187.20.159:80 1st act=11.01.2011 15:33:20 live tm: d0.h1l.m8.
IN] [requesting job]Invoking to 188.187.20.159:80
IN]STARTING MAILING THREADS [30]
12

MA
MA
MA
MA
MA
MAIN]Adding mailing worker thread

[
[
[
[
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DoSend: [2] villers@houston.rr.com ERR

[MAIN] [requesting job]Success on 188.187.20.159:80

[MAIN] [requesting job] Job request loop finished. try count=1, success=1
DoSend: [2] doug@lipmantpa.com OK

DoSend: [2] yukon@sprint.ca ERR
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Kelihos — Working Mechanism
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Client 0.0.51 started.

[vo]Looing for old client...

Looing for old client...

Timing zone[find and kill old clients] ms=187

Autorun entry writed success.

Config loaded Ok. own id=d3cf38a9-ee7d-4b7b-%b16-cScfdd62f430, port = 80
Loaded bootstrap list:

client: 00000000-0000-0000-0000-000000000000 189.1.58.7:80

client:
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00000000-0000-0000-0000-000000000000 189.41.165.14:80

Starting in non-router mode...
Starting anmp+http net server

[MAIN] 'Lets talk' started!

[MAIN]Starting handshake loop, routers = 20...

[MAIN]Failed to connect to client: 00000000-0000-0000-0000-000000000000, 183.96.171.63:80 1st_act=31.12.1969 17:00:00 live tm: d0.h0.m0.s
[MRIN] [hand shake] :connected OK client: 00000000-0000-0000-0000-000000000000, 188.187.20.159:80 1st act=31.12.1969 17:00:00 live tm: d0.h0.
[MAIN] [hand_shake]: remote bootstrap:

cf2489e8-55d3-40ba-bed6-722121303a38,  72.28.36.121:80 1st act=11.01.2011 15:31:57 live tm: d0.hl.m19.s14
3a95dcab-4da7-48a9-a3e8-16e4b2be8bbb, 82.5.71.32:80 1st act=11.01.2011 15:31:17 live tm: d0.h0.m16.s13

11.01.2011 15:33:20 [MAIN] [merge]bootstrap list merged, local time=11.01.2011 15:33:20, remote time=11.01.2011 15:32:17delta=63
11.01.2011 15:33:20 [MAIN]External info updated: 0 -->> 1294511242
11.01.2011 15:33:20 [MAIN] [hand shake]: merged bootstrap:

Ob6ebc3e-cb56-4207-aae6-d859d3498e48, 186.187.20.159:80 1st_act=11.01.2011 15:33:20 live tm: d0.h11.m8.s51
cf2489e8-55d3-40ba-bed6-722121303a38, 72.28.36.121:80 1st_act=11.01.2011 15:33:00 live tm: d0.h1.m19.s14
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IN]Starting handshake loop finished. success=1, trys=5
IN] [requesting job]Entering job request loop(servers=53)....
IN] [requesting job]Connecting to 0Obéebc3e-ch56-4207-aae6-d859d3498e48, 188.187.20.159:80 1st_act=11.01.2011 15:33:20 live tm: d0.hll.mB.
IN] [requesting job]Invoking to 188.187.20.159:80
IN]STARTING MAILING THREADS [30]

12

MA
MA
MA
MA
MA
MAIN]Adding mailing worker thread

[
[
[
[
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DoSend: [2] villers@houston.rr.com ERR

[MAIN] [requesting job]Success on 188.187.20.159:80

[MAIN] [requesting job] Job request loop finished. try count=1, success=1
DoSend: [2] doug@lipmantpa.com OK

DoSend: [2] yukon@sprint.ca ERR




Protocol , Encryption, Evolution

15t Generation Kelihos Get Proxy List Stage
Request



Get Proxy List(Gen1, Original Send Data)
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Get Proxy List(Gen1, Send DS)

0000h:| 01 02 01 01 01 0 00 00 00 00 00
0010h:| 01 E8 03 00 OOO 00 00 00 00 00
0020h:| 00
0030h:
0040h:
0050h:
00e0h:
0070h:
0080h:
00S0h:
00AOh:
ool Encrypted Data
00DOh:
O0EOh:
O0FOh:
0100h:
0110h:
0120h:
0130h:
0140h:




Get Proxy List(Gen1, Send Data DS)

Header Signature Encrypted Data Length

0000h: |01 02 01 01 01 01 02 01} |00 00 00 00 ........
0010h: E8 03 00 00] 00 00 00 00 00 00 00 .2...JN.......

0020h:
0030h:
0040h:
0050h - Stage Signature
0060h:
0070h:
0080h:
00S0h:
00AOh:
00BOh:
00COh:
00DOh:
00EQh: Encrypted Data
00FOh:
0100h:
0110h:
0120h:

0130h:
0140h:




Get Proxy List(Gen1,Encryption Algorithm)

Compressed

Blowfish



Get Proxy List(Gen1, Send Data Clear Text)

¢ IMGU
tstrapsdist. .om .
clients Tist.CP.
.m_client id...@

st_active_time..

ening port....P.
o dave timesu:

..3%)¥.m last act
ive time... .
. =aiall: 1 ISEENING.
POECEEE el
ve time...

m client id




Get Proxy List(Gen1, Clear DS)

0000h:
0010h:
0020h:
0030h:
0040h:
0050h:
0060h:
0070h:
0080h:
0090h:
00AOh:
00BOh:
00COh:
00DOh:
00EOh:
00FOh:
0100h:

0110h:
0120h:
0130h:
0140h:

Header Signature Version

A2 49 4D F3 D9 1E 9F 88|

Serialized Data




Get Proxy List(Serialized)

0000h:|[01 20] 6D
00|01 04|6D S5F 63 6C

0010h:
0020h:
0030h:
0040h:
0050h:
0060h:
0070h:
0080h:
0090h:
00AOh:
00BOh:
00COh:
00DOh:
00EOh:
00FOh:
0100h:
0110h:
0120h:
0130h:
0140h:
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Get Proxy List(#define)

4 Entry Types
01 Section
02 Value
03 Section Array
04 Value Array
2 Value Types
01 Hex Value
02 ANSI String
Raw Size Length = Size Low Byte & 0x03
00 Byte
01 Word
02 Dword
03 Qword
Raw Size = Read Size >> 2



Get Proxy List(Serialization Examples)

® Root Entry

® m_bootstrap list
« 01 -> Section
« 04 -> Content Count, 1
® m_clients list
« 03 ->Section Array
« 50 -> Section Count, 20 Sections with same structure
« 01 -> Section
« 14 -> Content Count, 5

® m client id

« 02 ->Value

« 01->Hex

40 -> Length,
® m ip

« 02 ->Value

« 01->Hex

« 10 ->Length



Get Proxy List(Send Data, DS)

m_bootstrap_list m_last_active_time

m_external_info_packed m_external_data_signature
m_external_info_id

— “

m_build_name




Protocol , Encryption, Evolution

15t Generation Kelihos Get Proxy List Stage
Response



Get Proxy List(Gen1, Original Recv Data)

0000h: 01 02 01 01 01 01 02 01 00 00 00 00
0010h: 00 E8 03 00 00 00 00 00 00 00 00 0O
0020h:
0030h:
0040h:
0050h:
0060h:
0070h:
0080h:
0090h:
00AOh:
00BOh:
00COh:
00DOh:
00EOh:
00FOh:
0100h:
0110h:
0120h:
0130h:
0140h:




Get Proxy List(Gen1, Recv Clear Text)
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Get Proxy List(Gen1,Recv Data, DS)

m m_external_data_blob m_listening_port
m_external_info_packed m_external_data_signature m

m_external_info_id




Get Proxy List(Gen1, Job Servers)




Protocol , Encryption, Evolution

1st Generation Kelihos Job Stage
Request



Request Job (Original Send Data)
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Request Job (Original Send Data)

Header Signature Encrypted Data Length

0000h: (01 02 01 01 01 01 02 01! 100 00 00 00

0010h: EA 03 00 OOI 63 49 00 00 B1 26 00
0020h:

0030h:

0040h:
0050h: Stage Signature

0060h:
0070h:
0080h:
0050h:
00AOQh:
00BOh:
00COh:
00D0Oh:
e Encrypted Data
00FOQh:
0100h:
0110h:
0120h:
0130h:
0140h:




Request Job (Encryption Algorithm)

Compressed

Blowfish



Request Job (Send Data,Clear Text)

0000h: B2 49 4D F3 D9 1E 9F 88 ¢IMOU.Y"
0010h:
0020h:
0030h:
0040h:
0050h:
0060h:
0070h:
0080h:
0090h:
00AOh:
00BOh:
00COh:
00DOh:
00EOh:
00F0Oh:
0100h:
0110h:
0120h:
0130h:
0140h:




Request Job(Send Data Clear Text)

m_client_build_name
L “
m

m_plugings_config_send_data

m_socks_config_id



Protocol , Encryption, Evolution

1st Generation Kelihos Job Stage
Response



Request Job(Recv Data)

0000h: 01 02 01 01 01 01 02 01 00 00 00 00
0010h: 01 00 00 00 00 6A EO E0 42 EE E6 90
0020h:
0030h:
0040h:
0050h:
0060h:
0070h:
0080h:
0090h:
00AOh:
00BOh:
00COh:
00DOh:
00EOh:
00FOh:
0100h:
0110h:
0120h:
0130h:
0140h:




Request Job(Recv Clear Text)
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Request Job(Recv Clear Text)
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Request Job (Recv Data, KeyWords)
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m_dictionaries m_dictionaries m
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Request Job(Report Clear Text)
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Bot Update
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New Module
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Kelihos Gen1

Header
Encryption
Key Words
Job Servers
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Dbg output
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Get Proxy List( Request )
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Get Proxy List( Request )

Header Signature

Encrypted Data Length
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Get Proxy List( Request )
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Get Proxy List(Encryption Algorithm)

Compressed
Blowfish
Blowfish
Blowfish



Get Proxy List(Request Clear Text)
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Get Proxy List(Hash Replaced)
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Get Proxy List(Job Servers)
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Kelihos Gen2

Header
Encryption
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Get Proxy List(Gen3, Original Send data)
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Get Proxy List(Gen3)
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Get Proxy List(Gen3, Stage Signature)
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Get Proxy List(Gen3, Enc Data Offset&Len)
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Get Proxy List(Gen3, Enc Data Offset&Len)
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Get Proxy List(Encryption Algorithm)

Compressed
Blowfish
3DES
Blowfish



Get Proxy List(Gen3)
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Get Proxy List(Gen3)
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Get Proxy List(Gen3, Job Server, Entry 1)
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Job Server (Encryption Algorithm)

Compressed
Blowfish
3DES
Blowfish



Get Proxy List(Gen3, Job Server)
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Get Proxy List(Gen3, Job Server Entry 2)
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Kelihos Gen3
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Get Proxy List(Gen4)
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Get Proxy List(Encryption Algorithm)

Blowfish
3DES
Compressed

Blowfish



Get Proxy List(Gen4)




Kelihos Gen4
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Encryption
Key Words
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Functions
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Get Proxy List(Gen5)

(AEC (AECi® bN. A
AeU.=iF%. .c:2" P&
%VR.) .0lp.Ajai-=.
€.1.CefgA.E...nl
Tj.h&C - 2«..E.5 -1
.Dp5a#Ex. .1

45 %°..yhs7-/;5/
B *>"E°!guLS ¢/
SE_¢GK*’ 60} kZwP
afép! f.5~g.E/upd
6...d;0p, 4{*%€hbO
®.08¢ z. fwedl . i®"
bN. $Afie0.=1F3%, '™
¢i~1...yEaQ!yi.pM
Q...JeadU.im.—.T
n.. %At . GUUS ‘386"
..LY.6Y&< ] - j®u~"
BD.©®+%..5+...11I.
%E.vi.C0IiB026.0
7€8%20<.€85.. %v



Get Proxy List(Encryption Algorithm)

Blowfish
Custom Encryption
Compressed



Get Proxy List(Gen4)
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Kelihos Gen5 ( Job Servers)

188.190.98.72
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78.83.177.249
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