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Outlines For The Talk Kelihos – Overview 

 

l P2P Spam Botnet 

l FTP,SMTP Sniffer 

l Local FTP Stealer 

l Email addr harvest 

l Ddos 

l BitCoin Stealer & Mining 
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Outlines For The Talk Kelihos – First Sample 

/loggs99 



Outlines For The Talk Kelihos – Working Mechanism 



Outlines For The Talk Kelihos – Working Mechanism 



Outlines For The Talk Kelihos – Working Mechanism 



 

Protocol , Encryption, Evolution 

 

1st Generation Kelihos Get Proxy List Stage 
 Request 



Outlines For The Talk Get Proxy List(Gen1, Original Send Data) 



Outlines For The Talk Get Proxy List(Gen1, Send DS) 

Header 

 
 

Encrypted Data 



Outlines For The Talk Get Proxy List(Gen1, Send Data DS) 

 

Header Signature 

 
 

Encrypted Data 

Encrypted Data Length 

Stage Signature 



Outlines For The Talk Get Proxy List(Gen1,Encryption Algorithm) 

Compressed 
 

Blowfish 
 



Outlines For The Talk Get Proxy List(Gen1, Send Data Clear Text) 



Outlines For The Talk Get Proxy List(Gen1, Clear DS) 

Header Signature Version 

 
 

Serialized Data 



Outlines For The Talk Get Proxy List(Serialized) 



Outlines For The Talk Get Proxy List(#define)  

•  4 Entry Types 

•  01 Section 

•  02 Value 

•  03 Section Array 

•  04 Value Array 

•  2 Value Types 

•  01 Hex Value 

•  02 ANSI String 

•  Raw Size Length = Size Low Byte & 0x03 

•  00 Byte 

•  01 Word 

•  02 Dword 

•  03 Qword 

•  Raw Size = Read Size >> 2 



Outlines For The Talk Get Proxy List(Serialization Examples)  

l  Root Entry 01 20 
l  m_bootstrap_list 01 04 

•  01 -> Section 
•  04 -> Content Count, 1 

l  m_clients_list  03 50 01 14 
•  03 ->Section Array 
•  50 -> Section Count, 20 Sections with same structure 
•  01 -> Section 
•  14 -> Content Count, 5 

l  m_client_id  02 01 40 
•  02 -> Value 
•  01 -> Hex 
•  40 -> Length,  

l  m_ip 02 01 10 
•  02 -> Value 
•  01 -> Hex 
•  10 -> Length 



Outlines For The Talk Get Proxy List( Send Data, DS)  

Root Entry	


m_bootstrap_list  m_clients_list	


m_client_id	


m_ip	


m_last_active_time	


m_listening_port	


m_live_time	


m_client_id	


m_current_time	


m_external_info_packed	


m_external_data_blob	


m_external_data_signature	


m_external_info_id	
m_ip	


m_listening_port	


m_live_time	


m_version	


m_build	


m_build_name	


m_major	


m_minor	
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1st Generation Kelihos Get Proxy List Stage 
 Response 



Outlines For The Talk Get Proxy List(Gen1, Original Recv Data) 



Outlines For The Talk Get Proxy List(Gen1, Recv Clear Text) 



Outlines For The Talk Get Proxy List(Gen1,Recv Data, DS)  

Root Entry	


m_bootstrap_list  m_clients_list	


m_client_id	


m_ip	


m_last_active_time	


m_listening_port	


m_live_time 

m_current_time 

m_external_info_packed	


m_external_data_blob	


m_external_data_signature	


m_external_info_id	
m_live_time 

m_success 



Outlines For The Talk Get Proxy List(Gen1, Job Servers) 
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1st Generation Kelihos Job Stage 
Request  



Outlines For The Talk Request Job (Original Send Data) 



Outlines For The Talk Request Job (Original Send Data) 

Header Signature 

 
 

Encrypted Data 

Encrypted Data Length 

Stage Signature 



Outlines For The Talk Request Job (Encryption Algorithm) 

Compressed 
 

Blowfish 
 



Outlines For The Talk Request Job (Send Data,Clear Text) 



Outlines For The Talk Request Job(Send Data Clear Text) 

Root Entry	


m_client_id	


m_client_build_name	


m_client_ver_entry 

m_build 

m_build_name 

m_major 

m_minor 

m_client_version 

m_is_first_meet 

m_last_worked_job_id	


m_listening_port	


m_mail_section m_current_que_size 

m_plugings_config_send_data 

m_dns_config_id 

m_from_client_mail_section	
 m_current_que_size 

m_hosting_config	
 m_config_id 

m_socks_config_id 
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1st Generation Kelihos Job Stage 
Response 



Outlines For The Talk Request Job(Recv Data) 



Outlines For The Talk Request Job(Recv Clear Text) 



Outlines For The Talk Request Job(Recv Clear Text) 



Outlines For The Talk Request Job (Recv Data, KeyWords) 

Root Entry	


m_job_blob	


m_job_blob_signature	


m_plugins_config 

m_dns_config	


m_config_id	


m_domains	


m_hosts 

m_hosting_config	


m_cache_timeout	


m_config_id 

m_mail_section	


m_dictionaries	
 m_dictionaries	


m_file_timestamp	


m_words 

m_generic_config	


m_address_per_client	


m_dns_ip	


m_reports_mode	


m_send_que_max_size	


m_send_timeout	


m_smtp_ip	


m_thread_count 

m_task	
 m_tasks	


m_address	


m_body	


m_name 

m_socks_config	


m_allow_ip	


m_config_id 

m_real_ip 

m_success	
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1st Generation Kelihos Job Stage 
Report 



Outlines For The Talk Request Job(Report Clear Text) 



Outlines For The Talk Bot Update 



Outlines For The Talk New Module 

C:\FILES\denisov\sn01\Release\sniffer.pdb 



Outlines For The Talk Kelihos Gen1 

• Header 

• Encryption 

• Key Words 

• Job Servers 

• Functions 

• Dbg output	




 

Protocol , Encryption, Evolution 

 

2nd Generation Kelihos 



Outlines For The Talk Get Proxy List( Request  ) 



Outlines For The Talk Get Proxy List( Request  ) 

 
 

Encrypted Data 

Encrypted Data Length Header Signature 

Random Data 



Outlines For The Talk Get Proxy List( Request  ) 

0x3F06547B – 0x3E4D54A0 – 0xB8FBF3 = 0x3E8 



Outlines For The Talk Get Proxy List(Encryption Algorithm) 

Compressed 
Blowfish 
Blowfish 
Blowfish 

 



Outlines For The Talk Get Proxy List(Request Clear Text) 



Outlines For The Talk Get Proxy List(Hash Replaced) 



Outlines For The Talk Get Proxy List(Job Servers) 



Outlines For The Talk Kelihos Gen2 

• Header 

• Encryption 

• Key Words 

• Job Servers 

• Functions 
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3rd Generation Kelihos 



Outlines For The Talk Get Proxy List(Gen3, Original Send data) 



Outlines For The Talk Get Proxy List(Gen3) 

 
 

Encrypted Data 2 

Encrypted Data 1 



Outlines For The Talk Get Proxy List(Gen3, Stage Signature) 

0xE81C4499-0x98405440-0xF40E2171-0x5BCDCB00 = 0x3E8 



Outlines For The Talk Get Proxy List(Gen3, Enc Data Offset&Len) 

0xF40E2171-0x98405440-0x5BCDCB00 = 0x231 



Outlines For The Talk Get Proxy List(Gen3, Enc Data Offset&Len) 

0xF40E2171-0x98405440-0x5BCDCB00 = 0x231 
0x268 – 0x231 = 0x37 
0x24 + 0x37 = 0x5B 



Outlines For The Talk Get Proxy List(Encryption Algorithm) 

Compressed 
Blowfish 
3DES 

Blowfish 
 



Outlines For The Talk Get Proxy List(Gen3) 



Outlines For The Talk Get Proxy List(Gen3) 



Outlines For The Talk Get Proxy List(Gen3, Job Server, Entry 1) 



Outlines For The Talk Job Server (Encryption Algorithm) 

Compressed 
Blowfish 
3DES 

Blowfish 
 



Outlines For The Talk Get Proxy List(Gen3, Job Server) 



Outlines For The Talk Get Proxy List(Gen3, Job Server Entry 2) 



Outlines For The Talk Kelihos Gen3 

• Header 

• Encryption 

• Key Words 

• Job Servers 

• Functions 
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4th Generation Kelihos 



Outlines For The Talk Get Proxy List(Gen4) 



Outlines For The Talk Get Proxy List(Encryption Algorithm) 

Blowfish 
3DES 

Compressed 
Blowfish 

 



Outlines For The Talk Get Proxy List(Gen4) 



Outlines For The Talk Kelihos Gen4 

• Header 

• Encryption 

• Key Words 

• Job Servers 

• Functions 
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5th Generation Kelihos 



Outlines For The Talk Get Proxy List(Gen5) 



Outlines For The Talk Get Proxy List(Encryption Algorithm) 

Blowfish 
Custom Encryption 

Compressed 
 



Outlines For The Talk Get Proxy List(Gen4) 



Outlines For The Talk Kelihos Gen5 ( Job Servers ) 

 

188.190.98.72   

188.190.98.74   

193.105.134.189 

193.105.134.190 

193.105.134.89  

194.44.45.121   

194.44.45.123   

194.44.45.53    

194.44.45.64    

195.230.125.67  

195.230.125.69  

212.71.10.213   

212.71.10.215   

78.83.177.246   

78.83.177.249 



Outlines For The Talk 

xyang@fortinet.com 

@kyleyang001 

Thank You! 


