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What	
  is	
  Cri.cal	
  Infrastructure?	
  

•  Food	
  and	
  Agriculture	
  
•  Banking	
  and	
  Finance	
  
•  Chemical	
  
•  Commercial	
  Facili.es	
  
•  Communica.ons	
  
•  Cri.cal	
  Manufacturing	
  
•  Dams	
  
•  Defense	
  Industrial	
  Base	
  
•  Emergency	
  Services	
  
•  Energy	
  

•  Government	
  Facili.es	
  
•  Healthcare	
  and	
  Public	
  Health	
  
•  Informa.on	
  Technology	
  
•  Na.onal	
  Monuments	
  and	
  

Icons	
  
•  Nuclear	
  Reactors,	
  Materials	
  

and	
  Waste	
  
•  Postal	
  and	
  Shipping	
  
•  Transporta.on	
  Systems	
  
•  Water	
  

Assets	
  that	
  are	
  essen.al	
  for	
  the	
  func.oning	
  of	
  a	
  society	
  
and	
  economy	
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Tradi.onal	
  Security	
  Models	
  

OpenSAMM	
  

BSIMM	
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What	
  Does	
  These	
  Mean?	
  

OpenSAMM	
  

BSIMM	
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Breaking	
  In	
  Before	
  ASackers	
  Do	
  
•  Penetra.on	
  tes.ng	
  is	
  the	
  MOST	
  underu.lized	
  process	
  in	
  these	
  

models	
  by	
  most	
  companies	
  across	
  the	
  world!	
  
•  Most	
  money	
  and	
  .me	
  is	
  spent	
  on	
  governance,	
  awareness,	
  

architecture,	
  and	
  defense	
  
–  Most	
  companies	
  may	
  check	
  to	
  see	
  if	
  there	
  their	
  front	
  door	
  is	
  locked,	
  but	
  

rarely	
  check	
  to	
  see	
  if	
  they	
  have	
  more	
  than	
  one	
  door,	
  or	
  where	
  those	
  
extra	
  doors	
  lead...	
  

–  And	
  companies	
  are	
  always	
  surprised	
  when	
  they	
  are	
  compromised...	
  

•  Con.nuous,	
  agile	
  penetra.on	
  tes.ng	
  helps	
  to	
  address	
  this	
  
–  This	
  should	
  go	
  far	
  beyond	
  vulnerability	
  scanning,	
  include	
  exploita.on	
  
–  Hire	
  or	
  train	
  at	
  least	
  one	
  competent	
  employee	
  
–  Set	
  this	
  as	
  their	
  sole	
  priority,	
  tes.ng	
  both	
  the	
  outside	
  perimeter	
  and	
  

inside	
  network	
  segments,	
  with	
  targets	
  changing	
  at	
  least	
  weekly	
  
–  Have	
  them	
  find	
  and	
  follow	
  the	
  paths	
  of	
  least	
  resistance	
  like	
  aSackers	
  do	
  
–  Hand	
  off	
  vulnerability	
  remedia.on	
  and	
  tracking	
  to	
  a	
  different	
  individual	
  



6 Copyright 2012, 2013 Justin Searle! http://www.utilisec.com!

Cri.cal	
  Infrastructure	
  Control	
  

Controlled	
  
Field	
  Device	
  

Controlled	
  
Field	
  Device	
  

Controlling	
  
Servers	
  

Controlled	
  
Field	
  Device	
  

Controlled	
  
Field	
  Device	
  

Intermediate	
  
Network	
  
Devices	
  

ASacker	
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Penetra.on	
  Tes.ng	
  Methodology	
  

FRVW�EHQHILW�UDWLR�
)LJXUH���GHPRQVWUDWHV�KRZ�WKH�IROORZLQJ�VHFWLRQV�RI�WKLV�GRFXPHQW�LQWHUUHODWH�WR�HDFK�
RWKHU�DQG�ZKHQ�WKH\�DUH�LQLWLDWHG�LQ�D�W\SLFDO�SHQHWUDWLRQ�WHVW���7KLV�GLDJUDP�VKRZV�WKH�
RYHUDOO�SURFHVV�IORZ�RI�D�W\SLFDO�SHQHWUDWLRQ�WHVW�DV�GHVFULEHG�LQ�WKLV�GRFXPHQW���(DFK�
ER[�UHSUHVHQWV�D�PDMRU�VHFWLRQ�LQ�WKLV�GRFXPHQW�DQG�VKRZV�ZKLFK�VHFWLRQV�QHHG�WR�EH�
SHUIRUPHG�LQ�VHULDO�DQG�ZKLFK�VHFWLRQV�FDQ�EH�SHUIRUPHG�LQ�SDUDOOHO�
�

)LJXUH��D���7\SLFDO�3HQHWUDWLRQ�7HVWLQJ�3URFHVV
�

$OO�SHQHWUDWLRQ�WHVWV�VKRXOG�VWDUW�ZLWK�SURSHU�SODQQLQJ�DQG�VFRSLQJ�RI�WKH�HQJDJHPHQW���
2QFH�WKDW�LV�FRPSOHWH��WKH�SHQHWUDWLRQ�WHVWLQJ�WDVNV�FDQ�EH�EURNHQ�LQWR�WKH�IRXU�GLVWLQFW�
FDWHJRULHV�GLVSOD\HG�LQ�)LJXUH��D���(DFK�RI�WKHVH�WDVN�FDWHJRULHV�DOVR�UHTXLUHV�GLIIHUHQW�
VNLOO�VHWV�IURP�WKH�WHVWLQJ�WHDP���,I�WKHUH�LV�VXIILFLHQW�VWDII��WKHVH�IRXU�SHQHWUDWLRQ�
WDVN�FDWHJRULHV�FDQ�EH�SHUIRUPHG�LQ�SDUDOOHO���2QFH�WKHVH�WDVNV�DUH�FRPSOHWHG��WKH�
WHDP�VKRXOG�SHUIRUP�D�JDS�DQDO\VLV�WR�YHULI\�DOO�GHVLUHG�WHVWV�KDYH�EHHQ�SHUIRUPHG�
DQG�DOO�JRDOV�PHW���)LQDOO\��WKH�WHDP�VKRXOG�JHQHUDWH�D�UHSRUW�GRFXPHQWLQJ�WKHLU�
ILQGLQJV��LQWHUSUHW�WKHVH�ILQGLQJV�LQ�WKH�FRQWH[W�RI�WKH�XWLOLW\¶V�GHSOR\PHQW��DQG�GHYHORS�
UHFRPPHQGDWLRQV�WR�UHVROYH�RU�PLWLJDWH�WKHVH�YXOQHUDELOLWLHV�

�

•  Green:	
  	
  Tasks	
  most	
  frequently	
  and	
  require	
  the	
  most	
  basic	
  of	
  penetra.on	
  tes.ng	
  skill	
  
•  Yellow:	
  	
  Tasks	
  commonly	
  performed	
  and	
  require	
  moderate	
  penetra.on	
  tes.ng	
  skill	
  
•  Orange:	
  	
  Tasks	
  that	
  are	
  occasionally	
  performed	
  but	
  require	
  higher	
  levels	
  of	
  exper.se	
  
•  Red:	
  	
  Tasks	
  performed	
  infrequently	
  and	
  require	
  highly	
  specialized	
  skills	
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Can	
  ASackers	
  Reach	
  Field	
  Assets?	
  

•  Many field deployed Critical Infrastructure devices 
have tamper detection and tamper protection 
mechanisms 

•  Locked cases and enclosures 
–  usually trivial to pick 

•  Tilt and vibration detection components 
–  can often be disabled before triggering once you locate 

them 

•  Cameras 
–  often not monitored 
–  long response times if they trigger 
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What	
  To	
  Do	
  With	
  Field	
  Devices?	
  

•  ASacking	
  data	
  at	
  rest	
  
–  Power	
  down	
  the	
  device,	
  expose	
  its	
  circuit	
  board,	
  and	
  
interact	
  directly	
  with	
  each	
  component	
  

–  Extract	
  contents	
  of	
  accessible	
  RAM,	
  Flash,	
  and	
  EEPROM	
  
–  Iden.fy	
  cryptography	
  keys	
  or	
  firmware	
  

•  ASacking	
  data	
  in	
  mo.on	
  
–  Boot	
  and	
  normally	
  operate	
  the	
  device	
  in	
  a	
  lab,	
  monitoring	
  
bus	
  ac.vity	
  between	
  major	
  chips	
  (MCU,	
  Radio,	
  Flash,	
  RAM)	
  

–  Crypto	
  keys	
  can	
  o^en	
  be	
  found	
  in	
  key	
  load	
  opera.ons	
  
between	
  a	
  microcontroller	
  and	
  crypto	
  accelerator	
  

–  Firmware	
  can	
  o^en	
  be	
  found	
  in	
  boot	
  processes	
  (between	
  
Flash	
  and	
  MCU)	
  and	
  firmware	
  updates	
  (between	
  Radio,	
  
MCU,	
  and	
  Flash)	
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Embedded	
  Device	
  Pentest	
  Tasks	
  

!

!

FRVW�EHQHILW�UDWLR�
)LJXUH���GHPRQVWUDWHV�KRZ�WKH�IROORZLQJ�VHFWLRQV�RI�WKLV�GRFXPHQW�LQWHUUHODWH�WR�HDFK�
RWKHU�DQG�ZKHQ�WKH\�DUH�LQLWLDWHG�LQ�D�W\SLFDO�SHQHWUDWLRQ�WHVW���7KLV�GLDJUDP�VKRZV�WKH�
RYHUDOO�SURFHVV�IORZ�RI�D�W\SLFDO�SHQHWUDWLRQ�WHVW�DV�GHVFULEHG�LQ�WKLV�GRFXPHQW���(DFK�
ER[�UHSUHVHQWV�D�PDMRU�VHFWLRQ�LQ�WKLV�GRFXPHQW�DQG�VKRZV�ZKLFK�VHFWLRQV�QHHG�WR�EH�
SHUIRUPHG�LQ�VHULDO�DQG�ZKLFK�VHFWLRQV�FDQ�EH�SHUIRUPHG�LQ�SDUDOOHO�
�

)LJXUH��D���7\SLFDO�3HQHWUDWLRQ�7HVWLQJ�3URFHVV
�

$OO�SHQHWUDWLRQ�WHVWV�VKRXOG�VWDUW�ZLWK�SURSHU�SODQQLQJ�DQG�VFRSLQJ�RI�WKH�HQJDJHPHQW���
2QFH�WKDW�LV�FRPSOHWH��WKH�SHQHWUDWLRQ�WHVWLQJ�WDVNV�FDQ�EH�EURNHQ�LQWR�WKH�IRXU�GLVWLQFW�
FDWHJRULHV�GLVSOD\HG�LQ�)LJXUH��D���(DFK�RI�WKHVH�WDVN�FDWHJRULHV�DOVR�UHTXLUHV�GLIIHUHQW�
VNLOO�VHWV�IURP�WKH�WHVWLQJ�WHDP���,I�WKHUH�LV�VXIILFLHQW�VWDII��WKHVH�IRXU�SHQHWUDWLRQ�
WDVN�FDWHJRULHV�FDQ�EH�SHUIRUPHG�LQ�SDUDOOHO���2QFH�WKHVH�WDVNV�DUH�FRPSOHWHG��WKH�
WHDP�VKRXOG�SHUIRUP�D�JDS�DQDO\VLV�WR�YHULI\�DOO�GHVLUHG�WHVWV�KDYH�EHHQ�SHUIRUPHG�
DQG�DOO�JRDOV�PHW���)LQDOO\��WKH�WHDP�VKRXOG�JHQHUDWH�D�UHSRUW�GRFXPHQWLQJ�WKHLU�
ILQGLQJV��LQWHUSUHW�WKHVH�ILQGLQJV�LQ�WKH�FRQWH[W�RI�WKH�XWLOLW\¶V�GHSOR\PHQW��DQG�GHYHORS�
UHFRPPHQGDWLRQV�WR�UHVROYH�RU�PLWLJDWH�WKHVH�YXOQHUDELOLWLHV�

�
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Embedded	
  Field	
  Device	
  Disassembled	
  
1.  240v	
  Connec.ons	
  
2.  Microcontroller	
  

(Teridian	
  71M6531F	
  SOC)	
  
3.  Dual	
  Opera.onal	
  Amplifier	
  

(LM2904)	
  
4.  ISM	
  Band	
  RF	
  Amplifier	
  

(RFMD	
  RF2172)	
  
5.  ISM	
  Band	
  RF	
  	
  

(TI	
  CC1110F32)	
  

Source - http://www.edn.com/design/power-management/
4368353/What-s-inside-a-smart-meter-iFixit-tears-it-down 
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Embedded	
  Device	
  Tes.ng	
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Bus	
  Pirate	
  to	
  EEPROMs	
  

¤ 2005 Microchip Technology Inc. DS21710D-page 1

24AA08/24LC08B

Device Selection Table

Features:
• Single supply with operation down to 1.8V
• Low-power CMOS technology:

- 1 mA active current, typical
- 1 µA standby current, typical (I-temp)

• Organized as 4 blocks of 256 bytes (4 x 256 x 8)
• 2-wire serial interface bus, I2C™ compatible
• Schmitt Trigger inputs for noise suppression
• Output slope control to eliminate ground bounce
• 100 kHz (<2.5V) and 400 kHz (≥2.5V) compatibility
• Self-timed write cycle (including auto-erase)
• Page write buffer for up to 16 bytes
• 2 ms typical write cycle time for page write
• Hardware write-protect for entire memory
• Can be operated as a serial ROM
• Factory programming (QTP) available
• ESD protection > 4,000V
• 1,000,000 erase/write cycles
• Data retention > 200 years
• 8-lead PDIP, SOIC, TSSOP, DFN and MSOP 

packages
• 5-lead SOT-23 package
• Standard and Pb-free finishes available
• Available for extended temperature ranges:

- Industrial (I): -40°C to +85°C
- Automotive (E): -40°C to +125°C

Description:

The Microchip Technology Inc. 24AA08/24LC08B 
(24XX08*) is a 8 Kbit Electrically Erasable PROM. The 
device is organized as four blocks of 256 x 8-bit 
memory with a 2-wire serial interface. Low voltage 
design permits operation down to 1.8V, with standby 
and active currents of only 1 µA and 1 mA, 
respectively. The 24XX08 also has a page write 
capability for up to 16 bytes of data. The 24XX08 is 
available in the standard 8-pin PDIP, surface mount 
SOIC, TSSOP, 2x3 DFN and MSOP packages, and is 
also available in the 5-lead SOT-23 package.

Block Diagram

Package Types

Part 
Number

VCC 
Range

Max Clock 
Frequency

Temp 
Ranges

24AA08 1.8-5.5 400 kHz(1) I
24LC08B 2.5-5.5 400 kHz I, E

Note 1: 100 kHz for VCC <2.5V

HV 

EEPROM 
Array

Page 

YDEC

XDEC

Sense Amp.

Memory
Control

Logic

I/O
Control
Logic

I/O

WP

SDA

SCL

VCC
VSS R/W Control

Latches

Generator

A0

A1

A2

VSS

VCC

WP

SCL

SDA

1

2

3

4

8

7

6

5

PDIP, MSOP SOIC, TSSOP

A0

A1

A2

VSS

1

2

3

4

8

7

6

5

VCC

WP

SCL

SDA

DFN

A0
A1
A2

VSS

WP
SCL
SDA

VCC

SOT-23-5

1 5

43

SCL

Vss

SDA

WP

Vcc

2

Note: Pins A0, A1 and A2 are not used by the 24XX08. (No
internal connections).

8
7
6
5

1
2
3
4

8K I2C™ Serial EEPROM

*24XX08 is used in this document as a generic part
number for the 24AA08/24LC08B devices.

24LC088 – I2C 

 
CAT25080, CAT25160 

© 2006 Catalyst Semiconductor, Inc. 1 Doc. No. 1122 Rev. A 
Characteristics subject to change without notice 

8-Kb and 16-Kb SPI Serial CMOS EEPROM 

FEATURES 
� 10 MHz SPI compatible  
� 1.8V to 5.5V supply voltage range  
� SPI modes (0,0) & (1,1)  
� 32-byte page write buffer  
� Self-timed write cycle  
� Hardware and software protection  
� Block write protection  
 – Protect 1/4, 1/2 or entire EEPROM array  
� Low power CMOS technology  
� 1,000,000 program/erase cycles  
� 100 year data retention  
� Industrial temperature range  
� RoHS-compliant 8 lead PDIP, SOIC, TSSOP and 

8-pad TDFN, UDFN packages  

 

PIN CONFIGURATION 
PDIP (L) 
SOIC (V) 

TSSOP (Y) 
TDFN (VP2) 
UDFN (HU2) 

CS¯¯  1 8 VCC 

SO 2 7 HOLD¯¯¯¯¯ 

WP¯¯¯ 3 6 SCK 

VSS 4 

 

5 SI 
 

PIN FUNCTION 
Pin Name Function 
CS¯¯  Chip Select  
SO Serial Data Output 
WP¯¯¯ Write Protect 
VSS Ground 
SI Serial Data Input 
SCK Serial Clock 
HOLD¯¯¯¯¯ Hold Transmission Input 
VCC Power Supply 

DESCRIPTION 
The CAT25080/25160 are 8-Kb/16-Kb Serial CMOS 
EEPROM devices internally organized as 
1024x8/2048x8 bits. They feature a 32-byte page 
write buffer and support the Serial Peripheral Interface 
(SPI) protocol. The device is enabled through a Chip 
Select (CS¯¯ ) input. In addition, the required bus signals 
are a clock input (SCK), data input (SI) and data 
output (SO) lines. The HOLD¯¯¯¯¯ input may be used to 
pause any serial communication with the 
CAT25080/25160 device. These devices feature 
software and hardware write protection, including 
partial as well as full array protection.  

 
 
 
 
 
 
 

FUNCTIONAL SYMBOL 
 

 

 

 

 

 

 
 

 
 
 
 
 
 

For Ordering Information details, see page 16. 

CS

WP

HOLD

SI

SOCAT25080
CAT25160

VCC

GND

SCK

CAT25080 – SPI 
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I2C	
  Protocol	
  

A 0 0 0 I2C Write Command: 0x 0x 

Chip Address 0 0 0 0 

Write = 0 
Read = 1 

Memory Block 

Memory Location 

0 0 0x 

Data to Write 

B E 0x 

A 1 r r I2C Write Command: 0x r r r r 

A 0 0 0 Set Address to Read 0x 0x 0 0 0x 

Each "r" = read 1 byte Chip Address 0 0 0 0 

Write = 0 
Read = 1 

Memory Bank Not Used 
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Dumping	
  EEPROMs	
  and	
  Flash	
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Task:	
  Bus	
  Snooping	
  Data	
  in	
  Mo.on	
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Using	
  Entropy	
  to	
  Find	
  Keys	
  

•  Asymmetric	
  keys	
  have	
  high	
  
entropy	
  (very	
  random)	
  

•  RAM	
  and	
  Flash	
  is	
  filled	
  with	
  
non-­‐random	
  data	
  

•  Graphing	
  entropy	
  of	
  flash	
  
reveals	
  a	
  spike	
  in	
  
randomness	
  

•  This	
  spike	
  is	
  the	
  loca.on	
  of	
  
the	
  asymmetric	
  key	
  in	
  flash	
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Systema.c	
  Crypto	
  Key	
  Search	
  
•  Perform	
  basic	
  string	
  searches	
  for	
  obvious	
  keys	
  
•  Develop	
  custom	
  tools	
  to	
  do	
  more	
  advanced	
  searches:	
  

–  GoodFET:	
  Abuses	
  vulnerability	
  in	
  TI,	
  Ember	
  radios	
  to	
  access	
  RAM	
  even	
  
when	
  chip	
  is	
  locked	
  

–  zbgoodfind:	
  Search	
  for	
  ZigBee	
  key	
  using	
  RAM	
  dump	
  as	
  a	
  list	
  of	
  poten.al	
  
keys	
  

–  Combined	
  they	
  can	
  recover	
  the	
  ZigBee	
  network	
  key	
  

$ sudo goodfet.cc dumpdata memdump.hex 
Target identifies as CC2430/r04. 
Dumping data from e000 to ffff as chipcon-2430-mem.hex. 
... 
$ objcopy -I ihex -O binary memdump.hex memdump.bin 
$ zbgoodfind -R 802154_encr_sample.dcf -f memdump.bin 
zbgoodfind: searching the contents of 802154_encr_sample.dcf for 
encryption keys with the first encrypted packet in memdump.bin. 
Key found after 6264 guesses:  c0 c1 c2 c3 c4 c5 c6 c7 c8 c9 ca cb cc 
cd ce cf 
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Termineter	
  &	
  John	
  Commor	
  
•  Open	
  a	
  terminal	
  to	
  the	
  "john_commor_c1218"	
  folder	
  and	
  start	
  the	
  serial	
  

emula.on	
  script	
  
sudo ./pts_ports.sh!

•  Open	
  a	
  new	
  terminal	
  and	
  start	
  the	
  virtual	
  smart	
  meter	
  replacing	
  the	
  "???"	
  
with	
  the	
  port	
  numbers	
  displayed	
  on	
  the	
  last	
  command	
  
sudo python john_commor_c1218.py -e ??? -t ???!

•  Open	
  a	
  new	
  terminal	
  and	
  use	
  Termineter	
  to	
  read	
  the	
  first	
  c12.22	
  table	
  on	
  
the	
  meter.	
  	
  Replace	
  the	
  "???"	
  with	
  the	
  port	
  you	
  typed	
  a^er	
  the	
  "-­‐t"	
  in	
  the	
  
previous	
  command	
  
sudo ./termineter2.py!
set connection /dev/pts/???!
connect!
use read_table!
set tableid 1!
run!

•  Now	
  use	
  Termineter	
  to	
  read	
  tables	
  2	
  and	
  3	
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Decompiled	
  Code	
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Task:	
  Cryptographic	
  Analysis	
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Insecure	
  Block	
  Cipher	
  Modes	
  

•  AES	
  ciphers	
  using	
  CTR	
  mode	
  effec.vely	
  become	
  a	
  
stream	
  cipher	
  

•  Without	
  key	
  deriva.on	
  and	
  rota.on,	
  IV	
  collisions	
  
compromise	
  integrity	
  of	
  cipher	
  

•  The	
  following	
  example	
  show	
  a	
  failure	
  to	
  use	
  new	
  IV	
  
C:\>type ivcoltest.py 
#!/usr/bin/env python 
knownplain = "\xaa\xaa\x03\x00\x00\x00\x08\x00\x45\x00\x01\x48\x00\x01\x00\x00" 
knowncip = "\x31\xb9\x84\x81\xe1\x96\x6e\x71\xd8\xa3\x39\x0c\xfb\x48\xaa\x61" 
unknowncip = "\x31\xb9\x84\x81\xe1\x96\x6e\x71\xd8\xa3\x3d\x0c\xfb\xb5\xaa\x61" 
print "Decrypted packet: " 
for i in range(0,len(knownplain)): 
    print "%02x"%( (ord(knownplain[i]) ^ ord(knowncip[i])) ^ ord(unknowncip[i]) ), 
print("\n") 
 
C:\>python ivcoltest.py 
Decrypted packet: 
aa aa 03 00 00 00 08 00 45 00 05 48 00 fc 00 00 
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Conclusion	
  
•  Cri.cal	
  Infrastructure	
  needs	
  more	
  tes.ng!	
  

–  Tes.ng	
  needs	
  to	
  be	
  constant	
  and	
  remain	
  agile	
  
–  Tes.ng	
  needs	
  to	
  go	
  deeper	
  and	
  include	
  field	
  controlled	
  assets	
  

•  Research	
  is	
  needed	
  in	
  all	
  major	
  areas	
  of	
  security.	
  	
  Apply	
  your	
  talents	
  and	
  
find	
  your	
  niche!	
  

•  Pentes.ng	
  methodology	
  for	
  energy	
  sector	
  is	
  publically	
  available	
  
–  Download	
  it	
  at	
  hSp://www.smartgrid.epri.com/NESCOR.aspx	
  
–  Provides	
  a	
  detailed	
  methodology	
  for	
  performing	
  penetra.on	
  tests	
  from	
  

controlling	
  servers	
  all	
  the	
  way	
  to	
  the	
  controlled	
  embedded	
  field	
  devices	
  
–  Methodology	
  is	
  directly	
  applicable	
  for	
  any	
  cri.cal	
  infrastructure	
  organiza.on	
  

and	
  the	
  systems	
  they	
  use	
  to	
  control	
  cri.cal	
  assets	
  
–  Black	
  Hat's	
  Pentes&ng	
  Smart	
  Grid	
  and	
  SCADA	
  course	
  based	
  on	
  this	
  methodology	
  

•  Other	
  Energy	
  sector	
  specific	
  documents	
  that	
  may	
  help	
  
–  NIST:	
  	
  hSp://csrc.nist.gov/publica.ons/PubsNISTIRs.html#NIST-­‐IR-­‐7628	
  
–  ASAP-­‐SG:	
  	
  hSp://www.smartgridipedia.org/index.php/ASAP-­‐SG	
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Contact	
  Informa.on	
  

Jus.n	
  Searle	
  
personal:	
  	
  jus.n@meeas.com	
  
work:	
  	
  jus.n@u.lisec.com	
  

cell:	
  	
  801-­‐784-­‐2052	
  
twiSer:	
  	
  @meeas	
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