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About	
  Me	
  

•  InfoSec	
  since	
  1989	
  
•  Worked	
  as	
  pentester	
  for	
  13	
  years,	
  	
  
•  Defensive	
  (mostly)	
  side	
  for	
  10	
  years	
  
•  Work	
  for	
  TacDcal	
  Intelligence	
  Inc.	
  
•  Use	
  SE	
  regularly	
  for	
  intel	
  gathering	
  
•  Two-­‐Dme	
  winner	
  of	
  Defcon	
  SECTF	
  
•  Placed	
  top	
  3	
  in	
  call	
  porDon	
  every	
  year	
  



WARNING/DISCLAIMER	
  

Many	
  of	
  the	
  techniques	
  described	
  in	
  this	
  
PresentaDon	
  are	
  unethical/potenDally	
  illegal.	
  

	
  

They	
  are	
  being	
  discussed	
  since	
  they	
  are	
  used	
  
rouDnely	
  by	
  hackers/naDon	
  states/aUackers.	
  

	
  
The	
  presenter	
  does	
  not	
  condone	
  any	
  of	
  these	
  
acts,	
  however	
  being	
  informed	
  allows	
  you	
  to	
  

be	
  beUer	
  prepared/protected.	
  



What	
  is	
  Social	
  Engineering?	
  

An	
  interpersonal	
  interacDon	
  in	
  which	
  one	
  
person	
  (aUacker)	
  manipulates	
  the	
  other	
  
part(ies)	
  into	
  revealing	
  informaDon	
  they	
  
shouldn’t	
  	
  or	
  performing	
  a	
  task	
  which	
  the	
  
aUacker	
  desires.	
  



What	
  is	
  Social	
  Engineering?	
  

Phishing	
  is	
  NOT	
  social	
  engineering.	
  
	
  

It	
  is	
  a	
  tool	
  used	
  by	
  social	
  engineers.	
  
	
  

Big	
  difference!	
  



What	
  is	
  Social	
  Engineering?	
  

If	
  no	
  interpersonal	
  communicaDons	
  involved,	
  
	
  

It’s	
  NOT	
  social	
  engineering.	
  
	
  

Can	
  be	
  phone	
  or	
  in	
  person.	
  
Not	
  email.	
  

	
  
If	
  it	
  can	
  be	
  automated,	
  it’s	
  not	
  SE	
  (at	
  least	
  yet)	
  



Famous	
  SE?	
  



Famous	
  SE?	
  

x



Famous	
  (Recent)	
  SE	
  Incidents	
  

White	
  House	
  Hack	
  
Anonymous	
  
Mat	
  Honan	
  
Coca-­‐Cola	
  
AT&T	
  
Ugnazi	
  

	
  



The	
  AUack	
  

•  IdenDfy	
  the	
  targets	
  
•  Create	
  the	
  dossier	
  /	
  perform	
  OSINT	
  recon	
  
•  Launch	
  the	
  aUack	
  –	
  “social	
  handshake”	
  
•  Create	
  PST	
  
•  PROFIT!	
  



IdenDfy	
  The	
  Targets	
  

For	
  the	
  purposes	
  of	
  this	
  presentaDon,	
  we	
  
assume	
  you	
  already	
  know	
  your	
  target.	
  
	
  
If	
  you	
  need	
  to	
  determine	
  who	
  best	
  to	
  target:	
  
-­‐  Business	
  resources	
  
-­‐  Social	
  media	
  
-­‐  Government	
  filings	
  



IdenDfy	
  The	
  Targets	
  

Groups	
  in	
  turmoil	
  usually	
  yield:	
  
	
  

•  Disgruntled/alienated	
  employees	
  

•  W/	
  layoffs	
  current/past	
  employees	
  open	
  to	
  
bribery/malicious	
  intent	
  

•  With	
  staff	
  churn	
  much	
  easier	
  to	
  insert	
  
yourself	
  as	
  a	
  “new	
  employee”	
  

	
  



The	
  AUack	
  

•  IdenDfy	
  the	
  targets	
  
•  Create	
  the	
  dossier	
  /	
  perform	
  OSINT	
  recon	
  
•  Launch	
  the	
  aUack	
  
•  Create	
  PST	
  
•  PROFIT!	
  



The	
  Dossier	
  

CriDcal	
  to	
  success	
  for	
  creaDng	
  a	
  PST	
  
	
  

Purpose	
  is	
  to	
  generate	
  either	
  acDonable	
  
intelligence,	
  or	
  create	
  a	
  repository	
  of	
  

data	
  to	
  use	
  in	
  “push	
  polling”	
  



The	
  Dossier	
  

To	
  create	
  the	
  PST	
  we	
  target:	
  
	
  

•  Company	
  
•  Employees	
  
•  Contractors	
  
•  Suppliers	
  
•  CompeDtors	
  

	
  



The	
  Dossier	
  

To	
  create	
  the	
  PST	
  we	
  target:	
  
	
  

•  Company	
  
•  Employees	
  
•  Contractors	
  
•  Suppliers	
  
•  CompeDtors	
  

	
  



Company	
  Flags	
  

	
  
•  Physical	
  plant	
  
•  Security	
  systems	
  
•  Internal	
  Lingo	
  

•  Computer/phone	
  systems	
  
•  OperaDonal	
  informaDon	
  

•  CompeDtors	
  



Company	
  Flags	
  

	
  
•  Voicemail/Phone	
  Directory	
  enumeraDon	
  

•  Dumpster	
  diving	
  
•  Lobby	
  Surfing	
  



Lobby	
  Surfing	
  

•  	
  vendor/client/employee	
  names	
  (sign-­‐in	
  
sheet/“welcome	
  visitor”	
  lobby	
  signs)	
  

•  employee	
  names,	
  posiDons	
  and	
  home	
  
addresses	
  (magazine	
  labels)	
  

•  general	
  assessment	
  of	
  overall	
  security	
  
posture	
  (is	
  CCTV	
  present?	
  PTZ/fixed?	
  Are	
  
proximity	
  cards	
  or	
  biometrics	
  in	
  use?	
  Guards?	
  
Is	
  piggybacking	
  allowed?)	
  



Ask	
  and	
  Ye	
  Shall	
  Receive!	
  

Want	
  some	
  hard	
  to	
  get	
  /	
  esoteric	
  
informaDon	
  about	
  a	
  client?	
  

	
  
ASK	
  for	
  it	
  (or	
  ASK.com	
  for	
  it)	
  









The	
  Dossier	
  

To	
  create	
  the	
  PST	
  we	
  target:	
  
	
  

•  Company	
  
•  Employees	
  
•  Contractors	
  
•  Suppliers	
  
•  CompeDtors	
  

	
  



Employee	
  Flags	
  

•  Interests	
  (poliDcal,	
  sports)	
  
•  Common	
  hangouts	
  (4Square)	
  
•  Religion	
  
•  Pets	
  /	
  RelaDves	
  (password	
  cracking)	
  
•  Open	
  to	
  “relaDonship”	
  (single)	
  
•  Open	
  to	
  blackmail	
  (daDng	
  sites,	
  illicit	
  sites)	
  
•  Open	
  to	
  bribery	
  
•  Open	
  to	
  phishing	
  (sophisDcaDon)	
  



Employee	
  Data	
  

Spokeo	
  
Flickr	
  (Metadata)	
  
LinkedIn	
  
Facebook	
  
Home	
  address	
  –	
  networks	
  /	
  property	
  vulnerable	
  
to	
  penetraDon	
  
	
  



Social	
  Networks	
  

Been	
  beaten	
  to	
  death,	
  but	
  for	
  a	
  good	
  reason:	
  
	
  
Social	
  networks	
  are	
  an	
  OSINT	
  goldmine!	
  
	
  
FourSquare	
  not	
  only	
  gives	
  you	
  realDme	
  
geolocaDon	
  of	
  a	
  target	
  (not	
  to	
  menDon	
  “Dps”	
  
and	
  person’s	
  history	
  of	
  aUendance)…	
  
	
  







One	
  Screenshot	
  Yields…	
  

OperaDng	
  System	
  
Type	
  of	
  AV	
  
Program	
  used	
  to	
  open	
  PDF’s	
  
Word	
  processing,	
  spreadsheet	
  sokware	
  
Internet	
  browser	
  used	
  
Email	
  client	
  
	
  

ALL	
  important	
  pieces	
  of	
  informaDon,	
  all	
  made	
  
with	
  0	
  packets	
  sent	
  to	
  the	
  target.	
  

	
  
	
  



The	
  Dossier	
  

To	
  create	
  the	
  PST	
  we	
  target:	
  
	
  

•  Company	
  
•  Employees	
  
•  Contractors	
  
•  Suppliers	
  
•  CompeDtors	
  

	
  



Contractors	
  

•  Technical	
  contractors	
  (programmers,	
  IT	
  
personnel)	
  

•  Janitorial	
  service	
  
•  Security	
  guards	
  
•  Alarm	
  company	
  
•  HVAC	
  

All	
  have	
  physical	
  or	
  logical	
  access	
  



The	
  Dossier	
  

To	
  create	
  the	
  PST	
  we	
  target:	
  
	
  

•  Company	
  
•  Employees	
  
•  Contractors	
  
•  Suppliers	
  
•  CompeDtors	
  

	
  



Suppliers	
  

Oken	
  the	
  easiest	
  to	
  manipulate.	
  
	
  
•  Security	
  appliance	
  manufacturers	
  
•  Security	
  sokware	
  
•  Managed	
  services	
  
•  Alarm	
  company	
  
	
  
Contact	
  the	
  security	
  appliance	
  vendor	
  posing	
  as	
  
the	
  new	
  POC.	
  



The	
  Dossier	
  

To	
  create	
  the	
  PST	
  we	
  target:	
  
	
  

•  Company	
  
•  Employees	
  
•  Contractors	
  
•  Suppliers	
  
•  CompeDtors	
  

	
  



CompeDtors	
  

Couched	
  properly,	
  probing	
  compeDtors	
  can	
  
yield	
  great	
  results.	
  
	
  

CompeDtors	
  will	
  oken	
  maintain	
  their	
  own	
  
dossiers	
  on	
  the	
  target	
  
	
  

If	
  it’s	
  in	
  their	
  best	
  interests	
  to	
  see	
  you	
  succeed	
  
and	
  them	
  fail,	
  they	
  might	
  very	
  well	
  help	
  you	
  



OSINT	
  

Great	
  OSINT	
  sources:	
  
	
  

ASK.com	
  
Forums.securityinfowatch.com	
  

Blogspot	
  
Cityfreq	
  et	
  al	
  
Cnet	
  forums	
  

Data	
  Center	
  Knowledge	
  



OSINT	
  

Great	
  OSINT	
  sources:	
  
	
  

Facebook	
  
Flickr	
  

FourSquare	
  
Glassdoor	
  

Google	
  &	
  Bing(!)	
  
Gov’t	
  sites	
  



OSINT	
  

Great	
  OSINT	
  sources:	
  
	
  

Indeed.com	
  
InformaDon	
  Week	
  

LinkedIn	
  (!)	
  
MySpace	
  

Pipl/PlaxoQuora	
  
Reddit	
  

	
  



OSINT	
  

Great	
  OSINT	
  sources:	
  
	
  

Spokeo	
  
TinEye	
  
Maltego	
  
FOCA	
  
TwiUer	
  

Yahoo	
  Answers	
  



OSINT	
  

Many,	
  many	
  more.	
  
	
  

For	
  a	
  complete	
  list	
  of	
  OSINT	
  resources:	
  
	
  

TacDcalintelligence.org/BHAD.html	
  



The	
  Social	
  Handshake	
  
The	
  presentaDon	
  of	
  the	
  pretext	
  to	
  the	
  target	
  
	
  	
  

Efficacy	
  lik	
  can	
  be	
  gained	
  via:	
  
	
  	
  

•  push	
  polling	
  (informaDon	
  gleaned	
  by	
  OSINT	
  
or	
  observaDon)	
  

•  psychological	
  gambits	
  (humor/sympathy)	
  
•  trust	
  transference	
  (using	
  an	
  established	
  social	
  

handshake	
  to	
  gain	
  trust	
  of	
  another)	
  
•  authority-­‐based	
  pre-­‐texts	
  



The	
  Social	
  Handshake	
  
The	
  most	
  criDcal	
  part	
  of	
  a	
  successful	
  SE	
  aUack	
  
	
  
Occurs	
  during	
  the	
  iniDal	
  interacDon	
  between	
  the	
  
aUacker	
  and	
  the	
  vicDm	
  
	
  
Somewhat	
  akin	
  to	
  the	
  TCP	
  3-­‐way	
  handshake	
  



The	
  Social	
  Handshake	
  

It	
  is	
  essenDally	
  SYN	
  (presentaDon	
  of	
  aUacker	
  
and	
  his	
  pre-­‐text)	
  
	
  
SYN-­‐ACK	
  (the	
  target	
  validaDng	
  the	
  aUacker	
  and	
  
the	
  pre-­‐text)	
  
	
  
and	
  ACK	
  (acceptance	
  of	
  the	
  aUacker’s	
  pretext	
  by	
  
the	
  target)	
  
	
  



The	
  Social	
  Handshake	
  

As	
  in	
  the	
  TCP	
  3-­‐way	
  handshake,	
  if	
  any	
  part	
  of	
  
the	
  interacDon	
  fails,	
  the	
  aUack	
  (connecDon)	
  will	
  
fail.	
  While	
  a	
  target	
  can	
  terminate	
  the	
  
“connecDon”	
  at	
  any	
  Dme,	
  the	
  author’s	
  
experience	
  is	
  that	
  once	
  the	
  social	
  handshake	
  is	
  
completed,	
  the	
  aUack	
  will	
  usually	
  succeed	
  (as	
  
long	
  as	
  the	
  aUacker	
  sDcks	
  to	
  a	
  well-­‐defined	
  and	
  
targeted	
  pre-­‐text).	
  



The	
  Social	
  Handshake	
  
Establishing	
  this	
  iniDal	
  connecDon	
  is	
  not	
  nearly	
  
as	
  difficult	
  as	
  one	
  might	
  think.	
  	
  
	
  
In	
  fact,	
  past	
  history	
  has	
  shown	
  that	
  intelligence	
  
agents	
  have	
  an	
  over	
  80%	
  success	
  rate	
  with	
  
establishing	
  connecDons	
  over	
  the	
  phones	
  with	
  
targets	
  with	
  extremely	
  basic	
  introducDons,	
  such	
  
as	
  asking	
  “can	
  I	
  have	
  a	
  few	
  minutes	
  of	
  your	
  
Dme?”	
  
	
  



The	
  Social	
  Handshake	
  

As	
  long	
  as	
  the	
  caller	
  has	
  a	
  proper	
  response	
  to	
  
the	
  iniDal	
  pushback	
  (if	
  any)	
  the	
  success	
  rate	
  is	
  
high.	
  	
  
	
  

What	
  is	
  not	
  necessarily	
  high	
  is	
  the	
  acquisiDon	
  
rate	
  of	
  the	
  flags.	
  That	
  is	
  determined	
  by	
  the	
  
strength	
  of	
  the	
  pre-­‐text	
  and	
  the	
  ability	
  to	
  
conDnually	
  groom	
  the	
  target	
  throughout	
  the	
  
interacDon.	
  



The	
  PST	
  

•  Persistent	
  Social	
  Threat	
  
•  An	
  ongoing	
  social	
  relaDonship	
  that	
  can	
  last	
  

for	
  years	
  
•  Targeted	
  for	
  their	
  access/knowledge	
  
•  Not	
  used	
  in	
  low-­‐level	
  /	
  aUacks	
  /	
  one-­‐of’s	
  
•  Don’t	
  use	
  them	
  (normally)	
  directly	
  for	
  

network	
  aUacks	
  
•  Want	
  to	
  avoid	
  “burning”	
  them	
  



The	
  PST	
  

Incredibly	
  devastaDng	
  to	
  an	
  enterprise	
  because:	
  
	
  
•  Not	
  detectable	
  via	
  firewall	
  logs	
  
•  Not	
  blocked	
  by	
  anD-­‐virus	
  soluDons	
  
•  The	
  duped	
  target	
  is	
  not	
  likely	
  to	
  come	
  

forward	
  and	
  reveal	
  themselves	
  if	
  aUack	
  
uncovered	
  

	
  



Why	
  Does	
  It	
  Work?	
  

An	
  effecDve	
  social	
  engineer	
  exploits	
  common	
  
psychological	
  weaknesses.	
  	
  
	
  
Humans	
  are	
  inefficient	
  at	
  detecDng	
  decepDon,	
  
on	
  average	
  only	
  detecDng	
  decepDon	
  correctly	
  in	
  
54%	
  of	
  interacDons	
  	
  
	
  



Why	
  Does	
  It	
  Work?	
  

Most	
  people	
  rely	
  on	
  inaccurate	
  methods	
  such	
  as	
  
eye	
  contact	
  and	
  body	
  languages	
  that	
  are	
  not	
  
reflected	
  in	
  reality	
  
	
  
As	
  such,	
  an	
  effecDve	
  aUacker	
  will	
  maintain	
  eye	
  
contact	
  when	
  telling	
  criDcal	
  lies,	
  or	
  avert	
  eye	
  
contact	
  when	
  they	
  want	
  their	
  target	
  to	
  think	
  
they	
  are	
  lying.	
  	
  



Successful	
  Pretext	
  

Pre-­‐Text:	
  The	
  “story”	
  the	
  aUacker	
  tells.	
  
	
  
A	
  successful	
  pretext	
  is	
  oken	
  driven	
  by	
  the	
  end	
  
data	
  points	
  that	
  the	
  aUacker	
  desires	
  to	
  gather.	
  
	
  
Defcon	
  SECTF	
  Examples	
  



Delayed	
  ValidaDon	
  

The	
  aUacker	
  contacts	
  the	
  target	
  and	
  informs	
  
them	
  that	
  they	
  will	
  be	
  coming	
  on-­‐site	
  in	
  the	
  
near	
  future	
  and	
  that	
  the	
  call	
  is	
  to	
  introduce	
  
himself	
  and	
  the	
  purpose	
  of	
  the	
  visit.	
  This	
  
method	
  is	
  very	
  effecDve	
  since	
  the	
  aUacker	
  at	
  
first	
  does	
  not	
  aUempt	
  to	
  elicit	
  any	
  informaDon,	
  
just	
  to	
  set	
  the	
  date.	
  	
  



Delayed	
  ValidaDon	
  

Aker	
  small	
  talk,	
  aUacker	
  asks	
  for	
  hotel	
  
recommendaDons,	
  tourist	
  aUracDons,	
  etc.	
  
	
  
As	
  this	
  is	
  happening,	
  the	
  target	
  is	
  subconsciously	
  
at	
  ease,	
  since	
  they	
  think	
  they	
  will	
  have	
  lead-­‐Dme	
  
to	
  establish	
  any	
  inconsistencies,	
  and	
  as	
  such	
  
they	
  are	
  at	
  a	
  lowered	
  state	
  of	
  suspicion.	
  	
  



Delayed	
  ValidaDon	
  

The	
  target	
  is	
  lulled	
  into	
  a	
  sense	
  of	
  safety	
  since	
  
the	
  aUacker	
  is	
  not	
  aUempDng	
  to	
  gather	
  any	
  
informaDon.	
  It	
  is	
  only	
  later	
  in	
  the	
  conversaDon	
  
that	
  the	
  aUacker	
  begins	
  to	
  ask	
  some	
  quesDons,	
  
usually	
  under	
  the	
  guise	
  of	
  gesng	
  some	
  prep	
  
work	
  out	
  of	
  the	
  way	
  while	
  they	
  have	
  the	
  target	
  
on	
  the	
  phone.	
  	
  



Delayed	
  ValidaDon	
  

The	
  lowered	
  level	
  of	
  suspicion	
  is	
  maintained,	
  
since	
  the	
  most	
  criDcal	
  part	
  of	
  the	
  social	
  
handshake	
  comes	
  at	
  the	
  beginning	
  of	
  the	
  call.	
  
Since	
  the	
  target	
  has	
  already	
  accepted	
  the	
  iniDal	
  
risk,	
  and	
  eventually	
  established	
  the	
  social	
  
connecDon,	
  they	
  usually	
  fail	
  to	
  reset	
  their	
  
“awareness	
  parameters”	
  that	
  they	
  have	
  in	
  place	
  
during	
  the	
  iniDal	
  interacDon.	
  	
  



ElicitaDon	
  Techniques	
  

ElicitaDon	
  can	
  be	
  a	
  component	
  of	
  the	
  pre-­‐text,	
  
or	
  can	
  be	
  done	
  as	
  part	
  of	
  the	
  aUack	
  
	
  
Amazing	
  the	
  informaDon	
  you	
  can	
  gain	
  via	
  
elicitaDon	
  
	
  
Intelligence	
  agencies	
  use	
  various	
  methods	
  –	
  you	
  
can	
  use	
  them	
  too!	
  



On-­‐Site	
  Social	
  Engineering	
  

Phone	
  interacDons	
  allow	
  them	
  the	
  freedom	
  to	
  
simply	
  hang	
  up	
  with	
  liUle	
  threat	
  of	
  being	
  
physically	
  detained	
  
	
  
AUackers	
  are	
  somewhat	
  hamstrung	
  by	
  the	
  
inability	
  to	
  visually	
  gauge	
  reacDons	
  from	
  the	
  
target,	
  as	
  well	
  as	
  a	
  lessened	
  level	
  of	
  situaDonal	
  
awareness.	
  	
  



On-­‐Site	
  Social	
  Engineering	
  

The	
  simple	
  act	
  of	
  presenDng	
  oneself	
  to	
  the	
  
target	
  has	
  a	
  surprising	
  effect:	
  	
  
	
  
There	
  is	
  an	
  added	
  legiDmacy	
  factor	
  added	
  to	
  the	
  
vicDm’s	
  mind.	
  	
  
	
  
Surely	
  nobody	
  would	
  be	
  bold	
  enough	
  to	
  come	
  
onto	
  the	
  premises	
  to	
  try	
  to	
  fool	
  their	
  way	
  
inside..	
  	
  



On-­‐Site	
  Social	
  Engineering	
  

The	
  common	
  percepDon	
  that	
  aUacks	
  like	
  this	
  
only	
  take	
  place	
  in	
  spy	
  movies	
  and	
  TV	
  shows	
  
biases	
  most	
  targets	
  
	
  
Usually	
  reinforced	
  by	
  a	
  “I	
  would	
  know	
  a	
  
scammer	
  if	
  I	
  met	
  one	
  /	
  it	
  would	
  never	
  happen	
  to	
  
me”	
  astude	
  



On-­‐Site	
  Social	
  Engineering	
  

On-­‐site	
  aUacks	
  that	
  are	
  especially	
  effecDve	
  are	
  
those	
  that	
  involve	
  the	
  aUacker	
  presenDng	
  
himself	
  at	
  a	
  facility,	
  while	
  referencing	
  a	
  worker	
  
who	
  is	
  unavailable	
  
	
  



On-­‐Site	
  Social	
  Engineering	
  

Sites	
  such	
  as	
  FourSquare	
  and	
  TwiUer	
  are	
  
remarkably	
  effecDve	
  reference	
  points,	
  since	
  
they	
  can	
  give	
  aUackers	
  real-­‐Dme	
  reconnaissance	
  
informaDon.	
  	
  
	
  
Out	
  of	
  office	
  email/voicemails	
  are	
  also	
  golden	
  



On-­‐Site	
  Social	
  Engineering	
  

The	
  aUacker	
  can	
  make	
  sure	
  the	
  reference	
  target	
  
is	
  not	
  reachable	
  by	
  phone	
  via	
  one	
  of	
  a	
  few	
  
methods.	
  	
  
	
  
War-­‐faxing	
  the	
  reference	
  target’s	
  cell	
  phone	
  	
  
	
  
Ensure	
  the	
  reference	
  target	
  is	
  physically	
  
separated	
  from	
  his	
  phone	
  -­‐	
  fake	
  job	
  interview	
  



On-­‐Site	
  Social	
  Engineering	
  

When	
  the	
  recepDonist	
  or	
  guardian	
  of	
  the	
  site	
  is	
  
unable	
  to	
  reach	
  the	
  reference	
  target,	
  they	
  will	
  
either	
  turn	
  the	
  aUacker	
  away,	
  or	
  allow	
  them	
  
access.	
  	
  
	
  

The	
  laUer	
  is	
  much	
  more	
  likely	
  if	
  a	
  proper	
  dossier	
  
has	
  been	
  collected,	
  since	
  the	
  aUacker	
  can	
  drop	
  
many	
  reference	
  points	
  that	
  infer	
  they	
  must	
  be	
  in	
  
the	
  company’s	
  circle	
  of	
  trust.	
  	
  



On-­‐Site	
  Social	
  Engineering	
  

If	
  the	
  recepDonist	
  decides	
  not	
  to	
  allow	
  the	
  
aUacker	
  in,	
  this	
  can	
  oken	
  be	
  miDgated	
  by	
  calmly	
  
asking	
  for	
  them	
  to	
  call	
  a	
  taxi	
  to	
  take	
  the	
  aUacker	
  
back	
  to	
  the	
  airport.	
  “I’ll	
  have	
  to	
  reschedule	
  and	
  
fly	
  back	
  in	
  someDme	
  next	
  month.”	
  	
  
	
  

They	
  usually	
  err	
  on	
  the	
  side	
  of	
  self-­‐preservaDon,	
  
or	
  in	
  what	
  they	
  mistakenly	
  believe	
  to	
  be	
  in	
  the	
  
best	
  interests	
  of	
  the	
  company.	
  
	
  



EffecDve	
  Countermeasures	
  





Countermeasures	
  

It	
  may	
  seem	
  that	
  all	
  is	
  lost	
  for	
  the	
  corporate	
  
security	
  group	
  when	
  it	
  comes	
  to	
  defending	
  
against	
  social	
  engineering	
  aUacks.	
  	
  
	
  
Nothing	
  could	
  be	
  farther	
  from	
  the	
  truth.	
  	
  



Countermeasures	
  

There	
  are	
  many	
  things	
  that	
  companies	
  can	
  do	
  to	
  
miDgate	
  these	
  threats,	
  but	
  they	
  involve	
  much	
  
more	
  than	
  basic	
  awareness	
  training	
  .	
  
	
  
Most	
  awareness	
  programs	
  are	
  sorely	
  lacking	
  
when	
  it	
  comes	
  to	
  training	
  regarding	
  social	
  
engineering.	
  	
  



Countermeasures	
  

A	
  truly	
  effecDve	
  program	
  takes	
  more	
  than	
  a	
  30	
  
minute	
  discussion	
  of	
  the	
  threats!	
  



Countermeasures	
  

Very	
  effecDve	
  technique:	
  	
  complement	
  a	
  robust	
  
social	
  engineering	
  awareness	
  lecture	
  with	
  
having	
  all	
  employees	
  create	
  a	
  dossier	
  on	
  a	
  
randomly	
  assigned	
  co-­‐worker	
  from	
  social	
  media	
  
sites.	
  	
  
	
  

Offer	
  cash	
  to	
  make	
  it	
  REALLY	
  effecDve!	
  



Countermeasures	
  

Not	
  only	
  does	
  the	
  informaDon	
  gathering	
  process	
  
make	
  all	
  employees	
  aware	
  of	
  the	
  dangers	
  of	
  
social	
  media,	
  it	
  makes	
  them	
  think	
  like	
  aUackers,	
  
and	
  helps	
  modify	
  their	
  own	
  online	
  behavior.	
  
	
  
Oken	
  the	
  also	
  educate	
  others	
  in	
  their	
  social	
  
circle	
  to	
  the	
  dangers…	
  



Countermeasures	
  

•  Move	
  away	
  from	
  the	
  tradiDonal	
  “we	
  won’t	
  
ask	
  for	
  passwords	
  over	
  the	
  phone”	
  sort	
  of	
  
mindset.	
  	
  

•  A	
  skilled	
  SE	
  will	
  never	
  ask	
  for	
  a	
  password,	
  
since	
  that	
  instantly	
  raises	
  flags.	
  	
  

•  Make	
  program	
  more	
  around	
  situaDonal	
  
awareness	
  (excessive	
  laughter,	
  emoDonal	
  
bonds,	
  etc)	
  



Countermeasures	
  

SDll,	
  maintain	
  a	
  list	
  of	
  “hot	
  buUon”	
  quesDons	
  to	
  
flag.	
  
	
  

Log	
  all	
  SE	
  aUempts	
  in	
  a	
  centralized	
  database	
  
	
  

InvesDgate	
  EVERY	
  aUempt	
  –	
  ideally	
  with	
  PhySec	
  
and	
  InfoSec	
  together	
  
	
  

SE	
  aUacks	
  oken	
  followed	
  by	
  physical,	
  vice	
  versa	
  
	
  
	
  



Countermeasures	
  

•  Do	
  a	
  social	
  media	
  deep	
  dive	
  

•  Focus	
  of	
  informaDon	
  leakage,	
  not	
  just	
  
reputaDon!	
  

•  Know	
  what	
  employees	
  are	
  tweeDng/posDng	
  
what/where/when!	
  

•  Be	
  careful	
  of	
  appropriate	
  laws	
  WRT	
  employee	
  
monitoring	
  



Countermeasures	
  

•  Password	
  of	
  the	
  day/week	
  
•  Implement	
  call-­‐back/verificaDon	
  procedures	
  

•  Train	
  your	
  employees	
  that	
  it	
  is	
  “okay	
  to	
  say	
  
no”	
  

•  Commit	
  to	
  NEVER	
  punishing	
  employees	
  for	
  
erring	
  on	
  	
  the	
  side	
  of	
  security	
  



Countermeasures	
  

TEST!	
  TEST!	
  TEST!	
  
	
  

Ensure	
  SE	
  audiDng	
  is	
  part	
  of	
  every	
  PenTest	
  
	
  

Do	
  tesDng	
  quarterly	
  
	
  

Offer	
  cash/prizes	
  



SHMOOZEKIT	
  
DISCUSSION/DEMO	
  



CONTACT	
  INFO	
  

Get	
  the	
  updated	
  slide	
  deck	
  at:	
  

	
  
Contact	
  Shane	
  at:	
  

Email:	
  
TwiUer:	
  @tacDcal_intel


