T T THIE TN o L
e

‘\_ : jl_.Tr E i i i |
T e n, < alle PR AREA N

el | [HAaBLEErRsE EMIAATES PALACE | LNITED ARAE EMIRATES

Su f BAGTRERR TS Ry Ty iy
soat | ORES Fiehe B

Wil b 7 il . g

. ; . TR v B :

Attacking OData
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Agenda

* OData Primer

 Oyedata for OData Assessments
 Oyedata Demonstrations

* Ofuzz Demonstration

* Attacking OData Services
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ODATA PRIMER



Why OData?

) ) Windows

.ﬁ_\
" A| Open Data Protocol (OData)

‘SQL Azure‘ ‘SharePoint‘ ‘SD.L Sewer\ ‘WebSphere\ | “Dallas” \ ‘ OGDI I
‘ Netflix | ‘W'”dows H ) \
Azure

* http://geekswithblogs.net
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What is OData? ? OData

¥ Open Data Protod

* Query and Update Data over the Web.
JDBC/ODBC for the Internet

e Resources identified using Uniform Resource
dentifiers (URIs)

e HTTP based RESTful data services
\ — Relies on PUT, POST, DELETE and GET methods

* Adopted by Microsoft, IBM, SAP etc...

© McAfee, 2012 Gursev Singh Kalra 5



O - Overwhelming

* Open Data Protocol
e Service Metadata Document
e Entries and Entity Types
* EDMDataTypes, CSDL

* Service Document

* Service Operations

e Complex Types
 Feeds, more...

© McAfee, 2012 Gursev Singh Kalra 6



Entity Types, Feeds & Service Doc

Service Document

Feed A Feed C

EntityType A Entity Type B EntityType C
Entry 1 Entry 1 Entry 1

Entry 2 Entry 2 Entry 2

Entry N Entry N Entry N

© McAfee, 2012 Gursev Singh Kalra



Building Blocks

<?xml version="1.0" encoding="iso0-8859-1" standalone="yes"?>

<edmx:Edmx Version="1.0" xmlns:edmx="http://schemas.microsoft.com/ado/2007/06/e&c
<edmx:DataServices xmlns:m="http://schemas.microsoft.com/ado/2007/08/dataservi

<8chema Namespace="ODataDemo" xmlns:d="http://schemas.microsoft.com/ado/2007
<EntityType Name="Supplier">

<Key>
<PropertyRef Name="ID" />

</Key>

<Property | Name="ID" TypeNullablez"false" />

<Property |Name="Name" Type="Edm.String" Nullable="true" m:FC TargetPath=

<Property Namez"Address"|Exggfzggeseggmg;agﬂzgggﬂjNullablez"false" />

Name="Concurrency" Type="Edm.Int32" Nullable="false" Concurrer
<NavigationProperty Name="Products" Relationship="ODataDemo.Product Supr

</EntityType>

I<ComplexType Name="Address"> .~~~

<Property Name="Street" Type="Edm.String" Nullable="true" />

I
: <Property Name="City" Type="Edm.String" Nullable="true" />
I
I

<Property Name="State" Type="Edm.String" Nullable="true" />

<Property Name="ZipCode" Type="Edm.String" Nullable="true" />
1 <Property Name="Country" Type="Edm.String" Nullable="true" />:
I</ComplexType> I

© McAfee, 2012 Gursev Singh Kalra 8



Entity Type and Entry

Entity Type

Entry

<EntityType Name="Supplier'">
<Key>
<PropertyRef Name="ID" />
</Key>
<Property Name="ID" Type="Edm.Int32" Nu
<Property Name="Name" Type="Edm.String"
<Property Name="Address" Type="ODataDem
<Property Name="Concurrency" Type="Edm.
<NavigationProperty Name="Products" Rel
</EntityType>
<ComplexType Name="Address">
<Property Name="Street" Type="Edm.Strin
<Property Name="City" Type="Edm.String"
<Property Name="State" Type="Edm.String
<Property Name="ZipCode" Type="Edm.Stri
<Property Name="Country" Type="Edm.Stri
</ComplexType>

<entry m:etag="W/&quot;0&quot;">
<id>http://localhost:32026/0Data/OData.svc/Suppliers(0)<
<title type="text">Exotic Liquids</title>
<updated>2012-11-09T05:20:22Z</updated>
<author>
<name />
</author>
<link rel="edit" title="Supplier" href="Suppliers(0)" />
<link rel="http://schemas.microsoft.com/ado/2007/08/data
<category term="ODataDemo.Supplier" scheme="http://schem
<content type="application/xml">
<m:properties>
<d:ID m:type="Edm.Int32">0</d:ID>
<d:Name>Exotic Liquids</d:Name>
<d:Concurrency m:type="Edm.Int32">0</d:Concurrency>
<d:Address m:type="ODataDemo.Address">
<d:Street>NE 228th</d:Street>
<d:City>Sammamish</d:City>
<d:State>WA</d:State>
<d:ZipCode>98074</d: ZipCode>
<d:Country>USA</d:Country>
</d:Address>
</m:properties>
</content>
</entry>
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* Collection of Typed Entries

e An OData Service can have one ore more
feeds

* Service Document lists all top-level Feeds



Service Document
B@.| @ nttp://localhost:32026/0Data/OData.sve/ < RR-Y
— Service Root URI

<?xml version="1.0" encoding="UTF-8" standalone="true"’
- <service xmlns="http://www.w3.0rg/2007/app” xmin
xmlns:atom="http://www.w3.0rg/2005/Atom" xml:bg
- <workspace>
<atom:title>Default</atom:title>
- <collection href="Products">
<atom:title>Products</atom:title>
</collection>
- <collection href="Categories">
<atom:title>Categories</atom:title>
</collection>
- <collection href="Suppliers">
<atom:title>Suppliers</atom:title>
</collection>
</workspace>
</service>

© McAfee, 2012 Gursev Singh Kalra
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Service Metadata Document

@ http://localhost:32026/0Data/OData.sve/Smetadata L~-Bix H & localhost (2 New Tab

<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <edmx:Edmx xmins:edmx="http:/ /schemas.microsoft.com/ado/2007 /06 /edmx" Version="1.0">
* * - <edmx:DataServices m:DataServiceVersion="2.0" xmlns:m="http:/ /schemas.microsoft.com/ado /2007 /08 /dataservices/metadata">
[ ) D NA O a n - <Schema xmins="http:/ /schemas.microsoft.com/ado /2007 /05/edm" xmIns:m="http:/ /schemas.microsoft.com/ado /2007 /08/c
xmins:d="http://schemas.microsoft.com/ado/ 2007 /08 /dataservices" Namespace="0DataDemo">
- <EntityType Name="Product">
- <Key>
<PropertyRef Name="ID"/>

L]
OData Service b
<Property Name="ID" Nullable="false" Type="Edm.Int32"/>

<Property Name="Name" Nullable="true" Type="Edm.String" m:FC_KeepInContent="false" m:FC_ContentKind="text"
m:FC_TargetPath="SyndicationTitle"/>
<Property Name="Description" Nullable="true" Type="Edm.String" m:FC_KeepInContent="false" m:FC_ContentKind="text"

. m:FC_TargetPath="SyndicationSummary"/>

. e S C r I e S <Property Name="ReleaseDate" Nullable="false" Type="Edm.DateTime"/>

<Property Name="DiscontinuedDate" Nullable="true" Type="Edm.DateTime"/>

<Property Name="Rating" Nullable="false" Type="Edm.Int32"/>

<Property Name="Price" Nullable="false" Type="Edm.Decimal"/>

<NavigationProperty Name="Category" ToRole="Category_Products" FromRole="Product_Category"

a t a O e Relationship="0DataDemo.Product_Category_Category_Products"/>
<NavigationProperty Name="Supplier" ToRole="Supplier_Products" FromRole="Product_Supplier"
Relationship="0DataDemo.Product_Supplier_Supplier_Products"/>
</EntityType>
- <EntityType Name="Category">

) S m eta d ata i <Kei;ropertyRef Name="ID"/>

</Key>
<Property Name="ID" Nullable="false" Type="Edm.Int32"/>
<Property Name="Name" Nullable="true" Type="Edm.String" m:FC_KeepInContent="true" m:FC_ContentKind="text"
m:FC_TargetPath="SyndicationTitle"/>
<NavigationProperty Name="Products" ToRole="Product_Category" FromRole="Category_Products"
Relationship="0DataDemo.Product_Category_Category_Products'/>
</EntityType>
<EntityType Name="Supplier">
- <Key>
<PropertyRef Name="ID"/>
</Key>
<Property Name="ID" Nullable="false" Type="Edm.Int32"/>
<Property Name="Name" Nullable="true" Type="Edm.String" m:FC_KeepInContent="true" m:FC_ContentKind="text"
m:FC_TargetPath="SyndicationTitle"/>
<Property Name="Address" Nullable="false" Type="0ODataDemo.Address"/>
<Property Name="Concurrency" Nullable="false" Type="Edm.Int32" ConcurrencyMode="Fixed"/>
<NavigationProperty Name="Products" ToRole="Product_Supplier" FromRole="Supplier_Products"
Relationship="0DataDemo.Product_Supplier_Supplier_Products"/>
</EntityType>
<ComplexType Name="Address">
<Property Name="Street" Nullable="true" Type="Edm.String"/>
<Property Name="City" Nullable="true" Type="Edm.String"/>
<Property Name="State" Nullable="true" Type="Edm.String"/>
<Property Name="ZipCode" Nullable="true" Type="Edm.String"/>
<Property Name="Country" Nullable="true" Type="Edm.String"/>
</ComplexType>
<Association Name="Product_Category_Category_Products">
<End Type="0DataDemo.Product" Multiplicity="*" Role="Product_Category"/>
<Fnd Tvne="0NataNemn_Cateanrv" Multinlicity="0__1" Role="Cateanrv Praduact<"/>
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Service Operations

 Remotely Invoked Custom
Functions

* Accept Primitive Data Via
GET or POST

* Return primitives,
complex types, feeds or a
void

*http://img.ehowcdn.com
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Fuzzing OData (One Entity)

Service Metadata Document

EntityType Name="Title" m:HasStream="trume">
<Key>
<PropertyRef Name="Id"/>
</Rey>

"128" Unicode="true" FixedL
h="Max" Unicode="true" Fixed

<Property Name="Id" Type="Edm.String" Nu
<Property Name="Name" Type="Edm.String" Nullable="trne" MaxLeng
<Property Name="ShortName" Type="Edm.String" Nullabl
<Property Name="Synopsis" Type="Edm.String" Nullabl

ble="false" MaxLeng

="true" MaxLer "Max" code="true"

="trne" MaxLlength="Max" Unicode="true" F|
<Property Name="ShortSynopsis" Type="Edm.String" Nullable="true" MaxLength="Max" Unicode="tr}
ullable="true"/>

ble="true"/>

<Property Name="Url" Type="Edm.String" Nullable="true" MaxLeng
<Property Name="Runtime" Type="Edm.Int32" Nullable="true"/>
<Property Name="Rating" Type="Edm.String" Nullable="true" MaxLe
<Property Name="DateModified" Type="Edm.DateTime" Nullable="false" m:FC TargetPath="Syndicat
<Property Name="Type" Type="Edm.String" Nullable="trme" MaxLleng
<Property Name="WebsiteUrl" Type="Edm.String" Nullable="trume" MaxLength="Max" Unicode="true"
<Property Name="NetflixApiId" Type="Edm.String" I
<Property Name="TinyUrl" Type="Edm.String" Nullable="true" MaxLeng
<Property Name="BluRay" Tvype="Netflix.Catalog.v2.DeliveryFormatAvailability" Nul,
<Property Name="BoxArt" Type="Netflix.Catalog.v2.BoxArt" Nullable="false"/»>
<Property Name="Dvd" Type="Netflix.Catalog.v2.DeliveryFormatAvailability" Nullable="false"/>
<Property Name="Instant" Type="Netflix.Catalog.v2.InstantAvailability" Nullable="false"/>

<Property Name="AverageRating" Type="Edm.Double"
<Property Name="ReleaseYear" Type="Edm.Int32" Nul

"Max" Unicode="true" FixedL

"Max" Unicode="true" Fix

="Max" Unicode="true" Fixed|

able="true" MaxLength="Max" icode="tru

'Max" Unicode="true" Fi|

ble="false

<NavigationProperty Name="Disc" Relationsk
<NavigationProperty Name="Season" Relati

p="Netflix.Catalog.v2.Title Disc" FromRole="Title
="Netflix.Catalog.v2.Title Season" FromRole="T
<NavigationProperty Name="Series" Relation ="Netflix.Catalog.v2.Title Series" FromRole="T
<NavigationProperty Name="Movie" Relationship="Netflix.Catalog.v2.Title Movie" FromRole="Tit
<NavigationFroperty Nam ="Netflix.Catalog.v2.TitleAndioFormat Ti
<NavigationProperty Name= "Netflix.Catalog.v2.TitleAward Title" FromRol|
<NavigationProperty Name="ScreenFormats" Relationship="Netflix.Cataleg.v2.TitleScreenFormat |
<NavigationProperty Name="Languages" Relation Netflix.Catalog.v2.langnage Titles" FromR
<NavigationProperty Name="Cast" Relation "Netflix.Catalog.v2.Person TitlesActedIn" FromRk
<NavigationProperty Name="Directors" Relation ="Netflix.Catalog.v2.Person TitlesDirected"
<NavigationProperty Name="Discs" Relationship="Netflix.Catalog.v2.Title Discs" FromRole="Tit
="Netflix.Catalog.v2.Title Episodes" FromRol|
"Netflix.Catalog.v2.Genre Titles" FromRole="G
"Netflix.Catalog.v2.Title Seasons" FromRols=

AudioFormats" Relati

Awards" Relationa

<NavigationProperty Name="Episodes" Relati

<NavigationProperty Name="Genres" Relations

<NavigationProperty Name="Seasons" Relationsh
/EntityType>

Fuzzing Template

Zxml version="1.0" encodi
entry xmlr
<content type="application/xml">
<m:properties>
<d:Id> EBdm.String* </d:Id>
<d:Name> Edm.String® </d:Name>
<d:ShorcName> Edm.String® </d:ShortName>
<d:Synopsis> Edm.String® </d:Synopsis>
<d:ShortSynopsis> Edm.String® </d:ShortSynopsis»
<d:AverageRating> Edm.Double® </d:AverageRating>
«d:ReleaseY¥Year> Bdm.Int32* «/d:ReleaseYear>
<d:Url> Edm.String* </d:Url>
<d:;Runtime> Edm.Int32* </d:Runtime>
<d:Rating> Edm.String® </d:Rating>
«d:DateModified> Bdm.DateTime «/d:DateModified>
<d:Type> Edm.String® </d:Type>
<d:WebsiteUrl> Edm.String” </d:WebsiteUrl>
<d:NetflixApiId> Edm.String® </d:NetflixApild>
<d:TinyUrl> Edm.String® </d:TinyUrl>
<d:BluRay>
<d:Available> Edm.Boolean </d:Available>
<d:AvailableFrom> Edm.DateTime” </d:AvailableFrom>
<d:AvailableTo> Edm.DateTime* </d:AvailableTo>
<d:Rating> Edm.String” </d:Rating>
<d:Runtime> Edm.Int32* </d:Runtime>
</d:BluRay>
<d:BoxArt>
<d:5SmallUrl> Edm.String® </d:SmallUrl>
<d:MediumUrl> Bdm.String® </d:MediumUrl:
<d:LargeUrly Edm.String” </d:LargeUrl>
<d:HighDefinitionUrl> Edm.String® </d:HighDefinitionUrl:>
</d:BoxArT>
<d:Dwd>
<d:Available> Edm.Boolean </d:Available>
<d:AvailableFrom> Edm.DateTime” </d:AvailableFrom>
<d:AvailableTo> Edm.DateTime* </d:AvailableTo>
<d:Rating> Edm.String® </d:Rating>
<d:Runtime> Bdm.Int32* </d:Runtime>
</d:Dvd>
<d:Instant>
<d:Available> Edm.Boolean </d:Available>
«d:AvailableFrom> Edm.DateTime® </d:RAwvailableFrom>
<d:AvailableTo> Edm.DateTime* </d:AvailableTo>
<d:HighDefinitionAvailable> Edm.Boolean </d:HighDefinitionAvailable>
<d:Rating> Edm.String® </d:Rating>
<d:Runtime> Edm.Int324 </d:Runtime>
</d:Instant>
</miproperties>
</content>
Jentry>

"atf-8" 7>

"http: //www.w3.org/2005/Aton" xmlns:m="http://schemas.microsoft.com/ado/2007/08/data:

© McAfee, 2012 Gursev Singh Kalra
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Few Oyedata Features

L& Oyedata 01 [= =]

Service Root URI Hﬂps:;-",-’-1.ﬂ-..1ﬂ.1..-12'-| :m}Samﬁle.S-eMce;fﬁﬁbyOdata.svc [ Go ] [ Local Metadata ] [ Reset State ] [ Data Generstor ]
Service Tree | Settings | Preview | 0 [a |2 E 4 |

=- P!'oducts -
o Create Request Engage the service

L gk /Products -
= Read POST /Products HITP/1l.1 o
... /Products Host: 10.10.1.121 F
. /Products(ld=Edm.Int32) Accept: application/atom+xml, application/atomsvce+xml, application/xml
. /Products(ld=Edm.Int32)/1d Content-Iype: application/atom+xml

- /Products(ld=Edm.Int32)/1d/Svalue

- /Products(ld=Edm.Int 32}/ Name

- /Products(ld=Edm _Int32)/Name/Sval.
- /Products(ld=Edm.Int 32}/ Description

<?xml wersion="1.0" encoding="utf-g8"2>
<entry xmlns="http://WwwWww.W3.org/2005/Atom™ xmlns:m="http://schemas.microscit.com/ado/2007/08/¢
<content type="application/xml™>
<m:propertiess

m

-~ /Products(ld=Edm. Int 32)/Description/ <d:Td>193888411</d: Td>

- /Products(ld=Edm. It 32)/Price cd:Name»ud TvSKie/d: Names L4
- /Products(ld=Edm.Int 32)/Price. Svalue <d:Descriptions

- /Products(ld=Edm. Int 32}/ Discontinue: </d:Description®

- /Products(ld=Edm.Int 32}/ Discontinue: «d:Price>16.50</d:Price>

- /Products(ld=Edm.Int 32)/Categoryld <d:DiscontinuedDate>»2458-10-09T01:12:27</d:DiscontinuedDate>

- /Products(ld=Edm. Int 32}/ Categoryld/ <d:CategoryIld>-210926860«</d:CategoryId> L

- /Products{ld=Edm. Int32)/Audit Fields

- /Products(ld=Edm. Int 3Z)/Audit Fields.A
- /Products{ld=Edm. Int 32}/ Audit Fields./
- /Products{ld=Edm. Int 32)/Audit Fields./ Response
- /Products{ld=Edm. Int 32}/ Audit Fields./
- /Products{ld=Edm. Int 32)/Audit Fields.A -
- /Products{ld=Edm. Int 32)/Audit FieldsA

ol View response here

4 1 | 3

Choose Termnplate

AML r Blank
[+-fEdmMetadatas J5ON L4 Data Type Names
[+ fService Operations Export Templates Prepopulated Data |

AT : -
e , Pick a template i
= Show Metadata Document -

© McAfee, 2012 Gursev Singh Kalra



POST /Products HITE/L1.1

Host: localhost

Loocept: application/json
Content-Type: application/s] En:rn]

{
"ID™: ™1992532887"7,

"Wame™: "Jti",
"Description™: "TE8Mod",

"BeleaseDate™: "1595-03-20T04:14:08",

"DiscontinuedDate™: "1454-09-17T11:50:44", \id Edm Data Generator E
"Rating™: "4351358631&",

"Price™: "94.76" Select Type  Edm.DateTime - |5 Ii" Generate

1542-06-15T09:26:31 -
1594-07-17T03:259:24
1422-07-01T0OE:18:00
1489-05-26T08:43:57
1680-09-12T02:51:02

OYEDATA DEMONSTRATIONS

© McAfee, 2012 Gursev Singh Kalra



OFUZZ DEMONSTRATION

© McAfee, 2012 Gursev Singh Kalra
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g (T'S TIME FOR A
ATTACK!

ATTACKING ODATA SERVICES
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0010101100110101100110101100110101100110101100110101100
0011101011000011111011100000011101011001010110011010110

. 0011010110011100111110111000000111010110010101100110101

o NO Secur|ty 0011010110011101101011001111107011001111010110010101100
001011010110011100111110111¢  ,001110101100101011001101

S 'f' t' o011101071700111001171711701717 40011101101011001070110011
peCI Ica IonS 0011101017000011111011100 J1110° 10071010110011010110
0011071071 1¢ 171007117701707 010" 11010110011010110011

001171010M 2711110 T JO0~ 01" 01010110011010110

¢ Based On HTTP, 0011010110 o01111° e 117 11007101011001710701
0011071071700 LI R L 410" 11110107110010101100

00101101011 .17 .011007101011001101

AtomPUbl and JSON 0011710710170 A11011100000011710170
0011071071100 1001111010110010101100

Y 1 00101101011C 4001110101100101011001101
Secu rlty 0011710101700 A00011101101011001070110011

00111010110¢ J0011101011001010110011010110

considerations for
several technologies
involved

*http.//bowtielaw.files.wordpress.com



Enumeration

e Service Document

e Service Metadata
Document

* Tools (Oyedata, Lingpad,

etc...)

e HTTP Methods
— PUT and DELETE

© McAfee, 2012
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HTTP Verb Tunneling

e Allows to tunnel HTTP
methods with POST

e Can be abused to
execute unauthorized
verbs

POST /Products(l) HTTP/1.1
Host: localhost:32026
Accept: application/atom+xml,applicatio

X-HTTP-METHOD: DELETE

Content-Type: application/atom+xml

© McAfee, 2012 Gursev Singh Kalra 22



Navigation Properties

* http://localhost:32026/0OData/OData.svc/Sup
pliers(1)/Products

e Can

be used as a springboard to other Entry

Type’s additional data

<

Thiz XML file does not appear to have anv stvle information associated with it. The document tr

C | [ localhost:32026/0Data/OData.sve/Suppliers(1)/$links/Products

v<links xmlns="http://3chemas.microscit.com/ado/2007/08/dataservices™ >

< links>

<urirhttp://localho3t:32026/0Data/00ata. ave/Products (0) </uri>
<urirxhttp://localhost:32026/0Data/0Data.sve/Products (7)</uri>
<urirhttp://localhost:32026/0Data/0Data.sve/Products (&) </uri>

© McAfee, 2012 Gursev Singh Kalra 23



System Query Options

 Control the amount
and type of data
returned by the
OData service.

¢ Sselect, Sformat,
Sexpand, Sfilter,
Sorderby etc...

e Assess like regular
web application
parameters

© McAfee, 2012

<?xml verzion="1.0" encoding="is0-8859-1" standalone="yes"?2>

<title type="text">Products</title>
<id>http:///localhost: 320268/ CData,/00ata.ave/Producta</id>
<updated»2012-11-12T04:31:20Z</updated>

<link rel="self"™ title="Products"™ href="Producta"™ />
<entry»

<title type="text">Bread</title>
<summary type="text">Whole grain bread</summary>
<updated>2012-11-12T04:31:202Z</updated>
<author>
<name />
</author>
<link rel="edit" title="Product" href="Products{0}" />

<content type="application/xml"™:>
<m:propertisss
<£d:1ID m:type="Edm.Int32">0</4:ID>

L/m:propertiea>
</ contents>
<jentry>

<« C | [} localhost:32026/0Data/0OData.svc/Products?

<feed xml:base="http://localhost:32026/0Data,/0Data.sve/" xmlns:d="htt]
xmlns:m="http://schemas.microscit.com/ado/ 2007 /08 /dataservices/metada

<idxhttp:/flocalhest:32026/0Data/00ata. sve/Producta (0) < f1d>

<ocategory term="CDatalemc.Product”™ scheme="http://schemas.microac

Gursev Singh Kalra
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Assessing OData Operations

 Key Enumeration and Entry Access

* Individual Property Access

* Write and Update operations (POST & PUT)
* Delete operations (DELETE)

* Service Operations

© McAfee, 2012 Gursev Singh Kalra 25



Data Validation and Error Handling

* Can be performed as per regular WAPT
 Malformed JSON and XML requests
e Database Integrity Checks

© McAfee, 2012 Gursev Singh Kalra
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Additional Considerations

* Access File Systems, Databases, CMS and
others...

 Framework Generates Tons of Dynamic Code

e SQLi, Remote File Access, XPath Injection and
Framework Specific Vulnerabilities

© McAfee, 2012 Gursev Singh Kalra
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Further Reading and References

e Official OData website
— http://www.odata.org

* Oyedata

— http://www.mcafee.com/us/downloads/free-
tools/oyedata.aspx

* A Pentester’s Guide to Hacking OData

— http://www.mcafee.com/us/resources/white-
papers/foundstone/wp-pentesters-guide-to-
hacking-odata.pdf

© McAfee, 2012 Gursev Singh Kalra
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THANK YOU!
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