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Please complete the Speaker
Feedback Surveys.
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Authors...

« You talkin' to me? »
Travis Bickle
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74
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Frederic GUIHERY

> |T security engineer

- Reverse engineering
- System analysis and hardening

- Trusted Computing

@Netzob
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Georges BOSSERT
> PhD student

Intrusion Detection
Botnet simulation

Protocol learning

@Netzob

N
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Supelec CIDre
Research team

Advisers :
Guillaume Hiet
Ludovic Mé
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AMOSSYS, France

> Audit and evaluation
- |TSEF lab (Common Criteria, CSPNSs, ...)

- Pentest lab
» R&D
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Topics...

« GO ahead, make my day »
Harry Callahan
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Botnets
> 2 different binaries (or part of )

> the master

> the zombies
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Botnhets

> A set of actions to perform
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Botnhets

> A Communication Channel

> A network topology -
> A proprietary protocol y
Prop yp :’ ),

@Netzob netzob.org
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Botnets:
> 2 different binaries (or part of)

> the master
> the zombies

> A set of actions to perform
> A Communication Channel

> A network topology -

> A proprietary protocol ; 9
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Botnets:
> 2 different binaries (or part of)

> the master
> the zombies

> A set of actions to perform
> A Communication Channel

> A network topology -

> A proprietary protocol ; 9

@Netzob netzob.org
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No available tool te reverse
a proprietary protecol...
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Other « use-cases » for protocol RE
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To assess the robustness of implementations

>

-

§
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To analyze traffic and identify potential data
leakage

-
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To compare the implementation of a protocol
with its official specifications
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To develop a free version of a proprietary
implementation
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Current reverse engineering
approach...

L

§
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Do you remember the last time you reversed a
protocol 7
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Do you remember the |ast time you reversed a
protocol ?
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Do you remember last time you reversed a
protocol ?

> Complex

> Time-consuming

> Mostly Manual

A
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Do you remember last time you reversed a
protocol ?

> Complex

> Time-consuming

> Mostly Manual

A

v,
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But wait... Couldn't we automate
many RE tasks ?

L

§
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Examples of tasks we would like to
automate

-
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.. capture samples from its network
communications

-
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.. split messages in « equivalent » groups
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.. understanding field semantics

7T 4A
@Netzob netzob.org



.. find size fields and associated payloads

7T 4A
@Netzob netzob.org



... Tind CRCs, hashes and other
relations between bits

-

v,
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.. understand the valid sequences of
exchanged messages
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v,
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... Simulate realistic and controllable actors

-

v,

@Netzob netzob.org
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Remote

entity

@Netzob

Process 1 Process 2
Intra-process flow

' ‘ Shared library \

- System calls, IOCTL

Network flow Inter-process flow

Kernel and modules

t Device flow

Hardware

Protocols are everywhere -

}MJ

netzob.org



Before reversing we need a model for
protocols
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Academics are very good with models )

« Design and Validation of Computer Protocols » by G.
Holzmann

@Netzob netzob.org



a service (1/5)

@Netzob netzob.org



some assumptions about the
environment (2/5)
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a vocabulary of messages (3/5)
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the encoding (format) of each message
(4/5)
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the procedure rules (5/5)
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Reduced model for a Protocol

> g vocabulary = alist of

* a grammar -

-
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Message Format

source port destination port

sequence number

acknowledgment number

data N == .
]
offset | eSe rved EEE window

urgent pointer

A0
@Netzob netzob.org



State Machine

CLOSED

Passive open

HTN_HE.\"]'_!

Close/FIN

FIN_WAIT _1

FIN/ACK | segment lifetimes [
—————= TIME_WAIT CLOSED

@Netzob
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Focus on C&C protocols

> Send orders to zombies

L

§
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Focus on C&C protocols

> Receive status from zombies

L

§
WJ.J

@Netzob netzob.org



Focus on C&C protocols

> Jombie « Heartbeat » channel

L

§
WJ.J
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Two types of protocols

> ASCII explicit messages
- High diversity of messages
- High interactivity in C&C

- Single version |

. . oA

- Very-little encryption 4
W,
7

@Netzob netzob.org



Two types of protocols

> Binary messages
- Low diversity of messages
- Low/No interactivity in C&C

- Multiple versions |

- Little encryption Cog
e
W,
7 A

@Netzob netzob.org
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Goals of Netzob

> Infer proprietary protocols

@Netzob



Goals of Netzob

> Simulate actors of a communication

File Actors Help
Simulateur

[[] Arréter

client

Grammar Communication Channel

Info : Aum hu

Property  Value

D
Name client
Initiator Yes

: . = Memory Accesses
Protocol UDP

P 127.0.0.1 OP |Time Variable Data

Port 10000
Target IP 27. /
' /‘

Target Port 4242

7 A
@Netzob netzob.org



Goals of Netzob

> Smart-fuzz targeted implementations

@Netzob



Simulation
Import
PCAP
rooc
Live network inference
flow Vocabulary

IPC flow inference

Files Grammar

XML
API flow *

-
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Simulation

Import
PCAP
oo

Live network inference

fow A

IPC flow inference

Files Grammar
XML
API flow *

-

v,
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« State of the art » boundaries

\

Fuzzing
Language Theory

Reverse Engineering
Grammar Inference

Botnet Behavioural Analysis

oA
Sum of human knowledge The unknown X
) W
AT/

@Netzob netzob.org



NEW « State of the art » boundaries

Fuzzing
Language Theory
oA
New sum of human knowledge The unknown ;
e | w5
@Netzob Based on an original idea of Matt Might netzob.org
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Requirements
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Few communication traces

/Access : some traces were provided by Kevin McNamee and
from an

-

Q)
W,
7T A
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The malware

@Netzob netzob.org



A environment

Adapted Virtual Machines + Firewalls + Torify + management
system

-
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A environment

Adapted Virtual Machines + Firewalls + Torify + management
system

Consider legal issues before dealing with this ! |
oA

Q)
W,
74

@Netzob netzob.org



Step 1 : Get messages
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Capture
(Network, USB, IPC, APl Hooking, Raw files, ...)

@Netzob netzob.org



Capture
(Network, USB, IPC, APl Hooking, Raw files, ...)

200 @.p..aU(......3MiL." f3.8:4+.6.d..%'3..54..L....:3.8,.0.d..Q.3.......
L.QsY.8:3.m.0..d.E...3.Zj."...LF..8:3->ad...s

P, <.
L83..CLAP.T.Y....5. 20, V..&.....iM..e

LR NCXSVIAMLLLLH# YL XVptd..
..=0.72.. Qpga(”...,. AL LU T =Ll
L3.7¢C...@........ JTIN.7...25t.G.)53.,......5.....9. L5 J.

TSRS
83 Co &PT Y502 V.. &.....iM..e

ILPL N X SVJAM.... #Y.L...XVptd....t.
.=0.2.. Qpga("..;. A LU.> " 1=.. Ui,
18.7C...@......}1IN.7..25t.G.)53.,.......5.....9.".L5 .

@Netzob netzob.org




Split in

(sub protocol knowledge, time based, delimitor...)

AU 3.Mi.L..".f3.8:+.6.d..x,3.>4.L...:38,.q0.d.Q.3....
| [f———=—""—E.3.7.". LF.83->ad...s
Message 1 .8:..}...0.....(t0..IW.....0).. ?.~lcp/e.z..%glTsmE. +-.
R{eoDz JAL.d.QP3.5X=)..JU.7 .t.gV.]
P <,
L83..CLEAP.T.Y....5. 20, V...&......IM..e
LR NLXSVIAML.LL #.Y.{.... XVptd....t..
..=0.72. Qpga(”..; AL LU LT =i,
[8.7¢C...@......}1IN.7..25t.G.)53.,......S.....9." L5 ).

N e 3V..L...f3.8%e.d...3. . xFL.u.38 Wu.d.|..3._".L

Message 2

[Z.
gd Message 3 | | kg831ed..3%GgM..|.C8:..}.0.. (t0. iW...o.

o~lepd/enz.. Y%glT.s.mE. +-.R{eoDz}At.d.QP3.5X=)..JU.7 .t..gV.5.2.......

D83 Cor BAP T Y52 VoM.
P NLXSVIAM... #Y.L. X «*A
.=0.2.. Qpgal".... A LU.> Message 4 .

18.7C...@..... }1IN.7..25t.G.)53.,.......5.....9."L5 . ) W
v

@Netzob netzob.org




capture_p2p-canal_getl_retl.pcap [Wireshark 1.8.2 ] Capturer les messages réseau

~

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help Device: eth®

& &l @i x = Q

Filter: | | Expression...

BPF Filter: Effacer

Import layer: Raw Layer 2 (Ethernet/Linux SLL) Layer 3 (IP yer 4 (L P)

Count Limit: 10 Time limit: 10

Time Source Destination Protocol Length Info
— L : Sour Destinati Launch capture
- DDEBE7000 58 Source Destination
. 002419000 58 Source Destination
- DE3EYO7000 S8 Source Destination
. 004729000 58 Source 3 Destination
-511145000 610 Source 2 Destinatiaon
. D067 12000 - 58 Source : Destination
e ei—n——n€—€— ]
Ethernet II, Src: Dst:
Internet Protocol Ve on 4, Src
gram Protocol, Src Por 52482 (52483), Dst : 16484 (16454)
bytes)
l4db 348d: + i
15]

elP
192.1
1921

10.0.0.1

10.0.0.1
192.168.200.180 474554202F2048545

viw A Nom s wN

:
b

AdRa
played Packets:5 lected Packets:3

Annuler Import mes

Capture

Frame (frame), 58 bytes Packets: 202 Displayed: 202 Marked: O Load tim... Profile: Default

Netzob framework

Filter imported messages )
Choose layer of import {

A0
@Netzob netzob.org




Step 2 : RE vocabulary
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Abstract messages
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1T message = a sorted
seqguence of bits

Emails, IPs, Timestamps, BID, AddID, ...

-
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74
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We have to messages

and regroup ones

-

) W)
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Messages are splitted in Fields using

-

) W)
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Messages are splitted in Fields using

> Simple Alignment

%tlneﬁ71ug
ELT4ELdETEE
ECfﬂECdEfEE

@Netzob netzob.org



Messages are splitted in Fields using

> Delimitor-based Alignment

@Netzob netzob.org



Messages are splitted in Fields using

> Sequence Alignment

gBHEfEEdeE?adE%EE

@Netzob netzob.org



B3Z2tebbdE6/ad?

B3Z2tebbdE6/ad?

c 460
c 460

L

) W
>

@Netzob netzob.org
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Dynamic Fields ;
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Sequence alignment with Needleman-Wunsh
|dea proposed by Bedoe

-

§
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Sequence alignment with Needleman-Wunsh

/0 83 2f 65 bd 86 7a d2 00
/70 c4 00 00

-

7T 4A
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Sequence alignment with Needleman-Wunsh

@Netzob

/0

33

2f

05

ole

30

/a

a2

00

/0

c4

00

00

-

(
7,,-)

netzob.org



Sequence alignment with Needleman-Wunsh

@Netzob

/01 83 2f 65 bd 86 7a d2 00
0, 0,0 0|]0|]0|0|]0]0]O0
/0 O
c4 | O
00 O
00 O

-

v,
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Sequence alignment with Needleman-Wunsh

70 83 2f 65 bd 86 7a d2 00

0, 0,0 0|]0|]0|0|]0]0]O0
/0 0 7
c4 | O
00 O
00 O

M(1,]) = Max(M(i-1, |-1) + S,M(I, |-1) + W, M(i-1, |) + W) |
S: Match/Mismatch score (+/- 10) A
W: Gap score (0) .

v,

@Netzob netzob.org



Sequence alignment with Needleman-Wunsh

70|83 2f |65 bd 86| 7a d2 | 00
0 olololololaolo]o
70 ?
c4 0
00 O
00 ©
M(i,j) = Max(M(i-1, j-1) +S, =W, M(i-1, ) +W)

A

v,

@Netzob netzob.org



Sequence alignment with Needleman-Wunsh

@Netzob

70 83 2f 65 bd 86 7a d2 00
o,0,0,0]]0]0]0]0,0 0

/0 0 10 10 10 10 10 10 10 10 10
¢4 0 10 10 10 10 10 10 10 10 10
o0 0 10 10 10 10 10 10 10 10 20
o 0 10 10 10 10 10 10 10 10 30

A

v,

netzob.org



Sequence alignment with Needleman-Wunsh

@Netzob

70 83 2f 65 bd 86 7a d2 00
o,0,0,0]]0]0]0]0,0 0

/0 0 10,10 10 10 10 10 10 10 10
¢4 0 10 10 10 10 10 10 10 10 10
co 0 10 10 10 10 10 10 10 10 20
o0 0 10 10 10 10 10 10 10 10 [30

A

v,

netzob.org



Sequence alignment with Needleman-Wunsh

@Netzob

70 83 2f 65 bd 86 7a d2 00
o,0,0,0]]0]0]0]0,0 0

/0 0 10,10 10 10 10 10 10 10 10
¢4 0 10 10 10 10 10 10 10 10 10
co 0 10 10 10 10 10 10 10 10 20
o0 0 10 10 10 10 10 10 10 10 [20

70 83 2f65 bd 86 7ad2 00
70 c4 00 --

- 00

A

v,

netzob.org



Sequence alignment with Needleman-Wunsh

70 83 2f 65 bd 86 7a d2 00
70c400-- - - - - 00
(70) (F{2,7}) (00)

-

7T 4A
@Netzob netzob.org



How to evaluate messages similarities 7

-
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Measure of the Quality of Symbols
0% < <100 %

/ /

@Netzob netzob.org
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Similarity factors between messages

Currently two factors are used
> F1: ratio of dynamic fields / static bytes

> F2: ratio of common dynamic bytes

L

W,
7T A
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Similarity factors between messages

Currently two factors are used
> F1: ratio of dynamic fields / static bytes

> F2: ratio of common dynamic bytes

L

W,
7T A

@Netzob netzob.org



Similarity factors between messages

F1: ratio of dynamic fields / static bytes

F2: ratio of common dynamic bytes

/70 83 2f 65 bd 86 7a d2 00

/0 c4 OOT—— - = = = [
= 100/2*7 =100/ (1 +2)*2

-

w5
@Netzob netzob.org



Similarity factors between messages

F1: ratio of dynamic fields / static bytes

F2: ratio of common dynamic bytes

100
A
Normalized
1 similarity score
.................... ol
. 5 100

-2

@Netzob

-
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Hierarchical Clustering by similarities:

Fill of a similarity matrix

teratively merge the 2 most similar messages
W,
@Netzob ngng org



Creates a similarity tree

31654f2 1lebd6d3fa065b1969a2086c8f49af0b3215 1abs8d
d984712f5423fd73b2f9c11505349607 78387 befd46ad9d96hH
g3ft7be428948dbec9c0d199838 1a333e2109a994c068ece
2b65e6d528948dbec9c0d1998381a3337f28829a4c068ecy
3f4196db28948dbec9c0d199838 1a3336a592b%adc068ecy
Symbaol & 811255ac28948dbec9c0d1998381a333d9fcbB984c06Becy
Symbol 8 17141d0a574034475c4254131e4f171c2d371c541c07 1141
44134a4745131013114a414b4b144017727d7272721a06
0000008094 5cc83c00300000
cb0000808d 7fe63c00480000
Symbol 14 3fd7386228948dabc9c0d19940b670c40000
Symbol 13 3fd7986228948dabc9c0d 19940b670c 40000
3fd7986228948dabc9c0d19940b670c40000
; 3fd7986228948dabc9c0d19940b670c40000
Symbol 12 3fd7986228948dabc3c0d19940b670c40000
Symbol 11 3fd7986228948dabc3c0d19940b670c40000

@Netzob



Creates a similarity tree

and facilitates clustering

31654f2 1ebd6d3fan69bl1969a2086c8f49af0b3215 1abs8d:
d984712f5423fd73b2f9c11505349607 78387 bef46a4 94961
B3ff7bed28948dbecoc0d199838 1833321092994 c068 ec

2bE5e6d5285948dbec9c0d19983815333712882%adc 068 s
3f4196db28948dbecoc0d199838123336a592hb%adc 068 ecs

Symboal 6 811255ac28948dbec0c0d1998381a333dofchb 8984 c068ecd
Symbol 8

17141d0a574034475c4254131e4f171c2d371c541c07 1f4f
44134a4745131013114a414b4b144017727d7272721a06
0000008094 5cc83c00300000
cb0000808d 7fe63c00480000

Symbol 14 3fd7986228948dabc9c0d19940b670c40000

Symbol 13 3fd7986228948dabc9c0d19940b670c40000
3fd7986228948dabc9c0d19540b67 040000
3fd7986228948dabc9c0d19540b67 040000
3fd7986228948dabcBc0d19940b670c40000
3fd7986228948dabcBc0d19940b670c40000

A0
@Netzob netzob.org



Results of Clustering and Sequence Alignment

Symbol 5

Field 1 v € | Field 2 W ( v | Field 5 v
{4 c7Ad657Z200000000 .I' 1. {2 H (00C {1:] 0000000 .I'

Champ ey 1 hex

Symbol 5 &

@Netzob



Abstract fields
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Message format model

Raw message

Field 1 Field 2

Allows multiple partitionment strategies per symbols

-

Q)
W,
7T A

@Netzob netzob.org



The bytes distribution helps to identify
multiple partitionment strategies

Fermer

L

s
@Netzob netzob.org



Full message
format mode|

Raw message

Field 1 Field 2

_—

= Fix : .{n}
- Variable : {n, m}

Interpretation attributes
- Unit size : bit, octet, double octet, etc.
- Endianess
- Sign
- Representation : decimal, octal, hex, ASCII, etc.
- Transformation : baseb4, bz2, gzip, etc.

Definition domain

- Static value
- Random value
- Intra-message dependency

- Inter-message dependency ;
- Environmental dependency 6/‘

Semantic %

A0
@Netzob netzob.org



Transformations

@Netzob netzob.org



transform raw bytes into application-
level bytes

> Applied either on messages, layers or fields

> Examples of provided functions: base64, gzip,
bz2

L

) W)
v
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Adding a custom transtormation function

Ex: ZeroAccess XOR-based obfuscation

Create a Custom Tra

Custom Transformation Function

Mame of the function decrypt

key=0x66747032

result = []

binMessage = binascii.aZb_hex(message)

for i in range(0,len(binMessage), 4):

if lLen(binMessage[i])>=5:

subData = struct.unpack("<!”, binMessage[i:i+4])[0]
xoredSubData = subData ™ key
result.append(struct.pack("<!", xoredSubData))
key = ((key << 1) & OxFFFFFFFFL | key >> 31)

strMessage = "join(result)

message = binascii.b2a_hex(strMessage)

@Netzob



Adding a custom transformation function

Ex: ZeroAccess XOR-based obfuscation

. ad4d699b

bae3i3ib3da

@Netzob netzob.org



Search for relations

-
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> Binary ID, Affiliate ID,
Filenames, etc.

« » relations

-

Q)
W,
74
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« » relations

— Size Fields, CRCs, etc.

-

W,
7
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field's size, values (CRCs,...) with the
« Maximal Information Coefficient » (M.I.N.E. by M.I.T.)

-

Q)
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74
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field's size, values (CRCs,...) with the
« Maximal Information Coefficient » (M.I.N.E. by M.I.T.)

> correlated fields
-

Q)
W,
74
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Search for closest pairs :

> Measure between each pairs

> rank pairs by their score

-

Q)
W,
74
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Search for closest pairs :
> Measure between each pairs

> rank pairs by their score

Good Points :

> Fast
> Search for dependances

> Detect linear, non-linear, periodic relations, ...  n
> Support noisy datasets ;J
7

@Netzob netzob.org



Generate Pairs of data :
Simple way :
> of each field

> of each dynamic field
Add more :

> Concat fields
> Create n-grams (4bits, 8bits, ...)

» Consider CRCs, MD5, SHAT, L
64,

@Netzob netzob.org




« » dependencies

Search for messages' meta-informations in data

-

) W)
v
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Step 3 : RE grammar

-

Q)
W,
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Sequence of valid exchanged symbols.
é

-

§
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Sequence of valid exchanged symbols.
é

-

Q)
W,
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But answers depends on the environment

-
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Our model (SMMDT)
— Add probabilities on output messages

-
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Our model (SMMDT)
— Add the « reaction time »

-

Q)
W,
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Active Grammatical Inference Process
_)

INPUT
; . SYMBOLS
m Equivalence Queries

LEARNER
( z

Hypothesized

Confined GERERER) < Mermbership Queries Model A
Zombie

Reset

L

AT/
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Active Grammatical Inference Process
_)

-Q Create State -11;, Create Semi-Stochastic Transiton éﬂ Create OpenChannel Transition

Initial State

@Netzob



Recaps on ZeroAccess protocol

-
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Recaps on ZA protocol

v

At least 2 versions

v

Multiple P2P management messages

> « Getl », « Retl », « GetF », ...

> Share common format

v

UDP & TCP connections
> UDP for messages (port 16464)
> TCP for data

> Hard coded Bootstrap Peers
- Ex:92.47.102.2,(...), 216.211.181.226

@Netzob

-
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Netzob can generate traffic that:

- Follows the inferred message format

- Respects the state machine

L

) W)
v
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Emulation of different kind of actors and flows

- Client & Real server implementation

- Server & Real client implementation

@Netzob

Create Network Actor

=\ Create a Network Actor

|
General Informations

]
Mame zemAccessBot

& |nitiator

Network Configuration
Type CLIENT
Predefined Values
L4_PROTOCOL UDP
BIND_IP 192.168.42.41
BIND_PORT
TARGET_IP 115.22.87.69

TARGET_FORT




Distinction between
- Client / server

- Initiator / responder of the opening channel

Ex : TLS with TCP session initiated
by the server »
A
64 ) »

@Netzob netzob.org



Abstraction from the communication channel

TCP messages IPC flow
USB channel Raw file
-
;
>y
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Memory mechanism
- Some received values are
..and in future messages

- Also handles contextual values (IP, time, etc.)

L

) W)
v
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Abstraction and contextualization principles

Input device « 70dde8fc00000003 »

Input
flow

Communication
channel library

@Netzob netzob.org



Abstraction and contextualization principles

Input device Vocabulary retL symbol
[ $LOCAL IP. $ID ]
Input
Messages
Communication Abstraction
channel library ENE Handles execution
context

oA
]
W’J

@Netzob netzob.org



Abstraction and contextualization principles

Input device Vocabulary Clock
Input
symbols
Communication Abstraction Grammar model
channel library layer (SMMDT)
y Output
symbols

« getl » symbol

« retL » symbol

@Netzob netzob.org



Abstraction and contextualization principles

Input device

Communication
channel library

previous peers [P

@Netzob

Vocabulary

Input
symbols
Abstraction
layer
Output
symbols
Memory

Clock

Grammar model
(SMMDT)

netzob.org



Abstraction and contextualization principles

Input device Vocabulary
Communication Abstraction
channel library layer
Output

flow
Output device Memory

|
response containing

peers list

@Netzob

Clock

Grammar model
(SMMDT)

netzob.org



Use cases of trafic simulation

Use case 1:
- Analyzing botnet scaling
- Studying botnet behavior at the network level

- Testing 3rd party products (IDS, ...)

L

§
WJ.J
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Use cases of trafic simulation

Use case 2:
- Zero Access P2P map visualization

- Mapping the peers neighbours relations

Sl g T a
s 7 on i o
Ll g

@Netzob " netzob.org
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Future Improviments
of Netzols...




Integrated smart fuzzing, by leveraging the
simulator engine

-

Q)
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Integrated smart fuzzing, by leveraging the
simulator engine

-

Q)
W,
74
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Support of more communication channels
> USB
> |OCTL

> API (ssl read, ssl write, etc.)

-

Q)
W,
7
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Export protocol model in more 3rd party
products

> Wireshark

> Scapy

-

Q)
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Export protocol model in more 3rd party
products

> Wireshark

> Scapy

> Peach Fuzzer

-

Q)
W,
74
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> Protocol RE automation domain is quite active
at the academic level

> But
> Netzob tries to fill this lack by

> Supporting academic researches

> Being

L

) W)
v
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» Main current sponsors: AMOSSYS & Supélec
> to all kind of

> Feedback

> Bug fix

> Feature proposal / implementation

> Translation

-

Q)
W,
74
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Netzob 0.4
« JumpingRnino »

«It's alive !'lt's alive ! »
Henry Frankenstein

L

§
WJ.J
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» Towards a much more stable tool

> « Feature Release » ’
> New User-Friendly Graphical Interface (GTK-3)

> Upgrade the Vocabulary Inference process ;ﬂ.

- Per-Layer RE Strategy
- Add Transformation Functions ... 'Q

> Extend Netzob with your own plugins

> Upgraded Importers

~ Per-Layer Network importer

~ Ospy Importer ...
L

) W)
v

@Netzob netzob.org



» Towards a much more stable tool

> « Feature Release » ’

> New User-Friendly Graphical Interface (GTK-3)

> Upgrade the Vocabulary Inference process 8

- Per-Layer RE Strategy
- Add Transformation Functions ... 'Q

> Extend Netzob with your own plugins

> Upgraded Importers

~ Per-Layer Network importer

~ Ospy Importer ...

Please download it and tell us i“
what you think of it ! W

@Netzob netzob.org
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&Np  Thanks for you attention !
Any questions ?

\
. Please complete the Speaker Feedback Surveys.

NS

QU

Www.netzob.org - @netzob


http://www.netzob.org/

Image licences

http://www.flickr.com/photos/arne-halvorsen/3346841686/in/pool-1093738@N24
CC-BY-NC / aha42 | tehaha
http://www.flickr.com/photos/torek/3280152297/sizes/l/in/pool-1093738@N24/
CC-BY-ND ar kirainet
http://www.flickr.com/photos/jdawg/295956572/in/pool-security_theater/
CC-BY-NC r lawgeek
http://www.flickr.com/photos/tjblackwell/7324060440/sizes/l/in/pool-36004471@N00/
CC-BY-NC r tj.blackwell
http://www.flickr.com/photos/sterlingely/1418364/sizes/z/in/pool-865293@N 20/
CC-BY-NC-SA DogFromSPACE
http://www.flickr.com/photos/massalim/8110616773/in/pool-83823859@N00/
CC-BY-SA V1. Makcnm
http://www.flickr.com/photos/davidjunyent/817040/965/sizes/l/in/pool-83823859@N00/
CC-BY-NC-ND' davidjunyent
http://www.flickr.com/photos/omarparada/8165303605/sizes/l/in/pool-83823859@N00/
CC-BY-NC-ND' Omar Parada
http://www.flickr.com/photos/tonirodrigo/8114182589/sizes/|/in/pool-83823859@N00/
CC-BY ar Toni Rodrigo
http://opte.org/maps/

CC-BY-NC-SA The optet project VA
http://www.flickr.com/photos/niznoz/63732753/lightbox/ .
CC BY-NC-SA 2.0 by niznoz 8 o

7 A
@Netzob netzob.org



	Diapo 1
	Diapo 2
	Diapo 3
	Diapo 4
	Diapo 5
	Diapo 6
	Diapo 7
	Diapo 8
	Diapo 9
	Diapo 10
	Diapo 11
	Diapo 12
	Diapo 13
	Diapo 14
	Diapo 15
	Diapo 16
	Diapo 17
	Diapo 18
	Diapo 19
	Diapo 20
	Diapo 21
	Diapo 22
	Diapo 23
	Diapo 24
	Diapo 25
	Diapo 26
	Diapo 27
	Diapo 28
	Diapo 29
	Diapo 30
	Diapo 31
	Diapo 32
	Diapo 33
	Diapo 34
	Diapo 35
	Diapo 36
	Diapo 37
	Diapo 38
	Diapo 39
	Diapo 40
	Diapo 41
	Diapo 42
	Diapo 43
	Diapo 44
	Diapo 45
	Diapo 46
	Diapo 47
	Diapo 48
	Diapo 49
	Diapo 50
	Diapo 51
	Diapo 52
	Diapo 53
	Diapo 54
	Diapo 55
	Diapo 56
	Diapo 57
	Diapo 58
	Diapo 59
	Diapo 60
	Diapo 61
	Diapo 62
	Diapo 63
	Diapo 64
	Diapo 65
	Diapo 66
	Diapo 67
	Diapo 68
	Diapo 69
	Diapo 70
	Diapo 71
	Diapo 72
	Diapo 73
	Diapo 74
	Diapo 75
	Diapo 76
	Diapo 77
	Diapo 78
	Diapo 79
	Diapo 80
	Diapo 81
	Diapo 82
	Diapo 83
	Diapo 84
	Diapo 85
	Diapo 86
	Diapo 87
	Diapo 88
	Diapo 89
	Diapo 90
	Diapo 91
	Diapo 92
	Diapo 93
	Diapo 94
	Diapo 95
	Diapo 96
	Diapo 97
	Diapo 98
	Diapo 99
	Diapo 100
	Diapo 101
	Diapo 102
	Diapo 103
	Diapo 104
	Diapo 105
	Diapo 106
	Diapo 107
	Diapo 108
	Diapo 109
	Diapo 110
	Diapo 111
	Diapo 112
	Diapo 113
	Diapo 114
	Diapo 115
	Diapo 116
	Diapo 117
	Diapo 118
	Diapo 119
	Diapo 120
	Diapo 121
	Diapo 122
	Diapo 123
	Diapo 124
	Diapo 125
	Diapo 126
	Diapo 127
	Diapo 128
	Diapo 129
	Diapo 130
	Diapo 131
	Diapo 132
	Diapo 133
	Diapo 134
	Diapo 135
	Diapo 136
	Diapo 137
	Diapo 138
	Diapo 139
	Diapo 140
	Diapo 141
	Diapo 142
	Diapo 143
	Diapo 144
	Diapo 145
	Diapo 146
	Diapo 147
	Diapo 148
	Diapo 149
	Diapo 150
	Diapo 151
	Diapo 152
	Diapo 153
	Diapo 154
	Diapo 155
	Diapo 156
	Diapo 157
	Diapo 158
	Diapo 159

