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Free Download

Strategic Cyber Security

by Kenneth Geers
@) CepcoE. www.ccdcoe.org/278.html

KENNETH GEERS

STRATEGIC CYBER SECURITY
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1. Environment
- Artificial, configurable
- Security vs freedom
- Code vs content



"The natural formation of the country is the
soldier’s best ally ... shrewdly calculating
difficulties, dangers and distances
constitutes the test of a great general.”
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2. Proliferation
- Blinding speed
- 0 Day
- Defend classes of attacks



"The Art of War teaches us to rely not on the
likelihood of the enemy’'s not coming, but on
our own readiness to receive him; not on the
chance of his not attacking, but rather on the
fact that we have made our position
unassailable.”



Estonia 2007/:

Tue 15:00 Tue 21:00 Med 00200




Georgia 2008: during

N KOHYHMT OH TaKIKe...
hacked by South Ossetia Hack Crew




Arab Spring: before

#Tunisia
#EQypt
#Libya
#Yemen
#Syria

# 7




3. Proximity
- Connectivity not geography
. Air, sub, S Forces
- App, OS, compiler, HW
- Seizing cyber ground



"The general is skillful in attack whose
opponent does not know what to defend;
he is skillful in defense whose opponent
does not know what to attack.”






New Sword

#include <windows.h>
#include <defs.h>

// Data declarations

extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern

int

dword_10001cD0[8]; // weak

char *off_10001cF2; // weak
char byte_10001CF9[3]; // weak
char byte_10001DC7; // weak

int
int
int
int
int
int
int
int
int
int
int
int
int
int
int

int

dword_1000215A; // weak

dword_10002162; // weak

dword_10002166; // weak

dword_1000216A; // weak

dword_1000216E; // weak

dword_10002172; // weak

(__stdcall *dword_10002176) (_DWORD); // weak
dword_1000217A; // weak

dword_1000217E; // weak

dword_10002182; // weak

(__stdcall *dword_10002186) (_DWORD, _DWORD, _DWORD
(_stdcaTI "‘dword_lOOOZlSA) (_DWORD, _DWORD, _DWORD

dword_1000218E; // weak
dword_10002192; // weak
dword_10002196; // weak
(__stdcall *dword_1000219A) (_DWORD); // weak

? -

-

DW
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Stuxnet

Wlhlleahs




Information Space Attack Space

Wikileaks Stuxnet



4. Unpredictability
- Change w/o warning
- Must pull trigger to know
- Home-field advantage












5. Advantage
- Old: size, strength
- New: network, anonymity
- Tactical to strategic advantage
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To the Syrian people: The world stands with you against
the brutal regime of Bashar Al-Assad. Know that time and
history are on your side - tyrants use violence because

they have nothing else, and the more violent they are, the
more fragile they become. We salute your determination to
be non-violent in the face of the regime's brutality, and
admire your willingness to pursue justice,
revenge. All tyrants will fall,
Bashar Al-Assad is next.

To the Syrian military: You are responsible for protecting
the Syrian people, and anyone who orders you to kill
children, and the elderly deserves to be tried for
treason. No outside enemy could do as much damage to Syria
as Bashar Al-Assad has done
against the regime!

not mere
and thanks to your bravery

women,

Defend your country - rise uo
— Anonymous
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Dreadful scene of killing a mother and her son by regime's hitmen
malconito2003 (¥ 657 videos  Subscribe in Daraa city in Syria 27.04.2011

“...cut all telephone and road
communication with the city ...
exact details ... incomplete ...
no reporters” NYT




6. Flexibility
- Espionage: Golden Age
- Destruction: STXNT
- Most powerful: propaganda



"There are five ways of attacking with fire:
burn soldiers in their camp; burn stores;
burn baggage trains; burn arsenals and
magazines; hurl dropping fire amongst the
enemy.”
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RUSSIAN TURKISH ENGLISH

servicemen kidnapped two brothers Ezhaevs -
Ruslan and Arby Umalatovich. Certain details of the mcident have become
known today.







INTERNATIONAL

Herald Eribune Europe

Cyberwar and real war collide
in Georgia

By John Markoff Published: Auqgust 13, 2008
Weeks before bombs started falling on Georgia, a security = E-Mail Article
researcher in suburban Massachusetts was watching an a) Listen to Article
attack against the country in cyberspace. 8 Printer-Friendly

. . . . m 3-Column
Jose Nazario of Arbor Networks in Lexington noticed a Format
stream of data directed at Georgian government sites with e T

the message: "win+love+in+Rusia."

8 Share Article









/. Attribution
- Deterrence, retaliation: low credibility
- Ease of entry = rising numbers
- Real cyberwar, ID should be clear



"A wise general makes a point of
foraging on the enemy ...

one cartload of the enemy's provisions
IS equivalent to twenty of one's own."
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_ IRANIANS

we will never bomb your country

o




8. Quiet
- Covert cyber war
- Retaliation In meatspace
- Proportionality
- Private sector vs nation-state






INSIDE THIS WEEK: TECHNOLOGY QUARTERLY

The horror in Houla
The = How to save Spain
ECONOMIiSt  rmetbuytuopean stoces?
Squeezing out the doctor
T -4 v tomsnitcon  In praise of misfits

Morals and the machine
Teaching robots right from wrong
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NATO Cyber Centre - War Gamez




9. Subjectivity
- Cyber defense immature
- BDA calculations
- Effects-based evaluation



"If you know the enemy and
know yourself, you need not fear
the result of a hundred battles.”



Cyber Battalion

- Intelligence = Intelligence

- HUMINT = HUMINT (Social Engineer)

- Special Forces = Special Forces

- Combat Engineer = Software Developer
- Infantry = Network Penetrator

ents = Clients, Servers

- Weapons = Information




10. Morality
- Few inhibitions: no dead humans
- Future target: civilians
- End-state: war or peace?



"Supreme excellence consists in breaking
the enemy'’s resistance without fighting.”

"The best thing of all is to take the
enemy’s country whole and intact.”






Just cause

1

Last resort

Competence

—

Necessity

Probability

Distinction

POW ethics

Proportionality

Prohibition

Declaration

Surrender
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Confidence
Building /‘/\\
Measures

1. Non-aggression pact
2. Int’'l administration
3. Transparent log files

4. World CERT
5. Joint investigations
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