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  +	
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  of	
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WHO WE ARE 



THE REST OF THE LAB 
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THE REST OF THE LAB 
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A TYPICAL DAY IN THE LAB 
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Wait,	
  what?	
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Yes,	
  it’s	
  a	
  card	
  game	
  



MOTIVATION 
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•  Security	
  issues	
  liSer	
  the	
  news	
  

CONTEXT 
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•  Same	
  old	
  story:	
  
• People	
  designing	
  product	
  X	
  didn’t	
  think	
  about	
  security	
  
• People	
  deploying	
  product	
  X	
  didn’t	
  think	
  about	
  security	
  
• People	
  using	
  product	
  X	
  didn’t	
  think	
  about	
  security	
  



• What’s	
  worse:	
  
•  SomeUmes	
  companies	
  have	
  security	
  teams	
  that	
  advocate	
  
for	
  security,	
  but	
  product	
  teams	
  can’t	
  jus8fy	
  the	
  expense	
  	
  

•  SomeUmes	
  people	
  on	
  the	
  product	
  teams	
  want	
  security,	
  
but	
  their	
  managers	
  can’t	
  jus8fy	
  the	
  expense	
  

•  Part	
  of	
  the	
  problem:	
  awareness	
  and	
  priori5es	
  

CONTEXT 
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• How	
  can	
  we	
  get	
  product	
  teams	
  to	
  think	
  about	
  
security	
  during	
  development	
  and	
  reach	
  out	
  to	
  
security	
  teams?	
  

• How	
  can	
  we	
  get	
  managers	
  to	
  invest	
  in	
  security?	
  
• How	
  can	
  we	
  train	
  the	
  next-­‐generaUon	
  computer	
  
scienUsts	
  in	
  security?	
  

•  Side	
  quesUon:	
  	
  How	
  can	
  we	
  help	
  the	
  general	
  public	
  
understand	
  and	
  prioriUze	
  security?	
  

OUR KEY QUESTIONS 
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• Get	
  ’em	
  while	
  they’re	
  young!	
  
•  Emphasis	
  on:	
  

• Highschoolers	
  
• Undergraduates	
  
•  Young	
  developers	
  

•  STEM	
  demographic	
  
•  (Science,	
  Technology,	
  Engineering,	
  Math)	
  
	
  

STRATEGY 
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ORIENTATION 
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•  The	
  Security	
  toolbox	
  is	
  too	
  full	
  of	
  sUcks	
  

•  Let’s	
  add	
  carrots	
  
• Games,	
  humor,	
  etc.	
  
• EnUce	
  people	
  towards	
  security	
  
• Control-­‐Alt-­‐Hack™	
  is	
  our	
  most	
  recent	
  effort	
  in	
  this	
  
direcUon	
  

•  There’s	
  a	
  wide	
  open	
  field!	
  

WHY A GAME 
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•  Physical	
  arUfact	
  
• Adam:	
  ElevaUon	
  of	
  Privilege	
  card	
  deck	
  
•  Tammy	
  +	
  Yoshi:	
  Discovering	
  Security	
  Threats	
  card	
  deck	
  
• Core	
  Security’s	
  Exploit!	
  

•  Co-­‐locaUon,	
  discussion,	
  collaboraUon	
  
• Coffee	
  Ume,	
  lunch,	
  TGIF	
  

•  Social	
  “permission”	
  to	
  explore,	
  admit	
  ignorance	
  
• Humor	
  creates	
  relaxed,	
  open	
  atmosphere	
  

WHY A PHYSICAL GAME 
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• Different	
  games	
  form	
  a	
  spectrum	
  of:	
  
•  Time	
  to	
  learn,	
  Ume	
  to	
  play	
  
• Equipment:	
  cards,	
  boards,	
  dice,	
  etc.	
  

•  Craps,	
  War,	
  Blackjack	
  
•  Backgammon,	
  Chess,	
  Go	
  
•  Trivial	
  Pursuit,	
  Cranium,	
  Apples	
  to	
  Apples	
  
•  SeSlers	
  of	
  Catan	
  
• Dungeons	
  and	
  Dragons	
  

DIFFERENT TYPES OF GAMES 

21 



• We	
  are	
  not	
  game	
  designers	
  	
  
• We	
  scoured	
  game	
  stores	
  for	
  game	
  mechanics	
  

	
  

DEVELOPING MECHANICS 
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• Ninja	
  Burger	
  from	
  Steve	
  Jackson	
  Games!	
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Serendipity!	
  



• We	
  licensed	
  the	
  Ninja	
  Burger	
  mechanics,	
  but	
  re-­‐did	
  
the	
  content	
  for	
  our	
  purposes	
  

•  Steve	
  Jackson	
  has	
  provided	
  incredibly	
  valuable	
  
advice	
  and	
  feedback	
  

•  (Though	
  any	
  problems	
  are	
  purely	
  our	
  own)	
  

GAME MECHANICS 
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DELICIOUS CONTENTS 
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THE HACKER CARD 
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HACKER SKILLS 

	
  
Hardware	
  Hacking	
  
Socware	
  Wizardry	
  

Network	
  Ninja	
  
Social	
  Engineering	
  

Cryptanalysis	
  

	
  
	
  
Barista	
  
ConnecUons	
  
Web	
  Procurement	
  
Forensics	
  
Lockpicking	
  
Search	
  Fu	
  
Kitchen	
  Sink	
  (catchall)	
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Skills	
  all	
  hackers	
  have	
  
	
  
 

Extra	
  skills	
  
 



THE MISSION CARDS 
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THE ENTROPY CARDS 
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HOW TO PLAY 
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Hey. 

Alice Bob Carol 

Yo. 

Alice,	
  Bob,	
  and	
  Carol	
  are	
  playing.	
  



Everyone	
  gets	
  3	
  random	
  Hacker	
  cards,	
  and	
  chooses	
  1.	
  … 

Alice Bob Carol 

… 
… 



Everyone	
  gets:	
  3	
  Entropy	
  cards,	
  1	
  AKending	
  Card,	
  1	
  Not	
  AKending	
  Card,	
  and	
  6	
  
Hacker	
  Cred.	
  	
  

Alice Bob Carol 



Ready	
  to	
  start	
  playing…	
  

Alice Bob Carol 



Phase	
  1:	
  Distribute	
  Money	
  and	
  Draw	
  Entropy	
  Cards.	
  	
  

Alice Bob Carol 

w00t. 

Round 1 



Phase	
  2:	
  Draw	
  Mission	
  Cards.	
  	
  

Alice Bob Carol 



Alice Bob Carol 



Alice Bob Carol 

hmmm 



Phase	
  3:	
  Staff	
  Video	
  Conference.	
  

Alice Bob Carol 

Trade 
Me! 

No. 



Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

? 
? 

7 12 ? 14 

rand() 



Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

 
 
 

“           ”        



 
 
 

 :(                  

Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

 
 
 ! 



 
 
 

“        ≤ 11  ”         
 
 
11 
 
 
 

“               ”        
… 

Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

rand() 



Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

 
 
 

:P  
 
 

:( 



 
 
 

“        ≤ 10  ”         
 
 

“               ”        
… 
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Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

rand() 



 
 
 

“        ≤ 11  ”         
 
 

“               ”        
… 
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Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

rand() 



 
 
 

:(  

Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  

Alice Bob Carol 

 
 
 

:D
  

 
 
 

:(  



 
 
 

“               ”        
… 

 
 
 

“        ≤ 8  ”         
 
 
10 

Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  
	
  

Alice Bob Carol 

rand() 



 
 
 
! 
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Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  
	
  

Alice Bob Carol 

rand() 



 
 
 

“               ”        
… 

 
 
 

“        ≤ 9  ”         
 
 
10 

Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  
	
  

Alice Bob Carol 

rand() 
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Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  
	
  

Alice Bob Carol 

rand() 



Phase	
  4:	
  The	
  Missions	
  (Player	
  Turns).	
  
	
  

Alice Bob Carol 



Phase	
  5:	
  Hacker	
  Cred	
  Bonus/Penalty	
  
	
  

Alice Bob Carol 



Phase	
  6:	
  Discard	
  Entropy	
  Cards	
  
	
  

Alice Bob Carol 



Phase	
  7:	
  Check	
  Hacker	
  Cred	
  	
  
	
  

Alice Bob Carol 



  

And	
  that’s	
  a	
  round!	
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(…you	
  get	
  the	
  hang	
  of	
  it	
  as	
  you	
  play)	
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INCORPORATING LEARNING 
OBJECTIVES 



•  Computer	
  science	
  can	
  be	
  fun!	
  
•  Computer	
  security	
  can	
  be	
  fun!	
  
•  Stereotypes	
  are	
  inhibitory	
  –	
  computer	
  science	
  and	
  
computer	
  security	
  can	
  be	
  for	
  anyone	
  	
  

• Help	
  broaden	
  the	
  public’s	
  understanding	
  of	
  the	
  word	
  
“hacker”	
  

“PUBLIC RELATIONS” 
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•  Computer	
  security	
  !=	
  laptops,	
  desktops,	
  and	
  the	
  Web	
  
•  Diversity	
  of	
  aSack	
  techniques	
  and	
  aSacker	
  goals	
  

KEY LEARNING OBJECTIVES 
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Example	
  ASack	
  Techniques	
   Example	
  Technologies	
  
Cross-­‐correlaUng	
  data	
  sources	
  
DisinformaUon	
  
DistracUons	
  	
  
Denial	
  of	
  service	
  
ExploiUng	
  unpatched	
  socware	
  
ExploiUng	
  weak	
  passwords	
  
Inside	
  informaUon	
  
Insider	
  threat	
  
Physical	
  compromises	
  
Reverse	
  engineering	
  
Sniffing	
  unencrypted	
  data	
  streams	
  
Social	
  engineering	
  
Special	
  equipment	
  

Botnets	
  
Censorship	
  	
  /	
  AnU-­‐censorship	
  
Consumer	
  home	
  technologies	
  
Cyber-­‐physical	
  systems	
  
Financial	
  systems	
  
Medical	
  devices	
  
Military	
  systems	
  
Mobile	
  phones	
  
RFID	
  
SCADA	
  /	
  Infrastructure	
  
Standards	
  
Tracking	
  /	
  Tracking	
  circumvenUon	
  



SOCIAL ENGINEERING 
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NONSTANDARD TARGET 
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UNUSUAL ATTACKS 

            	
  	
  64	
  	
  	
  



HUMOR! 
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REFERENCES! 
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SECURITY JOKES 

67 



DEVELOPMENT PROCESS 
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DEVELOPMENT OVERVIEW 
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Set	
  Goals	
  

Develop	
  
(Mechanics	
  

and	
  
Graphics)	
  

(Play)Test	
  Arrange	
  
ProducUon	
  

Review	
  
Budget	
  and	
  
Timeline	
  

…oops, too late now 



DEVELOPMENT OVERVIEW 
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Set	
  Goals	
  

Develop	
  
(Mechanics	
  

and	
  
Graphics)	
  

(Play)Test	
  Arrange	
  
ProducUon	
  

Review	
  
Budget	
  and	
  
Timeline	
  



CARD TOPICS 
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MAPPINGS 

Ninja	
  Burger	
  Skills	
  

•  Combat	
  
•  Stealth	
  
•  Disguise	
  
•  Climbing	
  
•  Customer	
  Service	
  
•  Driving	
  
•  Math	
  
•  Ninja	
  Lore	
  
•  Computers	
  
•  Animals	
  
•  Swimming	
  

Control-­‐Alt-­‐Hack	
  Skills	
  

•  Hardware	
  Hacking	
  
•  Network	
  Ninja	
  
•  Social	
  Engineering	
  
•  Socware	
  Wizardry	
  
•  Cryptanalysis	
  
•  Lockpicking	
  
•  Forensics	
  
•  Search	
  Fu	
  
•  Barista	
  
•  ConnecUons	
  
•  Web	
  Procurement	
  

72 



THE PROCESS 
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MAPPINGS 

Ninja	
  Burger	
  Skills	
   Control-­‐Alt-­‐Hack	
  Skills	
  

74 

•  Combat	
  
•  Stealth	
  
•  Disguise	
  
•  Climbing	
  
•  Customer	
  Service	
  
•  Driving	
  
•  Math	
  
•  Ninja	
  Lore	
  
•  Computers	
  
•  Animals	
  
•  Swimming	
  

•  Hardware	
  Hacking	
  
•  Network	
  Ninja	
  
•  Social	
  Engineering	
  
•  Socware	
  Wizardry	
  
•  Cryptanalysis	
  
•  Lockpicking	
  
•  Forensics	
  
•  Search	
  Fu	
  
•  Barista	
  
•  ConnecUons	
  
•  Web	
  Procurement	
  



TRY 1 
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TRY 2 
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TA-DA! 

77 



ONE DOWN… 
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DEVELOPMENT OVERVIEW 
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Set	
  Goals	
  

Develop	
  
(Mechanics	
  

and	
  
Graphics)	
  

(Play)Test	
  Arrange	
  
ProducUon	
  

Review	
  
Budget	
  and	
  
Timeline	
  



•  InstrucUon	
  refinements…clarificaUons…	
  

PLAYTESTING 

80 

• ASendance	
  cards!	
  



DEVELOPMENT OVERVIEW 
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Set	
  Goals	
  

Develop	
  
(Mechanics	
  

and	
  
Graphics)	
  

(Play)Test	
  Arrange	
  
ProducUon	
  

Review	
  
Budget	
  and	
  
Timeline	
  



STILL NOT PERFECT 
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THE BIG PICTURE 
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• We	
  made	
  a	
  card	
  game!	
  
•  The	
  game	
  is	
  designed	
  to	
  be	
  fun	
  	
  

• An essential property! 
• While	
  also	
  

• Raising awareness 
• Educating 
• Promoting communication 

•  Fun	
  game	
  with	
  educaUonal	
  content	
  –	
  not	
  
educaUonal	
  game	
  

WHAT WE DID 

84 



•  Toward	
  meeUng	
  these	
  goals	
  
• Highly iterative content creation 
• Professional design, professional manufacturing 
• Copies to give away 
• Copies to sell 

WHAT WE DID 

85 



• Website: 	
  hSp://www.ControlAltHack.com	
  

•  TwiSer:	
   	
  @ControlAltHack	
  
	
   	
  #ControlAltHack	
  

•  List: 	
  control-­‐alt-­‐hack@cs.washington.edu	
  
	
  	
   	
   	
  (announcements	
  only)	
  

LEARNING MORE 

86 



• At	
  the	
  printer	
  now!	
  

• Available	
  for	
  sale	
  soon	
  
• Selling so that it’s self-sustaining and broadly 

available 
• Planning to use a large, Seattle-based online retailer 
• Go to http://www.ControlAltHack.com to sign up for 

announcement emails, or follow @ControlAltHack for 
announcements 

• Being sold by RGB Hats, LLC 

GETTING THE GAME 

87 



•  For	
  U.S.A.-­‐based	
  educators	
  
• We have a limited number of copies that we can give 

to educators for educational uses (we’ll filter) 
• Visit http://www.ControlAltHack.com to apply 

•  Educators?	
  
• High school AP computer science classes 
• Freshman, sophomore computer science classes 
• College computer science clubs 
• Other? 

•  (High	
  school	
  teachers	
  may	
  wish	
  to	
  remove	
  a	
  few	
  
cards	
  from	
  the	
  deck)	
  

FREE COPIES 

88 



•  Current	
  deck	
  (based	
  on	
  the	
  original	
  Ninja	
  Burger)	
  
• 56 Missions 
• 72 Entropy Cards 

•  Possible	
  expansion	
  deck	
  (based	
  on	
  the	
  Ninja	
  Burger	
  
expansion	
  deck)	
  

• 72 new cards 
•  Ideas	
  for	
  new	
  cards?	
  	
  See	
  
hSp://www.ControlAltHack.com	
  	
  

FUTURE GAME CONTENT 

89 



THANKS TO! 

90 



CALL TO ACTION 
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• Go	
  get	
  the	
  game	
  
• Go	
  play	
  the	
  game	
  
•  Share	
  the	
  game	
  with	
  others	
  
•  Tell	
  us	
  how	
  it	
  goes	
  

• Go	
  make	
  your	
  own	
  games	
  
• Go	
  add	
  carrots	
  to	
  your	
  toolbox	
  

CALL TO ACTION 
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http://www.ControlAltHack.com Please complete speaker feedback 
surveys! 

University	
  of	
  Washington	
  
Tammy	
  Denning	
   Yoshi	
  Kohno	
   Adam	
  Shostack	
  

@ControlAltHack 
#ControlAltHack 


