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Who am | ?

Founder of MoonSols (based in France)

Twitter Addict
Turned 21 (Beers please !)

Reverse Engineering works related to Physical

Memory

— Windows Hibernation file

— Memory Acquisition

— Mac OS X Physical Memory Analysis




Agenda

e Who?




Who ?

* Memory (crash) Dumps are interesting for
— Kernel developers
— Kernel troubleshooters
— Bug hunter
— |Investigator
— Forensic Expert
— Malware Analyst
— Incident Responder
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e Who?
e Why?




Why ?

* Bug hunter:

— Hey man ! | just wrote my Python fuzzer in 10 lines
of code ! | got a remote BSOD ! And all | got is this
crash dump !

* Kernel Developer

— F*** 1 What the F*** is why with this null pointer
?




Why ?

* |nvestigator / Forensic Expert

— Inspector Gadget just made a memory dump of Dr. Claw
computer to extract his Facebook and Twitter activity.
Moreover, the login/passwd he used to connect to his prOn
server.

 Malware Analyst

— | got this crazy packed Rootkit for Win 7 64-bits | Why the
Numega guys stopped to dev Softice ? | rather disassemble
memory area and the dumper driver.




Why ?

* Incident Responder

— We just got pwned ! There is not artifact of the
exploit on disk ! Let’s do a memory dump to find
the source of this | @!&S™ WTF Adobe Acrobat
Reader is using 400MB of the physical address

space with only 90 90 90 90 90 90 90 everywhere
?
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e Who?
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e What /How ?
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What / How ?

* Physical Attacks too

— DMA via Bus PCI (FireWire, PCMCIA, ExpressCard,
..)

— See VirtDbg
e (Damien Aumaitre, Christophe Devine — 2010)
* FPGA over CardBus for DMA I/0O

* Early stage of Dev, but looks interesting. Unfortunately,
there is no release yet.




Software versus Physical

Software's way do not require any hardware

specification.

— (Unless you are trying to install a NVIDIA driver on
your laptop with hardware virtualization j/k)

Can also be an artifact

— E.g. hibernation file never wiped.
Can be acquired remotely over TCP
Click’'n’go.




Software versus Physical

 Whatever you can say.

— It’s easy to bypass the O.S. [...] the cat and mouse
game blabla [...]

— What people tell you is that it works in both ways
!

e Software is everywhere — even in
virtualization.




Virtualization

* Since virtualization is widely used for servers.

* Most of Hypervisors do have an “pause”/
“suspend” feature of the state of the virtual
machine.

— State is saved and/or maintained on disk.
— E.g. .vmem file with VMWare Workstation
— E.g. .bin file with Microsoft Hyper-V




e Hibernation file

— Compressed

* Microsoft Crash Dump
— B.S.0.D.

* Raw
— \Device\PhysicalMemory
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Physical Memory Mapping

) B
0.00 G BIOS reserved

4096 B

RAM

Device Memory (MMIO)

6.00 GB

® Moon



Physical Memory Mapping

* Blue Blocks are the physical memory
* These blocks are copied into the

— Microsoft hibernation file
e 4GB limitation

— Microsoft crash dump file
e 2GB limitation




Raw Memory Dump




Microsoft Full Crash Dump

0x1000 bytes on
32-bits system.

0x2000 bytes on
64-bits system.

® Mo

blacrh rias
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Microsoft hibernation file

Hibernation file 0x7000 bytes max.
header.

Compressed(X1)o
Compressed(X1)1

[...]

Compressed(X1)n

Compressed(X1)n+1

Compressed(X2)o

Compressed(X2)1

[...]

® Mo



Outline

e Raw dump
— No file format, then no additional information.

— Most available tools only support this one, but
this is really limited.

* Hibernation file
— File format makes our life easier

— Around 7-8 versions of the file format from WinXP
to Win7, moreover it is architecture dependent.




Outline

* Microsoft Crash Dump

— Has been used for years by kernel developers, and
trouble shooters.

— Microsoft is maintaining a free tool called
“Windows Debugger”
* Does load automatically Debugging Symbols

* Makes it working with every Windows version memory
dump.

 Does have an SDK




Memory Imaging Overview

MEMORY IMAGING

Windows Third Party Tools
[ ] [ ] ‘ -
sl du Hibernation
file (BSOD) File win32dd & win64dd Others
e (Hibernate)
g / R
Crash dump
Ra\/\;.ldump file (without RaV\;.ldump|
ile. BSOD) ile.
/ /




Agenda

* MoonSols Windows Memory Toolkit
— win32dd
— win64dd
— dmp2bin
— bin2dmp
— hibr2dmp
— hibr2bin




Win32dd & Win64dd

Physical memory acquisition utility for Windows

(x86 and x64, from NT 5.1 to 6.1)

Supported format
— Raw format

— Microsoft crash dump (don’t need to be in debug mode)
Hashing features (MD5, SHA1, SHA-256)
3 different memory mapping techniques

Let you chose what you want to copy
— Blue, Red, Green blocks




Win32dd & Win64dd

Can send a memory dump remotely from
kernel-land

AND does have a server feature to receive the
dump

Super-fast
Support SMB file system as target path

NO SYMBOLS REQUIERED
— Unlike Sysinternal’s livekd.



Server Mode

Host to acquire Server Mode

_/
x

sample.moonsols.com

Send data to collect from the host to sample.moonsols.com.

® Moon



Crashiremote.dmp | CA\Wind

\sy md.exe - winbddd.exe /1 /f DADumps\Windo ystem32\omd.exe - winbddd.exe /t localhost /d

I:\MoonSols'Products>wingddd.exe ft localhost /d

{I:XMDDnSDls\Productsbwin64dd.exe f1 ff D:3\DumpsiWindows\Crash'remote.dmp
. |

T\MoonSals\Products - | I'MoonSols\Productsiwinbddd.exe .
wingddd - 1.3.1.28188485 - (Professional Edition - Single User Licence) Paging file =size: 2899348 Kb ( 7989 Mb)
Kernel land physical memory acquisition Paging file available: 5967432 Kb 5827 Mb)
Copyright (C) 2887 - 2818, Matthieu Suiche <http://www.msuiche.net>
Copyright (C) 2889 - 2818, MoonSols <http://www.moonsols.com: Virtual memory size: 8589934464 Kb (8388687 Mb)
Virtual memory available: 85808820828 Kb (8388556 Mb)
Remote serwver: 8.8.8.8:1337
Extented memory available: 8 Kb ( a8 Mhb)
Remote client: 127.8.9.1
Acquisition started at: [2/6/2018 (DD/MM/YYYY) 11:36:17 (UTC)] Physical page size: 4896 bytes
Minimum physical address: e EREREEE6680 1860
Processing....0one. Maximum physical address: BEpaaeaa137 FFFeee
Acquisition finished at: [2818-86-82 (YYYY-MM-DD) 11:36:17 (UTC)] Address space size: 5234491392 bytes (5111888 Khb)
Time elapsed: 1:21 minutes:seconds (81 secs)
--» Are you sure you want to continue? [y/sn] v
==> 4147847168 bytes received,
Acquisition started at: [2/6/2018 (DD/MM/YYYY) 11:36:17 (UTC)]

Processing....Done.

fcquisition finished at: [20818-86-82 (YYYY-MM-DD) 11:37:39 (UTC)]

Time elapsed: 1:21 minutes:seconds (81 secs)
Server Side Created file size: 4147847168 bytes { 3955 Mb)

NtStatus (troubleshooting): BxOBERRERE

Total of written pages: 1812658

Total of inacessible pages: a

Total of accessible pages: 1812658

MD5: 5B2844C4265DFB@71SDAF7E9F737A485

Physical memory in use: 41%

Physical memory size: 4858624 Kb | 3955 Mb)
Physical memory available: 2384772 Kb ( 2328 Mb)
Paging file size: 8899348 Kb ( 7969 Mb)
Paging file awvailable: 5993368 Kb ( 5852 Mb)
Virtual memory size: 8589934464 Kb (8388687 Mb)
Virtual memory available: 8589882828 Kb (8388556 Mb)
Extented memory available: 8 Kb ( @ Mb)
Physical page size: 4896 bytes

Minimum physical address: B EREREE0068001 860
Maximum physical address: exeReRepa137 FFFoae

Addresz space size: 5234491392 bytesz (5111888 Kb)




UAC Compliant
Report on memory
activity

60 seconds for 4GB
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Q

— — — - e (=]
AWindo em32cmd.exe - wintddd.exe fd ff DADumps\Windows\Crash\win2008r2.dmg _— I—l

I:\MoonSolsyProducts>whoami
win-usqpnaksE8fbimsuiche

I:\MoonSols\Products>wingddd.exe fd /¥ D:\Dumps‘\Windows\Crash\win2@a&r2.dmp

I'MoonSols\Productshwinbddd.e)

wingddd - 1.3.1.20188485 - (Professional Edition - Single User Licence)
Kernel land physical memory acquisition

Copyright (C) 2887 - 2818, Matthieu Suiche <http://www.msuiche.net>
Copyright (C) 2889 - 2818, MoonSols <http://www.moonsols.com>

Name Value

File type: Microsoft memory crash dump file
Acquisition method: PFN Mapping

Content: Memory manager physical memory block
Destination path: D:Dumps'Windows\Crash\win2@a&r2 .dmp
0.5. Version: Microsoft Windows Server 2888 R2 Server Enterprise, 64-bit (build 76@8)
Computer name: WIN-USQPNEKSBFE

Physical memory in use: 37%

Physical memory size: 4858624 Kb ( 3955 Mb)

Physical memory available: 2536644 Kb ( 2477 Mb)

Paging file size: 8899348 Kb ( 79839 Mb)

Paging file available: 6181984 Kb ( 6837 Mb)

Virtual memory size: 8580934454 Kb (8388687 Mb)

Virtual memory available: 8589886084 Kb (8388568 Mb)

Extented memory available: B Kb ( @ Mb)

Physical page size: 4896 bytes

Minimum physical address: 8x2800000000001000
Maximum physical address: 8x2000000137FFFo0e

Address space size: 5234491392 bytes (5111388 Kb)

--» Are you sure you want to continue? [y/n] v

Acquisition started at: [2/6/20818 (DD/MM/YYYY) B:47:12 (UTC)]
Processing....Done.

Acquisition finished at: [2818-86-82 (YYYY-MM-DD) 8:48:13 (UTC)]
Time elapsed: 1:88 minutes:seconds (68 secs)

Created file size: 4147847168 bytes ( 3955 Mb)
NtStatus (troubleshooting): Bx00000000

Total of written pages: 1812658

Total of inacessible pages: a

Total of accessible pages: 1812658




Agenda

* MoonSols Windows Memory Toolkit
— win32dd
— win64dd
— dmp2bin
— bin2dmp
— hibr2dmp
— hibr2bin




dmp2bin

 dmp2bin <input> <output>

— Convert a Microsoft full crash dump into a linear
memory dump (raw)

— Print a MD5 hash of the output file.

e Works on both x86 and x64 Microsoft full
crash dump.




I:"MoonSols'\Productsswhoami
win-usqpnekSafbymsuiche

I:“MoonSolsYProducts>wingddd.exe fd /F D:\DumpsiWindows\Crash\win2883r2.dmp

DwWMoonSolswProductse>dmp2bin.exe D:ZDumpsi\Windows\Crash\win2@8sr2.dmp D:‘\Dumps‘\Windows\Crashywin2@88r2.bin
dmp2bin - 1.8.28188485 - (Professional Edition - Single User Licence)
Convert Microsoft crash dump files into raw memory dump images.
Copyright (C) 2887 - 2818, Matthieu Suiche <http://www.msuiche.netz
Copyright (C) 2889 - 2818, MoonSols <http://www.moonsols.com:

Initializing memory descriptors... Daone.

sorting 8 entries... @ seconds.

Loading file... Dane.

[exep2o0000E1C00000 of GwBBORREE1ZE600008]

e MD5 hash

indo

I:"MoonSols'\Productsswhoami
win-usqpnekSafbymsuiche

I:“MoonSolsYProducts>wingddd.exe fd /F D:\DumpsiWindows\Crash\win2883r2.dmp
DwWMoonSolswProductse>dmp2bin.exe D:ZDumpsi\Windows\Crash\win2@8sr2.dmp D:‘\Dumps‘\Windows\Crashywin2@88r2.bin

dmp2bin - 1.8.28188485 - (Professional Edition - Single User Licence)
Convert Microsoft crash dump files into raw memory dump images.
Copyright (C) 2887 - 2818, Matthieu Suiche <http://www.msuiche.netz
Copyright (C) 2889 - 2818, MoonSols <http://www.moonsols.com:

Initializing memory descriptors... Daone.
sorting 8 entries... @ seconds.
Loading file... Dane.

-
Total time for the conversion: 3 minutes 12 seconds.

-
black h‘ I:%MoonSolshProducts>
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bin2dmp

* bin2dmp <input> <output>

— Convert a linear memory dump in to a Microsoft
full memory crash dump.

— Print a MD5 hash of the output file.

* Works on both x86 and x64 linear memory
dump from NT 5.1 (WinXP) to NT 6.1 (Win?7)

— HOT: Can work on live VMWare virtual machine !




ey oy

findov tem32\cmd.exe - bin2Zdmp DADumps\Windows\Crashwin2008r2.bin DA\Dumps\Windows\Crash\win2008r... !

wWMoonSals\Productss>bin2dmp D:\Dumpsi\Windows\Crash\win2@88r2.bin D:\Dumps‘\Windows\Crash\win2@88r2_2.dmp

binZdmp - 1.8.28188485 - (Professional Edition - Single User Licence)
Convert raw memory dump images into Microsoft crash dump files.
Copyright (C) 2887 - 2818, Matthieu Suiche <http://www.msuiche.net>
Copyright (C) 2889 - 2818, MoonSols <http://www.moonsols.com:

Initializing memory descriptors... Done.
Looking for kernel wvariables... Done.
Loading file... Done.

Rewritting CONTEXT for Windbg...
-» Context-»Segls at physical address 8xeeeeeae885CA1F7E is already equal to 18
-» Context->»5SegDs at physical address 8xeeeaseeeesCalF7A is already equal to
-» Context->SegEs at physical address @xeeeeeeeeesCelF7C is already equal to
-» Context->SegFs at physical address @x2eee0e8@85C@lF7E i1s already equal to 53
-» Context->Seghs at physical address @x8020888885C81F88 modified from 2b into 88
-» Context-»>Segss at physical address @xeeaeaaeaESCALIFE2 is already equal to 18

[exoppoooaRl0lFEGRE of OnBROBREOL3ISE0B000]

e MD5 hash

S X

I:%MoonSols\Productsrbin2dmp D:\DumpsiWindows? r2.bin D:\DumpsiWindows\Crash\win2@esr2_2.dmp

binZdmp - 1.8.28188485 - (Professional Edition - gle User Licence)
Convert raw memory dump images into Microsoft crash dump files.
Copyright (C) 2887 - 2818, Matthieu Suiche <http:/ www.msuiche.nets
Copyright (C) 2883 - 2818, MoonSols <http://www.moonsols.com>

Initializing memory descriptors... Done.
Looking for kernel wvariables... Done.
Loading file... Done.

Rewritting CONTEXT for Windbg...
-» Context-»Segls at physical address @xeeeeeeeeasCelF7E is already equal to 18
-» Context->Seghs at physical address @x8888888885C81F7A is already equal to 2b
-» Context-»SegEs at physical address 8xeeeeeaeeasCe1lF7C is already equal to 2Zb
Context->5egFs physical address @x8eeeesaeasCelFTE is already equal to 53
Context->Seghs physical address @x8eeeesee8sCelF88 modified from 2b into @8
Context->Segss physical address 8wB8888888885C81F82 is already equal to 18

Total time for the conversion: 3 minutes 16 seconds.
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bin2dmp

* hibr2dmp <input> <output>

— Convert a Microsoft hibernation file into a
Microsoft full memory crash dump.

— Print a MD5 hash of the output file.

* Works on both x86 and x64 linear memory
dump from NT 5.1 (WinXP) to NT 6.1 (Win?7)




md.exe - hibrZzdmp.exe DN\DumpsiWindows\Hibernatehwin7rim_x6 D\DumpsiWindo

:WMoonSols\Productsrhibr2dmp.exe D:\Dumps‘Windows‘\Hibernate\win7rtm_x&4.sys D:'\DumpsiWindows\Crash\win7rtm_xG
.dmp

hibr2dmp - 1.8.28188485 - (Professional Edition - Single User Licence)
Convert Microsoft hibernation files into Microsoft crash dump files.
Copyright (C) 2887 - 2818, Matthieu Suiche <http:/ www.msuiche.netz
Copyright (C) 2869 - 2818, MoonSols <http://www.moonsols.com:

Initializing memory descriptors... Done.
Sorting 118891 entries... 39 seconds.
Looking for kernel wvariables... Done.
Loading file... Done.

Rewritting CONTEXT for Windbg...
-» Context-»5egls at physical address @xeeeeaaeaa4FELIF7E is already equal to 18
-» Context->Seghs at physical address @xeeeeeeee8e4FELIF7A is already equal to 2Zb
-» Context->SegEs at physical address @x8888888884FELF7C is already equal to 2b
-» Context-»SegFs at physical address 8x8@eeaaR8B4FELIFTE is already equal to 53
-» Context-»5eghs at physical address 8xeeeaespea84FELIFE@ modified from 2b into @8
-» Context-»>Segss at physical address @xeeeese@@84FELIFE2 modified from @8 into 18

[exeppooaa2a4>FEGRE of GubBERROGGE4BERREEE]

MD5 hash

hibr2dmp - 1.8.28188485 - (Professional Editi hgle User Licence)
Convert Microsoft hibernation files into Micn rash dump files.
Copyright (C) 2887 - 2818, Matthieu Suilchigg pisuiche.net>
Copyright (C) 2889 - 2818, MoonSaols <http:/)

Initializing memory descriptors... Done.
Sorting 118891 entries... 39 seconds.
Looking for kernel wvariables... Done.
Loading file... Done.

Rewritting CONTEXT for Windbg...
-» Context->Segls at physical address @x20000088B4FELFTE iz already equal to 189
-» Context-»Seghs at physical address @xeeaeaaeBE4FELIF7A is already equal to 2Zb
-» Context-»SegEs at physical address @xeeeeeaeaa4FELIF7C is already equal to Zb
Context-»SegFs at physical address ex80e99peeR4FELF7E is already equal to 53
Context->Seghs at physical address @xB008888884FELFS8 modified from 2b into 86
Context->5Segss at physical address 8xeeeaaae@B4FELIFE2 modified from @8 into 18

200 ]

Total time for the conversion: ? minutes 24 seconds.




Agenda

* MoonSols Windows Memory Toolkit
— win32dd
— win64dd
— dmp2bin
— bin2dmp
— hibr2dmp
— hibr2bin




bin2dmp

* hibr2bin <input> <output>

— Convert a Microsoft hibernation file into a linear
meomry dump.

— Print a MD5 hash of the output file.

* Works on both x86 and x64 linear memory
dump from NT 5.1 (WinXP) to NT 6.1 (Win?7)




md.exe - hibr2bin.exe D:A\Dumps\Win Hibernate!

I:%MoonSols\Productsrhibr2bin.exe D:\DumpsiWindows'Hibernate\win7rtm_x64.sys D:\Dumps'\Windows\Raw'\win7rtmxe4.b
in

hibr2bin - 1.8.28188485 - (Professional Edition - Single User Licence)
Convert Microsoft hibernation files into raw memory dump images.
Copyright (C) 2887 - 2818, Matthieu Suiche <http:/ www.msuiche.netz
Copyright (C) 2818, MoonSols <http://www.moonsols.com:

Initializing memory descriptors... Done.
Sorting 118891 entries... 39 seconds.
Looking for kernel wvariables... Done.
Loading file... Done.

[exeppoobapa7Coeaae of GwbbeBBOBE4BEBREEE]

MD5 hash

md.exe

81 :MoonSols\Productsrhibr2bin. exe D:\DumpsiWindows N@ernatewinrtm_x64.sys D:\Dumps'\Windows\Raw'\win7rtmxe4.b
in

hibr2bin - 1.8.28188485 - (Professional Edition - Single User Licence)
Convert Microsoft hibernation files into raw memory dump images.
Copyright (C) 2887 - 2818, Matthieu Suiche <http:/ www.msuiche.netz
Copyright (C) 2818, MoonSols <http://www.moonsols.com:

Initializing memory descriptors... Done.
Sorting 118891 entries... 39 seconds.
Looking for kernel wvariables... Done.
Loading file... Done.

Exaae

[
MD5
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Microsoft Windows Debugger

* Maintained by Microsoft itself for years.

* Firstly, designed for developers for
troubleshooting such as crash dump analysis.




Microsoft Windows Debugger

 WinDbg is a multipurpose graphical debugger
for Microsoft Windows, distributed by

Microsoft. It can be used to debug user mode

applications, drivers, and the operating system
itself in kernel mode.

* Available in Windows SDK [13] or WDK [14].




l?;l Dump DADumps\Windows\ Crash\win/rtm_x04.dmp - WinDbg:6.12.0002.633 AMDb4
File Edit View Debug Window Help

& s |00 FEE0REE O CE|E Al

Command

Micro=oft (E) Windows Debugger Version 6.12. 0002 .633 AMDE4
Copyright (o) Microsoft Corporation. All rights reserwved.

Loading Dump File [D:~Dumnps~Window=s~Crash>~win?rtm_=6d . dmp]
Eernel Complete Dump File: Full addres=s space 1= awvaillable

Comment . 'Hibernation file converted with MoonSols Menorw Toollit!

Symbol =earch path 1=: SEV#*c ~=ymbols*http: - sm=d]l micro=oft . con<download- svmbol=
Executable =sarch path 1i=:

Window=s ¥ Kernel Version 7600 TP Frees =64

Froduct: WinHt. =suite: TerminalServer SinglelserTS

Built by: 7600.16385 andbdfre. win? rtm. 090713-1255

Machine Hame:

Eernel baze = O0xfffff300° 02606000 P=loadedModuleli=t = Oxfffff300° 028343250
Debug =ses=ion time: Wed Jun 2 11:43:24 . 291 2010 (OTC + 2:00)

Sy=ztem Uptime: 0 daw=s 0:01:03.211

Loading Eernel Symbols

Loading U=zer Symbols

Loading unloaded module list
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Conclusion

* No more need to get a Blue Screen of Death to
get Microsoft Crash Dump.

* Converting a Windows hibernation file into a
Microsoft crash dump is super cool

* See you at

http://moonsols.com/component/jdownloads/view.
download/3/2



http://moonsols.com/component/jdownloads/view.download/3/2
http://moonsols.com/component/jdownloads/view.download/3/2
http://moonsols.com/component/jdownloads/view.download/3/2

Future

e Virtualization !




Twitter: msuiche
Email: msuiche@moonsols.com
Web: http://www.moonsols.com

QUESTIONS ?




